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THE INVENTION OF THE INTERNET should have been a glorious, utopian, giant leap forward in the progress and evolution of humankind. And in many ways, it was. The idea that we are no longer restricted by geographical boundaries, that if we want to know what the world’s leading scientists think about climate change, or what the weather is like in Outer Mongolia, or when the next series of our favourite show is coming out we can simply ask a tiny device we keep in our pockets would be astounding to anyone who died before about 1990.


Now, I appreciate if you’re reading this, the likelihood is you were born quite a bit after 1990, therefore it probably feels like aeons ago, from your perspective.


So, let me put this into context: humans have been present on Earth for approximately 200,000 years.
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The internet was invented in 1960, so has been around approximately 1/3000th of that time.





[image: A timeline of major events related to social media. 1992: First text message. 1996: First prepaid phone. 1997: First phone with a colour screen. Social media invented. 2001: Smartphones invented. 2007: The first iPhone.]


Social media was invented in 1997, smartphones in 2001, but they only really took off after iPhones came onto the market in 2007.


That means, actually, the ability to use and access the internet as we do today – constantly and on the fly – has really only been present for about 1/12500th of human history. No wonder we’re so bad at it.


Social media should make us more connected, less lonely, kinder and more empathetic towards our fellow humans, plugging us in as it does to (at least theoretically) three billion other users from all over the globe. Yet, anyone who has been paying attention for the past couple of years knows it hasn’t quite panned out that way. The internet is awash with false information and it’s increasingly difficult to separate it from the truth. Social media platforms have become a tool used by various groups who want to influence the way we behave, what we believe and who we feel inclined to vote for. Meanwhile, users have become increasingly extreme and polarized in their opinions, which has caused (in some cases) unmendable rifts in families and friendship groups.


But I realize, even as I type these words, that knowing this isn’t enough to make the average person delete their social media accounts and lock their smartphone in a drawer.


How do I know this? Because I’ve spent the past year of my life researching all the ways tech messes with our brains and manipulates our emotions and behaviours, and whilst I’ve been shocked, appalled and alarmed, none of it has been sufficient to inspire me to delete my social media accounts and lock my phone away in a drawer.


[image: A smartphone with an icon of a lock on its screen.]


Like most people, I find it hard to imagine life without my phone and I’m just not sure how (or even if) I could survive and thrive if it was ever taken away. It’s not just the FOMO that would get me, it would be the absence of apps that make our lives easier, the dearth of instantaneous information, not being able to access music and books wherever I happen to be, or being unable to instantaneously WhatsApp a random thought to a friend (which I know will have fallen out of my head by the end of the day). These are all part of the way I live now.


Tech has, for most of us, inched its way into every aspect of our lives. Trying to extract it would be like attempting to remove the eggs from a baked cake, i.e. pretty much impossible. And, let’s face it, tech isn’t all bad. For every person who has been trolled, cyberbullied, radicalized or taken in by fake news on the internet, there’s another who has found their tribe, made money as a blogger or YouTuber, been inspired by an online role model, started a world-changing campaign or accessed support for their mental health.


So, this is not a book designed to scare the tits off you about the various dangers of the online world. If what I hear from you during my day job visiting schools all over the globe is anything to judge by, you get enough of that already. This is a book about how to navigate online life. It will teach you to be vigilant against some of the potential pitfalls but also how to use the internet to your advantage, to make your voice heard and bring about the types of changes you’d like to see.


In order to do this, it will be necessary to understand what tech actually does to our brains and how it’s being harnessed for evil by people with dodgy intentions. But, rest assured, the conclusion of this book will not be:


[image: A person lifts a smartphone over their head. The smartphone screams, Nooo. The person says, Now let us all go and throw our phones in the river!!]


It will be:


[image:  Then, the smartphone is next to the person. The person says, Now, let us use social media and the internet with true freedom of joy, with our mental health, self-esteem and moral compass un-messed with.]


Or something a bit pithier, along those lines . . .


SOCIAL MEDIA AND ME


One of the skills I will be encouraging you to develop in this book is investigating the motivations and backgrounds of people providing you with information, so you can make an assessment about any potential biases they might have. (To have a ‘bias’ is to think of one person or group in either a favourable or an unfavourable way, which can then make the way you treat them unfair. Most of our biases are ‘unconscious’, i.e. based on beliefs we’ve absorbed from the world around us and that we don’t really notice.) I think it’s only fair, then, that I give you a potted (browsing) history of my relationship with social media and the internet.


I got my first mobile phone when I was eighteen, just before I left sixth form. By today’s standards, it was a laughable, plastic brick of a thing, which could only be used for calls and texts. I still remember the first time I ever got a text message. I had absolutely no idea what they were and was like:


[image: A hand holds a smartphone. Text on the screen reads, There are words on my phone screen, what witchcraft is this?!!!]


After discovering the answer to that question, I developed a pretty hardcore texting addiction.


I LOVED texting.


I couldn’t get enough of it.


The idea that you could spontaneously pop a thought you’d had into someone else’s consciousness, any time, was like catnip to me. All through uni, I texted like a fiend.


I noticed I’d feel freer to say what was really on my mind over text, because it eliminated the awkwardness of having to articulate things orally, or (God forbid) face-to-face.


I sent ill-advised drunken texts, then texted apologies the next morning with a clouting hangover.


I’d sometimes be inspired to send what were essentially text essays to people outlining some deep, philosophical ponderings and,


since back then there was a limit on how many characters you could send in one go, they’d often arrive in bewildering, out-of-sequence chunks.


I had text flirtations with girlfriends, boyfriends and randomers I’d met at the student union the night before whilst dancing to S Club 7 (look them up. And before you ask, the answer is ‘yes, really’).


My catchphrase was ‘hang on, I’ve just got to send this text message!’.


Despite all this texting action, my academic life was much more antiquated. We had a ‘computer room’ in our halls of residence which I’d pop into about once a week to send an email to my mum reassuring her I was:
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[image: A stack of books is on a computer monitor. The monitor is shaped like a box, and a keyboard is in front of it.]


But, aside from that, tech wasn’t really part of how I operated. If I was writing an essay and needed to research, I’d go to the library. Using an online search engine, whilst technically possible, just wasn’t what people did. I suppose there must have been an early form of blogs back then, but we didn’t consider what our peers thought to be particularly relevant. Everything we learned came from books written by academics and, as such, it was much harder to find diverse opinions from people of colour, women or anyone from a working-class background. Not impossible, of course, just more difficult.


[image: Social media as we’d recognize it today didn’t come into my life until much later, in the form of Myspace. Myspace was a primitive sort of Facebook. You had a profile, containing a finite number of pictures, some basic information and you could set it up to play a particular song when people clicked on it. There was also a chat function, but it was all a bit clunky and difficult to navigate. This didn’t stop us going absolutely wild for it. I cannot tell you how many hours of my twenties I spent chatting nonsense on Myspace when I was supposed to be working (in my defence, I had a series of fistchewingly boring jobs and some terrible bosses during this time).]


[image: A group of smartphones, speech bubbles, text lines, poop emojis, and emojis displaying emotions of sadness, discomfort, heart, and a straight face.]


In my late twenties, I moved to London, where everyone was raving about this new app called ‘Twitter’. At first, I resisted. I remember being really annoyed when I was trying to watch a TV show with my flatmates and they’d all be staring at their individual little screens rather than the communal big screen. It struck me as antisocial.


When they explained that they were ‘following the hashtag’ for whatever we were watching, I thought it sounded like a load of daft nonsense and simply could not fathom why anyone would want to spend their evenings that way. I recall vividly feeling this way and the disdain I had for people who’d start sentences with ‘This person I follow on Twitter reckons . . .’ Yet, as I type, I have not only indisputably become one of those people, I also can’t really remember why I was so indignant about it.


That’s a pretty conclusive example of how tech can fundamentally change your personality (see chapter 2).


By 2011, I was tweeting like a Trojan and in 2016 I had the somewhat dubious honour of being named by the BBC as one of the UK’s most prolifically trolled people(1). My name and photos were being shared in all manner of dubious, misogynistic forums in dark and relatively unexplored corners of the internet and I was receiving a tweet telling me to kill myself, or threatening me with violence, about once every three minutes. What had I done to provoke such ire? The short answer is: I was a woman in the public eye with opinions.


How did I deal with it? Well, first I tried drawing attention to it by screenshotting it and sharing it with my followers. This gave me the comfort and validation I was seeking, because, of course, lots of people got in touch to say how awful it was and that I didn’t deserve it. But then I read a report by the Centre for Countering Digital Hate (their details are at the back of this book) which advised that the best way to deal with trolls is to block, report and ignore. This is for two reasons: firstly, because whilst 99% of your followers might think a troll’s comment is despicable, 1% might be intrigued and that’s how trolls grow their own followings. Secondly, because it might be triggering for people who follow you and have experience of the things the troll is targeting you for.


These days, I have really good filters, which means I don’t see comments from trolls, even if I’m tagged, unless I search my own name. Sometimes, I find it quite illuminating to read through trolling comments. It helped me write this book, for example. There’s a definite pattern to it and it absolutely says more about them than me. I do, however, have to be in the right headspace. I’d never search my name if I was feeling low or anxious.


If you go into the settings function on your social media, you’ll see there are options there to automatically hide comments from accounts which are really new or have less than a certain number of followers. You can also mute certain keywords. There’s more information on how to do this on the charity Glitch’s website and again you can find details at the back of this book.


[image: A frowning emoji is crossed out.]


Today, I choose to use only three social media platforms: Twitter (because I’m a journalist and there’s a strong argument to say I wouldn’t be able to do my job without it), Instagram (because it is, in my experience at least, a fairly benign and supportive community, especially when compared with Twitter, which is a horrendous skipfire) and WhatsApp (see above re: my enduring love of texting). I’m not on Facebook because it’s too annoying (I know you love your kids. I would assume that. Stop telling me) or TikTok/Snapchat, etc. because, frankly, I’m too old and they’re not for me.


For the purposes of writing this book, I have talked to a lot of teens, as well as experts on the platforms I don’t use, to fill in the gaps in my knowledge. I’ve also tried to focus on the universals – truths which apply to all social media platforms because they all operate on broadly the same business model and use similar manipulation techniques and algorithms (in maths, an algorithm is a set of instructions you can use to solve a particular problem). When used in relation to social media, however, we mean the way the app sorts what posts are in your feed and what information you see. They do this based on your past activity, but also on what is likely to hold your attention for the longest. We’ll explore why that is a little later on.


I wanted you to know the role tech has played in my life because I think it puts me in a perfect position to write this book. I’m old enough to remember what life was like before the widespread dominance of the internet, but not so old that I find it bewildering. That’s a perspective only a limited number of people have and, once my generation are dead, no one will ever have again. Which brings me to . . .


SOCIAL MEDIA AND YOU


There’s a fable in which a scientist in the nineteenth century found the best way to boil a frog (don’t worry, it didn’t really happen. No actual frogs were harmed in this anecdote). In the fable, the scientist tries to put the frog into a pan of pre-boiled water and of course it jumps away, sensing that it is scalding hot. But then the scientist places the frog in a pan of tepid water and slowly, incrementally increases the temperature by a few degrees every minute. The frog doesn’t notice the water gradually getting hotter, so (spoiler alert) remains there until it boils to death.


[image: A frog wears sunglasses and relaxes with a glass in a pot of boiling water.]


The reason this (again, I must emphasize, completely untrue) story is so often repeated is because it’s a beautiful analogy for how the human mind works. People are, generally speaking, reticent to sudden change. Even if the change in question is positive, we would generally rather remain comfortably in a familiar situation. The best way to introduce change to a life, or a society, is gradually.


[image: A glowing halo is over a smartphone that has closed eyes and a smile.]


When it comes to the internet and social media, teenagers are the second frog. If you were born into a world of Wi-Fi, smartphones, tablets and instant access to internet, you have always been immersed in the water. You are less likely, therefore, to notice as it approaches boiling point.


This might explain why, when I ask people your age to list the causes of their stress and anxiety, social media usually comes fairly near the bottom of that list (and sometimes isn’t mentioned at all). Teens will, however, frequently cite:




	pressure to perform


	body image anxiety


	comparing themselves to their peers


	not having enough time in the day to do everything they need to do





. . . All of which, as we will see, are problems exacerbated by technology.


Parents, on the other hand, often tend to overestimate the impact of technology. They generally see none of the advantages and worry that any time their child is near a screen it necessarily means they’re being groomed/cyberbullied/radicalized when they could just as easily be reading The Complete Works of Shakespeare or watching a documentary about the plight of the rainforest. That’s because parents are the first frog. Their childhoods likely involved little to no technology and the speed with which the world has changed is terrifying, from their perspective. Often, they project their own terror onto their children.


[image: A smartphone has horns, eyes with narrowed eyebrows, and a smug smile.]


The truth, I suspect, is somewhere in between the perspectives of teenagers and their parents. The internet, like most things, is neither wholly brilliant nor completely evil and how it affects you depends to a large extent on how you use it. It’s also indisputably here to stay. There’s no point in us harking back to an age where people didn’t walk around with their faces buried in their phones because those times are gone. It’s far better to work out how we can deal with reality as it is.


After all: ultimately, we’re all boiling frogs.


[image: A frog leaps out of a pot of boiling water.]









[image: CHAPTER 1: UNDERSTANDING WHAT TECH DOES TO YOUR BRAIN]


THE ATTENTION ECONOMY


Social media is, theoretically at least, completely free for us to use. Yet the tech companies which provide those platforms are worth billions of dollars and make millions more each year. The financial transactions which allow social media to exist are not between the platform and the user, but with organizations, brands, companies and individuals who pay the platform to ensure their content is seen by users. This is usually referred to as sponsored content, or sponcon.


Most of us know this. We’re aware that social media companies make money through advertising. However, according to studies done by psychologists(2), most of us also believe we are not affected by the impact of advertising. We think we’re far too clever, or maybe even just oblivious, to possibly have our beliefs or behaviours impacted by sponsored content.


And therein lies the problem, because really everything you need to know about how social media affects your brain depends upon you accepting that:




There are people and institutions out there trying (and, in many cases, succeeding) to influence how you think and feel.





Once you wrap your head around that, everything else makes sense.


The first and most important thing to understand is that we now live in what’s known as ‘the Attention Economy’. This means, in terms of how your average person lives day-to-day, the amount of money they physically spend is less relevant than the amount they engage with stuff – what they read, watch, click on and who they follow. Each day, millions of individuals and organizations use the internet to compete for our time and our clicks. The more of our engagement they can score, the more money they ultimately make.


[image: A person, surrounded by loud megaphones, covers their face.]


Take an influencer, for example. The more followers they have and the more they are able to prove those followers actually watch, listen to and read what they have to say, the greater the chance they have of being able to persuade brands to sponsor them or give them free products. They will therefore devote themselves to ensuring they are creating content which grabs and then holds your attention.


That’s a fairly benign example. As we will see, the quest to win our engagement gets a lot more sinister when we start to consider tech addiction and those with a political agenda.


[image: A smartphone displays an Instagram post with 362 likes. Two more Instagram posts are on either side of the smartphone.]


[image: Two photographers crouch and bend and click photos of a large play button.]


Vast amounts of skill and trickery are poured into ensuring we remain locked into technology for longer than we might have originally intended.


Take streaming services like Netflix, Amazon Prime and YouTube. Once we have finished watching one video, or one episode of a series, a related video, or the next episode, begins to play automatically. We have to intervene in order to stop that process.


The aim is that we will think the thumbnail of the next bit of content looks sufficiently interesting to be persuaded to stay on and watch it. Thus, a plan to take a look at one video can become a deep dive into a scroll hole, or a promise to only watch one episode can lead inexorably into a binge watch. Tech is always trying to steal our time, which means our habits are not being formed from a place of genuine free will, but by what our Tech Overlords dictate we should be doing.


Similarly, social media sites like Instagram and TikTok auto-fill with infinite content, based on what the platform knows about our likes and interests.


There are a number of consequences to social media being designed in this way. And remember – they’re all accidental. I don’t think the makers of this kind of tech are evil (although, interestingly, it’s rumoured that most of the top Silicon Valley types don’t allow their children to have smartphones). These are inadvertent accidental side effects. But whether intended or not, they’re happening.


[image: A column of paper flies over a person’s head who uses a smartphone.]


CONSEQUENCE NO. 1 TECH ADDICTION


Addictive behaviours are ultimately guided by a neurotransmitter called dopamine. Dopamine is released in the reward centres of our brains when we are engaging in pleasurable behaviours which make us feel good. This can be anything from eating something tasty, to listening to music or creating art. It doesn’t have to be a ‘bad’ activity.


[image: A person holds the brain on a leash. The brain pulls the person away from a stack labelled bin day, chores, admin, essays, and laundry towards a cake with sparklers for candles and an angel on top holding up a cupcake.]


Over time, this can train our brains to be wired towards seeking out pleasure and avoiding anything we find dull or uncomfortable. This is a problem in so far as life unfortunately involves at least 50% dull and uncomfortable things and if you avoid them, there’s consequences for your health, grades and stress levels (see ‘social media becomes stressful’ here).




LOGGING ON TO A SOCIAL MEDIA APP RELEASES


DOPAMINE


SIGNALS IN THE BRAIN.


Everything from the colours used to the feeling of ‘pushing a button’ or ‘refreshing your feed’ (when actually you’re just touching a piece of glass) is designed to stimulate dopamine production. Notifications and the ‘pull to refresh’ feature (when we drag our finger down the screen and our feeds auto-fill with more content) are also based on the same principles which make gambling so addictive.





Think of it like those slot machines you get in casinos. You pull a lever which prompts three wheels with various pictures to spin. If you get a match of three lemons (for example), you win. But it could land on any number of other possible combinations, which makes the process unpredictable and exciting. Statistically, it’s unlikely you’ll get three lemons, but every so often it will fall on that combination. It’s the not knowing that makes it so compelling and, ultimately, addictive.


Whenever we refresh our feeds, we don’t know what we’re going to see, but we’re hoping for likes and affirmation. If we got likes and positive comments every time we refreshed, that would eventually become boring. But we don’t, so we start compulsively refreshing in pursuit of the good stuff but also addicted to the uncertainty of what might appear in our feed, each time.


[image: A slot machine displays a lemon, the number 7, and a bunch of cherries.]


Ultimately, that’s led to a situation where the average person spends four hours on social media, checking their phone anything between 85 and 200 times per day, depending on which study you read.(3).


THAT’S A QUARTER
OF OUR WAKING LIFETIMES.


It’s the reason you bump into people or nearly get run over, because your face is buried in your phone. It’s the reason we half-watch movies, or half-listen to conversations, scrolling with one hand.


[image: There are five rows of icons of people using smartphones. There are seven people in the first four rows and four people in the fifth row.]


[image: There are eight rows of icons of people using smartphones. There are seven people in the first seven rows and six people in the eighth row.]


And the ultimate question to ask is – if half our attention is on social media and the other on the rest of life, are we really enjoying any of it?




EXPERT TAKE


‘Social media is this perfect storm, mixing two highly desirable things together and one of them is validation – which is not the same as recognition, the thing we truly need – and this kind of fruit machine effect of how notifications work on social media – the unexpected and random reward system. When you mix those two together, it’s like psychological crack . . . Your reward system rewards you for just getting a notification, but if the notification is about you there’s a kind of ego gratification that goes alongside it.
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