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			In memory of my father.

		

	
		
			Alphabet, Amazon, Apple Inc., Facebook, Microsoft Corporation, and Google are multinational technology companies based in the United States.

			Android is an open-source mobile operating system developed by a consortium of developers known as the Open Handset Alliance.

			Incogni is a technology company based in the Netherlands.

			Alexa is a virtual assistant developed by Amazon.

			iPhone is a line of mobile phones produced by Apple Inc.

			iOS is an operating system for iPhone mobile phones developed by Apple Inc.

			Microsoft Bing is a web search engine owned by Microsoft Corporation.

			Microsoft Windows is a group of several families of proprietary operating systems developed and marketed by Microsoft Corporation.

			Signal Messenger belongs to the non-profit Signal Technology Foundation in the United States.

			Signal is a registered trademark in the U.S. and other countries.

		

	
		
			Abbreviations and Acronyms

			SDs: Smart Devices

			GAID: Google Advertising Identification

			GPS: Global Positioning System

			IDFA: Identifier for Advertisers (of Apple)

			IoT: Internet of Things

			IUDIA: Unique Identifiers of Smart Devices for Advertisers

			NSA: National Security Agency (of USA)

			SN: Social Networks

			TCUs: Terms and Conditions of Use

			ICT: Information and Communication Technologies

			EU: European Union

			VPN: Virtual Private Network

		

	
		
			Preface

			Back in 2006, I had the good fortune to publish the book: The Network and the Future of Organizations (Kier Publishing), which I had begun writing around 2003. At that time, many people had become involved and collaborated on the Internet. Wikipedia, for example, was developing at a dizzying pace. The information society was in full swing, and its concept had taken root with great speed and suggestive ease in the most diverse discourses and spheres of society. Few knew exactly what this concept referred to, what its scope was, and what impact it was having, despite having managed to concentrate enormous symbolic power in representing the great epochal shift, the emergence of a new stage in civilization, and, as I believed, the possibilities of a new awakening for the human species.

			In the book, I stated that we were undertaking a profound and unprecedented transformation at all levels of what he understood as reality, in which technological advances occupy the central place as the lever of our own evolution as an intelligent species.

			Today, almost 20 years later, my view on the subject has changed substantially. The future arrived faster than I thought, but overflowing with contradictions. Just as I predicted, it unfolded across the internet. That internet where everything that happens is now observed and recorded.

			Today, we are all aware that we live in a world permeated by devices, networks, and algorithms configured to serve the flow of information. Things become active points of information provision that are processed by algorithms. In turn, these algorithms demand our engagement1 and thus end up knowing us better than we know ourselves. They motivate us to be connected for longer and longer periods to capture more information about us, to make us consume more advertising, to understand our behavior and send us the content we were looking for, and also the content we didn’t know we wanted. They immerse us in micro-segmented bubbles to interact with and influence us in a personalized way.

			In parallel, our drive toward collective belonging and to occupy a privileged position in the theater of society motivates us to expose ourselves, shaping a fluid and transparent society in which the coercion of power lies behind the veil of freedom. When everything is permeated by transparency, our behaviors are coercively molded toward conformity, causing falsehood to become transparent and reality to be hidden.

			The imperative of transparency pervades everything with positivity, feel-good vibes, conventionality, and political correctness, leading to the homogenization of communication.

			Unusual opinions, dissenting comments, and unruly positions risk having their authors canceled or are dismissed in the anonymous trash heap of trolls2 and haters3.

			Culture becomes more and more superficial, and society’s analytical capacities are impaired.

			This book, written by my friend Roberto Arenas, invites us to reflect on all these issues and confronts us with the problems and dilemmas posed by our presence in the digital universe. With up-to-date information and a wealth of suggestions and recommendations, Roberto reviews the main challenges we must face in this world so marked by computer code and our drive to inhabit the digital world we live in.

			Andrés Schuschny, Ph.D.

			Andrés Schuschny holds a PhD in Economics and a degree in Physics. He was Director of Studies, Projects, and Information at OLADE (Latin American Energy Organization) and served for 15 years at the United Nations (UN). In the late 1990s, he founded a startup based on a concept he called Aidvertising, whose product was ScreenHelper, which led him to publish the book: The Network and the Future of Organizations. He has taught at numerous universities in several countries. He currently teaches at the International University of Valencia.

			
				
					1	In this context, the word engagement refers to the demand for attention produced by algorithms.

				

				
					2	A troll, “on internet forums and social media, [is] a user who posts provocative, offensive, or inappropriate messages in order to annoy, attract attention, or disrupt the conversation.”

						https://tinyurl.com/599ck475 

				

				
					3	Haters are also users who post messages on internet forums and social media, hating everything and everyone, showing disdain for a particular topic or person. The terms troll and hater are often used interchangeably.

				

			

		

	
		
			Introduction

			The ubiquity of technology, particularly the devices we call “smart”—phones, speakers, watches, and others—is overwhelming for many of us today. We take this omnipresence for granted and have adapted our daily routines to the convenience of using them. For reference, some statistics4 indicate that, by the end of 2020, 78.05% of the world’s population owned at least one such phone. If we consider that the Earth is inhabited by approximately 8 billion people, we are talking about roughly 6.2 billion people connected to a wireless communications network. To the above, we must add the rapid evolution and growth of applied sciences in computing and telecommunications, as well as the production of their derivative products over the last thirty years. There is no doubt that this has benefited us positively in numerous areas.

			Today we can link our bank account or credit card to our mobile phone and pay at our preferred supermarket, order food delivery, track our steps—and the associated calorie consumption—on our wrist, ask one of the popular virtual personal assistants to tell us the average temperature for the day in the city we’re in—or the one we’re traveling to—and play songs by our favorite artists… The list of things you can do is truly extensive; the above is just a small part.

			However, it hasn’t all been benefits or good news.

			Unfortunately, some of the consequences generated by the indiscriminate use of these technologies could not be predicted but rather have been studied only after their effects were observed. Similarly, most countries have not been able to legislate accordingly to effectively regulate and prevent the undesirable outcomes we have seen in the press, such as massive data leaks or addiction to the use of “smart” phones, among others.

			Considering, moreover, that some of the largest technology companies seem to follow the philosophy that “you have to break eggs to make an omelet”—with the omelet being financial gain above all else—the problem becomes even more complex.

			As a father and, modestly, as someone knowledgeable about information and communication technologies and computer science, I have had firsthand experience of their effects, seeing how the use and abuse of social media and numerous applications and games for electronic devices with screens—with their methods of capturing data to feed the algorithms that present content to users—can have on us, particularly children and teenagers.

			One important element that worth to mention is the consequences we have suffered due to COVID-19. In addition to the tragedy, it left in countless families around the world and the almost total paralysis of daily activities in numerous countries, it also caused a 10.2% increase in internet users—the largest growth in the last decade5.

			This number allows us to infer the isolation this disease produced in a portion of the world’s population, from which we are still overcoming globally, with the internet clearly becoming an escape valve for connecting during the toughest moments of the pandemic.

			In this sense, its effects are not only sadly reflected in human lives, but also, in addition to the increased use of “smart devices,” it generated an increase in consultations with psychologists given the surge in the problems they study and treat in their patients. In fact, the World Health Organization (WHO) estimates that in the first year of the pandemic alone there was a 25% increase in anxiety and depression worldwide6.

			Given this reality, the following pages attempt to explain our current situation, not in a five-hundred-page treatise, but deliberately in a short and easy-to-digest text. I have also intentionally described, in plain language, the different pieces I was able to identify of this—anything but playful—puzzle, avoiding technical jargon that might limit the understanding of the problem we face, mentioning some factors of interest that I believe we should consider, introducing some possible actions for your consideration, as a temporary measure, since long-term solutions are, fortunately, under development. 

			I sincerely hope that whoever reads this book will find it informative and, more importantly, useful. If what I have mentioned above seems to make sense to you and I have piqued your interest, I invite you to turn the page and continue reading.

			
				
					4	statista.com: Smartphones - Statistics & Facts

						https://tinyurl.com/59yvfasa 

				

				
					5	itu.int: Facts & Figures 2021: Internet Use

						https://tinyurl.com/3aknsp4y 

				

				
					6	 who.org: COVID-19 pandemic triggers 25% increase in prevalence of anxiety and depression worldwide

						https://tinyurl.com/mpv392nw

				

			

		

	
		
			1. Nothing to hide? 
Think twice

			When reviewing a web server’s log, its administrator typically sees a list, ordered by date—day, month, year; hour, minutes, seconds. With each line, they can infer—or directly read—the country where each person who accessed the server is located, their internet connection speed, the device used, the operating system installed, the browser used, their monitor’s resolution, and some other additional details. A person with a technical role might not do anything with this information, but another person, with different interests, could “spin the yarn” and make a well-informed guess, based-on data about the person who visited a website.

			In our daily lives, when we spend time on any of our “smart devices”—mobile phones, speakers, watches, laptops or desktop computers, and others— (hereinafter, SD), we share information, whether consciously or unconsciously.

			I’ve used the verb “share,” but perhaps “give away” would be more appropriate. It’s something we all tend to consider unimportant because, frankly, we either don’t realize it, or it seems like a small amount of data, a minimum that doesn’t affect us and that we routinely hand over when we access any website or use the applications we install on our phones or televisions. And initially, back in the 1980s, when the internet was just taking its first steps, this thinking made sense, since the data required was primarily used to improve our interaction. From then until now, much has changed.
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