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			Preface


			Dear readers,


			The internet has changed the way we communicate, work and play. It has affected the way we live and learn, participate and protest. Freedom of expression on the internet is key to understanding the potential of information and communication technologies for increasing the level of human rights protection around the globe. 


			In the October 2018 judgment E.S. v. Austria, the European Court of Human Rights (the Court) confirmed once more the fundamental importance of freedom of expression.1 The Strasbourg court argued that freedom of expression, as secured by Article 10 of the European Convention of Human Rights (the Convention), constituted one of the essential foundations of a democratic society and one of the basic conditions for its progress and for each individual’s self-fulfilment. The protective ambit of Article 10 extends not only to “information” or “ideas” that are favourably received or considered inoffensive, but (and particularly) to those that offend, shock or disturb.2 


			Freedom of expression by itself is a key enabling right, offline just as online.3 In one of its fundamental cases on the role of Article 10 in online environments, the 2015 Cengiz and Others case, the Strasbourg judges confirmed that 


			the Internet has now become one of the principal means by which individuals exercise their right to freedom to receive and impart information and ideas, providing as it does essential tools for participation in activities and discussions concerning political issues and issues of general interest.4 


			Just as freedom of expression in all its forms is widely considered to be the right that is essential to meaningful internet use,5 so also the evolution of the internet has become determinative for our communicative relations. The Court again in Cengiz: “user-generated expressive activity on the Internet provides an unprecedented platform for the exercise of freedom of expression.”6 The internet today has become, as UN Special Rapporteur on Freedom of Expression, Frank La Rue, put in his 2011 report, a “vital communications medium which individuals can use to exercise their right to freedom of expression, or the right to seek, receive and impart information and ideas of all kinds, regardless of frontiers”.7 Unlike any other medium in history, “the internet allows individuals to communicate instantaneously and inexpensively, and it has had a dramatic impact on the way information and ideas are shared and accessed”.8 


			From all these rights we can also derive a dual right to internet access, which is crucial for human rights protection: access to internet content (threatened, inter alia, by filtering) and access to the internet per se – threatened, inter alia, by underdeployment of information and communication technologies (ICTs). Physical access to the internet and access to content on the internet are both necessary to ensure freedom of expression online.9 Having the infrastructure (cables, computers, routers) necessary to access the internet in place is not enough. The right to internet access includes access to content “without any restrictions except in a few limited cases permitted under international human rights law”.10 


			The relevance of protecting online freedom of expression, and internet access, can hardly be overestimated in light of its importance for the realisation of other rights on the internet. The Court has developed a substantial and strong jurisprudence on the contours of freedom of expression online. 


			With the rise of the internet the opportunities to express oneself have grown exponentially. But so have the challenges to freedom of expression. Those challenges have a tendency to increase as can be seen from the 2018 report of Freedom House on Freedom on the Net, which found that internet freedom has decreased for the sixth consecutive year.11 Current challenges to freedom of expression lie in the increased prevalence of online hate speech, the privatisation of online spaces, the monopolisation of online services, and political and legal fragmentation tendencies on the internet.


			No wonder then that protecting freedom of expression on the internet has become an important task for international and non-governmental organisations. Declarations and recommendations building on the universal human rights commitments to freedom of expression – namely Article 10 of the Convention, as well as Article 19 of both the International Covenant on Civil and Political Rights (ICCPR) and the Universal Declaration of Human Rights – abound. The practice, however, looks different. Violations of freedom of expression online by states, companies and individuals are a daily, and sad, reality. 


			This book sets out to answer key questions regarding the extent and limits of freedom of expression online. It seeks to shed light on the often obscure landscape of what we are allowed to say online and how our ideas, and the process of imparting and receiving information, are protected. It shows the large ambit of rights protected by freedom of expression, including freedom of the media and the right to access information, and confirms that all aspects of the communicative process, offline just as online, are protected by freedom of expression. The book makes an important point by making clear that freedom of expression online must be protected just like freedom of expression offline, taking into account the nature of the internet, its asynchronicity, ubiquity and speed. 


			This book also highlights the importance of the standard setting, monitoring and promotional activities of international and non-governmental organisations (NGOs). Freedom of expression online touches all aspects of society and does so in all societies. We have therefore included a chapter on relevant national practices to illustrate how different states deal with the challenge that the internet has brought to ensuring freedom of expression for all. 


			This publication makes another important point in showing that freedom of expression implies obligations for all actors on the internet. States must respect, protect and ensure freedom of expression online just as much as offline; internet companies have to respect and protect freedom of expression, implement it within their sphere and remedy violations. Civil society has an important watchdog function and the individuals it comprises must ensure that, in making use of their freedom of expression, they do not violate the rights of others. 


			The authors of this book together, and individually, have substantial experience in the protection of human rights, first offline and now on the internet. At the Institute of International Law and International Relations of the University of Graz, Austria, we have created a Focal Point on Internet Governance and Human Rights to look specifically at the principles and processes of protecting human rights online. Our team has been present and active during the most important moments of the evolution of the information society in the last decade: from the World Summit on the Information Society (WSIS) and meetings of the Internet Corporation for Assigned Names and Numbers (ICANN) to the NETMundial Summit and all Internet Governance Forums, which have so far taken place as well as several meetings of EuroDIG. This gives us a unique view of the challenges that freedom of expression online faces. 


			Our team has worked intensively with the Council of Europe, and in particular its Division on the Media and Information Society and its publication services. Wolfgang Benedek has contributed as an expert on the Committee on the Rights of Internet Users, which elaborated a Guide on Internet User Rights. Matthias C. Kettemann was ad personam expert member and rapporteur of the Council of Europe Committee of Experts on Internet Intermediaries. He has also acted as rapporteur for a number of Council of Europe conferences related to human rights on the internet and internet governance.


			Over the last 12 years we have published several books and studies that shed light on aspects of freedom of expression online. They inform our understanding of the challenges faced by the protection of freedom of expression online.12 Among those publications was the first edition of Freedom of expression and the internet, which met with a lot of interest. However, since its publication in 2014 there have been a number of important developments which made a second edition mandatory. The first edition has been translated into Turkish, Ukrainian and French, and we hope that the second edition will be, too. 


			In conclusion, the authors would like to express their thanks to the Council of Europe for inviting them to produce and update this publication. The Council of Europe has been the international organisation most consistently supportive of human rights online. It has also enabled important insights into the topic by inviting the authors to participate in key events for freedom of expression on the internet. By publishing our analysis of the challenges to and the protection of freedom of expression online, the Council of Europe takes its commitment one step further. 


			At the Leibniz Institute for Media Research | Hans-Bredow-Institut, we express our thanks to Amélie P. Heldt and Johannes Schmees, who have contributed an analysis of freedom of expression and AI in Chapter 5 (§5.13), Katharina Mosene, who has helped update Chapter 4, Anna Sophia Tiedeke, who has helped update Chapter 6, and Keno Potthast and Thorian Schmied, who have provided research support. At the University of Heidelberg, we express our thanks to Majbritt Lindemann for research support. We would also like to thank Ilse Kettemann for a language review and Véronique Riff from the Council of Europe for her excellent editorial support.


			We have endeavoured to include online sources so as to ensure maximum information value. Yet the internet’s very nature is dynamic – and so are, very often, website addresses (which raises its own questions regarding the right to access information). All websites in this book were last accessed in May 2020.


			The internet has a catalytic function for the exercise of all human rights. Just as Gutenberg’s printing press helped to spread the Reformation, so the internet can support the respect, protection and implementation of all human rights for all people everywhere. In this emancipatory quest, freedom of expression is a key enabling right, not to mention an essential human right in itself. Ensuring freedom of expression online is not without its challenges. Read on and you will see how to meet them head on.


			Wolfgang Benedek and Matthias C. Kettemann


			Graz/Hamburg, June 2020
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			Chapter 1 


			Introduction: the challenges of ensuring freedom of expression on the internet


			Freedom of expression allows us to be heard and to construct our identities as communicative human beings. UN Special Rapporteur on freedom of expression, Frank La Rue, described the right to freedom of opinion and expression as an essential “enabler” of other rights through the internet: “by acting as a catalyst for individuals to exercise their right to freedom of opinion and expression, the internet also facilitates the realisation of a range of other human rights”. But the internet also brings about new challenges to these human rights.13


			Already in 2012, the European Court on Human Rights in Strasbourg highlighted that


			the internet has now become one of the principal means by which individuals exercise their right to freedom of expression and information, providing as it does essential tools for participation in activities and discussions concerning political issues and issues of general interest.14


			While the internet has brought substantial new possibilities for exercising and protecting human rights, the possibilities for human rights violations have also grown exponentially.15 The explosion of internet usage has also led to a backlash in terms of increased governmental control. States increasingly restrict internet access or monitor internet use through sophisticated technologies and, fearing social and political activism, criminalise certain forms of expression. Some restrictions – like those against incitement to violence or terrorism or child abuse, as well as on defamation – are certainly necessary. However, states also use the internet, or allow it to be used, for propaganda purposes and disinformation or the control of oppositional speech. Private internet companies, through social networks and search functions, provide platforms for fake news and hate speech and use algorithms to track user preferences which, by interfering with privacy rights, have a chilling effect on freedom of expression. Users are guided to areas of expressed preference, leading to them being trapped in filter bubbles and echo chambers rather than exposed to the diversity of expression and information,16 though the effect of these is overestimated. Civil society activists use the internet for online assemblies.


			The unique characteristics of the internet in which its advantages are rooted, including its speed, its universal nature and the relative anonymity it offers, can also lead to challenges to human rights.17 Do we therefore need new human rights for the internet? 


			On 5 July 2012, the UN Human Rights Council (HRC) adopted by consensus a key resolution on the promotion, protection and enjoyment of human rights on the internet.18 Presented by Sweden, the resolution enjoyed broad international backing from HRC member countries and non-members from all regional groups. The resolution affirmed that 


			the same rights that people have offline must also be protected online, in particular freedom of expression, which is applicable regardless of frontiers and through any media of one’s choice, in accordance with Article 19 of the Universal Declaration of Human Rights and the International Covenant on Civil and Political Rights. 


			These principles have been reaffirmed and extended by subsequent biannual reso­lutions, like the one of 2016, which dealt with prevention and disruption of access and combating advocacy of hatred, and the one of 2018, which recommended that all states should adopt public internet policies that have universal access and enjoyment of human rights at their core.19 


			We see here a clear commitment to the special role of freedom of expression in the information society and on the internet, a commitment that is necessary in a digital age with two faces: increasing the potential to exercise freedom of expression, but also increasing the potential to restrict it.20


			This book takes on the challenge of presenting a nuanced approach to this central challenge by analysing the impact of new technologies and their influence on human behaviour –  for instance, the role of search engines, which have made the storing of information partly redundant as any information is now available at any time. The new opportunities offered by the internet also include online publications such as blogs, which allow the immediate sharing of often highly personal information. 


			These new opportunities require responsible use because they also offer human rights abusers new avenues for hate speech, child abuse and incitement to terrorism. They create new challenges for the regulation of freedom of expression and information in a human rights-consistent way. 


			With regard to human rights, the principle of “what applies offline should also apply online” can provide general guidance. However, the universal nature of the internet with its decentralised management needs to be borne in mind. Consequently, the major challenge for freedom of expression on the internet, as for human rights in general, is to maintain the offline standards while taking the online environment properly into account.


			Against that background, this book addresses one key question in particular, in its many forms, namely: what are the new challenges that the internet has brought for freedom of expression, and how must the right to freedom of expression be interpreted in order to maintain its integrity in the internet environment? 


			Other key questions we address include: how has the European Court of Human Rights reacted to the new challenges and what has been the response of other European and global human rights institutions? In particular, as the internet has enlarged the scope of freedom of expression and information, has this led to a new balance of rights and corresponding responsibilities, which may necessitate stronger interference by regulatory bodies and the state? What kind of new regulations might be considered legitimate, if not necessary, in response to the challenges to the reputation and rights of children on the internet? What are the limitations of state or international regulation of the internet in order not to violate freedom of expression and other related human rights? Is there a need for additional protection of freedom of expression on the internet in response to due restrictions in practice? What is the role and liability of intermediaries to the internet and how should the private sector balance the need to address illicit speech while protecting freedom of expression? What has been the role of the Council of Europe and other international organisations in respect to the questions above? What principles and general guidance can be derived from the emerging case law of the Court?


			In Chapter 2 we present freedom of expression and its many dimensions as key human rights on the internet. Based on Article 10 of the Convention, we differentiate between the various aspects of freedom of expression on the internet, including freedom of opinion, freedom of information, freedom of the press and the media, freedom of international communication, artistic freedom and access to the internet as a right. We also discuss the importance of corollary rights, including association, education, access to knowledge and broadband access.


			Freedom of expression is not an unlimited right. Chapter 3 presents possible restrictions of this right, emphasising that any such restrictions need to be provided for by law, in the pursuit of a legitimate aim, and they must be necessary and proportional to the aim pursued. We also contextualise the current case law of the Court and analyse the applicability of pre-internet rulings on modern information and communication technologies, as well as the changes in social mores they engender.


			In Chapter 4 we evaluate the standard-setting activity of the Council of Europe in the field of freedom of expression and the internet and give an overview of the guidelines and recommendations the Council has developed. We also analyse their impact in practice and present some standard-setting activities by non-state actors. These include, to name just two, the Internet Rights and Principles Coalition, with their Charter on Human Rights and Principles for the Internet, and the Global Network Initiative.


			In Chapter 5 we break down the universe of freedom of expression into a number of galaxies. We consider, inter alia, the need for content regulation, information and disinformation orders and network neutrality. We then turn to some elementary characteristics of protected and unprotected speech online before focusing on the fight against hate speech and the balance to be struck between the right to reputation and freedom of expression. 


			Importantly, we also show why children and young people need special protection on the internet. The diversity of the challenges associated with protecting freedom of expression online can be seen in our analysis of the role of domain names as instruments to express one’s opinion. Internet service providers have become important actors both because they can regulate content and because states increasingly use them to police expressions. We therefore devote a case study to the role of internet intermediaries as gatekeepers of internet-based information flows and communication networks. A new section looks at the development of privately owned communicative spaces into public forums and the role of algorithms in governing freedom of expression. 


			Chapter 6 allows a close look at (mostly) European developments impacting freedom of expression. 


			In Chapter 7 we analyse European monitoring mechanisms for violations of freedom of expression that aim to fulfil the main objective of the Council of Europe’s Internet Governance Strategy, maximising the rights of, and freedoms for, internet users.21 We also consider the role of civil society watchdogs and hotlines for the protection of freedom of expression online.


			In Chapter 8 we study how international organisations promote freedom of expression in the context of their activities. The Council of Europe, the EU, the OSCE, UNESCO and other international organisations have made important contributions and commitments to implementing a human rights-based approach to the internet within the ambit of their work. 


			The concluding Chapter 9 offers our key insights into, and lessons on, freedom of expression. We assess the standards that have been developed, analyse their effectiveness and create strategies to increase their positive impact on freedom of expression.


			Finally, the summary contains our study’s key points.


			Safeguarding freedom of expression is intrinsically difficult and raises a number of legal and ethical questions, as well as social and political challenges, and opens up cultural and economic dimensions that have to be taken into account. 


			It is the goal of this book to provide the background necessary for an informed debate on freedom of expression in the age of the internet, to show its importance, extent and limits, and to develop strategies for how best to safeguard this enabling right in a human rights-based information society for all.


			The internet has become a vital medium of communication that mediates much of our lived experience and through which individuals exercise their human rights, especially through the enabling right to freedom of expression, including the right to seek, receive and impart information and ideas of all kinds, regardless of frontiers. The internet as a “principal means” (Yıldırım v. Turkey) to exercise freedom of expression and the latter right as an “essential foundation for a democratic society and one of the basic conditions for its progress” (Stoll v. Switzerland) are closely connected.


			Paragraph 1 of the HRC Resolution on the promotion, protection and enjoyment of human rights on the internet (2016) affirms that “the same rights that people have offline must also be protected online, in particular freedom of expression, which is applicable regardless of frontiers and through any media of one’s choice”.22 The primary normative objects here are the rights which are applicable online just as offline. But indirectly, the internet’s intangible dimension of offering a space for the exercise of these rights is protected as well. The internet’s integrity is a structural condition of the exercise of human rights, which are both challenged by technology23 and realised through it. 


			Protecting the internet in both its dimensions – kinetic and non-kinetic, including a protective normative framework – is in the common interest of all states. Its functioning is a precondition for the exercise of freedom of expression, the key enabling right of the information society, by any media of one’s choice and independent of borders. 


			States have a duty to protect their citizens with regard to the internet (and regarding their online activities, including the exercise of freedom of expression). Companies, too, have a corporate social responsibility to respect human rights within their sphere of influence, which – on the internet – is growing rapidly as the majority of relevant communicative acts take place in private spaces. The special role of intermediaries is another challenge for regulating the internet. As the majority of online spaces lie in private hands, it is private law that prima facie frames many norm conflicts online. When states react belatedly through laws or judgments, these may lead to overblocking or legal conflicts between competing jurisdictions.24 This is why states, offline just as online, have both the negative obligation to refrain from violating the right to freedom of expression and other human rights in the digital environment, and the positive obligation to protect human rights and create an enabling and safe environment for everyone. Due to the horizontal effects of human rights, the positive obligation to protect includes a duty for states to protect individuals from the actions of private parties by making intermediaries comply with relevant legal and regulatory frameworks.


			The challenges of algorithmic decision-making illustrate well the challenges of technological progress for online expression, but just as well illustrate the responsive normativity of international institutions and human rights standard-setters. In all regulatory endeavours, we need to keep in mind that law has to be prioritised over code, and human agency over algorithmic decision-making. The ultimate goal of the order of freedom of expression online, just as of any other social order (law being one), is the protection of human beings and human agency and self-actualisation. Under the conditions of today’s technology, agency is realised and self-actualisation takes place, to a not insubstantial extent, on the internet. The protective ambit of freedom of expression – which is presented in the next chapter – must reflect this. 
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			Chapter 2 


			The content of freedom of expression online


			Freedom of expression and information is the key human right of the information society, but it is threatened in many ways.25 This chapter presents Article 10 of the European Convention on Human Rights in its role of ensuring freedom of expression online; and the next chapter analyses how that right can be legitimately restricted. Article 10 paragraph 1 of the Convention reads: 


			Everyone has the right to freedom of expression. This right shall include freedom to hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers.


			In a similar way, Article 19 of the 1948 Universal Declaration of Human Rights (UDHR) of the United Nations states that 


			Everyone has the right to freedom of opinion and expression; this right includes the freedom to hold opinions without interference and to seek, receive and impart information and ideas through any media and regardless of frontiers.


			Accordingly, freedom of expression as a human right consists of several elements: freedom of opinion, freedom to express one’s opinion – also called “freedom of expression” – and freedom of information. From these rights together the “freedom of the press” and the “freedom of the media” can be derived, whereas a proposed freedom of international communication has not found general support.


			2.1. Main elements of the right


			The right to freedom of expression covers any kind of expression, whether oral or written, including journalistic freedoms, whether that journalism is in print or online, and all forms of art. We are reminded of this broad reach by Article 19 paragraph 2 of the International Covenant on Civil and Political Rights (ICCPR), which states the right to freedom of expression along the lines of Article 19 of the UDHR. In the case of the Convention, we can look to the elaborate jurisprudence of the European Court of Human Rights. The Court has made it clear already in Handyside that information or ideas which “offend, shock or disturb the state or any sector of population” are covered by freedom of expression.26 This is not to say that mainstream ideas deserve less protection; it is simply that they need it less.


			As a result of the potential of the internet as an interactive and global medium, freedom of expression has gained much importance. Or as the Court recognised in Akdeniz v. Turkey, “the rights of internet users nowadays constitute a matter of primary importance for individuals, since the internet had become an essential tool for the exercise of freedom of expression.”27


			At the same time, the human rights obligations which states have entered into have gained new dimensions.28 Although this could not be foreseen at the drafting of the Convention or of other human rights instruments, the formulation “through any media” in the Universal Declaration makes the right a dynamic one: a right that is not limited to certain technologies known at the time of drafting or adoption. It does not matter that this wording has not been included in the Convention, as the absence of any reference to any specific media implies that no forms of media are excluded. Therefore the provision applies to any media. The Court regularly refers to its interpretation of Article 10 “in the light of present-day conditions”.29 The internet, of course, greatly influences today’s “conditions” of communicating. Thus, cases related to the internet clearly fall within the ambit of Article 10. Because of the nature of the internet as a new medium allowing for global information and opinion exchange, specific questions emerge, in particular with regard to possible limitations of the right foreseen in Article 10 paragraph 2 the Convention and in Article 19 paragraph 3 ICCPR, respectively. These are discussed in Chapter 3.


			According to the established case law of the Court, “freedom of expression constitutes one of the essential foundations for a democratic society and one of the basic conditions for its progress and for each individual’s self-fulfilment”.30 Consequently, freedom of expression, and especially freedom of expression exercised through new media in new democracies, has been called the “oxygen of democracy”.31 If freedom of expression is the oxygen of democracy, then the internet is the atmosphere, where people are living, breathing and exercising their freedom of expression. 


			Assertion of the human right to freedom of expression is traditionally directed against state authorities, who might control or censor expression. The right is, however, also very important by way of its horizontal effects for private authorities like media owners, intermediaries, internet service providers and the like, who also need to respect, protect and ensure freedom of expression. Accordingly, there is a positive obligation for member states to protect individuals against restrictions of freedom of expression by private persons or institutions.32 For this purpose, internal statutes of journalists have been created to ensure the exercise of their freedom of expression. However, problems remain due to economic interests and political interference. 


			According to the principle “what applies offline also applies online”, these elements are also relevant in the digital environment as “digital human rights”.33 For example, the Court in its case law basically applies the same principles to the interpretation of Article 10 in online as in offline cases. However, this does not prevent it from carefully considering the specificities of the internet. It can be expected to “make necessary adjustments in the application of existing principles, in order to take the particular nature of the internet, especially in terms of ability to magnify the impact of problematic speech”, into account.34 In particular, the factors of impact, accessibility, durability and asynchronicity of information on the internet are part of its specificity, which the Court takes into account in its case law.35 For example, the availability of the information is not synchronous with its publication, but any time thereafter.


			In Editorial Board of Pravoye Delo and Shtekel v. Ukraine, the Court emphasised the distinctness of the internet from the printed media regarding its capacity to store and transmit information:


			The electronic network serving billions of users worldwide is not and potentially cannot be subject to the same regulation and control. The risk of harm posed by the content and communications on the internet to the exercise and enjoyment of human rights and freedoms, particularly the respect for private life, is certainly higher than that posed by the press. Therefore, the policies governing reproduction of material from the printed media and the internet may differ. The latter undeniably have to be adjusted according to the technology’s specific features in order to secure the protection and promotion of the rights and freedoms concerned.36


			In certain cases, the Court gave attention to the specific nature of the internet, including its amplifying effect, to which it reacted by establishing a specific balance between freedom of expression and respect for other rights like the rights of minors.37 Because of the relatively recent emergence of the internet and the length of procedures in the European Court of Human Rights, the cases dealing with freedom of expression and information online are still limited but constantly growing.38 We can expect the number of internet-related cases to grow significantly once they make their way through the domestic institutions and reach the Court. 


			An open internet makes it nearly impossible for states concerned with their sovereignty to control what kind of content, ideas, opinions or information can be accessed or shared by citizens.39 At the same time, new technologies based on the internet have been developed which allow states to monitor internet traffic in the form of connections and content. This has increased the relevance of tools securing the anonymity of the author of content, which again certain states would like to prohibit. These include virtual private networks (VPNs) and anonymisers.40 This shows that the internet raises both old and new questions related to the freedom of expression and the right to receive and impart content regardless of frontiers.


			Regarding state practice, the Chinese Government is known for its policy of limiting Chinese users’ access to information available on the internet and censoring certain content. China’s very effective web of censorship has been dubbed the ‘Great Firewall’. Other countries like Iran were intending to give their citizens access only to an Iranian intranet, thus blocking them from the World Wide Web. However, European governments also make numerous requests for information as well as blocking and removals, as the biannual Google Transparency Report shows.41 There have also been proposals by governments that internet users should only have one open IP address, so that all their communications on the internet can be easily followed, which would have a chilling effect on their freedom of expression.


			2.1.1. Freedom of opinion


			The freedom to hold opinions without interference is an essential part of freedom of expression as guaranteed by the Convention. In both the Convention and the Universal Declaration it is presented together with freedom of expression, while in Article 19 paragraph 1 of the ICCPR it is presented as a separate right. This right is a necessary precondition for freedom of expression, which is about opinions held by individuals or the media. No government may proscribe or prohibit the opinions of individuals. 


			Article 19 ICCPR provides for the possibility of restricting freedom of expression, but not of restricting freedom of opinion. For this purpose, any reservations to freedom of opinion would be incompatible with the purpose and objective of this freedom.42 In the case of the Convention this separation does not exist, but because freedom of opinion is similar to freedom of thought in Article 943 it is unlikely that possible restrictions could also affect freedom of opinion, for – provided that the opinions in question are not expressed – the chances of encountering problems with authorities are slim. In a similar way, the internet as a medium does not come into play as long as opinions are not expressed. Freedom of opinion on the internet is thus mainly of relevance as part of freedom of expression.


			2.1.2. Freedom of information


			The freedom to receive and impart information and ideas “regardless of frontiers” has reached its widest scope through the internet as a truly global medium for those who have access to it. Because the European Court of Human Rights interprets the Convention “in the light of present-day conditions”, that interpretation has to take the specific nature of the internet, as a “modern means of imparting information”, into account.44


			Referring to this dictum, the Court went further in Yıldırım v. Turkey by stating that the creation and sharing of websites in a group run by Google Sites constitutes a means of exercising freedom of expression,45 and that Article 10 guarantees freedom of expression for “everyone”. These provisions do not concern only the content of the information expressed, but also the means by which it is disseminated. The Court also reiterated its position that Article 10 guarantees not only the right to communicate information, but also the right of the public to receive it.46 As the Court held in Mouvement Raëlien Suisse v. Switzerland, the impact of the information is multiplied when it is displayed in public with a reference to the address of a website that is accessible to everyone through the internet.47


			The possible need for a licence for broadcasting, television or cinema enterprises, foreseen in Article 10 of the Convention but not in Article 19 ICCPR, does not apply in online cases, although there have been efforts by states to extend these provisions to the internet. In the case Megadat.com SRL v. Moldova,48 a company which used to be the largest internet service provider in Moldova complained about the withdrawal of its internet and telephone service licences, which was justified on flimsy grounds. The Court found this to be a violation of Article 1 of Protocol 1, the right to property, because the interference by the authorities was disproportionate to the goal pursued. 


			In Appleby and Others v. the United Kingdom, which related to the prohibition of setting up stalls for the distribution of leaflets in a privately owned shopping centre, the Court held that it would not exclude that “a positive obligation could arise for the state to protect the enjoyment of the Convention rights by regulating property rights”, where “the bar on access to property has the effect of preventing an effective exercise of freedom of expression or it can be said that the essence of the right has been destroyed”.49 This observation may gain relevance in the context of monopoly-like internet service providers which, according to their terms of service, are free to deny their services for any reason – or indeed for no reason, as in the case of Googlemail accounts, which Google may terminate at any time.50 In such cases, the authorities could legitimately stipulate that a minimum period of access to such services has to be provided, if a clear case for the monopolistic role can be made.


			Regarding complaints filed on the right to internet access as an aspect of freedom of information by prisoners, the Court has come out in favour of a right to limited, functional access. One case concerned a prisoner in Estonia wishing to obtain access to legal information on the internet. The Court found that while “Article 10 cannot be interpreted as imposing a general obligation to provide access to the internet for prisoners”, since Estonian law grants access to certain sites containing legal information the restriction of access to other sites containing also legal information, constituted an interference with his right to receive information.51 


			Generally, the Court recognised the role the internet plays in the everyday life of people also because certain information is exclusively available on the internet.52 Another case dealt with the complaint of a Lithuanian prisoner wishing to enrol in an online university course for which purpose he was referred to a website of the Ministry of Science and Education but denied access by the prison authorities. The Court held that “limited or controlled access to this particular website administered by a state institution … could have hardly posed a security risk.” Accordingly, the interference with the applicant’s right to receive information had not been necessary in a democratic society.53 


			In Mehmet Resit Arslan and Orhan Bingöl v. Turkey the applicants, serving life sentences, complained that they were not given access to the internet essential to them to continue their higher education. The Court, referring to the recommendation of the Committee of Ministers on education in prison and the European prison rules, found a violation of the right to education because the authorities had failed to strike a fair balance between the right to education and the imperatives of public order.54 


			When examining whether there is a need for an interference with freedom of expression in a democratic society in the interests of the “protection of the reputation or rights of others”, the Court may be required to ascertain whether the domestic authorities have struck a fair balance when protecting two values guaranteed by the Convention which may come into conflict with each other in certain cases, namely on the one hand freedom of expression protected by Article 10, and on the other the right to respect for private life enshrined in Article 8.55


			Freedom of information also includes the freedom of the public to be informed,56 which is partly assured by a free press and autonomous media, as is the dissemination of information, including reporting about hate speech.57 Particular issues are raised by access to governmental information, regulated in many countries by Freedom of Information Acts. The definition of public interest is of crucial importance in this context. In the case of Youth Initiative for Human Rights v. Serbia the Court found a violation of Article 10 because denial of access to information that was in the public interest prevented the organisation from fulfilling its role as a social watchdog. Youth Initiative had requested information on electronic surveillance from the Serbian Intelligence Agency, which had been supported by the Information Commissioner, but denied by the Agency.58 While the Court has found no right to access to confidential information, it requires the authorities to give reasons according to Article 10 paragraph 2 for withholding information that could be relevant in debates of general interest.59


			In this context, the question of access to the internet is of overarching importance for the full enjoyment of freedom of expression today, for both receiving and sharing information and ideas. Therefore, the Council of Europe, in its various resolutions, declarations and statements on standard setting (discussed further in Chapter 4) and promotion (Chapter 8), has emphasised the importance of internet access. Increasingly, the right to access is considered as an emerging human right in itself, because of the crucial role it plays in ensuring the enjoyment of other human rights, in particular freedom of expression, as we aim to show at the end of this chapter and in Chapter 6.


			2.1.3. Freedom of the press and media


			The freedom of the press and media is one of the core liberal rights. A free press and autonomous media are considered cornerstones of any democratic society. Critical media are essential for furthering public discourse on the big questions that a society faces, and they thus fulfil a “democracy-fostering function”.60 In providing a forum for public discourse, and then contributing to public debate, the free press has an important monitoring and accountability function. This function presupposes that journalists have a right of access to public information.


			Freedom of expression includes a strong protection of journalistic activities. In the context of online journalism, the Court made clear in Editorial Board of Pravoye Delo and Shtekel v. Ukraine that the absence of a sufficient domestic legal framework on how to use information obtained from the internet seriously hinders the ability of the press to exercise its vital function as a public watchdog. The exclusion of such information from the legislative guarantees of journalistic freedom was considered to constitute potential unjustified interference with press freedom under Article 10.61 From this judgment the positive obligation to create an appropriate regulatory framework to effectively protect freedom of online expression for journalists can be derived.62 In coming to this finding, the Court referred in extenso to Recommendation CM/Rec(2007)16 of the Committee of Ministers on measures to promote the public-service value of the internet,63 according to which member states should elaborate a clear legal framework on the roles and responsibilities of all key stakeholders in new ICTs, while the private sector was encouraged to develop open and transparent self- and co-regulation, allowing key actors to be held accountable.64


			In Editorial Board of Pravoye Delo, the Court also referred to the 2005 Joint Declaration of the Special Rapporteurs on Freedom of Expression, which stressed the need to apply international guarantees of freedom of expression to cases involving the internet. The declaration also emphasised that “no one should be liable for content on the internet of which they were not the author, unless they had either adopted that content as their own or refused to obey a court order to remove that content”65 – a statement which is of particular relevance to the responsibility of internet service providers.


			In Times Newspapers Limited v. United Kingdom (Nos. 1 and 2), the Court recognised the importance of the internet for freedom of information when it held that “[in] light of its accessibility and its capacity to store and communicate vast amounts of information, the internet plays an important role in enhancing the public’s access to news and facilitating the dissemination of information generally”.66 In view of frequent attacks on and persecution of journalists, in particular in conflict zones, this has been reconfirmed by a resolution of the UN Human Rights Council on the safety of journalists.67 In this context, the Council referred to its past resolutions on the right to safety of journalists as well as its resolutions on the promotion, protection and enjoyment of human rights on the internet, including freedom of opinion and expression.68 It also expressed its concern that violations of the right to freedom of opinion and expression continue and include increased attacks against and killings of journalists and media workers, which it condemns in the strongest terms. It calls on states to promote a safe and enabling environment for journalists to perform their work independently and without undue interference.69


			In their annual joint resolution of 2012, the special rapporteurs on freedom of expression from the UN, the Organization for Security and Co-operation in Europe (OSCE), the Organization of American States (OAS) and the African Commission on Human and Peoples’ Rights (ACHPR) called on governments to create a special category of “crimes against free expression”. Their major concern was violence against journalists, which they called “censorship by killing”, and they condemned the prevailing state of impunity for crimes against free expression.70 The UN Special Rapporteur on the Right to Freedom of Opinion and Expression focused in his 2012 report on these challenges faced by journalists in their work when reporting on sensitive issues or in a dangerous environment, in particular via the internet.71 The Council of Europe Platform to Promote the Protection of Journalism and Safety of Journalists reports increasing attacks on media freedom in Europe.72 The better protection of journalists has also been the topic of recommendations and decisions by OSCE.73 In the framework of UNESCO, a UN Plan of Action on the Safety of Journalists and the Issue of Impunity has been elaborated.74 


			Generally, journalistic freedoms cover journalistic research, protection of sources, access to public meetings and the publication of confidential information, even if it has been illegally received.75 The internet has also created the new phenomenon of “citizen journalists”, who report from all corners of the world, in particular from zones of war and disturbances where conventional journalists have no access. They report human rights violations as they happen, often with pictures and videos, in places like Syria in 2012/13 or in situations like the riots in the United Kingdom in 2011.76 They carry no journalist’s card, are not members of press clubs and do not benefit from the protection and privileges that regular journalists can enjoy. They might be “journalists” only at the moment when they publish texts, pictures or videos for public consumption. Furthermore, “bloggers” fulfil a similar function to journalists when they discuss topics of concern in their blogs, which can hardly be controlled; indeed they may be persecuted by the authorities for this very reason. This raises the question of protection of citizen journalists in their freedom of expression. There is, however, also the problem of the quality of the news provided by persons who have no professional training. This raises the issue of extending basic principles not only of journalistic freedom but also journalistic responsibility to these “functional journalists”, who, when they engage in this activity, should also follow basic ethical standards, which are mainly a matter of digital awareness and learning. Some claim that, in order to benefit from the status of journalists, these persons should announce their readiness to meet the higher due diligence standards of the profession.77 The former UN Special Rapporteur on the Right to Freedom of Opinion and Expression has emphasised the importance of this new form of journalism for a richer diversity of views and opinions, as well as its critical watchdog role in countries where freedom of expression is lacking, and he regularly intervened on behalf of citizen journalists in his recommendations to governments. However, he also encouraged these persons to respect professional and ethical standards.78 


			The resolution on the safety of journalists by the Human Rights Council does not give any definition of journalists.79 The term thus includes citizens, journalists and bloggers. Also non-governmental organisations (NGOs) can benefit from the freedom of the press as “social watchdogs” in the more dynamic blog-based publication landscape of the internet age.80 With protection comes responsibility: if non-traditional journalists are to be protected like conventional journalists, they should also observe the same ethical principles and be subjected to the same legal rules.81 In Stoll v. Switzerland, the Court declared that “all persons, including journalists, who exercise their freedom of expression, undertake ‘duties and responsibilities’, the scope of which depends on their situation and the technical means they use”.82 Accordingly, journalists enjoying the safeguard of Article 10 when reporting on issues of general interest are expected to act in good faith and “provide reliable and precise information in accordance with the ethics of journalism”.83 The importance of monitoring compliance with journalistic ethics standards will grow in “a world, in which the individual is confronted with vast quantities of information circulated via traditional and electronic media”.84 


			2.1.4. Freedom of international communication


			A freedom of international communication was proposed in the context of the discussion on a “new world information and communication order” in the 1970s.85 In 2003, in preparation for the World Summit on the Information Society (WSIS), a draft declaration on the right to communicate was presented.86 The Council of Europe subsequently adopted a Declaration on Freedom of Communication on the Internet.87 The basic idea was that freedom of expression was too limited to cover all aspects of global communication, and a right to communication could have a wider focus, covering in particular interactive communication. The idea of such a right proved controversial, mainly due to the fear expressed by NGOs that it could undermine achievements in the field of freedom of expression. 


			It was argued that there was no real need to introduce this new right as the existing human right to freedom of expression, as contained in Article 10 of the Convention or Article 19 ICCPR, already covered all aspects. Where gaps were identified – as in the communication sector’s freedom from state regulation, or a right to self-regulation, which is also of potential relevance to the internet – these too could be addressed by existing human rights by way of functional interpretation of the freedom of expression.88 


			A human right to communication would provide little additional value, in particular if it had first to be recognised by states which are anxious to protect their national sovereignty and not inclined to accept new obligations. In the end, therefore, the discussion of a human right to communicate did not result in the recognition of such a right, but it inspired dialogue on the extent to which the right to freedom of expression is covered in existing instruments. 


			The right to respect for one’s communications, as recognised by Article 7 of the European Union’s Charter of Fundamental Rights, is limited to the context of private and family life, and therefore focuses on protecting individuals’ communications. Mass communications are covered by Article 11 on the freedom of expression and information, which ensures the right to hold opinions and to receive and impart information and ideas, without interference by public authority, regardless of frontiers; paragraph 2 specifies that the freedom and pluralism of the media shall be respected.


			2.1.5. Freedom of artistic expression


			Article 19 of the ICCPR explicitly confirms that freedom of expression “in the form of art” enjoys the same level of protection as other forms, whereas Article 10 of the Convention remains silent on the subject. However, Article 10 is understood to include the protection of freedom of artistic expression, or “creative expression” and “cultural expression”.89 


			The European Court of Human Rights considers that the creation and distribution of artistic works contributes greatly to the exchange of ideas and opinions, and as such is an essential component of any democratic society. Art can “confront the public with the major issues of the day”.90 Accordingly, artists’ work is covered by the freedom of expression, as are the activities of galleries or cinemas.91 Balancing rights versus public morals can become difficult with regard to freedom of artistic expression. For example, the European Court on Human Rights, recognising a margin of appreciation of the Swiss authorities, found no violation of the freedom of artists who had been fined and their paintings confiscated because of obscenity.92


			The relevance of artistic freedom to freedom of expression on the internet is obvious, as it can open up access to works of art, including art not supported by official networks because of its perceived lower quality or lesser renown. The internet is a great equaliser in terms of access and thus allows access to art that is not mainstream. The restrictions explained in the next chapter, which are possible on the national level, can easily be circumvented through the global internet. 


			An example is the video clip produced in the USA on the prophet Mohammed, presenting him in a way which offended the religious feelings of Muslims. The issue went global when the movie trailer appeared on YouTube, and therefore became accessible everywhere.93 However, it can be argued that the film was not conceived as a piece of art, but rather as a mere provocation without any of the redeeming social value that characterises actual art. Some states like Pakistan asked YouTube to block users’ access to the film clip, but most took no measures against it. YouTube blocked the movie trailer in some countries, but not in Pakistan. The Pakistani Prime Minister, in return, ordered YouTube to be blocked altogether until the film clip had been removed. YouTube explained the ban in countries like Egypt and Libya by the fact that the trailer had led to violence there, apparently ignoring the violence which it had created in Pakistan.94 Google, as the owner of YouTube, also rejected a request from the White House to pull the Mohammed clip. A court case in the United States found no reason to get the trailer blocked.95 


			The emancipatory potential of the internet notwithstanding, online resources can also fuel conflicts that would have remained localised before the digital age. When the Danish newspaper Jyllands Posten published cartoons showing the Prophet Mohammed, they quickly found their way to other countries, over the internet, and through activism by Islamists, and were used for inflammatory purposes.


			In such cases, which involve a conflict of human rights – in this case freedom of expression v. freedom of religion – different margins of appreciation appear to be necessary in order to avoid serious violations of religious feelings that might lead to violence. Political authorities need to be careful to find a balance between sacrificing freedom of expression to extremism and avoiding violence. The private sector cannot alone take responsibility for such decisions.


			2.1.6. Freedom of cultural expression


			With the right to cultural diversity, a new right has emerged. It poses new challenges to the media and to business (“creative industries”), challenges which have been taken up in particular by UNESCO.96 The UNESCO Convention on the Protection and Promotion of the Diversity of Cultural Expressions of 2005 puts cultural expression in the category of freedom of thought, expression and information. It explicitly refers to the rapid development of information and communication technologies which allow for enlarged interaction between cultures, and to UNESCO’s mandate to promote the free flow of ideas by word and image. The Convention aims to promote and respect cultural expression, as stemming from the creativity of individuals, groups and societies, but cautions that the exercise of cultural expression, including by cultural industries, must not infringe human rights and fundamental freedoms.97 On the global level the right to artistic freedom has gained prominence also due to the work of the Special Rapporteur on cultural rights and the activities of UNESCO.98


			The rights are mainly defined as limited to the territory of states but international co-operation should be promoted, including the use of new technologies.99 In practice, this means that cultural expression can be permitted globally if it does not violate the human and fundamental rights of others. The internet, however, increases the possibility of conflicts, for example, if certain cultural expressions are claimed by more than one state (or groups within states) as part of their own culture.


			Cultural and linguistic diversity has also been given particular attention in WSIS documents.100 This diversity allows promotion of cultural identity and preservation of cultural heritage. The Geneva Declaration considers cultural diversity as a “common heritage of mankind”.101 The diversity of languages is particularly relevant to this, in online content but also in alphabets and characters used for domain names and e-mail addresses in different languages. In this regard, the internationalisation of domain names and the introduction of non-Latin scripts to the internet naming space are positive developments. Multilingualism promotes linguistic empowerment and helps to overcome the linguistic divide that is part of the digital divide.102


			2.1.7. Freedom of science


			Freedom of expression also includes freedom of science, although this is not specifically mentioned in the Convention or the ICCPR. It comes under the protection of freedom of expression, which includes the freedom “to hold opinions and to receive and impart information and ideas without interference”. It covers teaching, research and publication,103 including value judgments on deficits in the academic system, and scientific conferences.104
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