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If you cannot or will not imagine the results of your actions,
there’s no way you can act morally or responsibly.

Ursula K Le Guin, 1929–2018




How we got here

One night in Brisbane, coming off stage after speaking at a public debate about artificial intelligence (AI) and data, a hand tapped me on the shoulder. It belonged to a woman in her early fifties and standing beside her was a very tall, shy teenager.

‘Excuse me,’ the woman said. ‘I wanted to introduce you to my daughter. She’s seventeen and starting to plan for university.’ The seventeen year old and I traded awkward smiles. I knew where this was going. ‘She found your talk very inspiring. I was hoping you could tell her a bit about how you got here. Maybe you have some tips about subjects to study, interests she should be pursuing.’ The teenager was now looking at me closely. I swallowed nervously.

This wasn’t the first time I’d heard this question. I get asked it a lot. Sometimes by people who want to break into the tech industry and are looking for tips. Sometimes by taxi drivers, flight attendants, immigration officials, who do a double take when I respond to questions about what I do for a living or where I’m off to, because I don’t really fit the stereotype of someone working in tech or speaking about AI and they want to make sense of it. And sometimes by old friends and family, people who have known me most of my life, who, amused and a little baffled, ask how I got into tech, as a route to helping them understand why.

I don’t have a good answer. The truth is, none of the facts of my background explain how I ended up in this industry. There’s no real correlation between the subjects I pursued in high school, my interests and hobbies, my academic transcripts or the choices I made at university and the career I’ve ended up in. I’m very, very good at my job, and it’s a job I love. There just aren’t a lot of big clues in my history that help explain why I’m in it.

I avoided maths and science in high school. I did not like games or computers or gadgets or building things with my hands or puzzle solving. I liked ‘serious’ books, and movies with subtitles, and being a pretentious indie kid. I was an unexceptional law and arts student, with mediocre results. During the first few years of university I was rarely even on campus. I had a full-time course load, but I was more interested in the three jobs I had off-campus: working behind the counters at Kmart and Video Ezy, and doing mind-numbing data entry at a law firm. See, I was saving up enough money to move to Paris and live a bohemian life. And that’s what I did.

For nearly a year I worked in a jazz cafe just behind the Sorbonne, lived off 500 euros a month, stared out at the rooftops of Montmartre from my six-storey walk-up attic and wrote terrible, terrible poetry. When I eventually returned to Australia, I spent the rest of my university years wrestling with existential angst about the future. I’d feverishly throw myself at one field, only to worry I was closing myself off to other opportunities, and so I would change course, again.

I volunteered for a creative writing journal. I directed university plays. I helped at a refugee law clinic. I did big corporate law clerkships. I joined a sci-fi club. I started a food and wine blog. I did none of these things for very long, or very well. By the time I finished university I’d also been a tutor for an education agency, a waitress, a bar hand, an editorial assistant and a netball umpire. I didn’t quit things. I held every job I had for at least three years. I just piled jobs up on top of each other, was very bad at saying no to things and, if I’m really honest, liked the feeling of working more than studying. My CV was a strange, seemingly disconnected mess of skills and experience. After university I was turned down for graduate positions with every law firm and government agency that I applied to: twenty-one rejections in total.

The truth is, I got into tech by random, desperate chance.

Without any clear direction to go in, I moved to Canberra following a boy, who would eventually become the man I married, and just started applying for whatever jobs were going. I found myself running the Australian Digital Alliance, a small non-profit specialising in intellectual property (IP) law advocacy, mainly copyright, an old area of law being massively challenged by new digital technologies. It turned out I liked tech. I liked the newness of technology issues, of figuring out how to make old laws fit for a digital world, within which there were no easy answers. I got headhunted to manage digital projects and policy for an international non-government organisation based in the Netherlands. Then I decided I wanted to get more into the technical side of how systems worked, and work alongside more computer engineers and developers, so I moved to the Open Data Institute (ODI) in London.

Beyond data policy, I started dabbling in data standards and data infrastructure. I pestered technical people on the ODI team—James, Stuart, Sam, Adam, Leigh and my boss, Jeni—to show me how systems worked, to review tentative, rudimentary pull requests on GitHub (a platform used by developer teams around the world to share and collaborate on software), and to explain technical terms. They were generous and patient. I was slow and bad at everything.

Eventually I decided to go back to university to do a postgraduate degree in computer science and statistics. I couldn’t bear the idea of being caught out using technical language or discussing concepts that I didn’t fully understand. I liked knowing how things worked. It turned out I did like puzzle solving, of a different kind: language problems. I liked translating complex terms into language non-technical people could understand. At some level I knew that language was my bridge between technical and non-technical audiences. Being able to converse knowledgeably and fluently at a technical level gave me credibility with data scientists and engineers. Being able to accurately, easily pull out the key points that policy and businesspeople needed to make decisions about tech made me very useful.

None of this really explains the how in any easy or orderly way for those people trying to understand the path I followed. I was very lucky that when some doors closed I found others that opened, and behind them unexpectedly interesting work to do, that I could be good at. There are people with a similar set of soft skills and the same patchy education and employment history who could do my job equally well. There are those who could do the same work and don’t get the same chances to prove it. The facts of my background—all of the data that could be pulled together about my interests, my academic performance, my friends and family, my home life, my gender, my past employers—confound some kinds of predictions about the jobs I’d like and do well in, while suggesting I might have traits and attributes that make me a good fit for lots of jobs. The accuracy of a prediction would depend on who’s making it, and the bits of information they think are most relevant. And of course, there would still be random chance.

Over the last few years, AI has become a hot topic again. While it covers different technologies and areas of study—virtual reality, drones, robotics, machine learning, natural language processing, applied statistics—perhaps the biggest driver of the current wave of excitement about AI is data. Abundant, endlessly proliferating, cheap data generated through digital technologies. Data was the lead that brought me to AI.

I didn’t technically start my career in AI, but lots of the issues I’ve worked on in various jobs have ended up being sucked into an AI vortex. Copyright and data ownership, information monopolies, online privacy and surveillance, data reuse, anonymisation, openness and transparency are all part of figuring out who gets access to data for AI purposes, and who benefits, what the risks and challenges are, and what rights and responsibilities might be needed.

There’s serious investment in AI systems using large quantities of data to make predictions and decisions. The general idea is that more data equals more informed decisions than we’ve been able to make in the past. Decisions that are ‘more accurate’, ‘better’ than humans are capable of. This is possible in lots of contexts. Google DeepMind, arguably the most famous AI company in the world right now, used a database of millions of recorded moves by players of the abstract, ancient strategy board game Go to teach its AlphaGo algorithm to mimic—and then go beyond—human game play, ultimately beating the best players in the world at their own game. SpaceX, Elon Musk’s space exploration company, is using machine learning to land rockets after re-entry, massively reducing the costs associated with space travel.

But data doesn’t always improve our decisions. Data is messy and complicated. It can be incomplete, biased, fraudulent. It can be out of date. It can be a poor proxy for the thing we’re actually trying to measure. It can be a record of the past without being a prophecy of the future. I’m proof of that. If an automated system had tried to make predictions about my future interests and work capacity using all of the data it had about me, right up to the sudden moment I found myself in the tech sector—my social media interactions, search habits, books read, purchases made, CV, academic transcript, networks of friends, family history—there would have been little evidence to support a prediction that I would end up in tech. But I did. And, arguably, what makes me different is part of what has made me so effective.

Over the last few years we’ve steadily moved from low-stakes AI systems—automating predictions about the kinds of things people might like to buy on Amazon or watch on Netflix—to much higher stakes: automating predictions about the kind of person someone might be. Whether they’re trustworthy, whether they’re a good workplace fit, whether they’re a risk to society. These are not only harder predictions to make (and let’s be clear, even making low-stakes predictions like our online interests must be pretty hard, given how poor they can be), but how we act on them—how deeply we’re prepared to believe them—has lasting consequences. We need to treat these kinds of forecasts with care, and seriously scrutinise the systems and organisations that claim to do these kinds of high-stakes predictions.

The reality is, some of the AI systems already being sold commercially in Australia and around the world to make high-stakes decisions are brittle, error-prone and poorly designed. Despite a perception of machines as infallible, these systems are made by humans. The quality of the systems we have is shaped by the people and organisations who develop them. As with any industry, alongside people building careful, robust systems, there are snake oil salespeople and systems being designed on the cheap. There are services being sold as ‘highly accurate’ AI that are about as insightful as a hotline horoscope.

Author and data scientist Cathy O’Neil coined the phrase ‘weapons of math destruction’ to describe the bad automated decision-making systems already shaping our lives. Over the last few years, stories of bad systems doing high-stakes things like sorting job applications, assessing teacher performance, assessing insurance claims or deciding who goes to prison have been growing. What makes them bad? It’s complicated. Sometimes the systems are bad because they’re learning from historical data to reflect our own structural biases straight back at us. Sometimes they’re bad because the humans who came up with them have heroically overestimated what data and machine learning can do. And sometimes they’re bad because the humans designing the system are just plain biased, or sloppy, or short of money and time to design the system safely.

The problem is, the pristine sheen of AI can mask the human fingerprints underneath. Some of those fingerprints are faint and hard to spot, unless you know where to look. Some have been deliberately hidden. Throughout this book, I try to rub that sheen away. Underneath are good, not so good, bad and simply indifferent humans making choices about how AI will shape our world.

It’s about ethics, although over the course of writing this book I’ve become increasingly conflicted about ethics. Louise Adler, Melbourne University Publishing’s CEO, asked me if I’d be interested in writing a book about AI ethics back in 2017 after hearing me talk about it on the radio. Things felt simpler then.

AI ethics was and still is incredibly popular. Google has launched PAIR (People + AI Research). Google’s parent company Alphabet joined Apple, Facebook, Amazon, IBM and Microsoft to launch the Partnership on AI to Benefit People and Society. Google DeepMind set up a new interdisciplinary research unit in October 2017 called Ethics & Society.

There’s money to spend on ethics. There are new institutes and philanthropic funds and research initiatives dedicated to AI ethics and building more humane technology around the world. Governments are talking about it. Issues that have been bubbling under the surface of the tech industry for over a decade, explored by academics and non-profits operating on shoestring budgets and primarily seen as buzzkills, are now front-page news. Facebook’s founder, Mark Zuckerberg, started 2018 with a kind of mea culpa, committing to a ‘serious year of self-improvement’ for the company. Barely three months later, revelations that data-mining company Cambridge Analytica harvested eighty-seven million Facebook profiles as part of its political microtargeting efforts sent the company scrambling again. Every time a fresh wave of stories about dubious tech practices rolls in, the calls for codes of ethics at the centre of the tech industry, not its fringes, get louder. So why is it that I’ve become more uneasy about ethics, not less?

AI ethics, like AI itself, is a fuzzy term ranging over lots of issues and expectations. What it takes to build automated systems competently and safely, following accepted best practices. Exercising good judgement. Being aware of and empathetic to the impact systems have on people’s lives. Navigating trade-offs in humane and fair ways. These are traits we aspire to and encourage in professionals across every sector, not just the tech sector.

But there should also be clear-cut laws and hard responsibilities, and consequences for breaking those laws and failing those responsibilities. Ethics helps us to figure out what those responsibilities and laws should be. Ethics gives us a way of navigating the grey areas to get to the black and white.

This book isn’t about the technology industry or AI in general terms. It’s about AI systems being used to make decisions about people. And the consequences that these kinds of systems can have.

This will not be a dispassionate take on the future of AI and humans. I’m sorry if that’s what you were looking for. I have too much skin in the game. I work in the industry. I care deeply about making things better with technology and I have spent years advocating for greater data sharing and reuse. But I’m also sure that if AI systems were being used to find the ‘best’ job applicants or to recommend jobs to me when I was starting out, I might never have had a route into this industry at all.

I don’t mind predictions. I’m just wary of dodgy ones advertised as prophecies, with the power to become straightjackets. Some predictions are harder to make than others—and more important. Our future depends on knowing the difference.


A note on language

The words used to describe AI shape the way we understand it. Throughout the book I employ words and phrases that, while commonly applied in this context, are imprecise. They’re slippery. They are catch-all terms that conceal a great deal of complexity and variety. Cheng Soon Ong, a principal machine-learning researcher with the Australian Government’s Data61 and an adjunct associate professor at the Australian National University, once told me that, when it comes to describing AI, he often complains to his students that ‘English is not powerful enough’.

I’m not going to define every technical term used in the book. Hopefully the context in which they’re used will make sense. But three particular terms are important, because we use them all the time and they can mean lots of different things. They’re in news headlines, policies, sales pitches, conference invites, research papers and changes to legislation, so knowing how diverse their meanings can be is important.

Algorithm

This is not a new word, but it is newly popular. An algorithm is typically described as a set of instructions or rules that result in an outcome. Algorithms can be written for computers to read. They can also be written for humans to read. We use different kinds of words to describe algorithms: recipes, knitting patterns, checklists, actuarial assessments, decision-making frameworks, guidelines, directions.

For different professions the word ‘algorithm’ can mean different things. The checklist pilots use on aeroplanes to determine that it’s safe to fly could be called an algorithm. So could an online mortgage calculator.The precise nature of an algorithm depends on the profession using the word. In computer science, for example, an algorithm is typically a way of carrying out a specific, common, fundamental task, like ordering a list. In this context, two algorithms that achieve the same task can be incomparable. Within the computer science community, there are strong theoretical debates about whether an absolute definition of an algorithm could even be reached, and whether two algorithms can be proven to be the same.1

In popular usage, we’ve started using the word to describe almost any process or program, often simply because it’s in a digital form. When we read headlines like ‘decision-makers are using an algorithm to make decisions’, that algorithm could look like lots of different things. It could be a set of questions in a decision-making toolkit. It could be a checklist. It could be a simple formula in an Excel spreadsheet. It could be a computer program consisting of several algorithms of varying complexity, laced together with code.

The thing is, algorithm is an intimidating word. It closes off conversation for lots of people. It conveys mystery and complexity. These days it’s often used in contexts where a much more common term would suffice and be more precise—for example, ‘our company uses a statistical formula to calculate credit risk’. Those other words may just not be so eye-catching. We have started saying ‘the algorithm’ as though it is some independent entity, separate from humans. But humans write algorithms. We choose pre-existing algorithms to use. Some of these algorithms are easy to unpick, question, expose to scrutiny. Some are utterly crude and simplistic. Some are complicated. Algorithms come in lots of different guises and sizes.

Machine learning

There’s a range of machine learning methods and algorithms, which vary in complexity and comprehensibility. At a high level, a machine learning algorithm enables a computer to pick its own parameters to solve a problem, from lots of different parameters.

Extending the recipe-as-algorithm analogy helps us understand a little bit about how machine learning algorithms work. If a ‘traditional’ algorithm is like a precise set of instructions for making a lemon meringue pie, then supervised machine learning algorithms are like giving a person some ingredients, a picture of what a lemon meringue pie looks like and how it should taste (what ‘success’ looks like), and then leaving them to figure out how to make it. A supervised machine learning algorithm works out what ratios and combinations of ingredients (data) result in lemon meringue pie.

Machine learning can sound as though there are no humans involved, but there are still lots of little decisions to be made. The designer of a system using supervised machine learning methods has to decide what success looks like—what the best lemon meringue pie looks and tastes like—and the kind of data (ingredients) they’ll give their algorithms to learn from, as well as the particular machine learning method they’ll use to figure it out.

In most cases—but not all—machine learning algorithms learn from data to get to a desired outcome. Machine learning comprises statistical and computer science–driven methods, some of which are decades old. The abundance of data available today has moved some machine learning methods from being purely theoretical to implementable.

Unsupervised machine learning works differently. It’s not focused on achieving a particular outcome like lemon meringue pie; it’s simply about sorting and clustering ingredients that it sees as similar on some level. While unsupervised machine learning is used in some contexts, all the machine learning examples I use in this book are of supervised machine learning.

Artificial intelligence

There is no agreed definition of artificial intelligence. AI covers lots of things: machine learning, drones, robotics, virtual reality and big data. When someone says they are using AI to improve their service or product, it is always worth asking exactly what they mean. There are invariably more tangible ways of describing the way a system works.

When I say AI in the book, I’m usually talking about machine learning, specifically with respect to automated decision-making. Sometimes I switch between ‘automated system’ and ‘machine learning’ and ‘AI’, which can often be used interchangeably. ‘Automated system’ is most accurate to me, but ‘AI’ is cool and zeitgeisty and I want you to keep reading.


PART I

Humans as Data

There’s no such thing as ‘raw’ data. Raw data
is both an oxymoron and a bad idea.

Professor Geoffrey C Bowker, Department of Informatics,
University of California, Irvine





There is a famous six-word story: ‘For sale: baby shoes, never worn.’ It’s often attributed to Ernest Hemingway, supposedly the result of a bet he made with friends that he could write an entire story in only six words. It’s probably the most famous six-word story in the English language.

It’s also an example of how we build stories from data. From three data points—something is for sale; it is baby shoes; they have never been worn—we can imagine the context in which they’re being recorded, and what they’re telling us. If you’re like me, you might have immediately assumed that these data points add up to a baby who has died, and who died very young, perhaps a miscarriage or stillbirth. The data hints at hope and excitement, and crushing tragedy.

Of course with only those three data points I don’t know that this item for sale in fact does relate to a baby who has died. It could just be a baby who was born with enormous feet. It could be a baby born without feet. What do the shoes look like? Perhaps the baby was born in Marble Bar in Western Australia, one of the hottest places in the world, and some well-meaning relatives have mindlessly bought the baby Ugg boots. Maybe they’re just an ugly, unwanted gift. My grandmother and great aunt didn’t speak to each other for more than ten years, supposedly over a returned baby present!

If this was a data set and we were really trying to glean insight from it, we’d probably look for more information to confirm the assumption we’ve made. We might look for birth and death notices around the same time. We might seek out location and contact details associated with the sales advertisement, a photo of the shoes, information about past sales with the same contact details. We might look up information about the person placing the advertisement: their age, their marital status, whether they have kids. But we still won’t know the real context behind it. We’re just gathering information to help us make a more accurate prediction.

If we wanted to be absolutely certain our assumption is correct, we could just track down the person who placed the advertisement and ask them directly. That would validate or invalidate our hypothesis, wouldn’t it? But they don’t know us, and have no real reason to trust us. If the advertisement does reflect tragedy, it could be deeply insensitive to intrude. Who’s to say they’d answer our question at all, let alone tell us the truth?

And so we might go really crazy and start pulling phone records and medical records, pawing through trash to figure out what that six-word story—those three data points—is really about. But sometimes the more information we have, the easier it is to end up down rabbit holes. We could start clinging to information that, while more removed from the data points we started with—say, the number of empty wine bottles in the trash—seems relevant. If there are lots of wine bottles in the trash around the time the advertisement was placed, then we might correlate this with sadness and strain. Before we know it, we’re just subconsciously selecting and relying on the data points that fit our pre-existing hypothesis.

In looking at wine bottles, we miss the empty baby formula tin in the same trash. In linking heavy wine consumption with tragedy, we dismiss the possibility of celebratory parties. We fixate on trash data over medical records, which show no sign of a person being pregnant in the first place. We create a very convincing, detailed, data-rich argument to support our original gut assumption as soon as we see those three pieces of information together, which in fact is completely and utterly false. Imagine it turns out the advertisement for the baby shoes was placed by a mother who bought shoes for her daughter, and they didn’t fit. All that extra data we uncovered was irrelevant.

This is what it’s like working with data to make predictions about people. There are so many little decisions to make: what data is important, how you’re going to collect it, what you think the data you have can actually tell you. How closely it’s related to the concept you’re trying to measure. Whether the context in which you’re gathering the data affects its truthfulness or reliability. The data you’re using to base your predictions on can result in great accuracy or ignominy.

Statisticians and social researchers know a lot about the complexities of working with data about humans. They not only have a set of complicated, fickle, ambiguous humans—each with their own circumstances and background and feelings—that they’re trying to get information from and make predictions about. They’re also wrestling with their own humanness—that they have biases and beliefs that could affect what’s being collected in the first place, who it’s being collected from and what they think is important, in ways that distort their results.

Historically, because data was expensive and time intensive to collect, a lot of effort went into figuring out upfront data collection methods that would reduce the risks associated with bias and error and unreliability. While I was in the United Kingdom, I worked on a project with government food statisticians trying to anonymise nearly thirty years of detailed food diaries for public release as open data. These were the individual food diaries—itemised lists of the food and drink a household consumed within a set period, among tens of thousands of households surveyed every year—that underpinned the annual National Food Survey statistical release, charting overarching trends in British dietary habits and consumption.

The National Food Survey was carefully designed to produce reliable insights about the national population’s eating habits. It had to reflect households from across Great Britain (not just in busy metropolitan centres). It had to be carefully controlled, to ensure everyone was answering questions about their food at the same time of year and using the same questions. As a long-running survey (it started during the Second World War to help the government monitor diets and rations, and population health), it offers a lovely glimpse not only of changing food trends but also of changing societal attitudes influencing collection methods among statisticians. The food diaries couldn’t capture ‘everything’—they had to ask questions in a structured, analysable way. Certain questions would be added and removed, food codes updated, as broader societal trends became visible enough to warrant changes to survey questions.

Questions about alcohol consumption weren’t included in the food survey until the early 1990s, for example. The statisticians charged with managing the survey today have mused that it could be because it was long assumed housewives would be filling out the food diary on their household’s behalf, and wouldn’t know what alcohol the husband consumed. In other words, statisticians assumed wives did not drink alcohol, and that alcohol consumption at home at all was uncommon. Often the food diaries would play catch-up. Questions about microwaves were added in the late 1980s, after they emerged as a popular household appliance. Questions about eating out weren’t added till the mid 1990s. These quirks in survey design limit what you can do with the food diaries, say for figuring out when people started eating foods that went on to become popular. But it’s still a rich and useful data set, particularly for understanding broad dietary trends.

These days, rather than issue time-intensive surveys to thousands of households at great cost, we might try to use supermarket loyalty card data to generate the same kinds of population level insights. But there are trade-offs. For the convenience of loyalty card data, we might sacrifice getting a diverse, representative sample. We can end up a step removed from what it is we’re actually trying to measure, which in this case is trends in eating habits of a large population. Supermarket data is not as reliable a data set for measuring what people eat. It records what they purchase in supermarkets. There’s still work to be done to figure out whether they’re purchasing it for themselves, for their family, for parties, for neighbours and friends, for work, and whether it gets eaten.

These days data is cheap and abundant and endlessly increasing. People shed it with every digital interaction they have, whether using a search engine to browse the web, the mobile phone in their pocket, participating on social media, watching movies on Netflix, paying with credit cards, registering for medical appointments on digital databases, getting digital scans and X-rays, driving cars with GPS or using smart devices. The ease with which data can be gathered seems to make old, time-intensive data collection methods redundant. We don’t have to ask people directly for information about themselves anymore, and deal with all the problems associated with that method of gathering information—that we might ask the wrong questions, or they might lie or misremember or misunderstand. We can simply gather up all the data they trail about themselves and use that to answer the questions we have instead. We’ve moved from a ‘one use’ data landscape (one question, one purpose for collection) to a reuse landscape—using existing data and making it fit lots of different purposes. The abundance of data that already exists is what has made so much exciting experimentation in machine learning possible.

But there’s so much data, of such a dizzying variety, it can be easy to assume that anyone with enough data knows all there is to know about a person. ‘We can literally know everything if we want to,’ said former Google CEO Eric Schmidt in 2010. ‘What people are doing, what people care about, information that’s monitored, we can literally know it if we want to, and if people want us to know it.’1 The idea that data—our social media interactions, our search habits, our emails, our phone usage, our online reviews and ratings—could reveal everything there is to know is fuelling its use in lots of automated decision-making systems: to predict our trustworthiness, our workplace capability, our health, our ability to pay a loan. These new, effortlessly created data sets are seen as authentic, reliable, unfiltered, raw.

But they’re not. All the data you could possibly glean from a person using their digital interactions is not going to add up to knowing everything about that person. In some instances, ‘unfiltered’ is the last word you’d use to describe our interactions. These data sets are shadows—the bits of an interaction online that can be recorded as data. We still spend a lot of time offline. Even sitting in front of a computer screen for eight hours a day, or checking social media interactions and text messages every few minutes, those online interactions take place in a much broader, more complex offline context. What’s happening away from a screen, away from the GPS in your mobile phone, the smart assistant in your home, the credit card in your wallet, creates confounding context gaps in large data sets about our online lives.

Getting from data to knowledge—to why and what it means—still requires lots of human assumptions and choices about what the data says, and what other data points might be useful. A person’s search habits, for example, only reveal what they search for. Not what they like, or what they already know. We extrapolate from what a person searches for to understand what a person might like. With other bits of information like credit card purchases and social media interactions, we try to figure out why a person is searching for something, and what they might be interested in. We build a story. The story could be close to accurate or wildly off base. We could end up just making connections between data points that confirm our own pre-existing biases—counting wine bottles and missing the baby formula. Sometimes more data doesn’t mean more accuracy. Google knows a lot about this.

In 2008, Google researchers claimed that they could ‘nowcast’ the flu based on people’s search habits. When people were sick, they would search for flu-related information on Google. Therefore, the researchers reasoned, Google search data could provide almost instant information about flu outbreaks.

Early results indicated that insights from search data could potentially produce accurate estimates of flu prevalence up to two weeks earlier than traditional flu tracking methods.2 It was international news. Search data could be potentially life saving. For several years Google Flu Trends was hailed as an example of what could be done with ‘big’ data … until Google Flu Trends failed. At the peak of the 2013 US flu season, predictions from Google Flu Trends were out by 140 per cent. Eventually, Google quietly closed it down. Searches for the flu via Google were not as reliable a data set for predicting flu outbreaks as originally thought.

The reality is, today, data quality issues—issues of bias and accuracy and reliability—are increasing, not decreasing. Statistical practices that tried to reduce quality issues haven’t been applied as consistently to born-digital data. Even though we talk about how valuable these data sources are, most online businesses aren’t built to ‘sell’ data. Google and Facebook, for example, sell targeted placement of advertisements on their platforms, based on the data they have about their users. For most online services, getting really good-quality data about people—demographically representative, unbiased, reliable, carefully controlled information—isn’t the focus; data is the by-product of providing a good-quality service. And so these kinds of data have biases and gaps, even issues with basic authenticity, that historically statisticians and social researchers have tried their best to avoid.

Whether training an AI to predict a person’s team spirit from their social media likes, or to recognise faces, the data that AI is trained on will influence, to a great extent, how ‘accurate’ it can be. Really examining data—the context in which it has been created, the purpose for which it was originally used, how it was collected, the human biases that might be reflected in it—tells us whether an AI making predictions is a helpful aid to humans or closer to that hotline horoscope.

You don’t need to be a technical expert to appreciate the possibilities and the pitfalls of using data. You just have to know what it’s like to be human.


1

Provenance and purpose

When Luke Oakden-Rayner checked his blog stats on 20 December 2017 he was shocked: his latest post had racked up fifteen thousand views in under three days. Oakden-Rayner had written about his concerns with the quality of one of the world’s largest, publicly available chest X-ray data sets, called ChestXray14, which had been released by the US National Institutes of Health (NIH) Clinical Center a few months earlier. When the Center released it, they expressed a hope that it could be used by institutions around the country—and overseas—to teach computers to detect and diagnose disease.1 Oakden-Rayner was worried.

‘I don’t want to bury the lede here, so I will say this upfront,’ he wrote. ‘I believe the ChestXray14 data set, as it exists now, is not fit for training medical AI systems to do diagnostic work.’2

Oakden-Rayner, who lives in Adelaide, is both a machine learning researcher and a trained radiologist. He teaches medical students how to interpret medical images at the University of Adelaide, alongside machine learning research towards his PhD. When Oakden-Rayner opened up the ChestXray14 data set he noticed a problem. Every X-ray had one or more labels describing the anomaly present in the scan: issues like fibrosis (thickened tissue) or effusions (fluid around the lung). As a radiologist, Oakden-Rayner noticed that some of the images were incorrectly labelled. A computer scientist without the radiology background would never notice this.

There was a range of issues with ChestXray14’s image labelling. A random sample of eighteen images tagged as featuring atelectasis (a partial or complete lung or lung node collapse), for example, included seven that were not labelled correctly. Oakden-Rayner did a visual analysis of X-rays in every disease class, using a random sample of 130 images per class, and realised that, even though the NIH had reported the labels as being fairly highly accurate, those associated with some chest conditions seemed to be off by a significant margin.

In his blog post, Oakden-Rayner noted that while image labelling is a key part of teaching an AI system to recognise signs of disease from scans and report those issues, the image labels didn’t really reflect actual clinical practice for radiologists. Sometimes radiologists label an image with an anomaly they already know is there but can’t really be diagnosed from that image. While fibrosis is visible in some X-rays, for example, it is more commonly diagnosed on CT scans. Pneumonia, which a number of X-rays in the data set were labelled as showing, isn’t diagnosed from X-rays much at all. It’s often almost entirely visually indistinguishable from other conditions like atelectasis, and so diagnosing it correctly requires more information than an X-ray can provide. Any AI system trained on the ChestXray14 data set would essentially be looking for differences that, in fact, might only be found with extra information from a CT scan.

There were other problems. Images labelled as indicating pneumothorax (air in the space around the lung, which can lead to lung collapse) also had chest drains in them. That means they were images of patients who were already being treated for pneumothorax. Oakden-Rayner feared that the AI was actually learning to identify chest drains, not air around the lungs. That could be disastrous. If the AI could learn only to see pneumothorax where there was a chest drain in an X-ray, then it would never report pneumothorax in new patients.

In writing up his concerns with the data set, Oakden-Rayner noted that radiologists incorrectly label X-rays too. Some images are hard to read and different radiologists might interpret them differently. A little bit of image noise—some uncertainty—is okay in deep learning. Deep learning can help to work through image noise. But when an AI is learning from data with bigger flaws, like images with chest drains in them, it starts to create meaningless predictions.

Even Oakden-Rayner’s efforts building his own model to relabel the X-ray images (the data set included over a hundred thousand images, and eyeballing every image wasn’t feasible) didn’t work. At first it looked like it had. Oakden-Rayner’s own model estimated it was correctly identifying images around 70 per cent of the time. But again, looking at the sample of images as a radiologist, Oakden-Rayner noticed huge flaws. The AI was labelling images as containing no anomalies that were clearly severely abnormal lungs. It was learning to see, but not learning to see like a radiologist. In fact, it was making errors a radiologist would never ever make.
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