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“I always feel like somebody’s watching me.”


—Rockwell





“Gentlemen do not read each others’ mail.”


—Henry L. Stimson, U.S. Secretary of State









INTRODUCTION


Can you feel it? That tingling in your spine; the crawling sensation in your skin that means someone’s eyes are on you? Everywhere you go, it happens. Strangers on the train stare at you—are they following you? People lurk in alleyways, watching as you walk by—are they sizing you up as a victim? Corporations analyze every purchase you make, tracking your age, gender, spending habits, and even your medical history. Governments peer through your windows, read your e-mail, and listen in on your phone conversations. No one is anonymous, no one is ever alone, and there is no such thing as a secret. Most of what you do is recorded, collated, and filed. You are under surveillance.


We live in a world where privacy has been traded for great deals on today’s special; where individuals have sacrificed their freedom for the sake of what feels like safety. Your friends willingly volunteer information about themselves—and about you—for the sake of scoring points in a game or saving a few bucks on their next cup of coffee. The trappings of daily life disguise a host of tracking devices operated by people dedicated to serving your needs—or exploiting your weaknesses.


The currency of the day is information. Nations and economies are founded on it; corporations thrive on it; spies and stalkers will torture, maim, and kill for it. What you consider a single useless fact—your driver’s license number, the name of your elementary school—is a bit of data worth hundreds or thousands of dollars. Treasure so valuable kings once rode to war for it sits lightly in your hip pocket.


Information is power. People with power want more of it, and people without power seek to gain it. Whether that means spending vast amounts of time and money collecting and collating thousands of terabytes of data on the movements and behavior of an entire population or lurking in the shadows to learn the secrets of a single individual, people have cultivated the habit of watching one another for centuries.


These days, everyone in the world leaves a trail of information in his wake. Like a buck moving through the woods, your spoor is invisible to the untrained eye, but to a person who knows what he’s looking for, it’s plain as day. Your trail makes you vulnerable to hunters. It tells them where you’ve been, hints at where you’re going, and tells anyone who looks everything they could ever want to know about you.


Hunters come in all forms. Market research firms sift through mountains of personal information looking for patterns that can serve as leverage to open new markets. Governments scan the crowds for information on dangerous terrorists and dirt on political opponents. Spies pry fragments of intelligence from the smoking ruins of an enemy’s computer—or the stiffening grip of his dead hand. Criminals watch and wait, looking for marks foolish enough to display a moment of weakness. Everything of value is eventually found out by someone, and every piece of information in the world has value.


Billions of dollars are spent collecting and analyzing this information. The economy of the developed world is based on this data and develops based on the abilities of governments and corporations to use it to manipulate your behavior. Billions more flow through the black market, tied to your credit card numbers, your mother’s maiden name, your passport photo, and your social security number—all lifted without your knowledge by a vast and shadowy network of government officials, corporate shills, and international criminal cartels.


If you’re not a commodity, you are a target. Someone, somewhere, is ready to pay for your precious personal data. No matter where you are, someone is watching you.









PART I
Corporations and Technology Are Watching You



Right now, someone you’ve never met is thinking about you. There are vast dossiers on you—thousands of pages filled with analysis of your behavior, your likes and dislikes, your mood swings, and drinking habits. A good market research firm knows more about your habits than you know yourself.


This is big business. Every one of us is a mobile wallet stuffed with money that every corporation in the world is competing to empty. Billions of dollars and thousands of hours are spent tuning every product to tempt those dollars away from you.


For the convenience of these corporations, most people willingly convert themselves into a string of numbers. Every magnetic strip in your wallet includes a host of information linked to a vast store of data about you. This information is shared with analysts who use it to predict your behavior. Did you buy a Slim Jim at 2:30 A.M. on a Tuesday? Statistics show an 85 percent probability that your next purchase will be a Mountain Dew. Bought both? In that case, you’re probably having fun at home with World of Warcraft. Try the new expansion, coming soon!


Your path through the new economy leaves a glittering trail of bits that marketing departments from New York to Cupertino greedily slurp up and process into actionable information. We’re a world of consumers. The only things we produce are echoes of ourselves; those echoes are traded like cattle in an electronic black market of psychographic research and targeted ads.


Here’s the shocking thing: Most of this information is willingly volunteered. You don’t need a credit card. No one forces you to fill out all those online forms. If someone asks you whether you like an ad or not, there’s no reason you need to answer.


But rest assured—even you anarchists out there fit into a demographic bracket. Someone, somewhere, is analyzing your behavior, crunching the numbers, and creating a campaign to sell black clothing and red bandanas to you.









CHAPTER 1
GOOGLE’S PLOT TO 
CONQUER THE WORLD


Google’s unoffical corporate motto is “Don’t be evil.” And it’s a good thing they’re not evil, because they know everything about you.
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WHAT IS IT?


Seriously? What is Google? Where have you been the past twelve years? Google is everything. It’s a noun, it’s a verb, I’m sure it’s been used as an adjective, and it’s probably going to be an adverb (Googly) pretty soon.


Google was founded in Menlo Park in 1998. The company’s primary business on the date of its founding was Internet search—a fiercely competitive market. The industry battlefield is strewn with the bodies of high-tech luminaries and mysterious strangers—Lycos, AltaVista, WebCrawler, Ask Jeeves, Yahoo, and Microsoft. Finding stuff on the Internet is big business, and Google is at the top.


Imagine the Internet as a vast junkyard filled with pornography and poorly written editorials in which people call each other Nazis. Buried in that junkyard is a lot of very valuable stuff, but you have to dig to find it. To dig, you need a bulldozer, but you’re not allowed to drive the bulldozer. Instead, you have to scream to the driver of the bulldozer what you’re searching for and hope he understands what you said over the sound of his engine. What makes it worse is that 10 million other people are also screaming requests at him. More often than not, you’re going to end up with a confusing pile of nonsense. That’s what search engines were like before Google.


The trick to building a better search engine is to ensure that the software that drives it can understand and interpret a request, even when it is poorly phrased or badly spelled. It’s not easy. If you’ve ever worked retail, you know that most people don’t know what they’re really looking for. Try mediating that interaction through dumb software and you can see why the people who develop search engine software are hyperfocused, anal-retentive weirdos with a high degree of psychic potential.


Delivering useful information is an extremely valuable service, but making money off it is difficult. Google figured out, like everyone else, that the money’s in advertising. Google’s innovation was to target ads based on your search terms. Searching for a way to hang yourself? Google has a brand of rope they’d like to recommend. In short order, Google went from being a search engine to being an ad-placement agency. They pay close attention to every term dropped into their search engine.


Google isn’t in the business of selling you anything, they’re in the business of selling you to their advertisers. The more you use their search engine, the more they know about you, and the more niches into which they can shoehorn ads. They will stop at nothing to make every piece of information in the world searchable. More importantly, those bits of data will be tied to targeted ads.


HOW DOES IT WORK?


Search is based on keywords. The engine adds complexity by also looking at correlations between multiple keywords in order to target results more specifically. If you type burns into the search field, you’ll get very different results than if you type, It burns when I pee.


The engine ranks the results using a piece of software called PageRank. Google won’t tell anyone exactly how PageRank works, but the simple version is that it ranks a site or individual page based on how many other pages link to it. Each incoming link is considered a vote for a page. Some “votes” count more than others—if the New York Times links to your homepage, that counts more than the link your aunt put on her cat’s blog.


The ads on Google’s search results page are served by a program called DoubleClick. DoubleClick thinks about your keywords in a different way than the search engine. When an advertiser signs up with Google, he selects keywords and concepts with which he would like to be associated. DoubleClick looks for those keywords in search queries and serves ads based on that. Pretty simple, and not at all scary, right?


Right. Except Google is in the business of improving the targeting of their search results and the relevance of their ads. The best way to do that is to pay very careful attention to who is doing what with their services. Whenever you perform a search through Google’s engine, they track your search terms, your IP address (which includes geographic information, just like your postal address does), what web browser you’re using, and the date and time. If you click on a link, that information is saved. If you’re signed into a Google account at the time of your search, even more information is captured and saved.


The ads served up by DoubleClick drop cookies on your machine that track much of the same data. DoubleClick keeps a log of any ads you click on and remembers you so that similar ads can be targeted at you in the future. This is all done without your explicit permission.


To become one of the nearly 200 million folks with a Gmail account, Google requires a name and birth date, and offers you the option to use something called Web History. Web History, if you opt in, can track every web page you visit and store a detailed history on the Google servers. This data is used to target search results and ads to your apparent preferences.


DoubleClick scans e-mails the same way it does search terms—every e-mail that moves through the Gmail servers gets scanned for keywords. Ads are served based on those keywords to anyone using Gmail. DoubleClick remembers those keywords, establishes trends, and targets ads to individual users based on what they have a tendency to write about.


Taken in pieces, none of this seems terribly sinister. Google’s entire corporate persona is based on the ideas that:





• You can make money without doing evil


• You can generate billions by decreasing the sum total of ignorance in the world


• The power conferred by knowledge should be shared with everyone


• Business does not require exploitation or violence





These are revolutionary ideas, and because of them we respond to Google with affection.


But the fact remains: Google wants to know everything about you. They have the capability to build a detailed dossier on every single person who uses their services, a dossier that could do far more damage to many individuals than a single embarrassing e-mail or misplaced instant message. Google is a vast, vertically integrated corporate behemoth—the biggest Internet company in the world. It is a giant that sees everything and never, ever forgets.


WHO INVENTED IT AND WHY?


The primary players in the creation of Google are a pair of geniuses named Larry Page (the “Page” in PageRank) and Sergey Brin (whose name will never be used as part of a product name because no one is totally sure how to pronounce it). They created PageRank and incorporated Google while they were PhD candidates at Stanford.


When they met, both men needed a dissertation topic. To math and computer science geniuses, figuring out a good way to effectively index and search a few trillion unique documents sounds like fun, and so PageRank was born. Page and Brin are idealists who believe that Google’s primary mission is to organize every piece of information in the world and make it easily accessible and useful to everyone.


They’re good guys who just happen to have invented the most useful thing in a stalker’s toolkit since the telephoto lens and chloroform.


WHO’S USING IT TO WATCH YOU?


Pretty much everyone


Google watches you. DoubleClick reads your e-mail. And with your name and one or two other pieces of information, almost anyone can find your address, the names of your relatives, your phone number, your workplace, your vacation photos, and everything else you’ve ever done or said online.


The Internet never forgets. Usenet—the text-only precursor to the World Wide Web—was created in 1980, and for almost twenty years served as the premier forum for nerds and basement dwellers to insult one another semianonymously. It established the tradition of poor behavior, bad writing, and sophomoric humor that serves as the backbone of Internet culture. Google owns an archive of almost the entire history of Usenet. It is not entirely outside the realm of possibility that your mom met your dad on alt.swingers in 1983, and that Google has a detailed archive of the beginning of the romance between them and their six closest Internet friends.


Former classmates, ex-lovers, kids you made fun of in high school—all of these people have access to Google, and through it, to you. Your friends and your enemies can find you, your boss can track down the pictures from that tequila-and-blow hazed weekend in Mexico, and potential employers can find evidence of your poor sportsmanship on Xbox Live. Thanks to the Internet, you’re a public person, and thanks to Google, your skeletons are laid out in alphabetical order for all to see.


WHY IS IT WATCHING YOU?


Google and DoubleClick watch you to learn how to target ads more effectively. The more narrowly targeted an ad is, the more valuable it is, and the more Google can charge if you click on it. Idealist philosophy aside, Google’s true business is the same as any other company—they are in it to make money.


The information they collect is also used to improve their search service. If Google knows how you behave online, it can build a deeper understanding of what you mean when you enter certain search terms. Using your IP address, Google knows where you are and can therefore return search results for massage parlors in your neighborhood, rather than just telling you where the most popular massage parlor in the world is.


As for the traces you leave behind on the Internet that Google then picks up and indexes for all to see . . . well, that’s information, and all information has value. Someone might someday want to know more about you. Google’s purpose is to make sure that person is satisfied.


WHY SHOULD YOU BE WORRIED ABOUT IT?


Google tracks your location and behavior in great depth. Using that information, they could build a detailed dossier. They may not have your actual name, but using the data they do have, an interested third party could easily figure out who you are.


The definition of evil in “Don’t be evil” is pretty subjective, but we can probably all agree that actually building blackmail dossiers on hundreds of millions of users is at least a little evil. Google doesn’t look like they’re going to snap and start slaughtering kittens anytime soon, but . . . .


Google is a publicly traded, multibillion-dollar company. If Google were a country, it would be one of the 100 wealthiest nations in the world, playing in the same economic field as Jordan and Costa Rica. Twenty-four billion dollars isn’t money. It’s a gravitational field, an irresistible force that attracts ever more wealth. A publicly traded company of this size either continues to increase shareholder value or withers and dies. And shareholder value isn’t increased by being good. In fact, evil is a proven money-maker.


Many oil companies and cigarette manufacturers didn’t start out evil, either. Most of the people who run them now aren’t evil. Evil is a pretty rare quality in individuals; it’s an emergent property of large organizations motivated by profit. Billions of dollars can serve as an extremely effective blinder to the common good. To avoid doing evil, a corporation must tread very carefully.


The China syndrome


A few years ago, Google launched its search service in mainland China. China has more than a billion citizens, a rapidly growing middle class, and one of the fastest Internet adoption rates in the world. By 2025, China will be the world’s largest economy. For a global Internet services company like Google to ignore these facts is suicide.


For four years, Google allowed its search results to be censored by the Chinese government, a government with a long record of human-rights abuses. Google grumbled about the censorship, but they put up with it until they were hacked by someone in China in early 2010. The level of sophistication behind the attack was unheard of in the corporate sphere; the hackers used tactics and tech typically only employed by government or military organizations. They were looking for search engine source code and access to the e-mail accounts of human rights activists.


Google left mainland China shortly thereafter, but it wasn’t an aversion to evil that led them to drop China—it was a threat to their bottom line. In this case, the best interests of the Chinese people happen to align with Google’s profitability. The question here is, can Google maintain and correlate its profit with the good of the people forever?


WHAT CAN YOU DO ABOUT IT?


Stay off their lawn


Google relies on its users to volunteer most of the information it collects. By visiting the Google website, you sacrifice a certain amount of privacy, in the same way that you do when you enter property belonging to someone else. What you do on my property is, to a certain extent, my business.


The easiest way to prevent Google from collecting information is to simply not go there. Don’t get a Gmail account, don’t sign on to YouTube, don’t install a Google toolbar on your machine. If you must use a search engine, do so from a computer that is not your own and is not operating on your home network or at your workplace.


Every website you use at least captures your IP address. Many more collect other data, through cookies, login information, or by tracking what you click on. The only sure-fire way to avoid this is to leave the Internet and never return. However, this strategy is only reasonable if you live in a cave or in the woods, and are content to avoid all human contact forever. Luckily, there are other steps you can take.


Bad browser! No cookie!


The first and easiest way to foil Google is to set your web browser not to accept cookies. Cookie is a delicious name for little pieces of data that many websites leave on your hard drive. The cookie helps the website remember you later. Refusing cookies will hobble some functions on some sites, but it’s a small price to pay for increased privacy. You can find your browser’s cookie settings in the Privacy or Security tabs of the Options or Preferences menu.


Opt out


Google has been kind enough to develop a plug-in for most popular browsers that opts you out of most of their data collection. It is called, predictably enough, the Google Analytics Opt-out Browser Add-on. Download and install it, and Google will forget you exist.


Disguise your IP address


There are powerful online tools you can use to surf the web anonymously. Services like anonymouse.org and software like Tor are the online equivalent of pulling a bootleg turn in the middle of a tunnel to throw off pursuers. They cast a smokescreen over your activities, stripping the headers from your data packets and bouncing your requests through a series of computers that forget you the second they pass along your click.


Lie


Once you post something anywhere on the Internet, there’s a very real chance it will stay there forever. A determined Google search will eventually turn it up. That isn’t Google’s fault. If you’d been thinking clearly, you never would have allowed your friend to post that picture of you motorboating an underage stripper in Tijuana. But now it’s there, and it’s not going away.


If you must misbehave online, do so under an alias, using an anonymizing technology. Never post your picture online, and don’t associate with your real-life friends. Never volunteer information, and if you have to, lie. Perform searches on variations of your name every few months, looking for evidence that your jerky online personality has been associated with the real you.


When you find something incriminating online, e-mail the administrator of the site hosting the evidence, and ask him or her to take it down. If you can get it taken down quickly enough, it might not be copied or archived anywhere. If the owner of a site refuses to remove pictures or other personal information about you, you may have to complain to his or her hosting service or Internet Service Provider, or even consider legal action.









CHAPTER 2
TRYING TO STAY 
HIDDEN? TOO BAD. FACEBOOK WILL 
FIND YOU


What does Facebook do with all of the information they collect on you, and why do they want to set you up with an over-thirty single so badly? Keep a pair of dry undies handy, and read on.
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WHAT IS IT?


Facebook is the current king of all social networks. Five hundred million people worldwide have Facebook accounts. One in three people in the United States is on Facebook. The next most popular social networking website is a Chinese site called Qzone, with 200 million users. Way over in the shallow end of the pool is Myspace, with 130 million tweens and crappy emo bands clogging their pages. Twitter boasts a paltry 75 million users, and every one of them is the most boring human being you’ve ever encountered in your life. The cool kids are all on Facebook.


You’re on Facebook whether you mean to be or not. Even if you don’t have an account, several of your friends do. If you’ve had your picture taken alongside any of them, it’s probably online, with your name and face tagged and visible to anyone with access to your friend’s photos.


Facebook relies on the tendency of people to brag about the most mundane aspects of their lives. It appeals to our desire for celebrity. A Facebook page is a self-published tabloid, detailing everything about you for all the world to see. It strips away the anonymity of the Internet without relieving you of the courage anonymity brings.


There was a time when people were extremely hesitant to give out personal information online. When creating an online persona, they relied on no one recognizing them. Back then, only your close friends could know for sure who you really were. But Facebook doesn’t work unless we’re honest. There’s no point to Facebook unless people admit who they are. It asks us probing questions, and expects honesty. We give it our name, our birthday, a list of our likes and dislikes, and we share with it our opinions about everything from politics to food. We tell it where we went to school, where we’ve worked, and what we like to do for fun. We give it our sexual preference and ask it for help finding a date. We show it pictures of ourselves at our best and our worst. Facebook is a total stranger that knows everything about us.


The friends who never leave


Facebook isn’t the only stranger learning all about you. People are increasingly mobile; they go to college thousands of miles away from home, take jobs in other states, and occasionally go live the life of an expatriate in some romantic foreign destination. Such a change used to mean losing contact with all but those friends willing to engage in an extended correspondence, even though the chances of seeing you alive again were remote. Moving to another city was like being eaten by bears—your friends would miss you for a short time, but most of them would quickly forget you except as an interesting anecdote.


Now, you can easily reconnect with people you haven’t seen in twenty years. Your Facebook friends list is potentially hundreds of people, most of whom you barely know at all (and some of whom you might actively dislike), but they all have access to your most intimate details.


Facebook has a goal above and beyond allowing you to reconnect with all the people you secretly hated in high school. Facebook knows you—sometimes better than you know yourself—and it’s determined to keep learning more about you.


HOW DOES IT WORK?


Facebook is far less complicated than Google. Ad service and recommendations made by Facebook are done using simple keyword analysis and a record of your IP address. When you sign up, Facebook gives you a series of boxes to fill in, each of which is simply a collection of keywords. What television shows do you like? What are your favorite books? Are you single? Married? Do you have pets? How old are you?


All of this information is volunteered willingly by members. Your friends have already supplied their e-mail addresses (and access to their e-mail address books), the names of their high schools and colleges and workplaces. Using just your IP address, your e-mail address, and your name, it can instantly offer a pretty solid guess about who your friends might be. Provide it with more information, and Facebook can offer you hundreds of people you probably already know.


As Facebook learns more about you, it will continue to recommend folks who might be (or might once have been) your friends. Through the ever-growing complexity of this network, the site learns more and more about you. Who do you invite to your events? Who do you exchange pokes and messages with? Who do you date?


Since advertising was first invented, marketing professionals have been trying to find ways to weasel this level of detailed personal information out of people. Until Facebook, it never occurred to anyone to simply give everyone in the world a form to fill out—a form that could freely be cross-referenced with their peer group. Facebook represents the most valuable repository of psychographic, demographic, and behavioral data on the planet.


You’re not the only person who provides Facebook with information about you. Facebook’s advertising partners provide conversion information—if you click on an ad and navigate the advertiser’s site for a while, that company could be giving Facebook detailed information about your activities on its site. According to their privacy policy, Facebook keeps that information for up to six months.


Remember how Farmville and Mafia Wars took over your newsfeed before you figured out you could block the application from showing up and annoying you? Remember how you seriously thought about deleting your Facebook page because those games were either more annoying than a fart in an elevator (if you didn’t play them) or so addictive that college began to seem like an unnecessary distraction (if you did)? Those games aren’t owned or run by Facebook, but they can see your profile just like your friends can, and they propagate like a pyramid scheme. You get those invites to help your friend find a pot of gold or whack some generic videogame Italian because your friend gets points for recruiting you.


Connect the dots


It’s not just applications inside of Facebook that pass information about you. Through a program called Connect, applications outside of Facebook exchange information with the social network. Hundreds of websites and mobile applications connect you to Facebook and share your activities with your friends—and with advertisers.


Everything you do on or through Facebook is another piece of information companies use to profile you. Every piece of information you give them is one more thing they use to target ads. Facebook works because we tell it everything there is to know about us.


WHO INVENTED IT AND WHY?


The primary mover behind Facebook is a deeply ambitious young man named Mark Zuckerberg. He wrote the first version of the software that would become Facebook while he was a sophomore at Harvard. It was originally intended as a visual directory for the students of the university, but quickly grew beyond that. Within a year, several other colleges were added to the site’s client population. The following year—2005—saw the site expanded to any college or high school student. In 2006, Facebook opened itself up to the population at large.


It is Zuckerberg’s vision that guides Facebook’s explosive growth, and its hunger for your information. He doesn’t view Myspace, Twitter, or the world-famous Qzone as his competition. His sights are set firmly on Google.


If Google’s attitude towards information is socialist (free and easily accessible to everyone), Zuckerberg’s is anarchist. In interviews, he targets Google’s model for information flow as too restrictive. Google may be an excellent research tool, he argues, but the information that truly matters to people is transmitted through traditional social networks—family, friends, coworkers. When was the last time you found a good restaurant through Google? More likely, you got a recommendation from a friend and then used Google to find the address. To Zuckerberg, the recommendation is the high-value piece of information, not the address.


The flow of information through offline social networks—also known as small talk—is what holds communities of people together. You may only have a small number of people with whom you can talk about anything, but the closeness of that group is maintained by consistent communication of less important data: things like movie reviews, book recommendations, and shared recipes.


Zuckerberg believes that the open flow of information between people on Facebook not only creates genuine closeness but that it also creates a self-organizing database of information relevant to his users. His ultimate goal is an environment of free-flowing information that allows people to find what they’re looking for before they even start looking. The perfect friends list will ensure that people know instantly where they’re going to eat on Friday night, what movie they want to see, and what bar to go to afterward.


WHO’S USING IT TO WATCH YOU?


Your friends


And by “your friends,” I mean everyone you’ve ever known, associated with, or passed on the street. Your mom is on Facebook. Possibly your grandparents as well. Your teachers are on Facebook. Your boss and all of your coworkers are on. The bartender from Saturday night is on Facebook, and so is that cute guy you were too much of a coward to talk to. Your favorite television shows and authors and bands are there. Toys and quirky packaged foods and clothing stores all have Facebook pages. All of them have access to your profile.


Depending on your privacy settings, certain information (at a minimum, your name and profile picture) is visible to any random stranger. By default, much of your profile information is at least visible to friends of your friends. And, of course, whenever Facebook thinks someone might know you, they suggest your name and picture to him or her.


Facebook, obviously


They keep track of what you’re doing. Using keywords on your profile, your lists of interests, and the things you’ve “liked,” they target ads at you. You are their most valuable asset, and the better they know you, the more valuable you become.
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