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   foreword
 

  
 

   

   Throughout the three decades of my involvement in the world of cybersecurity, one area in which I have seen consistent underperformance, even by otherwise mature and extremely competent organizations, has been in the realm of establishing, utilizing, and interpreting key performance indicators (KPIs) for the management of cyber risk. 
 

  
 

   

   Unlike the many areas of business that sport obvious sets of metrics offering easy-to-understand, actionable intelligence—and where modern professionals can learn from numerous decades of others’ experience generating and acting on highly meaningful measurements—the world of cybersecurity is not only relatively young and quickly changing, but also one in which the most significant events that demand the greatest attention and should factor most heavily into KPI measurements are often invisible to those responsible for measuring them.
 

  
 

   

   Cybersecurity professionals cannot simply measure the number of breaches, or the financial or operational outcomes thereof; cybersecurity KPIs must capture unseen risks, evolving threats, and preventative actions—many of which have results that are not only intangible in the short term, but also impossible to correlate to their original investments of time, money, and effort. How does one capture the fact, for example, that a particular investment within a cybersecurity program motivated an attacker to pursue a different target than originally conceived? 
 

  
 

   

   Furthermore, many metrics adopted over the years may at first glance seem meaningful but ultimately prove to be dangerously misleading. For example, when metrics show that an organization is consistently experiencing a reduced number of breaches with diminishing financial effects on a quarter-over-quarter basis, does that translate to a notable and commendable improvement? Or does it indicate that the organization’s cybersecurity management has deteriorated relative to emerging threats and that the organization is increasingly failing to both recognize when it has been breached and properly account for the business effects accumulating beneath the surface, eventually rearing its ugly head in catastrophic fashion?
 

  
 

   

   Operators are not the only ones facing the difficulty in establishing and utilizing proper KPIs. I have seen boards obsess over detailed figures that should be irrelevant at the cyber-risk-management oversight level, and other boards effectively shirk responsibility by paying no more than lip service to overseeing the CISO. Failures to measure occur in both directions.
 

  
 

   

   Likewise, even today, differences in experience, approach, and attitude often create communication and understanding gaps between business stakeholders and security teams—a problem that often yields KPIs that are either too broad, vague, and/or abstract to be meaningful, or far too detailed and technical to provide meaningfully actionable information for those overseeing risk management at a board level.
 

  
 

   

   Moreover, it is important to keep in mind that both budget and time limitations ensure that most cyberwarriors do not have access to every possible tool they would like to have in their arsenals. Even if they did have everything they wanted, unlike those measuring financial performance, cybersecurity teams always work with data that is never fully accurate, complete, or totally reliable.
 

  
 

   

   What complicates matter even further is the reality that one of the important goals of an effective cybersecurity program is to mitigate against as-yet-unknown risks. As such, KPIs must account not only for measuring what we know, but also for how well we can predict the future and measure things about which we do not yet know or even fully comprehend—and that is no easy task.
 

  
 

   

   As the author discusses in this book, despite the inherent challenges involved, the effort to create meaningful KPIs is far from being a lost cause. Data-Driven Cybersecurity provides readers with valuable, practical, and actionable advice about selecting, implementing, and utilizing meaningful metrics—not just in a general sense, but also as relevant to readers’ own specific environments. 
 

  
 

   

   Through the use of case studies, this book delivers to readers wisdom learned from both the successes and failures of others, thereby potentially saving people and organizations both time and money, while also minimizing the risk of the serious cybersecurity-related aggravations that often emerge when parties responsible for cybersecurity utilize inadequate, improper, and/or misleading metrics.
 

  
 

   

   As will become clear to readers of this book, establishing cybersecurity-related KPIs is not a simple, one-size-fits-all endeavor—the skills necessary for achieving success in such an effort simply cannot be learned overnight. And, yes, we must admit that the dynamic nature of cybersecurity and the constantly evolving threat landscape associated with it complicates KPI development and implementation. We know that some things that may be highly relevant as you read these words today may become obsolete tomorrow (or even by the time you read the next sentence).
 

  
 

   

   That said, as described throughout this book, we can create effective KPIs and utilize them to meaningfully reduce our exposure to cyber risks. In fact, not only can we do so, but we must.
 

  
 

   

   —Joseph Steinberg, Cybersecurity Expert Witness and Board Member,
Lecturer, Columbia University
 

  


 

   

   preface
 

  
 

   

   When I first stepped into the world of cybersecurity from software engineering over 20 years ago, it was a rapidly evolving field, brimming with potential and vulnerabilities. Over time, I noticed an unsettling pattern: despite technological advances, many organizations still neglect to measure the effectiveness of their security programs. A chief financial officer would never attend a meeting without clear data, charts, and metrics in hand. Why, then, should a CISO or security leader do any differently?
 

  
 

   

   This realization pushed me to explore how data-driven insights could elevate an organization’s security posture from reactive to proactive. In my roles, spanning AI innovation and cybersecurity, I saw firsthand how metrics, when used properly, could tell compelling stories that influence stakeholders, justify investments, and save companies from potentially devastating breaches.
 

  
 

   

   In Data-Driven Cybersecurity: Reducing risk with proven metrics, I share the lessons I’ve learned across fintech, biotechnology, pharmaceuticals, and beyond. The book begins with foundational topics: what constitutes a good security metric, how to align cyber­security goals with broader business objectives, and the dos and don’ts of a robust security management program. As you move forward, you’ll discover hands-on examples of Python and Jupyter Notebooks that make collecting and visualizing metrics straightforward—no advanced coding knowledge is required. For those looking to push the envelope, I also discuss advanced statistical methods, machine learning approaches, and even generative AI techniques that can forecast potential threats and anomalies in real time.
 

  
 

   

   I hope that this book will encourage CISOs, security practitioners, and even curious newcomers to embrace a data-centric mindset. By combining deep cybersecurity expertise with measurable analytics, we can make our organizations and the world safer.
 

  
 

   

   Thank you for picking up this book. I trust it will provide you with both the inspiration and the practical tools to measure and elevate your cybersecurity program. Let’s start telling better security stories—with data.
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   about this book
 

  
 

   

   Who should read this book
 

  
 

   

   This book is for any cybersecurity practitioner who wants to measure the effectiveness of their information security program and turn raw data into meaningful narratives for leadership. Whether you’re a newly appointed security analyst, a seasoned CISO, or a manager juggling both IT and security responsibilities, these chapters will equip you with practical metrics strategies.
 

  
 

   

   If you’ve ever struggled to convey security’s value to upper management, justify budget requests, or figure out which alerts matter most, the techniques and examples here will help you build a compelling data-driven case. You don’t need to be a coding expert—basic familiarity with cybersecurity concepts and a willingness to explore simple Python scripts will get you up and running quickly.
 

  
 

   

   How this book is organized: A road map
 

  
 

   

   Data-Driven Cybersecurity: Reducing risk with proven metrics is divided into 13 chapters. The following list provides a quick overview:
 

  
 

   

   	
Chapter 1: Introducing cybersecurity metrics—Lays out the rationale for measuring security and demonstrates how metrics can drive strategic decisions.
 

   	
Chapter 2: Cybersecurity analytics toolkit—Shows you how to set up basic analytic tools, such as Python and Jupyter Notebooks, to begin collecting and visualizing data.
 

   	
Chapter 3: Implementing a security metrics program—Discusses core frameworks and processes for a robust security program, ready to be measured and monitored.
 

   	
Chapter 4: Integrating metrics into business strategy—Explores how to align security goals with broader corporate objectives, ensuring executive buy-in.
 

   	
Chapter 5: Establishing the foundation—Examines governance, risk, and compliance fundamentals so you can understand the big picture before diving into technical details.
 

   	
Chapter 6: Foundations of cyber risk—Explains metrics related to IAM processes, from provisioning and deprovisioning to least-privilege enforcement.
 

   	
Chapter 7: Protecting your assets—Focuses on asset inventory, classification, and vulnerability management metrics.
 

   	
Chapter 8: Continuous threat detection—Covers how to measure performance in real-time threat detection scenarios (SIEM, IDS/IPS) to ensure ongoing protection.
 

   	
Chapter 9: Incident management and recovery—Demonstrates how to measure the effectiveness of incident response processes and post-incident reviews.
 

   	
Chapter 10: Advanced cybersecurity metrics—Dives deeper into specialized metrics, dashboards, and scenario-driven KPIs.
 

   	
Chapter 11: Advanced statistical analysis—Introduces concepts like regression and anomaly detection that can identify security trends and outliers.
 

   	
Chapter 12: Advanced machine learning analysis—Explores ML algorithms you can use for threat hunting, predictive modeling, and beyond.
 

   	
Chapter 13: Generative AI in cybersecurity metrics—Looks at using LLMs and other AI models to enhance everything, from automated reporting to advanced threat detection.
 

  
 

   

   About the code 
 

  
 

   

   This book contains practical code snippets in Python, displayed in numbered listings and inline examples. We’ve formatted them in a fixed-width font like this for clarity. Sometimes code is also in bold to highlight code that has changed from previous steps in the chapter, such as when a new feature adds to an existing line of code.
 

  
 

   

   In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. In rare cases, even this was not enough, and listings include line-continuation markers (➥). Additionally, comments in the source code have often been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.
 

  
 

   

   The primary development environment is a simple Jupyter Notebook, chosen for its ease of use, interactive nature, and immediate data visualization capabilities. Once the book is published, readers can download all code examples from the Manning Publications website. I’ve also included instructions for installing necessary dependencies and libraries in the code repository. The software requirements are
 

  
 

   

   	Python 3.10+
 

   	Jupyter Notebook/Lab
 

   	Basic libraries such as pandas, matplotlib, scikit-learn, and any additional libraries explicitly mentioned in each chapter
 

  
 

   

   Feel free to adapt these examples to your own environment. No advanced Python knowledge is needed; the scripts are intentionally approachable, focusing on data analysis and dashboard generation over complex architecture or design patterns.
 

  
 

   

   You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/data-driven-cybersecurity. The complete code for the examples in the book is available for download from the Manning website at https://www.manning.com/books/data-driven-cybersecurity, and from GitHub at https://github.com/Mariano215/Security_Metrics. 
 

  
 

   

   liveBook discussion forum
 

  
 

   

   Purchase of Data-Driven Cybersecurity includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/data-driven-cybersecurity/discussion. 
 

  
 

   

   Manning’s commitment to our readers is to provide a venue where a meaningful dialogue among individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.
 

  
 

   

   Other online resources
 

  
 

   

   	Personal blog/website: https://www.linkedin.com/in/mariano-a-mattei

 

   	Business website: https://www.matteiinfosec.com

 

   	For broader community discussions, consider checking out subreddits like r/cybersecurity and r/datascience, or Q&A sites such as Stack Overflow for any Python-related queries.
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   Mariano Mattei is an author, an adjunct professor in the Computer and Information Sciences Department at Temple University, and a certified chief information security officer with over 30 years of experience in cybersecurity and AI innovation. He has overseen security transformations across the biotechnology, pharmaceutical, and medical device sectors, integrating robust cyber defenses with AI-driven capabilities in clinical trials, manufacturing automation, quality systems, and regulatory compliance frameworks.
 

  
 

   

   Throughout his career, Mariano’s work has spanned predictive analytics for risk management, AI-powered threat detection, process optimization, and regulatory AI governance. By uniting cutting-edge artificial intelligence with proven cybersecurity methodologies, he helps organizations stay ahead of evolving threats, while maintaining strict compliance standards.
 

  
 

   

   Mariano earned his master’s degree in cyber defense and information assurance from Temple University, where his deep commitment to data-driven decision-making crystallized. This passion led him to write Data-Driven Cybersecurity: Reducing risk with proven metrics, a practical guide offering real-world metrics and insights for elevating any security program to enterprise-level excellence.
 

  


 

   

   about the cover illustration
 

  
 

   

   The figure on the cover of Data-Driven Cybersecurity, titled “L’Acquavitaio,” or “The Buyer,” is taken from a book by Francesco de Bourcard published in 1853. Each illustration is finely drawn and colored by hand. 
 

  
 

   

   In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.
 

  


 

   

   
Part 1 Building the foundation

 

  
 

   

   Chapters 1–4 lay the groundwork for a data-driven approach to cyber­security. In these early chapters, you’ll explore the basics of measuring security, discover how to launch a metrics program that aligns with business goals, and learn how to tell a compelling story using data. Whether you’re a seasoned security veteran or new to this field, establishing the right mindset and methodology is essential before you dive deeper into everyday metrics. By the end of part 1, you’ll have a solid framework for why metrics matter, how they fit into your organization’s strategy, and what tools you’ll need to begin collecting them effectively.
 

  


 

   

   
1 Introducing cybersecurity metrics

 

  
 

   

   
This chapter covers

 

    

    	Metric types and their practical applications
 

    	Common frameworks for cybersecurity programs
 

    	The significance of metrics in modern cybersecurity
 

    	The changing landscape of cyber threats
 

   
 

  
 

   

   In 2006, British mathematician Clive Humby famously said, “Data is the new oil.” While this sentiment captures the transformative power of data, it is important to recognize a key distinction: oil is finite, while data is seemingly boundless, especially as AI begins to generate its own data. In today’s digital landscape, data has become an ever-growing resource that powers business strategies, product development, and organizational success. However, like crude oil, raw data requires refinement—analysis, context, and interpretation—to become valuable.
 

  
 

   

   This is particularly true in cybersecurity, where metrics act as the refining process that transforms raw data into actionable insights. Metrics help organizations interpret and monitor risks, enable them to measure performance, and ensure their security posture is aligned with overarching business goals. Critical vulnerabilities can remain hidden without proper metrics, leaving organizations exposed to risks.
 

  
 

   

   For example, the infamous 2017 Equifax breach exposed inadequate metrics in patch management processes. A vulnerability in their Apache Struts framework went unpatched, ultimately resulting in the theft of sensitive information for over 147 million people. The breach might have been mitigated had metrics been in place to monitor patch compliance or prioritize high-risk vulnerabilities. This case underscores the importance of metrics: they bridge the gap between raw data and informed decision-making, turning potential threats into opportunities for resilience and growth.
 

  
 

   

   Cybersecurity metrics include quantifiable measures that turn raw data into actionable intelligence, thus enabling organizations to track, assess, and improve their security efforts. These metrics achieve three core benefits: benchmarking and measurement, prioritizing actions, and communicating insights effectively. For instance, tracking the time to provision or de-provision user access benchmarks the efficiency of access control processes, helping identify delays and set targets for improvement. Measuring the frequency and severity of failed login attempts prioritizes actions by highlighting where to focus additional training, strengthen authentication measures, or implement multifactor authentication. Finally, visualizing trends such as patching compliance over time or incident response times provides a clear and effective way to communicate progress to stakeholders, which makes it easier to secure buy-in for additional resources or policy changes.
 

  
 

   

   Metrics bridge the gap between operational performance and strategic goals, ensuring cybersecurity efforts are effective and aligned with business objectives. By focusing on benchmarking, prioritizing, and communication, organizations can use metrics to drive continuous improvement and build resilience against evolving threats. In the same way that businesses use financial data to navigate opportunities and challenges, cybersecurity metrics enable organizations to assess their security posture and address vulnerabilities proactively. Without these metrics, organizations are left blind to potential threats and unable to respond effectively. Metrics help in several key ways: they allow organizations to measure their cybersecurity maturity over time, prioritize the most critical actions, and communicate the status of security efforts to internal and external stakeholders in clear, quantifiable terms.
 

  
 

   

   This book explores how to employ cybersecurity metrics to strengthen defenses and align security efforts with the organization’s strategic goals. By transforming raw data into actionable intelligence, readers will learn how to safeguard critical digital assets and remain resilient in an evolving threat landscape.
 

  
 

   

   Metrics help us
 

  
 

   

   	
Benchmark and measure—Metrics taken over time assist us in strengthening our cyber maturity. Cyber maturity refers to an organization’s ability to manage its cybersecurity posture effectively.
 

   	
Prioritize actions—We can help prioritize remediations by analyzing our metrics.
 

   	
Communicate—Metrics can help internal and external stakeholders stay informed in a clear and quantifiable manner.
 

   	
Visualize—Tracking metrics across different time periods provides valuable insights, which enables informed decision-making.
 

  
 

   

   
1.1 Understanding metrics
 

  
 

   

   Metrics are quantifiable measures used to assess the status and performance of specific processes, programs, and activities. In cybersecurity, metrics provide insights to help organizations make informed decisions, track progress, and improve their security posture. By translating complex cybersecurity data into actionable insights, metrics bridge the gap between technical aspects of cybersecurity and strategic business objectives. Furthermore, metrics will vary depending on the organization.
 

  
 

   

   Effective cybersecurity metrics are actionable, relevant, and reliable. Actionable metrics provide insights that can influence decision-making. Relevant metrics align with organizational objectives and risk management strategies. For example, monitoring the number of unpatched systems can help prioritize vulnerability management efforts. Reliable metrics are consistent and accurate, ensuring decision-makers can rely on both the information and the analysis resulting from it.
 

  
 

   

   Setting clear and measurable goals is essential for utilizing metrics effectively. These goals provide a target for what the organization aims to achieve within its cybersecurity program, maintaining alignment with overall company strategies and supporting pro­active cybersecurity measures. Metrics are a powerful tool for measuring progress toward these goals, offering insights that drive improvement and inform decision-making.
 

  
 

   

   However, it’s important to recognize that overemphasizing metrics can lead to unintended consequences, such as metrics-driven behaviors. In these cases, teams may focus more on improving specific numbers to meet targets rather than addressing the root causes of security problems. This tendency can result in gaming metrics, where efforts are directed at manipulating measurements rather than at achieving genuine progress. Organizations must use metrics thoughtfully to avoid this pitfall, treating them as indicators of underlying trends rather than as ultimate objectives. By focusing on the bigger picture, metrics can remain a means to an end, enhancing security posture and resilience, rather than becoming an end in themselves.
 

  
 

   

   Cybersecurity metrics can be categorized into different types, each serving a specific purpose in assessing and improving an organization’s security posture:
 

  
 

   

   	
Quantitative metrics—They provide numerical data on specific aspects of cybersecurity, such as the number of detected incidents or the average response time to threats. These metrics offer clear, measurable insights that can be tracked over time. 
 

   	
Qualitative metrics—They focus on aspects that are not easily quantified, such as the effectiveness of a training program or its effects on organizational culture. These metrics add valuable context and depth to complement numerical data. 
 

   	
Leading indicators—These constitute forward-looking metrics that predict trends and potential risks, such as tracking the number of phishing attempts to identify early warnings of future attacks.
 

   	
Lagging indicators—These are backward-looking metrics that measure the outcomes of past actions, such as the number of resolved incidents or the average downtime caused by a breach, and provide insight into the effectiveness of security measures.
 

  
 

   

   Organizations can better understand and use their data to anticipate risks and evaluate past performance by categorizing cybersecurity metrics into these types. To further refine our understanding of metrics, we categorize them into possible, direct, derived, and indirect:
 

  
 

   

   	
Possible metrics—These metrics can be tracked and maintained but are not necessarily industry standards. Organizations must evaluate the value derived from collecting and preserving these metrics.
 

   	
Direct metrics—These metrics can be collected and measured directly. They are straightforward and easily identifiable, such as the number of identity and credential management-related incidents per year.
 

   	
Derived metrics—They are calculated using a combination of other metrics or data over time, providing added value and meaning. An example is the ratio of successful to failed authentication attempts.
 

   	
Indirect metrics—This type involves metrics from other business measurements that offer further insights when used alongside direct or derived metrics. For instance, cybersecurity incident reduction following training can be an indirect metric indicating the effectiveness of training programs.
 

  
 

   

   By understanding and implementing these metrics, organizations can continuously assess their cybersecurity resilience, identify incident trends, and evaluate the return on investment of their cybersecurity programs. Such a proactive approach enables companies to allocate resources better, manage risks better, and enhance their overall security posture.
 

  
 

   

   
1.2 Significance of metrics in cybersecurity
 

  
 

   

   Cybersecurity metrics enable companies to customize their specific strategies based on unique data. Rather than taking a blanket, customary approach, companies can fine-tune their decisions based on actual data about their company. Furthermore, they can identify trends and patterns that better inform their decisions by analyzing data from past and current intelligence. This targeted, proactive approach anticipates potential problems before they materialize.
 

  
 

   

   Resource management is another key consideration that plays a vital role in decision-making. Most companies have limited cybersecurity resources and most often have roles that share cybersecurity responsibilities. By using metrics to provide information highlighting areas of need, companies can better allocate scarce resources requiring immediate attention. This could mean effectively deploying additional controls, investing in new technologies, or enhancing programs.
 

  
 

   

   Data quantification in cybersecurity also aids in risk management by providing a measurable way to assess risks. By quantifying risks, organizations can better evaluate the exposure, likelihood, and potential effects of incidents. This quantification allows companies to prioritize risk mitigation strategies effectively. Metrics provide tangible data that can be used to manage risk more efficiently, ensuring that resources are allocated to the areas of highest concern and that the most significant risks are addressed promptly.
 

  
 

   

   Many companies face the dual challenge of protecting their assets, while adhering to strict regulatory requirements. Demonstrating compliance with these regulations and effectively communicating with stakeholders are critical responsibilities. As the threat landscape evolves, regulations are becoming increasingly stringent, demanding more from organizations in terms of accountability and transparency. Cybersecurity metrics provide a verifiable way to showcase adherence to industry standards, best practices, and legal obligations. By maintaining detailed records of compliance-related metrics, organizations can streamline audits, simplify regulatory reviews, and minimize the risk of penalties and fines.
 

  
 

   

   Transparency and communication are essential; metrics are invaluable in this information exchange. Cybersecurity is increasingly becoming a mandated reporting topic. There is no better way to demonstrate the company’s cybersecurity posture and effectiveness than with clear and quantitative security metrics. This helps build trust with key stakeholders, customers, investors, and partners. 
 

  
 

   

   Effective internal communication is essential for aligning cybersecurity efforts with the company’s strategic goals. By sharing cybersecurity metrics across all divisions, organizations can nurture a culture of security awareness and collaboration, which ensures that each division, department, manager, and employee understands their role in protecting the company’s critical assets, data, and systems.
 

  
 

   

   Metrics are crucial in providing evidence-based insights that support informed decision-making, enhance accountability, and ensure compliance with regulatory requirements. In addition, metrics improve communication across teams and stakeholders by offering a clear picture of cybersecurity performance. As cybersecurity programs evolve, metrics have become indispensable for maintaining resilience, driving strategic decisions, and strengthening overall security posture.
 

  
 

   

   
1.3 Traditional vs. innovative metrics
 

  
 

   

   Traditional metrics focus on quantifying the effectiveness of controls within a cybersecurity program, including the number of detected security incidents, the time to detect, the time to respond, and similar. The benefits lie in their simplicity. Traditional metrics offer clear, tangible data that can be tracked over time. For example, a decrease in the time to detect an incident would indicate an improvement in security capabilities. These metrics play a crucial role in measuring cybersecurity programs.
 

  
 

   

   As we have learned from past experiences, traditional metrics have limitations. As cyber threats evolve, so must our methods for measurement. Typically, traditional metrics are reactive in nature, as they are measured after the fact. Therefore, they do not capture the complexity of modern cybersecurity attack vectors such as insider threats or multistage attacks. Relying only on traditional metrics may skew the view of the company’s cybersecurity posture and fail to implement continuous improvement plans effectively.
 

  
 

   

   Innovative metrics are designed to provide dynamic, proactive measurements that assess an organization’s ability to anticipate, adapt, and mitigate cyber threats before they escalate into breaches. These metrics incorporate advanced techniques such as predictive analytics, threat intelligence, and behavioral analysis to offer forward-looking insights. For instance, metrics that track anomalous user behavior can signal potential insider threats or compromised accounts, thus enabling early intervention.
 

  
 

   

   However, it’s important to clarify that such metrics must be paired with proactive controls and policies. Without mechanisms to enforce preventive measures, these metrics may still be reactive, tracking incidents after they occur rather than preventing them. For example, a well-defined policy might require using secure libraries for password hashing across all applications. Metrics that monitor compliance with this requirement can identify gaps early, allowing action to be taken before insecure configurations lead to vulnerabilities. The key is in tracking and creating an environment where such problems are addressed before they manifest as exploits.
 

  
 

   

   When implemented alongside robust policies and preventive controls, innovative metrics go beyond traditional measurements, providing actionable insights into organizational resilience and security effectiveness. Their ultimate goal is to enable early detection, track compliance, and enhance an organization’s ability to achieve successful security outcomes. 
 

  
 

   

   The cybersecurity ecosystem is not static. It requires flexible, adaptive metrics to fend off attacks proactively rather than reactively. By combining traditional and innovative metrics, companies can have a more holistic and well-rounded measurement platform. This approach would best prepare companies to handle the sophistication of today’s modern cybersecurity threat landscape.
 

  
 

   

   Innovative metrics present a challenge because they also introduce the need for advanced analytics, machine learning, and artificial intelligence (AI). Throughout the book, we explore these new technologies and traditional statistical analysis in depth.
 

  
 

   

   
1.4 The changing landscape of cybersecurity
 

  
 

   

   From the first moment digital data was generated, cybersecurity has evolved alongside every technological advancement. It involves a constant battle between attackers and defenders, where adversaries continuously refine their techniques, while security teams work to stay ahead. While it’s often said that defenders need to be right all the time and attackers only need to succeed once, this oversimplifies the reality of modern defense strategies. Today, organizations implement layered security controls, resilience planning, and continuous monitoring to account for potential failures. The goal is not just to prevent every attack but to detect, respond, and recover swiftly, minimizing effects and ensuring that a single failure does not lead to catastrophic consequences. 
 

  
 

   

   With recent breakthroughs in AI, both attackers and defenders have a new set of highly valuable tools at their disposal. These advancements significantly increase the complexity and severity of attacks, affecting all industries worldwide. 
 

  
 

   

   One of the predominant trends in cybersecurity is the evolution of phishing attacks beyond deceptive emails into highly targeted, multichannel social engineering campaigns. Attackers now use vishing (voice-based phishing) and smishing (SMS-based phishing), alongside more sophisticated forms such as spear phishing (targeting specific individuals) and whaling (targeting executives). Business email compromise (BEC) attacks have become more refined, often incorporating deepfake tactics such as voice cloning to increase credibility. Imagine receiving an email about resetting your password, followed by a phone call from someone who sounds exactly like a trusted IT staff member. The cloned voice walks you through the process while the attacker simultaneously captures your credentials on a cloned system. This convergence of social engineering and emerging technology makes these attacks increasingly difficult to detect, which reinforces the need for robust training and multifactor verification protocols.
 

  
 

   

   Beyond phishing, another growing threat is the rise of supply-chain attacks. Organizations are no longer just direct targets; they are often exploited as a stepping-stone to breach a larger entity. The infamous Target breach serves as a stark reminder—attackers first compromised an HVAC vendor with access to Target’s network, using it as an entry point to infiltrate the retailer’s systems. This case highlights the importance of securing internal systems and third-party vendors, ensuring that supply chain security is a core component of an organization’s defense strategy.
 

  
 

   

   Ransomware is one of the leading cybersecurity attack vectors. Hackers encrypt data for ransom and conduct crypto viral extortion, threatening to release compromised data on the dark web if a ransom is not paid. These tactics force companies to reconsider their data protection and recovery strategies.
 

  
 

   

   Each type of hacker has a specific set of motivators, as referenced in table 1.1. Things are not always black and white, but it is essential to understand the types of hackers and their motivations to better defend against them. This table will provide you with an insight into why your critical data and systems may, or may not, be targeted.
 

  
 

   

   Table 1.1 Types of hackers and their primary motivating factors
 

    

     

      

      

     

     

      

      	 Hacker type
  

      	 Motivating factors
  

     
 

      

      	 Cybercriminals
  

      	 Profit
  

     
 

      

      	 Nation-state
  

      	 Geopolitical
  

     
 

      

      	 Terrorist groups
  

      	 Ideological violence
  

     
 

      

      	 Thrill seekers
  

      	 Satisfaction
  

     
 

      

      	 Insider threats
  

      	 Discontent
  

     
 

      

      	 Hackers
  

      	 Variable
  

     
 

     

   
 

  
 

   

   State-sponsored hacking has become a significant concern, with attacks often aimed at espionage, sabotage, or influencing geopolitical landscapes. These sophisticated campaigns frequently target intellectual property, sensitive government data, or critical infrastructure. For example, the Stuxnet worm, widely attributed to a joint effort by state actors, targeted Iran’s nuclear facilities, causing physical damage to centrifuges and delaying the country’s nuclear program. Another example is the SolarWinds attack, believed to be conducted by a state-sponsored group, which infiltrated numerous U.S. government agencies and private companies, stealing sensitive data and creating long-term vulnerabilities. These examples highlight how well-funded and organized state-sponsored groups operate on a scale that challenges traditional defenses and legal frameworks.
 

  
 

   

   Geopolitical factors must also be integrated into a proper cybersecurity strategy, as they typically move lockstep with increases in state-sponsored attacks. Understanding the capabilities of potential adversaries and developing proper contingency plans are critical for a more holistic solution to cybersecurity defenses.
 

  
 

   

   Because of the changing cybersecurity ecosystem, companies must adapt and shift their focus to more proactive approaches to cyber defense. In that, metrics must evolve to reflect this paradigm shift. You can see this shift taking place as more companies move from traditional security information and event management (SIEM) systems to security orchestration, automation, and response (SOAR) systems. 
 

  
 

   

   SIEMs focus on collecting, correlating, and analyzing security events to provide insights into potential problems. Alerts are generated but must be manually triaged and responded to. Typically, the response times are longer than in a SOAR system.
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Figure 1.1 A comparison of the main functionality of SIEM vs. SOAR



  
 

   

   SOARs also collect, correlate, and analyze security events but focus more on orchestration and automation, taking instant action without manual intervention. Alerts are automated and can be reviewed to determine whether an event occurred or the system generated a false positive. SOARs integrate multiple systems for more effective and responsive incident handling by enriching alerts with additional data that helps further clarify the nature of the events.
 

  
 

   

   Figure 1.1 summarizes the difference in functions between SIEM and SOAR systems. While they both support the aggregation of log data and can generate alerts, a SOAR system is typically preferred for companies who have the budget and means to implement it. SIEMs still serve an important role in many companies, with many utilizing both SIEM and SOAR systems in some way.
 

  
 

   

   Today, and for the foreseeable future, the cybersecurity threat landscape demands a dynamic approach to the implementation of cyber defenses, measurement of their efficacy, and informed decision-making based on analysis of cybersecurity metrics.
 

  
 

   

   
1.5 The importance of frameworks in cybersecurity
 

  
 

   

   Cybersecurity frameworks provide structured guidelines representing the industry’s best practices, helping organizations manage and mitigate risk. They serve as a scaffold for evaluating, planning, implementing, and maintaining cybersecurity programs. The NIST Cybersecurity Framework (NIST CSF) is widely adopted in the United States, while ISO/IEC 27001 remains a leading standard for information security management internationally.
 

  
 

   

   Beyond improving security, these frameworks also add significant business value. Compliance with recognized frameworks is often a prerequisite for market access, particularly when working with government agencies or regulated industries. For example, in the United States, FedRAMP compliance is mandatory for cloud service providers working with federal agencies, while in Japan, ISMAP serves a similar role for government procurement. Organizations that adhere to these standards strengthen their security posture and enhance their credibility in the marketplace. Businesses with recognized certifications often have an advantage in competitive situations, as customers may prioritize vendors with well-established security credentials.
 

  
 

   

   Moreover, some companies use cybersecurity frameworks to comply with regulatory requirements, protect against threats, or align their cybersecurity program with business objectives. These frameworks allow diverse companies to express their cybersecurity implementation universally.
 

  
 

   

   For our purposes, we reference various cybersecurity frameworks to illustrate key points, without focusing exclusively on any single one. Frameworks such as NIST CSF V2.0, ISO/IEC 27001, and HITRUST provide structured approaches to managing and reducing cybersecurity risks. These frameworks are widely adopted across industries, offering organizations a consistent way to establish, assess, and improve their security postures. The availability of crosswalks that map these frameworks to one another makes them versatile and adaptable tools. This tactic ensures that the principles discussed in this book, particularly regarding cybersecurity metrics, are universally applicable and valuable, regardless of an organization’s specific framework.
 

  
 

   

   While this book uses NIST CSF V2.0 as a foundation for its discussions, the focus is not on NIST itself but on the broader application of cybersecurity metrics across frameworks. This approach allows readers to benefit from the insights provided here, no matter which framework they rely on.
 

  
 

   

   Understanding the variety of cybersecurity frameworks available is essential for tailoring an organization’s risk management and compliance approach. Frameworks such as HITRUST, CIS Controls, and NIST CSF offer unique perspectives and methodologies for addressing cybersecurity challenges. While each framework has its distinct focus and application, they share common goals: enhancing security posture, ensuring regulatory compliance, and reducing risk. The following sections explore several popular frameworks, examining how they contribute to cybersecurity strategies and where metrics play a critical role in their implementation and evaluation.
 

  
 

   

   
1.5.1 HITRUST framework
 

  
 

   

   HITRUST started with the 1996 Healthcare and Health Information Portability and Accountability Act (HIPAA) but has since grown into one of the leading frameworks as a comprehensive set of baseline security controls. It is one of the gold standards in cybersecurity certifications in the United States—a proprietary yet highly recognized certifiable, prescriptive framework. 
 

  
 

   

   When we refer to HITRUST as “prescriptive,” we mean that the framework provides detailed, specific instructions on achieving and maintaining a high level of cybersecurity. Unlike more flexible or high-level guidelines, prescriptive frameworks outline exact steps, controls, and measures organizations should follow. This approach reduces ambiguity and helps ensure consistent implementation across different organizations.
 

  
 

   

   In the context of HITRUST, the necessary controls are established, with their implementation, measurement, and management specified. In addition, detailed procedures, policies, and practices that organizations must adhere to are included to achieve compliance. This level of detail helps organizations clearly understand the requirements and implement them effectively to enhance their cybersecurity posture.
 

  
 

   

   To be certified under HITRUST, organizations must achieve a set score on a validated assessment. This certification process evaluates how well an organization has implemented the prescribed controls and practices. The assessment scores the organization’s adherence to these detailed requirements, ensuring that they meet the high standards set by the HITRUST framework.
 

  
 

   

   The HITRUST framework is divided into 19 domains, each containing controls crafted based on selected factors relevant to the organization’s environment and risk profile. To achieve HITRUST certification, organizations are evaluated based on their adherence to specific illustrative procedures within these controls. Each control is rated according to their adherence to the following principles: 
 

  
 

   

   	
Policy—High-level strategic direction and principles that define purpose and scope (this is the why)
 

   	
Procedure—Detailed, step-by-step instructions on how to implement the policies (this is the how)
 

   	
Implemented—Actual application or execution of the policies and procedures (this is the what)
 

   	
Measured—The importance of continuously measuring the effectiveness of cybersecurity controls and practices 
 

   	
Managed—Ongoing management of cybersecurity practices (i.e., actively updating policy, procedures, and implementation of controls based on measurements) 
 

  
 

   

   Each principle carries a specific weight contributing to the overall score of the control statement, thereby reflecting the maturity and comprehensiveness of the organization’s cybersecurity posture.
 

  
 

   

   As shown in figure 1.2, HITRUST implementation includes weights for each requirement. The core areas assessed during certification are policy, procedure, implemented, measured, and managed. These principles are not just theoretical; they represent specific, actionable requirements that organizations must meet to achieve certification. Policy and procedure provide strategic and operational guidelines, while implemented focuses on actual execution. Measured and managed, although not mandatory for initial certification, are crucial for a mature cybersecurity program. Measured involves the regular assessment of the effectiveness of the controls, accomplished through metrics, as discussed in this book. Managed ensures continued improvement through analysis of these metrics. Including these principles in a mature cybersecurity program supports ongoing cybersecurity practices and aligns with the core idea of this book.
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Figure 1.2 HITRUST scoring criterion by percentage. The percentages indicate the weights placed on each category for scoring purposes.



  
 

   

   Achieving HITRUST certification through a validated assessment requires organizations to score at least 75% on key control measures, primarily focusing on policy, procedure, and implementation. Many companies choose to limit their assessment scope to these areas, often excluding more advanced maturity levels such as measured and managed. While this approach ensures compliance with HITRUST’s requirements, it does not necessarily equate to strong security.
 

  
 

   

   As the industry saying goes, compliance does not equal security. How an organization approaches compliance determines whether it becomes a meaningful security investment or merely a checked box. Organizations that treat compliance as a strategic initiative—deeply integrating its principles into decision-making—benefit from stronger security postures and reduced risk exposure. In contrast, those who view compliance as a regulatory hurdle may pass audits, while remaining vulnerable to real-world cyber threats.
 

  
 

   

   For example, a healthcare provider may achieve HITRUST certification by demonstrating its policies and procedures for multifactor authentication (MFA). However, if it fails to enforce MFA across all critical systems, attackers can still exploit unprotected access points. Similarly, an organization may implement a documented patch management process but leave high-risk vulnerabilities unpatched for months due to operational constraints, creating exploitation opportunities. Therefore, true security requires going beyond the minimum requirements and adopting a mindset where compliance is not just about meeting standards but continuously strengthening and adapting security controls to address evolving risks.
 

  
 

   

   This chapter emphasizes the importance of going beyond compliance to build a robust cybersecurity posture. Organizations have access to valuable data, tools, and methods to analyze and report on their security metrics. Using these resources ensures compliance and strengthens defenses against evolving threats. The following sections explore how organizations can align frameworks like HITRUST with a proactive cybersecurity approach, using metrics to drive continuous improvement and resilience.
 

  
 

   

   HITRUST is a prime example of a prescriptive framework. There are many other frameworks to choose from as well, some paid and some free (commercial vs. open source). HITRUST is a proprietary framework, and while it is quickly becoming the gold standard in the United States, it is not free.
 

  
 

   

   
1.5.2 Center for Internet Security CIS Top 18 framework
 

  
 

   

   The CIS Top 18 framework, officially known as CIS Controls Version 8, was released in May 2021, and it is a set of prioritized and actionable cybersecurity best practices designed to mitigate the most pervasive and significant cyber threats. By categorizing the top 18 security threat vectors, the CIS Top 18 aims to provide controls specifically crafted for immediate and practical implementation to improve an organization’s security posture. Table 1.2 shows the CIS Top 18 and the description of the categories and controls in each organizational category. 
 

  
 

   

   Table 1.2 CIS TOP 18 Controls Version 8
 

    

     

      

      

      

     

     

      

      	 #
  

      	 CIS Critical Security Control (v8)
  

      	 Purpose
  

     
 

      

      	 1
  

      	 Inventory and control of enterprise assets
  

      	 Know every device that touches the network and manage it continuously to eliminate blind spots.
  

     
 

      

      	 2
  

      	 Inventory and control of software assets
  

      	 Track and authorize all software so only approved, secure applications can run.
  

     
 

      

      	 3
  

      	 Data protection
  

      	 Safeguard sensitive data in motion and at rest, preventing unauthorized disclosure or alteration.
  

     
 

      

      	 4
  

      	 Secure configuration of enterprise assets and software
  

      	 Harden systems and applications with proven baseline configurations to reduce the attack surface.
  

     
 

      

      	 5
  

      	 Account management
  

      	 Establish and maintain the full lifecycle of user and service accounts to prevent abuse.
  

     
 

      

      	 6
  

      	 Access control management
  

      	 Enforce leastprivilege and role-based access so users can reach only what they truly need.
  

     
 

      

      	 7
  

      	 Continuous vulnerability management
  

      	 Identify, prioritize, and repair vulnerabilities relentlessly to stay ahead of exploits.
  

     
 

      

      	 8
  

      	 Audit log management
  

      	 Collect, protect, and analyze logs to detect anomalies and support investigations.
  

     
 

      

      	 9
  

      	 Email and web browser protections
  

      	 Harden email and browsing pathways (i.e., common entry points) to block phishing and driveby attacks.
  

     
 

      

      	 10
  

      	 Malware defenses
  

      	 Deploy antimalware at multiple layers to prevent, detect, and respond to malicious code.
  

     
 

      

      	 11
  

      	 Data recovery
  

      	 Ensure reliable, protected backups and tested recovery procedures to restore data after incidents.
  

     
 

      

      	 12
  

      	 Network infrastructure management
  

      	 Secure, maintain, and segment network devices to limit lateral movement and exposure.
  

     
 

      

      	 13
  

      	 Network monitoring and defense
  

      	 Continuously inspect network traffic for suspicious activity and respond in near real time.
  

     
 

      

      	 14
  

      	 Security awareness and skills training
  

      	 Educate workforce regularly so human behavior reinforces—rather than undermines—security controls.
  

     
 

      

      	 15
  

      	 Service provider management
  

      	 Govern and monitor third-party providers to ensure they meet your security expectations.
  

     
 

      

      	 16
  

      	 Application software security
  

      	 Build and maintain software securely through coding standards, testing, and remediation.
  

     
 

      

      	 17
  

      	 Incident response management
  

      	 Prepare, detect, contain, and recover from security incidents swiftly and methodically.
  

     
 

      

      	 18
  

      	 Penetration testing
  

      	 Validate the effectiveness of all controls by emulating real-world attacker techniques.
  

     
 

     

   
 

  
 

   

   These controls are divided into basic, foundational, and organizational categories, each targeting different cybersecurity aspects:
 

  
 

   

   	
Basic controls (1–6)—Focus on cyber hygiene to protect against the most common attacks. This category covers asset management, continuous vulnerability management, secure configurations, controlled administrative privileges, email and browser protections, and maintenance and monitoring of audit logs.
 

   	
Foundational controls (7–16)—Address the best technical practices and strategies. This includes email and browser protections, malware defense, data recovery, 
 

   	secure network configurations, access control, wireless technologies, and awareness and training.
 

   	
Organizational controls (17 and 18)—Focus on people, processes, and technologies to manage and improve organizational security posture. This includes incident response, penetration testing, and red team exercises.
 

  
 

   

   CIS Top 18, free with registration, provides a pragmatic approach to cybersecurity by emphasizing prioritization, scalability, and actionable steps. It can be used in isolation or in combination with other frameworks to better defend against cyberattacks.
 

  
 

   

   
1.5.3 NIST Cybersecurity Framework v2.0
 

  
 

   

   The NIST Cybersecurity Framework (CSF), released in February 2024, offers a structured approach to achieving cyber maturity, guiding organizations to prioritize and implement flexible controls tailored to their needs. Widely adopted across industries in the United States, this voluntary framework emphasizes the importance of evolving cybersecurity practices to counter ever-changing threats. Although it lacks official certification, the NIST CSF provides a comprehensive, cost-effective strategy that complements existing cybersecurity programs by focusing on foundational aspects and promoting a logical, risk-based approach to enhance security measures.
 

  
 

   

   NIST recently released version 2.0 of the NIST CSF v2.0. The latest version comprises six primary functions: govern, identify, protect, detect, respond, and recover. These functions serve as the high-level strategic view of the cybersecurity lifecycle and risk management. As shown in table 1.3, the six functions encompass their own elements of the cybersecurity lifecycle.
 

  
 

   

   Table 1.3 NIST CSF v2.0 with six main functions and categories
 

    

     

      

      

     

     

      

      	 Category
  

      	 Function
  

     
 

      

      	 Govern
  

      	 Organizational context
 Risk management
 Supply-chain risk
 Roles and responsibilities
 Policies and procedures
 Oversight
  

     
 

      

      	 Identify
  

      	 Asset management
 Risk management
 Improvement
  

     
 

      

      	 Protect
  

      	 Access control
 Awareness and training
 Data security
 Platform security
 Infrastructure resilience
  

     
 

      

      	 Detect
  

      	 Continuous monitoring
 Adverse event analysis
  

     
 

      

      	 Respond
  

      	 Incident response
 Incident analysis
 Incident reporting
 Incident mitigation
  

     
 

      

      	 Recover
  

      	 Incident recovery
 Incident communication
  

     
 

     

   
 

  
 

   

   These functions serve as the high-level strategic view of the cybersecurity lifecycle and risk management:
 

  
 

   

   	
Govern—Involves defining the organization’s cybersecurity risk management strategy, expectations, policies, and procedures, as well as how they are communicated and monitored
 

   	
Identify—Involves developing organizational understanding to manage cyber­security risk to critical systems, assets, data, and capabilities
 

   	
Protect—Involves defining safeguards to deliver critical services
 

   	
Detect—Includes all activities used to identify the occurrence of an event
 

   	
Respond—Includes all actions taken in response to cybersecurity incidents
 

   	
Recover—Involves restoring capabilities or services impaired by a cybersecurity event
 

  
 

   

   NOTE In cybersecurity, events, incidents, and breaches represent a progression of severity. An event is any activity that warrants further analysis to determine its significance. If an event is found to violate the company’s security policies, it is classified as an incident. A breach occurs when an incident results in compromise, unauthorized access, or theft of data, systems, or networks. This hierarchy helps organizations prioritize their responses and allocate resources effectively.
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