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Preface
      

      When I was approached to write this book, I wanted to create a resource that ConfigMgr administrators could use to quickly
         get up to speed with what is, under the hood, a complicated product. This was driven by many years’ experience in consulting,
         where I saw frustrated ConfigMgr admins struggling with the product due to a simple lack of knowledge about how the product
         hangs together and where to go to extract critical information about what’s happening and what might be going wrong.
      

      In essence, I wanted to write the sort of book on ConfigMgr that I would have liked to have on hand when I installed the product
         for the first time, with my manager and colleagues looking on saying, “Well? Does it work yet? When can we deploy Windows?”
      

      The book doesn’t focus on the underlying architecture of ConfigMgr—at least, no more than is strictly necessary. While it’s
         important for any ConfigMgr administrator to understand what’s happening behind the scenes, installing new distribution points
         or deploying new primary site servers aren’t exactly everyday occurrences, whereas patching, software distribution, and reporting
         definitely are. So this book provides a detailed look at a core set of fundamental tasks that every ConfigMgr administrator
         will tackle on a regular basis, broken into easily consumed chunks so you can boost your productivity quickly and effectively.
      

      If you’re new to ConfigMgr (or relatively inexperienced), this is absolutely the book to get you started. If you already have
         some ConfigMgr experience, then this book will give you practical examples and in-depth analyses of tasks that you probably
         already undertake, and will serve to consolidate and strengthen what you already know, while providing some additional knowledge,
         tips, and tricks to make your everyday job even easier.
      

      Enjoy the book, and happy deploying.
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About this Book
      

      Chapter 1 covers most of what you’ll need to know about this book, but there are a few extra points worth covering ahead of time.
      

      While there are a couple of chapters that are theoretical in nature, the majority of content in the book is designed to be
         hands-on. To this end, chapter 2 covers setting up a fully functional, self-contained lab environment. I strongly recommend that you take the time to get
         your lab up and running, as the content makes much more sense if you’re implementing it in a live environment. If you don’t
         have a system with enough resources to run the lab environment, ask your boss nicely!
      

      The content is designed to be consumed in order, as the labs in each chapter are built on those in the previous chapters.
         You might be really interested in application deployment, but resist the temptation to jump straight to that chapter (or any
         other chapter), as the labs are likely not to work if you haven’t completed the foundation tasks.
      

      The content has been written for the latest version of Configuration Manager (Build 1511 at the time of writing) and for Windows
         10 as the managed client (also Build 1511), but the information and labs will work on previous versions of Configuration Manager
         2012, as well as on Windows 7, 8, and 8.1, with little or no modification.
      

      Many of the resources referenced throughout the book, such as the MDT-based lab environment, as well as PowerShell scripts,
         are available for download on GitHub at https://github.com/jamesbannan/configmgr-month-of-lunches. You can select to download the entire repository as a ZIP file, or clone the repository. (I use Atlassian SourceTree, which
         is a free utility for Windows and Mac.) All the code has been tested and retested, but if you find something that doesn’t
         work (or something you think could be done better), then please make any changes you see fit and submit a pull request, or
         let me know via my blog at http://www.jamesbannanit.com.
      

      
Author Online
      

      The purchase of Learn System Center Configuration Manager in a Month of Lunches includes access to a private forum run by Manning Publications where you can make comments about the book, ask technical
         questions, and receive help from the author and other users. To access and subscribe to the forum, point your browser to www.manning.com/books/learn-system-center-configuration-manager-in-a-month-of-lunches and click the Author Online link. This page provides information on how to get on the forum once you’re registered, what
         kind of help is available, and the rules of conduct in the forum.
      

      Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between
         readers and the author can take place. It’s not a commitment to any specific amount of participation on the part of the author,
         whose contribution to the book’s forum remains voluntary (and unpaid). We suggest you try asking him some challenging questions,
         lest his interest stray!
      

      The Author Online forum and the archives of previous discussions will be accessible from the publisher’s website as long as
         the book is in print.
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Chapter 1. Before you begin
      

      I still remember vividly my first foray into Microsoft System Center Configuration Manager. I was working as a network and
         systems administrator, and the IT team that I was a part of had just made an unfortunate discovery. Our fleet of desktops
         and laptops had increased fourfold in a short space of time, and the deployment techniques we were using, which were just
         about satisfactory for a small environment, couldn’t possibly scale and were now shown to be completely impractical. Even
         worse, we were facing a hardware refresh of nearly a third of the fleet, with no streamlined way to achieve it.
      

      I jumped online and researched options, and Configuration Manager (ConfigMgr) came up time and time again as the best-of-breed
         solution for Windows deployment. The next day I spun up a server and spent the next two weeks trawling through TechNet articles
         and blog posts about how to set it up, configure it, and get Windows deployed.
      

      When I look back at how I set up that first ConfigMgr environment, I’m amazed that it ever worked at all. I didn’t know any
         of the best practices or finer nuances of the product and made some stunning, cringe-worthy errors in the bargain. Despite
         all of that, ConfigMgr got me and the business where we needed to be, and the whole experience ignited something of a personal
         zeal to learn as much as I could about the product, and to help educate other administrators who are in the same position
         as I was.
      

      This book is the result of my experiences with ConfigMgr, the designs, implementations, troubleshooting, and yes, all the
         mistakes as well. It’s the sort of book I wish I had access to when I was first learning to use ConfigMgr to deploy and manage
         Windows on an enterprise scale. This chapter covers what ConfigMgr is and why you should use it, what you should know before getting started, and how to set up your lab environment.
      

      One word of warning before you get started: setting up ConfigMgr is a lengthy process, and you won’t get it all done in an
         hour. In all probability, if you’ve never done this before, it’ll take about a day’s worth of effort. But don’t be disheartened;
         ConfigMgr is a complex product, so it makes perfect sense that the procedure to get it up and running is also complex. It’s
         also absolutely critical that you have an environment of your own to work with, and in the process of setting up the lab,
         you’ll learn a lot about how ConfigMgr works, all of which will be incredibly useful as you progress through the book.
      

      
1.1. Why Configuration Manager?
      

      I’ll go out on a limb and state up front that Microsoft System Center Configuration Manager is objectively the best product
         on the market for deploying and administering Windows in the enterprise. It’s designed to deploy and manage desktops, laptops,
         and servers from the moment they arrive in your environment to the moment they leave, handling operating systems, applications,
         patching, compliance, antivirus, and reporting, just for starters.
      

      
         
            
         
         
            
               	
            

         
      

      
         There’s even more under the hood
         Configuration Manager has a rich and varied functionality set covering many aspects of system deployment, management, and
            reporting.
         

         Take a few minutes to read the official list of capabilities online: www.microsoft.com/en-us/server-cloud/system-center/configuration-manager-2012-capabilities.aspx.
         

      

      
         
            
         
         
            
               	
            

         
      

      ConfigMgr is a mature technology, tracing its roots back to Systems Management Server 1.0, which was released in 1994, as
         you can see in table 1.1. Given such a history, Microsoft has had a significant amount of time to develop and improve the technology to reflect customer
         needs based on ever-shifting industry trends: physical to virtual servers, tablets, slates, mobile devices, application management,
         patching, inventory, and now user-centric computing. It’s the product that Microsoft uses to deploy and manage its own global
         fleet of servers, workstations, and applications, and it has a widespread and dedicated community of administrators and specialists.
      

      Table 1.1. A timeline of Microsoft Systems Management
      

      
         
            
            
         
         
            
               	
                  Year released

               
               	
                  Product

               
            

         
         
            
               	1994
               	Systems Management Server (SMS) 1.0
            

            
               	1995
               	Systems Management Server (SMS) 1.1
            

            
               	1996
               	Systems Management Server (SMS) 1.2
            

            
               	1999
               	Systems Management Server (SMS) 2.0
            

            
               	2003
               	Systems Management Server (SMS) 2003
            

            
               	2006
               	Systems Management Server (SMS) 2003 R2
            

            
               	2007
               	System Center Configuration Manager 2007
            

            
               	2008
               	System Center Configuration Manager 2007 SP1
            

            
               	2009
               	System Center Configuration Manager 2007 SP2
            

            
               	2011
               	System Center 2012 Configuration Manager
            

            
               	2012
               	System Center 2012 Configuration Manager SP1
            

            
               	2013
               	System Center 2012 Configuration Manager R2
            

            
               	2015
               	System Center 2012 Configuration Manager R2 SP1
            

            
               	2015
               	System Center Configuration Manager (Build 1511)
            

         
      

      As good as it is, ConfigMgr also has a dark side. Although it provides a deep and powerful framework, it’s also open-ended,
         providing many ways of arriving at your end goal. Even harder is that one method isn’t necessarily superior to another. “It
         depends” is a phrase you get used to when dealing with ConfigMgr.
      

      This book will give you processes that work, while endeavoring to inform you about the most common administration scenarios
         that you’re likely to encounter. ConfigMgr is a big beast, but tackle it head-on, and the rewards will be substantial.
      

      
1.2. Is this book for you?
      

      If you’re a systems administrator or a desktop administrator, responsible for deploying and managing Windows in a business
         environment, then this book is for you. If you’re familiar with application deployment or patch management but are tired of
         doing things manually, this book is for you. If you’re looking for a way to gain full, proactive visibility over your entire
         managed Windows environment, this book is for you.
      

      ConfigMgr is an enterprise-grade infrastructure solution, so getting to grips with it requires a reasonable level of preexisting
         knowledge. You’ll need to know how to set up and configure virtual machines, as well as have a decent working knowledge of
         both Windows Server and Windows clients. A grasp of networking concepts is essential, especially Internet Protocol version
         4 (IPv4) addressing, as well as being comfortable enough with Active Directory (AD) to create and modify users and groups.
      

      If you’re unsure whether you meet some of the prerequisites, don’t be discouraged—you almost certainly know more than you
         think you do! My advice is to just get stuck in.
      

      
1.3. How to use this book
      

      Turn the pages, read the words, marvel at the diagrams, become enlightened.
      

      Hmm, perhaps that’s not quite enough detail! The Month of Lunches series is designed so that you can consume one chapter a
         day while you’re consuming lunch. Parallel consumption, if you like. Each chapter should take only about 40 minutes to read,
         giving you an extra 20 minutes to finish your sandwich or practice what we’ve covered.
      

      1.3.1. The main chapters
      

      Each of the main chapters in this book covers a major section concerning the administration of ConfigMgr. Each chapter is
         constructed so that by the time you reach the end, you’ll be empowered to work with or implement whatever topic was covered.
      

      By the end of the month, you’ll have gained a thorough understanding of ConfigMgr, and in the last couple of lunches you’ll
         look at how it can be used in future, advanced scenarios. For example, not many companies are using ConfigMgr for management
         of Mac OS X or Linux platforms at the moment, whereas others aren’t making use of Microsoft Azure or Microsoft Intune. Avoid
         any temptation to skip these chapters, because centralized cross-platform management and cloud integration are strong industry
         trends—the way of the future, in fact. These chapters will bring you up to speed on the latest and greatest, so even if you’re
         not using them right now, chances are that you will!
      

      1.3.2. Try It Now sections
      

      Throughout each chapter, you’ll find Try It Now sections: simple exercises that are included so you can get some practical
         experience with the technology as you work through each chapter. I’ve always found that I do my best learning when I get something
         to work in my own environment, rather than just reading about it, and the Try It Now sections are designed to reinforce what
         you’ve just learned.
      

      1.3.3. Above & Beyond sidebars
      

      Sidebars are scattered throughout the book, offering nuggets of interesting information about the topic at hand. The material
         in these sidebars is important, but not necessarily for immediate consumption.
      

      This book isn’t written for ConfigMgr architects or solution providers, so there’s a deep technical layer that isn’t featured
         here. But I know that you as a systems administrator will still want to know some of that information, so when you encounter
         an Above & Beyond sidebar in any of the chapters, take a couple of minutes to quickly read it.
      

      1.3.4. Working with PowerShell
      

      You can perform many ConfigMgr administrative tasks via either the ConfigMgr console or PowerShell. This book covers both
         methods, wherever possible. Some PowerShell scripts involve multiple steps and won’t be convenient one-liners. Rather than
         bulk out the book with these scripts, I make them available on a dedicated Git repository (https://github.com/jamesbannan/configmgr-month-of-lunches) and provide the relevant links within the chapters as we go.
      

      1.3.5. Labs
      

      At the end of each chapter, a hands-on lab will get you working with the technology in a more formal, test-based manner. The
         labs are designed to work within your own testing environment. In chapter 2, you’ll set up a fully functional, self-contained ConfigMgr environment to configure and tinker with.
      

      1.3.6. Further exploration
      

      Some of the chapters in this book, such as those on operating system deployment, contain functional tasks that take much longer
         than a lunchtime to complete.
      

      The content in these chapters is designed to provide as much practical information as possible about the challenging concepts
         contained within, but implementing outcomes such as creating a master Windows image or deploying a managed system will almost
         certainly have to be worked through when you have a decent chunk of time available. Having said that, I strongly encourage
         you to find that time, because conquering difficult concepts within ConfigMgr is the best way to deepen your theoretical and
         practical knowledge of the product.
      

      1.3.7. Which Log? sections
      

      Log files are absolutely paramount for not only troubleshooting ConfigMgr, but also offering insight into what’s happening
         under the hood. Often the administrative console shields you from what’s going on, making the product something of a black
         box. The real action can be found in the log files.
      

      As you read through each chapter, keep an eye out for the Which Log? sections, which will direct you to the right log file
         so that you can see exactly what ConfigMgr is up to.
      

      
1.4. Setting up your lab environment
      

      You’re going to be doing a lot of practicing in ConfigMgr throughout this book, and you’ll want to have a lab environment
         to work in; please don’t practice in your company’s production environment.
      

      Chapter 2 covers all the details of getting ConfigMgr installed and running for your lab. This chapter will give you a chance to explore
         some of the key functions at the same time you’re having your first run at using ConfigMgr.
      

      
1.5. Using online resources
      

      Apart from the MoreLunches.com website, I strongly encourage you to trawl through the ConfigMgr online documentation at Microsoft
         TechNet. Finding what you’re looking for can sometimes be difficult (although I’ll give you some tips for searching), but
         Microsoft has done and continues to do an outstanding job documenting and explaining what is a broad and complex product.
      

      Additionally, you can head over to my blog at www.jamesbannanit.com, where I document features and issues relating to ConfigMgr and operating system and application deployment as I come across
         them. You can get in touch with me directly via the blog, or through Twitter, where my handle is @jamesbannan.
      

      
1.6. Being immediately effective with ConfigMgr
      

      Everything you read in this book is designed to get you, as a current or future ConfigMgr administrator, effective straightaway
         in your production environment. This sometimes means that I don’t go into the level of technical depth that sits simmering
         under the surface of some topics because, frankly, you don’t necessarily need to know all the theory right away in order to
         be effective. Sometimes it’s far better to learn enough to be productive, and then come back to the topic later in further
         depth so that you have context as well as a solid, practical foundation upon which to build a greater understanding.
      

      So with that, let’s get stuck into ConfigMgr.

      


Chapter 2. Setting up your lab environment
      

      Configuration Manager is a hands-on product, so it’s important to have a good lab environment for all of your testing and
         learning. Setting up ConfigMgr from scratch can be daunting; it sits on top of several prerequisite applications, all of which
         have to be installed and configured correctly before you can install ConfigMgr, such as the following:
      

      

      
         	Microsoft Windows Server
         

         	Microsoft Internet Information Services (IIS)
         

         	Microsoft SQL Server
         

         	Windows Assessment and Deployment Kit (ADK)
         

      

      The versions of each prerequisite application vary from environment to environment.

      Figure 2.1 shows how the lab environment hangs together, how and where all of the prerequisite applications are installed, and which
         version you’ll use.
      

      Figure 2.1. The Month of Lunches ConfigMgr lab environment
      

      [image: ]

      This environment is a bit complicated, but this is the absolute minimum amount of setup required to create your own ConfigMgr
         lab environment. And you do need a safe, self-contained lab environment, even if you have access to ConfigMgr in your current
         environment. Getting things wrong in ConfigMgr can lead to some particularly undesirable outcomes (such as wiping production
         servers), so you definitely want to run your labs isolated away from the wider network.
      

      The good news is that I have some neat tricks on hand to streamline the whole process of building the lab environment. You’ll
         create it using virtual machines and then build them using a hydration script: an automated build process developed by Johan Arwidmark, a fellow MVP who’s based in Sweden. I’ve taken Johan’s process and made some changes that customize the environment
         with settings more appropriate for this lab. Here’s a high-level overview of how the process works:
      

      

      
         1.  Create the virtual environment.
         

      

      
         2.  Download the prerequisite software.
         

      

      
         3.  Install and configure Microsoft Deployment Toolkit (MDT) 2013 Update 2.
         

      

      
         4.  Populate MDT with all the prerequisite software.
         

      

      
         5.  Use MDT to generate an automated build DVD (an ISO file).
         

      

      
         6.  Build the virtual machines with the ISO file.
         

      

      
         7.  Your lab is created and ready for use.
         

      

      
2.1. Create the virtual environment
      

      The lab consists of two servers—an Active Directory domain controller and the ConfigMgr server, and one workstation. For ease
         of setup and repeatability, these systems should all be virtual machines.
      

      If you already have a physical machine that hosts virtual machines, that’s perfect. You should be able to use that same environment.
         If you don’t run a virtual environment, you’ll need to set one up. Here’s a list of what you’ll need:
      

      

      
         	
A physical machine with a 64-bit processor that supports Intel or AMD hardware-level virtualization, has at least 10 GB RAM
            (preferably more), and has enough free hard drive space (approximately 300 GB). The machine should preferably be running a
            64-bit operating system.
         

         	A virtualization product to host the virtual machines. This could be any of the following:
            

            
               	Microsoft Hyper-V
               

               	VMware Workstation
               

               	VirtualBox
               

               	Parallels
               

            

         

      

      I won’t go into the pros and cons of each solution. Suffice it to say that my environment is running Windows 10 x64 Enterprise
         with Hyper-V enabled, and all my lab systems are Hyper-V virtual machines.
      

      
         
            
         
         
            
               	
            

         
      

      
         Attention Linux and Mac users
         You can set up this environment on a machine running Linux or Mac OS X; it doesn’t have to be Windows, because virtualization
            products are available that run fine on non-Windows platforms.
         

         But you’ll need at least one machine running Windows in order to install and configure the Microsoft Deployment Toolkit so
            that you can create the media that will build and configure the lab environment.
         

         This extra Windows machine could be a different physical system, or even a third virtual machine, but you’ll have to build
            it manually.
         

      

      
         
            
         
         
            
               	
            

         
      

      If you’re fortunate enough to have access to a spare server, that’s even better! You can set up the whole environment on Windows
         Server Hyper-V or VMware ESXi. But unless the host operating system is running a full version of Windows, you’ll still need
         an extra Windows system on which to install and configure MDT, because it can be installed only on Windows.
      

      I won’t go into the setup and configuration of each product (that would be a book of its own!), but whichever solution you
         choose to go with, all have good online documentation to assist you. They’re all also straightforward to install.
      

      So after you have a host ready to host virtual machines, you’ll need to create three VMs (on Hyper-V, they can be either Generation
         1 or Generation 2). Tables 2.1, 2.2, and 2.3 detail how they should be configured, and how the hydration process will configure the networking. Unless you have a lot
         of hard drive space free on the host, configure the hard drives assigned to each virtual machine as dynamically expanding/thin-provisioned
         disks. The performance is reduced, but in your lab environment (which is more than likely going to be running on a single
         physical disk) that’s not much of a concern. Better to maximize the hard drive space.
      

      Table 2.1. Lab virtual machine—domain controller
      

      
         
            
            
         
         
            
               	
                  VM setting

               
               	
                  Setting value

               
            

         
         
            
               	VM name
               	DC01
            

            
               	vCPU
               	1 × CPU
            

            
               	RAM
               	1 GB (can be dynamic memory on Hyper-V)
            

            
               	Hard disk
               	1 × 40 GB
            

            
               	Network
               	1 × NIC
            

            
               	Windows hostname
               	DC01
            

            
               	IP address
               	192.168.1.200
            

            
               	Subnet mask
               	255.255.255.0
            

            
               	Default gateway
               	192.168.1.1
            

            
               	DNS server
               	127.0.0.1
            

         
      

      Table 2.2. Lab virtual machine—ConfigMgr Server
      

      
         
            
            
         
         
            
               	VM name
               	CM01
            

            
               	vCPU
               	2 × CPU
            

            
               	RAM
               	6 GB (can be dynamic memory on Hyper-V)
            

            
               	Hard disk
               	1 × 300 GB
            

            
               	Network
               	1 × NIC
            

            
               	Windows hostname
               	CM01
            

            
               	IP address
               	192.168.1.210
            

            
               	Subnet mask
               	255.255.255.0
            

            
               	Default gateway
               	192.168.1.1
            

            
               	DNS server
               	192.168.1.200
            

         
      

      Table 2.3. Lab virtual machine—Windows client
      

      
         
            
            
         
         
            
               	
                  VM setting

               
               	
                  Setting value

               
            

         
         
            
               	VM name
               	CLIENT01
            

            
               	vCPU
               	1 × CPU
            

            
               	RAM
               	2 GB (can be dynamic memory on Hyper-V)
            

            
               	Hard disk
               	1 × 80 GB
            

            
               	Network
               	1 × NIC
            

            
               	Windows hostname
               	CLIENT01
            

            
               	IP address
               	192.168.1.220
            

            
               	Subnet mask
               	255.255.255.0
            

            
               	Default gateway
               	192.168.1.1
            

            
               	DNS server
               	192.168.1.200
            

         
      

      
         
            
         
         
            
               	
            

         
      

      Tip

      In this lab environment, you’ll get the best performance by using fast disks—building systems and running ConfigMgr are disk-intensive
         processes. If you have access to a solid-state drive (SSD), place the VMs on this disk.
      

      
         
            
         
         
            
               	
            

         
      

      
         
            
         
         
            
               	
            

         
      

      Warning

      The virtual machines need to be able to talk to the internet as well as to each other. Make sure you configure the virtual
         networks accordingly; the hydration script will configure the IP information but won’t handle physical connectivity.
      

      
         
            
         
         
            
               	
            

         
      

      
         
            
         
         
            
               	
            

         
      

      Note

      The IP address settings and/or the hostname may not be appropriate for your lab environment if you have preexisting virtual
         machines or networks. For example, in my environment, I use different IP addressing, so using addresses on the 192.168.1.x range isn’t suitable for me. These values can be changed without impacting the build process, and we’ll go through that further
         along in the chapter.
      

      
         
            
         
         
            
               	
            

         
      

      Now that the virtual machines are ready to go, it’s time to prepare all the software that will be used to build the lab.

      
2.2. Download the prerequisite software
      

      The hydration script that you’ll use to build the lab uses MDT, the Microsoft Deployment Toolkit, which in turn relies on
         the availability of prerequisite software. On the Windows system on which MDT will be installed, create a folder called C:\Downloads
         and download the following software packages to this location.
      

      
         
            
         
         
            
               	
            

         
      

      Note

      For applications such as Windows Server 2012 R2, Windows 10, or SQL Server 2014, I’ve provided links to download the trial
         (time-limited) media. If you have access to Volume License or Microsoft Developer Network (MSDN) media, use those instead.
      

      
         
            
         
         
            
               	
            

         
      

      2.2.1. Sysinternals BgInfo
      

      BgInfo is a tool within the Sysinternals suite that gathers information about the local system such as hostname, IP address,
         and memory, and writes all that information to a bitmap that sits on the desktop. It’s incredibly useful for providing visual
         cues as to which machine you’re currently logged on to.
      

      Download location:

      http://technet.microsoft.com/en-us/sysinternals/bb897557.aspx

      2.2.2. Microsoft Deployment Toolkit 2013 Update 2
      

      MDT 2013 is a deployment solution from Microsoft, enabling you to build automated builds of Windows. MDT will be used to generate
         the automated image from which the VMs will be built.
      

      Download location: www.microsoft.com/en-us/download/details.aspx?id=50407

      2.2.3. Microsoft Assessment and Deployment Kit for Windows 10 (Version 1511)
      

      The ADK contains a suite of tools used for system and application compatibility testing as well as enterprise deployment.
         The latest version of the ADK is required to fully support MDT 2013 Update 2, ConfigMgr, and Windows 10 deployment.
      

      Download location: http://go.microsoft.com/fwlink/p/?LinkId=526740

      The ADK file you download is a web installer. It’s designed to download and install only the components you need. Another
         installation option enables you to download the entire ADK for offline installs—choose this option.
      

      
         
            
         
         
            
               	
            

         
      

      Important

      At the time of writing, the latest build of the ADK (Build 1511) is not recommended as a prerequisite for ConfigMgr; however,
         this build is needed for the MDT lab, so you’ll need to download both the original (RTM) and the latest (1511) builds of the
         ADK. You can download the RTM build directly from Microsoft via http://download.microsoft.com/download/8/1/9/8197FEB9-FABE-48FD-A537-7D8709586715/adk/adksetup.exe.
      

      
         
            
         
         
            
               	
            

         
      

      2.2.4. Microsoft SQL Server 2014 SP1
      

      All the data stored within ConfigMgr resides in a SQL database, and ConfigMgr reporting uses SQL Server Reporting Services
         (SSRS) to do its job. ConfigMgr requires either the Standard or Datacenter edition of SQL Server, but for the purposes of
         the lab Standard is fine. SQL Server Express is not supported for a primary site server.
      

      Download location:

      http://technet.microsoft.com/en-us/evalcenter/hh225126.aspx

      2.2.5. Windows Server 2012 R2
      

      Windows Server 2012 R2 is the underlying operating system that supports ConfigMgr. Several server roles and features, such
         as IIS, must be enabled for ConfigMgr to work properly.
      

      Download location:

      www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2012-r2

      2.2.6. Windows 10 Enterprise x64 (Build 1511)
      

      The first client machine in your lab environment will run the 64-bit version of Windows 10 Enterprise.

      Download location: www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise

      2.2.7. System Center Configuration Manager and Endpoint Protection
      

      It’s going to be a difficult lab to work with without this!
      

      Download location:

      http://technet.microsoft.com/en-us/evalcenter/dn205297.aspx

      2.2.8. System Center Configuration Manager Prerequisites
      

      ConfigMgr checks for prerequisite packages such as .NET Framework 4.0 and Silverlight. These are not necessarily used during
         the ConfigMgr installation, but are required for future functionality.
      

      To download the prerequisites, you’ll need to have downloaded the ConfigMgr installer first. Use a tool such as 7-Zip and
         run the Setupdl.exe program located in the SMSSETUP\BIN\X64 folder. The application will prompt you for a save location; nominate
         a temporary folder as in figure 2.2, and the application will download all of the necessary prerequisite packages.
      

      Figure 2.2. Specify a download location for the ConfigMgr prerequisite packages.
      

      [image: ]

      
         
            
         
         
            
               	
            

         
      

      Tip

      If your operating system can natively mount ISO files (such as Windows 10), this is the easiest way to extract files from
         within an ISO. Otherwise, a free utility such as 7-Zip will do the job nicely.
      

      
         
            
         
         
            
               	
            

         
      

      2.2.9. Git repository
      

      The MDT hydration package, along with all of the PowerShell code used throughout the book (and with a few miscellaneous samples),
         are all contained in a Git repository that you’ll need to download.
      

      Access the repository at https://github.com/jamesbannan/configmgr-month-of-lunches. You can either clone it in your favorite Git client (I use both GitHub for Windows and Atlassian SourceTree) or download
         the whole thing as a zip file.
      

      After everything has been downloaded, your C:\Downloads folder should look something like figure 2.3. Don’t worry if some of the names for Windows, SQL, or ConfigMgr source files are slightly different; they can come from
         different sources (for example, Volume Licensing, MSDN), and all you’re interested in is the content of the images.
      

      Figure 2.3. All of the source content downloaded and ready for use
      

      [image: ]

      Now that the content is ready, you can proceed with creating the hydration environment.
      

      
2.3. Install and configure MDT 2013 Update 2
      

      On the Windows machine that will be used for MDT 2013 Update 2, the first step is to install certain components of the Windows
         10 ADK, as this is a prerequisite:
      

      

      
         1.  Launch adksetup.exe within the Windows 10 ADK folder. In the application launcher, select only Deployment Tools and Windows
            Preinstallation Environment (Windows PE), and install to the default location.
         

      

      
         2.  Launch the MDT installer that’s appropriate for the operating system architecture: MicrosoftDeploymentToolkit2013_x64.msi
            for 64-bit operating systems or MicrosoftDeploymentToolkit2013_x32.msi for 32-bit operating systems.
         

      

      
         3.  There’s nothing tricky about the installer—accept all the installation defaults.
         

      

      
         4.  To be able to run the included PowerShell scripts, you need to change the PowerShell execution policy accordingly, as the
            scripts are unsigned. Launch an elevated PowerShell window and type Set-ExecutionPolicy RemoteSigned -Force.
            

Tip

            The default execution policy for PowerShell is “Restricted”: configuration files won’t be loaded and scripts won’t be run.
               For more information, refer to this article on TechNet: http://technet.microsoft.com/en-us/library/hh849812.aspx.
            

            
               
                  
               
               
                  
                     	
                  

               
            

         

      

      
         5.  The next step is to create an MDT deployment share—a local folder that has been shared—and then populated with MDT tools
            and scripts and referenced via MDT so that the administrator can manipulate the contents. Clients can then connect back to
            the share to run MDT task sequences and access content, or a deployment share can be used to generate standalone build images
            in ISO format (like a DVD).
            

To create the hydration deployment share, run the following script within the Git repository from an elevated PowerShell session:
               .\ HydrationConfigMgr \Source\Create-HydrationDeploymentShare.ps1. The script is verbose, so you should see output like that in figure 2.4, showing you what’s happening behind the scenes.
            

            Figure 2.4. The hydration scripts in action, building a deployment share in MDT
            

            [image: ]

            Important

            You should change the working folder to .\HydrationConfigMgr \Source in order to run the script.
            

            
               
                  
               
               
                  
                     	
                  

               
            

         

      

      2.3.1. Populate MDT with required software
      

      Now that the deployment share has been created, it’s time to populate it with the content that you previously downloaded.
         The MDT task sequence will reference this content and incorporate it into the build media.
      

      Table 2.4 shows you where each package needs to be downloaded within the C:\HydrationConfigMgr folder. When referring to packages that
         come in an ISO format such as Windows Server, you need to extract the contents of the ISO and copy those across, not the ISO
         itself.
      

      Table 2.4. Deployment share content locations
      

      
         
            
            
         
         
            
               	
                  Package

               
               	
                  Deployment share target (automatically created)

               
            

         
         
            
               	BgInfo
               	.\DS\Applications\Install - BgInfo\Source
            

            
               	ADK for Windows 10
               	.\DS\Applications\Install – Windows 10 ADK\Source
            

            
               	SQL Server 2014 SP1
               	.\DS\Applications\Install - SQL Server 2014\Source
            

            
               	ConfigMgr
               	.\DS\Applications\Install - ConfigMgr\Source
            

            
               	ConfigMgr Prereqs
               	.\DS\Applications\Install - ConfigMgr\PreReqs
            

            
               	ConfigMgr EXTADSCH.EXE
               	.\DS\Applications\Configure - Extend AD for ConfigMgr\Source
            

            
               	Windows 10
               	.\DS\Operating Systems\W10ENTx64
            

            
               	Windows Server 2012 R2
               	.\DS\Operating Systems\WS2012R2
            

         
      

      
         
            
         
         
            
               	
            

         
      

      Note

      The item “ConfigMgr EXTADSCH.EXE” is an application that extends the Active Directory (AD) schema in order to support ConfigMgr
         in an AD environment. This file is located in the ConfigMgr installation media in the SMSSETUP\BIN\X64 folder.
      

      
         
            
         
         
            
               	
            

         
      

      Now that the Share is populated, you can create the build image.
      

      2.3.2. Use MDT to generate an automated build image (ISO)
      

      You need to trigger the creation of the image within the MDT Deployment Workbench, which is accessible via the Start menu:

      

      
         1.  Open the Workbench and expand the hydration deployment share. Make sure that the Applications, Operating Systems, and Task
            Sequences folders are populated with content, as in figure 2.5.
            

Figure 2.5. The hydration script has populated the MDT deployment share.
            

            [image: ]

            Tip

            Take a look at each task sequence by going into Properties > Task Sequence. They use similar logic that you’ll use later in
               the book to deploy Windows 10.
            

            
               
                  
               
               
                  
                     	
                  

               
            

         

      

      
         2.  Expand the Advanced Configuration folder and select “Media.”
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