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Introduction





  ON DECEMBER 7, 1941, AIRCRAFT OF THE JAPANESE IMPERIAL NAVY launched a surprise attack on the U.S. Navy base at Pearl Harbor in Hawaii. The results, well known to every American who has attended school in this country in the last sixty years, were catastrophic. Over

2,000 Americans were killed; four battleships and numerous other vessels were sunk.1 Only by sheer good fortune were the aircraft carriers of the American fleet at sea at the time and thus spared attack themselves. It was by any measure a disaster for the United States and a brilliant victory for the nation of Japan.




  News of the attack stunned the population of the United States. President Roosevelt, in seeking a declaration of war against Japan days later, famously referred to the day of the attack as a “date which will live in infamy.” Demands for accountability began almost immediately, and within weeks both Admiral Husband E. Kimmel and General Walter C. Short, commanders of the Pacific Fleet and the Army forces on Oahu respectively, were relieved.2 The controversy surrounding their relief and the debate over how the United States could have let itself be caught flat-footed by the Japanese has continued to this day.




  At 1230 on December 8, 1941, roughly eight hours after the attack on Pearl Harbor, the Japanese launched an air attack on Clark Field in the Philippines. Clark Field was a critical strategic American air base and housed the only concentration of large four-engine B-17 bombers in the Pacific other than those located in Hawaii. The attack caught these B-17 bombers and the bulk of the fighter aircraft assigned to Clark Field on the ground, still parked in neat, peacetime rows for ease of maintenance and accountability. Twelve of the seventeen B-17 bombers were destroyed. Three more were seriously damaged. Only three U.S. fighter aircraft made it off the ground. A simultaneous attack on another airfield at Iba to the northwest destroyed all but two of the fighters based there. Fully 50 percent of the American aircraft in the Philippines were eliminated in these strikes. The remainder suffered the same fate in follow-on attacks over the next few days.3




  The general in command of the defense of the Philippines, then still an American colony, was Douglas MacArthur. MacArthur had received word of the attack on Pearl Harbor roughly thirty minutes after it had occurred, at about 0300 hours on December 8, 1941. Despite constant attempts by the commander of the air forces assigned to his command to see him and to get authorization for offensive action, MacArthur had done exactly nothing to prepare for the Japanese attack, to disperse his air units or to seize the initiative by launching attacks of his own on Japanese air bases in Formosa.




  MacArthur’s inactivity is all the more difficult to understand in the context of the overall strategic military picture. One of the

reasons the Japanese achieved surprise at Pearl Harbor was because it was believed impractical for them to strike so far from Japan against American forces. In short, with tensions rising between the two nations, a Japanese attack was not considered inconceivable; it was simply believed they could not reach Pearl.




  By contrast, the Philippines had been considered to be one of the first Japanese objectives in any war with the United States for many years. The overall American plan for such a war, in fact, dealt in detail with how to defend the Philippines and hold on against Japanese forces until such time as the American fleet could come to the “rescue.” When and if the political situation between the United States and Japan escalated to the point of war, every American officer worth his salt knew absolutely that the Japanese would strike, and would strike hard against the Philippines.




  How then to explain MacArthur’s failure to act? If it was almost impossible to believe that the U.S. could be caught by surprise in Hawaii, how was it even remotely conceivable that with eight hours’ notice, its forces in the Philippines could also be caught napping? It was almost impossible to fathom, and, in fact, in pondering this very question, the eminent naval historian Samuel B. Morrison later concluded it was “completely incomprehensible.”4




  In truth, I must admit I am among those who share his views. That the United States allowed itself to be caught unawares at Pearl Harbor is a damning testament to the power of preconception and complacency. That it allowed itself to be struck yet again eight hours later with another devastating, disarming air attack smacks of gross incompetence. That MacArthur was not himself cashiered for this failure is perhaps more a testament to wartime politics than anything else.




  Eight hours had elapsed—eight precious hours during which preparations could have been made. Air patrols could have been organized. Aircraft could have been dispersed to secondary fields. Preemptive strikes could have been launched against the Japanese air bases in Formosa, from which additional strikes would originate. Instead, nothing was done. Even after all these years it is almost sickening to contemplate.




  How much more sickening will it be, then, when we look back and contemplate what we have done, not with eight hours, but with the eight years that have passed since 9/11? How much more incomprehensible will it be for future generations, when they ponder the aftermath of a series of devastating attacks on the U.S. rail system, the bombing of a water treatment facility which releases a toxic chemical cloud over a major U.S. city, or the seizing of a nuclear power plant and its deliberate, systematic meltdown on our soil?




  We had, on a strategic scale; plenty of warning that 9/11 was coming. Al-Qaeda told us they were coming, and they launched a series of preliminary attacks on targets such as U.S. naval vessels and embassies. Across the globe there was chatter about the idea of attacking U.S. Aircraft and of using those aircraft as flying bombs. We did nothing. Like the commanders at Pearl Harbor, we sat with our hands folded and assumed that when and if the attack came, it would come elsewhere—certainly not on our soil.




  Three thousand people died as the result of that complacency. Now, in the aftermath, it is our job to do what MacArthur did not do, to prepare for the next wave of attacks. There is no longer any possibility of avoiding the conclusion that we are at war. There is no question about the brutality of our foes, their level of creativity, or their willingness to strike us inside our own borders. It is incumbent upon us, therefore, to move as fast as is humanly possible to block any and all future attacks.




  Amazingly, though, as you tour this nation and examine the prime targets which beg to be defended from terrorist attack, what you find, eight years later, is that virtually nothing meaningful has been done. True, large new bureaucracies have been created and huge shiny, new office buildings constructed, but in terms of concrete measures which will stand in the way of determined, evil men, there is very, very little.




  Will this, too, be deemed incomprehensible in the not-so-distant future?




  I spent twenty years of my life overseas working counterterrorism. During that time I was often in the company of dangerous men and women who were members of organizations dedicated to our destruction. I convinced many of them to work with us against their own comrades, understanding all the while that allegiances among such individuals often shift suddenly, and there is no such thing as a “friendly” terrorist.




  What I learned from this experience, more than anything else, was how to think in the way our enemies do. I learned to see as they see and to plan, scheme, and attack as they do. I learned to ignore any enemy’s strengths, to refuse to give battle on his terms, and to strike only at his weaknesses—and then, only when and where I chose. All of this I had the opportunity to put to good use when during the last Iraq War, it was my turn to play the role of the guerrilla and the insurgent against a much larger, conventional force: the Iraqi Army.




  Having learned in this “school,” it was with shock and horror that I came home from my last overseas assignment in 2006 to find that in the midst of the “war on terror,” and years after we had effectively lost the World Trade Center, nothing had been done to prevent the next wave of attacks. I remember vividly, in fact, riding Amtrak to New York City from Baltimore in 2007, and, as if I was in some sort of dream state, attempting to comprehend the total absence of security of any kind on a rail line that ran directly into the heart of New York, and carried much of the industrial lifeblood of America.




  I chose to write this book as a wake-up call, in hopes that it would attract attention, force some debate, and, perhaps, save some lives. That said, I did not begin this project without reservations. I do not pretend to be the world’s foremost authority on terrorism. I also do not pretend that I know nothing of the craft. It was not lost on me that in writing this book, there was a danger that what I would end up producing would be less of a warning and more of a primer for individuals wishing to do harm to our country.




  I chose, therefore, to do two things during the preparation of this book to obviate this danger. First, at critical points in the narrative, I chose to avoid the provision of certain details. Nothing I have done in that regard was intended to mislead, and nothing, in my judgment, impacts on any of my conclusions. I have simply chosen at certain junctures to “fuzz” the picture a bit and reduce the resolution, in the interest of making this narrative of less utility than it might otherwise be to “the bad guys.”




  Second, in advance of the publication of this work, I sent the relevant chapters to those individuals charged with the security of the installations and facilities discussed. For example, chapter 1, which deals with military installations, was sent directly to the commanding officers of all of the bases discussed. obviously, what they choose to do (or not do) with the information presented is their business, not mine, but my objective was to ensure that they had an opportunity to review my analysis of their security deficiencies well in advance of that information being made public. I assume that by this point, they have either corrected the problems noted or they have satisfied themselves that I do not know what I am talking about and moved on.




  I also knew going into this project that there was no way on earth I was going to be able to examine every aspect of homeland security. Considering every element of the threat posed to our nation by terrorist forces would be a monumental task and would call for a team of individuals with a range of backgrounds, resulting in a product many thousands of pages in length.




  I chose then to stick to a certain select number of topics—principally, high-value targets and critical infrastructure. These were by and large fixed, tangible sites which lent themselves to examination and scrutiny. I deliberately stayed away from targets and topics about which I knew very little and where I thought I lacked the expertise to add anything to ongoing debate and discussion. A case in point is the terrorist threat to our cybersecurity. This is a huge and important topic, but not one about which I know enough to be able to make key judgments.




  This is not a game. We are at war. We do not get to quit, pick up our ball, and go home when we lose interest. We do not get to define the playing field either. our enemies have almost infinite patience, and they are fiendishly creative and inventive. The fact that we have now put in place a whole host of measures to prevent another terrorist attack like the one launched on 9/11 means only that, as long as those measures are in place, an attack on commercial aircraft using precisely the same techniques is less likely. It does not mean that we will not be attacked elsewhere in a thousand different ways. It does not even mean that our foes will not find some other mechanism to attack our commercial airlines.




  Similarly, the fact that we have declared the central battleground in this “war” to be Iraq or afghanistan, or any other nation 10,000 miles away, does not mean that Al-Qaeda has agreed to abide by that understanding. Their goal is to inflict as much pain and suffering on us as they can in hopes that they can make the cost of this conflict more than we will bear and force us into retreat. If they can find a way to kill thousands of Americans on our soil, they will gladly do so rather than attempt to kill handfuls at a time on the streets of Baghdad or Kandahar.




  We cannot afford continued inactivity. We cannot afford continued deliberation, hesitation, and indecision. We do not need more studies, more conferences, or more experts thinking deep thoughts about the problem of terrorism. We need action. I am sure MacArthur was thinking some very deep strategic thoughts on December 8, 1942, when the Japanese attack began. That did not stop the destruction of the bulk of his air force.




  Whatever excuse there was for being caught by surprise on December 7, 1941, there was none when the attacks came the next day in the Philippines. Whatever excuse there was for being caught by surprise on September 11, 2001, there will be none when the next attacks come.











  CHAPTER ONE




  
If Even the Military Is Not Safe, What Chance Do the Rest of Us Have?*





  ON APRIL 18, 2008, I WAS SITTING IN THE BLEACHERS AT THE PARADE deck on Parris Island, the Marine Recruit Depot in South Carolina. My son, along with several hundred other very fit young men with shaved heads, was graduating from boot camp. My wife and two younger children were with me. My brother and his family had come as well. The sun was out. The temperature was mild. The stands were filled with the families of the other new Marines. It was in all respects a grand day, one of those events you remember for a lifetime.




  I was horrified.




  Around me were smiling parents, gushing grandparents, and proud girlfriends dressed up to welcome their Marines home from a grueling three months of training. The well-choreographed graduation ceremony was humming along. We had rented a large house on the water nearby for the weekend, and were planning a barbecue for later in the day.




  And all I could think about was the absolute, terrifying, stupefying lack of any security of any kind. It was, from a terrorist’s viewpoint, a dream come true.




  Parris Island has taken the business of graduating Marines and made it a science. The Marines understand full well the public relations impact of the spectacle, and they have done a masterful and commendable job of involving parents and other family members, drawing them to attend “graduation weekend.” I had been in the Army. I had graduated from a whole bunch of schools over the course of my service. I don’t remember my parents showing up for a single such graduation, and, more importantly, I don’t remember anyone else’s parents showing up either. At Parris Island, everybody’s parents come.




  As a consequence of this focus, boot camp graduation from Parris Island has spawned a whole industry in the local community. Motels, restaurants, vacation rental homes, and souvenir shops all do a brisk business by catering to this crowd of graduation ceremony attendees. Beaufort and the surrounding towns fill up for days whenever a new class is ending its training cycle.




  To facilitate the making of travel arrangements and to help answer the questions most families have, several different Web sites have been established. The Marines run their own, but there are also Web sites run by private organizations dedicated to promoting the commercial business that now accompanies the graduation cycle. These sites provide the exact schedule for graduations at the depot, as well as the designations of the units which are graduating. These Web sites also explain the procedures for gaining entry to the facility and give directions to the location of the graduation itself. Via these sites, as well as others on the Internet, detailed maps of Parris Island are also publicly available, as is imagery on Google Earth, which is so good that you can count the number of parking spaces in the lot next to the parade deck.




  Parents preparing to drive down to South Carolina for the weekend can access all of this information on any computer connected to the Internet from anywhere in the country. Just as easily, all of this same information could be accessed by a terrorist in the Persian Gulf, Pakistan, or anywhere else on the planet where there is an Internet café. The provision of all this information is intended to help parents and other guests to fine-tune their planning for the “big day.” It is also, unfortunately, a terrorist’s fantasy, because it means that a huge amount of the information necessary for planning an attack on Parris Island is readily available and reliably verified. Al-Qaeda can, in short, do a huge portion of its casing on the Web.




  Much of this would be irrelevant if there was a meaningful plan in place for securing the installation.




  There is no such plan in place.




  If you show up at the gate of Parris Island uninvited and wish to attend the graduation ceremony, you will be required to show a few basic pieces of documentation. Assuming you can produce such basic documentation, you will be allowed entry to the base, regardless of whether or not you were invited, know anyone who is graduating, or have any other legitimate business there. There is no requirement for you to apply for permission in advance. There is no background check of any kind. In essence, if you have a vehicle, a registration, and a license, you are probably going to be allowed to drive on to the base and then proceed to pretty much anywhere you want to go on the installation. There will be no check of any kind on your movements.




  That is the good news. It gets worse.




  A few weeks in advance of the actual graduation, the Marine Corps mails out invitations to the graduation ceremony to whomever each recruit designates as his desired guests. Usually, this means an envelope is sent to the parents of the recruit, but it is, ultimately, the recruit’s decision as to who is invited. The invitations include an explanation of the events surrounding graduation, a schedule, and a vehicle pass for entry to Parris Island.




  The pass which is provided is a piece of colored paper with printing on it designating it as a permit to enter the base. It is the type of thing which could be duplicated by a grade-school child with a computer and a printer in about two minutes. Just as easily, of course, it could be duplicated by someone with nefarious intentions, almost anywhere. In fact, given the proliferation of laptops and their peripherals, it literally could be reproduced in the backseat of a car once a sample or an image of a sample was procured.




  The only thing that is changed about the visitors’ passes from one ceremony to the next is the color. If I was given a blue pass for my son’s graduation, then the pass for the next cycle would likely be yellow or red or green. Everything else about them remains static—meaning that in order for a terrorist to manufacture a false pass, all he needs to know in advance is the color.




  These passes are sent out by the hundreds for each graduation ceremony. They are thrown on the dashes of hundreds of vehicles, which drive on and off Parris Island continuously throughout the entire graduation weekend, as a whole host of activities take place. Most of these vehicles are then parked in the lots of motels within a few miles of the front gate. Not surprisingly, more than a few people simply leave the passes on the dash where they were thrown, rather than stowing them away somewhere. This means that if you really want to know what color the parking pass is for any particular ceremony, and you don’t have any other way to find out, it is probably going to take you all of five minutes strolling through motel parking lots near the installation to get the information.




  Once you have that piece of colored paper sitting on your dash, something marvelous is going to happen. You are not going to have to stop at the main gate at all. You are simply going to be waved through, as I was, by a lone, bored sentry with a sidearm, and, after that, you will have the run of the entire recruit depot. This is a great convenience for Mom and Dad and all the siblings who have just driven down from Richmond to attend graduation. They do not even have to stop their vehicle and provide identification. They sail on by the guard post and head for the bleachers to try to get good seats.




  Just imagine what a wonderful convenience it would be for a team of terrorists who had decided that it might be a cool idea to attack the United States Marine Corps at home, on one of its most storied installations. No one would have to worry about showing identification. No one would have to worry about supporting a cover story. Perhaps most of all, no one would have to worry about the possibility of having to explain why their van or camper was loaded not with luggage and snacks but explosives and detonators.




  From the front gate to the parade deck is a relatively short distance. There are no further checkpoints of any kind. In fact, there is not even any meaningful physical barrier separating the parade deck from the roads that run immediately adjacent to it. A terrorist team driving a VBIED (a vehicle-borne improvised explosive device) or a car bomb would not only be able to drive to the parade deck, but they could also literally drive directly out onto the parade deck before activating the device.




  Imagine the scene—the carnage and the international impact. A typical graduating class at Parris Island is several hundred Marines. They are brought out onto the parade deck and stood at attention for inspection at a time and place which has been announced weeks in advance to the entire Internet-using world. How magnificent would it be for Al-Qaeda to strike such a ceremony, in the heart of Parris Island, on what is considered by the Corps to be “hallowed ground”? can see the proclamation taking credit for the attack now, replete with references to the Marines’ actions in Fallujah, and labeling the attack as God’s just retribution upon them for their sins.




  We are eight years into a war against a group of very evil and very dangerous men who have demonstrated time and again their willingness to take extreme risks and to employ bold and inventive tactics. Their use of suicide bombers is well known. Their skill in the construction and employment of VBIEDs of enormous power is beyond question. They have infiltrated our nation in numbers before—witness 9/11—and we know without question that they continue to do so today.




  It is, therefore, to use the word, incomprehensible that a U.S. military installation could be left in the security posture that Parris Island is today.




  It would be a simple matter requiring the expenditure of only very limited funds to radically change the current situation and make an attack on a graduation ceremony a much more difficult prospect. My suggestions would include:




 

	Eliminate the provision which allows non-invitees to attend the ceremony. We are at war. Sacrifices have to be made. No one goes to the show who was not invited.





	Invitees all have to stop at a visitor center of some kind, present a written invitation mailed to them by the base, and then produce photo IDs and vehicle registration information to prove their identities. Parris Island has lots of junior Marines, so if there is no money for a formal visitor center right now, an awning of some sort, a few enlisted “volunteers,” and a couple of card tables on the side of the road would still satisfy the requirement quite nicely.





	All vans, campers, and SUVs are searched. Select other vehicles are searched on a random basis. Searches should include inspection of the interior of the vehicles and, by mirror, inspection of the bottoms of the vehicles.





	Once cleared, visitors should be given passes for display while on base. These passes should have to be returned upon departure from the installation. This procedure should be repeated each time a visitor enters the installation.





	The guards at the gate should be beefed up and provided with weapons which might actually allow them to stop drivers of vehicles who choose not to comply with the rules.





	Some sort of barrier should be put in place to allow the guards at the gate to physically bar entry to the base should they need to do so.





	Physical barriers should be put in place around the parade deck so that it is impossible for vehicles to be driven out onto the deck itself.








  There is nothing magic about any of the suggested measures, nor are they exhaustive. They are basic physical security steps. They will not make it impossible to stage an attack against Parris Island, but they will make it a much more difficult and problematic prospect. If they were supplemented by more-advanced measures which brought to bear some of the technical capabilities that exist for physical security today, they could be even more effective.




  My primary reason for listing the steps above is not to claim some particular level of skill in security measures, or even to try to provide a blueprint for a solution to the current situation. It is to show how simple and cheap it would be to make a dramatic difference in the security status of the installation. In other words, the problem is not money or resources; the problem is mind-set.




  I am sure that the individuals responsible for the security of the Marine Corps Recruit Depot at Parris Island are talented and dedicated individuals. I am also sure that among them are individuals who know a great deal about the techniques of physical security, and, quite likely, have employed those techniques in combat zones like Afghanistan and Iraq. They are not failing to secure the installation because they do not care or because they do not know how. They are failing to secure the installation because they do not believe that there is any reasonable prospect that a terrorist attack using a VBIED could be launched against the installation. They are acting under the assumption that our enemies are incapable of delivering such a blow.




  This is precisely what happened at Pearl Harbor, and, incredibly, it is what happened the next day at Clark Field. The Japanese did not devastate our forces on both such occasions because the American military did not know how to defend itself. They devastated our forces because they caught us flat-footed, complacent, and passive.




  When I left Parris Island, I began to wonder if what I had seen there was just an anomaly, or if it was representative of the security posture of American military installations as a whole. I live just outside Annapolis, Maryland, so I decided I would start by making a visit to the Naval Academy and looking at what sort of physical security was in place there. I took my fourteen-year-old son along to make the whole visit look a little more natural. I hoped that the remodeling work on the museum at the Academy would be done so I could show it to him.




  A first impression of the security at the Academy is, to the casual observer, probably fairly positive. There are gates with sentries. There are walls. There is even a new pedestrian entrance which routes all persons not driving vehicles through a security checkpoint. Other than those cleared in certain categories, vehicles can no longer be driven onto the installation.




  That positive impression fades quickly upon closer inspection.




  My son and I left our car parked against the curb a hundred yards or so from the main gate and entered through the pedestrian entrance and the covered security checkpoint. There were two metal detectors and X-ray machines inside the checkpoint. Neither was in use. Everyone entering the Academy was waved past them. A single junior enlisted guard with a sidearm was inspecting picture IDs and then allowing entrance to the grounds without requiring any explanation of the visitor’s destination or business. No record of any kind was being made of who was entering. There was not even a sign-in log.




  My son and I passed through the security checkpoint and out onto the sidewalk beyond where I paused for a few moments to observe the procedure in place for the clearance of vehicles entering the installation.




  Vehicles entering off of the public street outside were routed down a single lane of traffic and around a sharp turn, which was apparently designed to force them to slow down, and then stopped by a single sentry, with a sidearm, at a guard shack. There was no barrier in place to require the vehicles to stop; they did so in response to the sentry’s hand gestures and directions on posted signs. Beyond the guard shack, there was no barrier to prevent vehicles that did not stop from entering the Academy grounds other than a metal gate, which was secured in the open position. It appeared that it was manually opened and closed, something which obviously would take a little bit of time. In any event, the gate was not constructed to stop a speeding vehicle.




  Interestingly, the outgoing lane of traffic on the other side of the guard shack did not even have a curve to force traffic to slow down. It was a perfectly straight, flat roadway leading from the interior of the Academy to the public street outside. Any terrorist willing to commit the crime of driving the wrong way on a one-way street would, therefore, be able to drive a VBIED directly onto the Academy grounds without even the inconvenience of moderating his speed to negotiate the curve in the entranceway.




  When I had finished absorbing the scene, I turned to my understandably bored son and asked him what he thought the most likely form of terrorist attack against the Academy was. He, who grew up overseas and understands far more than any fourteen-year-old should about terrorism and security, responded without hesitation: “Car bomb.”




  “Right,” I said. “And what measures do you see in place right here that would realistically prevent a car-bomb attack on this facility?”




  “None,” my son said without hesitation. He still looked bored, like he was wondering why I had dragged him away from his Xbox for this.




  Maybe part of the problem is that people, even those involved with security, do not fully comprehend the magnitude of the threat posed by VBIEDs. I find that hard to believe, but maybe it is true. Perhaps, somehow, in some way, they have missed the last twenty or thirty years and are still thinking that a bomb going off is something that will break a little glass, perhaps injure or kill some folks in the immediate proximity, but otherwise not overly disturb life as we know it.




  If so, they are sadly mistaken.




  For the American military, the introduction to this horrific new tactic was the attack on the U.S. Marine barracks in Beirut, Lebanon, on October 23, 1983. The vehicle used in that attack was a 19-ton truck. Not a sedan. Not a station wagon. A 19-ton truck. On its run into the target that massive vehicle crashed through perimeter barriers, overran an initial sentry position, crashed through a second guard post, and detonated in the atrium of the four-story building in which close to four hundred Marines were sleeping. That single device killed 3 soldiers, 18 sailors, and 220 Marines. Dozens more were wounded. The building was obliterated.1




  The force of the explosion was later calculated by the FBI to have been equal to 15,000 to 21,000 pounds of TNT. The particular explosive material was determined to have been bulk-form PETN. Detonation of a device like this on the grounds of the Academy would not kill a few visitors or rattle a few windows. It would take down an entire dormitory structure. Done at the “right” time and the “right” place it could kill literally hundreds of future U.S. Navy officers on the grounds of one of our nation’s most storied military installations.




  People with some knowledge of explosives might brush this hypothetical attack away. Why? Bulk form PETN is not normal, commercially available material. The material used in the 1983 Beirut bombing was likely obtained directly from a military program of some sort, and a strong link to Iran was presumed.2




  Is the mind-set that refuses to acknowledge this threat therefore based on the presumption that the construction of such a devastating device on U.S. soil is not possible? If so, then those who hold this belief must not have been paying attention when the Oklahoma City bombing occurred.




  The bomb which took down the Federal Building in Oklahoma City was built from scratch by Timothy McVeigh, an angry young man with a basic amount of military knowledge from his time in the Army, but no real specialized training in explosives. He built the bomb inside a normal Ryder rental truck. The bomb consisted of 5,000 pounds of ammonium nitrate fertilizer mixed with about 1,200 pounds of liquid nitrate fertilizer and 350 pounds of Tovex. Combined with the weight of the containers holding the material, it weighed 7,000 pounds.3 Most of the material used was simply stolen from lockers at a quarry in Kansas.4




  When the device detonated, fragments of the Ryder truck in which the bomb was contained rocketed in every direction. Every structure in a sixteen-block radius was damaged, some so badly they had to be demolished. A 4-foot piece of the truck frame landed on the roof of a building two blocks away. The 250-pound rear axle was thrown 200 yards.5




  The blast punched a giant horseshoe-shaped hole in the north side of the Federal building, and the face of the structure was blown entirely off. One hundred sixty-seven people died, and 509 more were wounded.6 The explosion was the equivalent of what would be produced with 3 tons of TNT.7




  Take a look at Google Earth for a few minutes. Visit the Academy. Stroll the grounds. It will take you no time at all to pinpoint several locations at which a device of this magnitude could do devastating damage and inflict a massive blow to the capability and prestige of the United States Navy.




  More than any specific ignorance of what terrorists are capable of doing technically, though, my observations of security measures like those at the Academy tell me that the persons devising them have no clear idea of the nature of the individuals against whom they are defending. It is as if decisions are reached about how to construct a defense without first taking stock of what the actual threat is. It is defense in a vacuum—sort of like deciding how much armor to put on a tank before first determining what weapons the enemy is likely to use against it.




  Terrorists do not care much about rules, signs, or procedures. If your mechanism for requiring a vehicle to stop is a hand gesture to the driver, you are likely to secure compliance from all the law-abiding people. You may even get compliance from a broad swath of not-so-law-abiding folk who are just not quite up for arousing the ire of a uniformed and armed sentry. It is, however, not likely that a terrorist driving a vehicle loaded with explosives and traveling at a high rate of speed is going to pay a whole lot of attention to your frantic motions for him to come to a complete stop and state his business.




  Similarly, said terrorist is not likely to care a whole lot that you are carrying a pistol or that he is going to have to jump a curb or crash through a metal gate or any other such minor distraction. He is not planning on driving his vehicle much longer, anyway. A sentry armed with a pistol, even if he is extraordinarily alert and is able to unholster his weapon and get a few shots off as a truck charges past him, is capable of doing almost nothing. Unless he performs what amounts to a circus trick and succeeds in shooting the driver of the vehicle and killing him instantly, nothing he does is going to make any difference. His weapon cannot stop the vehicle, and any wound he inflicts on the driver will be very unlikely to prevent that individual from doing what he intends to do in the last few seconds of his life.




  In short, if you are designing a security checkpoint that is intended to actually pose any real deterrent to a VBIED, at a bare minimum, it needs to have a barrier in place that can actually prevent the physical entry of a large vehicle moving at a high rate of speed onto the target installation. This means a serious, heavy, solid barrier of some sort—not a metal gate or a pole that is raised and lowered, or anything of that ilk.




  Such a checkpoint also should include a weapon which is capable of incapacitating a vehicle. This is usually interpreted to mean something like a .50 caliber machine gun, which can shoot through the engine block of a truck and will stop and destroy anything it engages. Of course, such a weapon also needs to be manned; it cannot be the sentry’s job to run to the weapon and get it into action.




  Viewed with the kind of mind-set I am conjuring above, the security measures currently in place inside the pedestrian entrance at the Academy are just as useless as the automobile entrance for the prevention of terrorist attacks. Perhaps they have the positive effect of keeping general thugs and miscreants from wandering the grounds, but, realistically, there is nothing there that would serve as any kind of deterrent to an attack.




  If I am a terrorist, and, for reasons unknown, I have chosen to gain entry to the Academy grounds to stage an attack on foot, X-ray machines and metal detectors are not likely to mean much to me unless the requirement to pass through them is backed up by some force and/or a physical barrier that I consider to be serious. If the extent of a real deterrent to my free passage through the pedestrian entrance is a lone enlisted man with a sidearm secured in a holster on his hip, then all that means to me is that in pre-attack planning, I need to designate one of my team members to shoot that individual through the head as soon as we reach the security checkpoint. Once that is accomplished, I can do whatever I want; there is nothing that can stop me.




  There are a million ways to change this equation, of course, none of them new. If there is a second individual behind bulletproof glass who is observing the checkpoint and has the capacity to lock down the entrance to the grounds if there is trouble, my attack plan will not work. In fact, such a measure—which is standard all over the world in many settings, including prisons—is going to dramatically complicate my life and may even be enough to convince me that the attempt is not worth making.




  If there is no money for the Academy to construct such a security setup, then simply the provision of additional sentries, particularly ones armed with more than sidearms, will be sufficient to significantly alter the situation as well. It will not make an attack impossible, but if I know there are other guards present who are armed with long guns, and not distracted by the task of examining IDs, that alone is going to be enough to take an otherwise sure thing and put it into the category of plans that are best reconsidered.




  I noted earlier that I am not a physical security specialist. That bears repeating. None of the measures I have discussed, or will discuss, are new, innovative, or sensitive. Such measures are in place all over the world in myriad settings. Anyone who is a professional security officer is familiar with them, along with dozens more that are much more sophisticated and technical. Put simply: If these measures are not in place, it is not because they are unknown or unavailable. It is because someone has decided they are not warranted—that the type of attack against which they would defend is unlikely to materialize.




  Yes, we are at war, but these folks believe the attack will come elsewhere.




  I did not get into this business of examining physical security at military installations with the idea of doing some sort of exhaustive nationwide review. There are any number of individuals, some of them very good friends of mine, who do that for a living. However, I did leave the Academy thinking that in all fairness, I ought to go check out security elsewhere, just to make sure I wasn’t stumbling on some sort of subset of aberrational behavior. I also thought that since I had been picking on the Marines and the Navy thus far, in all fairness I ought to choose a U.S. Army installation for my next visit.




  So, I went online and wandered around a bit, looking for an Army installation near my house that I could visit without having to create some elaborate pretext. Within a few minutes, I had identified Fort Myer as a suitable candidate. It was close. It had significant symbolic value because of its proximity to D.C., and its status as the home of the Old Guard, the Third U.S. Infantry, the unit that handles all ceremonial duties in Washington. It also housed a museum which was open to the public, providing me with a logical reason to want to gain entry to the installation.




  I drove over to Fort Myer one weekend morning in the early fall. It was a beautiful warm, sunny day without the humidity that so often plagues the D.C. area. The Fort is situated in a lovely location overlooking Washington from the Virginia shore, and I was quite honestly looking forward to spending some time at the museum, which is supposed to house some very interesting historical exhibits.




  Unfortunately, what I found that morning in the way of security was significantly less pleasant.




  The perimeter of the installation was marked by the usual chain-link fence, topped with the barbed wire seen at military bases around the country. As a measure to keep the general public out and to deter vandals and petty thieves, it was probably sufficient. As a defense against an attack by well-armed and well-trained adversaries, it was useless. There were no guards, guard towers, or cameras along most of its length. Nor were there any physical barriers to prevent the entry of a car or truck bomb. Such a fence could be cut, or it could simply be crushed by a large, heavy vehicle, but in any of a variety of ways, getting through it quickly and efficiently would not prove particularly difficult.




  I arrived at the gate to enter the installation and said that I wanted to go to the museum. The private security guard in the shack at the entrance was only vaguely aware that there was a museum on post, but he waved me through and told me to drive to a covered parking area about 50 meters ahead to have my car searched.




  I complied with the guard’s instructions and pulled into the covered area where vehicle searches were conducted. I noted as I did so that the only thing making me drive to the search area was my voluntary decision to comply. Had I chosen instead to step on the gas and plow through the individuals waiting in the search area, I would have been inside the base proper well before any kind of alarm could have been raised, and a reaction organized.




  The two guards working the vehicle inspection area were two of the surliest, laziest security officers it has ever been my misfortune to meet. The tall, male guard responded to my inquiry about the museum by making it clear to me that he had no idea if there even was a museum, and he could not possibly care less. He told me to exit my vehicle and open all the doors, the hatchback, and the hood. He then walked over and leaned against a wall to make sure I knew that he had no interest whatsoever in me, my car, or his job.




  The male guard’s slovenly female associate then circled my car once, looking in the doors with the same care and attention to detail that one would expect from a bored teenage checkout clerk in a supermarket. Everything about her posture and demeanor was calculated to telegraph her total lack of interest in her job. Having done the absolute minimum possible to fulfill the requirements of her position, she turned and walked away without comment. When I asked her if she was done, she grunted over her shoulder and disdained to dignify the query with an intelligible response.




  I closed up my car and drove off.




  As I toured the installation over the next half-hour in an ultimately unsuccessful effort to find the museum, I thought about the “security” in place, and wondered again about how it had been designed and what it was intended to prevent. A gate with guards but no physical barriers to prevent forced entry was good for keeping out crooks and rank amateurs. It had no value of any kind in preventing armed fanatics from entering the facility and committing mass murder. I had seen a grand total of four guards. They were armed only with sidearms, and it would have been very difficult for them to have been more inattentive and lazy. In an attack they would either die or hide, but they would impede nothing.




  Similarly, I found the search of the vehicle puzzling. What was the value of a vehicle search in which the guards did little more than look at the backseat of my car? Was that done based on the theory that I might construct an explosive device, place it inside my car in a location where it was plainly visible, but then voluntarily stop to allow the guards to locate it? If the device was that discoverable, I never would have stopped. I would have blown past the guards and probably would have detonated my explosive device somewhere on base before the incompetents working security could even raise the alarm.




  If, on the other hand, I had decided to conceal the device in any of the many usual ways, how would glancing through the doors of the vehicle discover it? If, for instance, I had packed the entire space under the backseat with Semtex, how would the bored female guard determine this fact during her five-second circumnavigation of the vehicle? If I had packed a couple of hundred pounds of explosive under the car, how would an inspection that did not involve the use of mirrors to examine the car’s underside discover that?




  Vehicle inspections are not hard. Every embassy in the world uses a set of standard procedures for this purpose. An outer gate is opened. The vehicle drives in. The gate is closed behind the vehicle, and an inner gate remains closed. The car or truck is now contained within what is known as a vehicle trap. Until such time as it is searched and cleared, it does not go anywhere.




  The vehicle is then inspected. This may include an examination of its interior, but it also involves an inspection of the car’s undercarriage using mirrors and swabbing of the car’s exterior with pads. These pads are then fed into an analyzer which alarms at the presence of any compounds suggesting explosives. Bomb-sniffing dogs may also be employed.




  Only when and if the vehicle is judged clear is the inner gate opened and the vehicle allowed to proceed inside the compound. If you are trying to get inside with a vehicle-borne explosive device, you are not going to make it. You may ultimately choose to detonate yourself in the vehicle trap and may in the process kill some guards, but there is no way you are getting any further.




  None of this is rocket science. None of this is new. I did not invent any of these techniques. They are in use all over the world today, and have been for many years. That they are not in use at Fort Myer does not mean that no one there knows about such measures. It means they have made a very deliberate decision not to employ this level of security.




  Yes, this storied installation sits right on the banks of the Potomac overlooking Washington, D.C. Yes, it is home to the President’s own Honor Guard. Yes, an attack here would reverberate around the world and allow Al-Qaeda to claim the ability to strike at the heart of our most hallowed installations. But, apparently, we have decided it just won’t happen. Of course, there will be another attack. Of course, Al-Qaeda remains dangerous. But it won’t happen here . . .




  Up to now I have been talking about security in terms of our readiness to deal with threats from Al-Qaeda or other similar groups. My focus has been on the “A Team,” if you will—the first string; the guys who are most capable of doing us harm. It is perhaps illustrative of the extent of the problem we face, however, to spend some time considering threats from other less-capable adversaries and our ability to defend against them.




  In May of 2007, federal agents arrested six individuals in connection with a plan to stage an attack on the Fort Dix Army Base in New Jersey.8 All of the men were foreign-born Muslims. Among them were a convenience store clerk, a roofer, a cab driver, and a man who had worked for a period of time delivering pizzas on the base in question. Three of the men were brothers from the former Yugoslavia, one was Jordanian, another a Turk. Three were here illegally. Two had green cards. One was a U.S. citizen.9




  There was no evidence that this group of individuals was acting under the direction of Al-Qaeda central command. They were clearly ideologically aligned with the organization, but they appeared to have come up with the idea and conducted all planning for the attack on their own.10 Their desire was to inflict as much damage as possible on the U.S. military, and they had concluded that it would be more productive to stage an attack inside the United States than to travel abroad for jihad. In the words of one of the conspirators, “I assure you that you can hit an American base very easily.”11




  The specific selection of Fort Dix as a target was based at least in part on the fact that one of the members of the group had delivered pizzas on the installation and had a strong familiarity with the layout of the base. This individual was also able to provide a map of the facility for use in planning. That said, members of the group also went to the lengths of physically entering the base and conducting video casing of potential targets.12 It is yet another measure of the inadequacy of current security measures that this group of ad hoc terrorists, with essentially no training from any formal group, was able to enter the installation and videotape potential targets without any apparent difficulty.




  During the course of this case, a number of additional comments were made by members of the group regarding the ease with which one could gain access to an American military installation. Mohamad Shnewer, speaking to an undercover government informant, Mahmoud Omar, stated that Fort Dix was much more accessible than military bases in the Middle East, which were generally in remote areas. “Their noses are up,” Shnewer said on a recording that accompanied the video he was shooting. “We are America and no one can hit us. And, we are going to make them think differently, God willing.”13




  Prior to making the final selection of Fort Dix as the target, members of the group also conducted surveillance of other military installations. These included Fort Monmouth, the Lakehurst Naval Air Station, a U.S. Coast Guard base, and Dover Air Force Base. Interestingly, the group took note of what they considered to be extensive security at Dover and crossed that facility off their list of potential targets as a consequence. In contrast, they characterized the Naval Air Station as a relatively easy target.14




  The conspirators purchased several firearms, including handguns and a shotgun. They also sought automatic weapons, and, in fact, were arrested shortly after meeting with a controlled FBI source and acquiring four M16s and three AK-47s. The members of the group conducted firearms training at two different locations using a variety of weapons, and also used a paintball facility to practice their tactics in preparation for the assault.15




  A group like the individuals discussed above is not likely to successfully carry out an attack on the scale of 9/11. They simply do not have the sophistication or the resources to pull off something of that magnitude. One wonders, however, what defense the kind of security arrangements in place at most U.S. military bases within the United States would present to such a group. No matter how well-trained or disciplined, what chance would a single, bored gate guard with a sidearm stand against a half-dozen men armed with automatic weapons? How many people would die before a response team could be mobilized which would actually be able to confront such a force?




  The death toll in such an attack would be unlikely to come anywhere near that of 9/11. It might be “only” a few dozen people. Leaving aside the intrinsic value of each one of those lives for a moment, however, how shattering would it be to the public confidence and to the image of our armed forces for such an attack to happen on our own soil and within the confines of a supposedly secure U.S. military installation? One can almost hear the congratulatory video release from Bin Laden now, filled with glowing praise and promises of a wave of such spontaneous attacks across the length and breadth of America.




  The Fort Dix conspirators are not the only individuals identified as having been involved in planning for attacks on U.S. military installations within the United States.




  In August of 2005, four men were arrested and indicted in California based in part on their preparations for a planned series of attacks against military recruiting stations. The intent in this instance, as with the Fort Dix plot, was to inflict the maximum number of casualties.16




  In July 2006 two individuals in Georgia were arrested and charged with providing material support to terrorists. They admitted to traveling to Canada to meet with other extremists and to discuss possible attacks on a range of targets within the United States, to include military bases. One of the specific targets under consideration for attack was Dobbins Air Reserve Base in Marietta, Georgia.17




  In December 2006 the FBI arrested Derrick Shareef when he attempted to purchase grenades and weapons for an attack against a shopping mall food court. Shareef was motivated by radical Islamic ideology. In the course of the investigation that ensued, it was discovered that Shareef and other individuals had considered and done some preliminary planning on a whole series of other possible attacks as well. These included a strike against a U.S. military recruiting station in a Phoenix mall and attacks on U.S. military facilities near San Diego, California. Planning for the latter had progressed to the point of including detailed discussion of using diversionary fire to draw soldiers out of their barracks and then shooting them as they exited.18




  Taken collectively, what these incidents show is that in addition to the possibility of an attack on a U.S. military base, such as Parris Island, which might be directed by Al-Qaeda central command itself, there appears to be a not inconsequential risk of a homegrown operation directed at the U.S. military inside the United States. Not surprisingly, given the actions of the military abroad in recent years, any symbol of the U.S. military has a certain intrinsic propaganda value as a target.




  In this climate, when we must consider the very real possibility not only of attacks directed from abroad, but also more-spontaneous attacks perpetrated by local actors as well, the failure to put in place realistic security measures is just that much more difficult to fathom. We spout rhetoric all day about a “war on terror,” but our actions do not match our words. It is as if we had the luxury of defining the battle space and declaring certain areas safe and secure. Unfortunately, we do not have that luxury; our enemies do not care one whit about where and when we would like to confront them, and, as we shall see, the targets we have left unguarded are in many cases much more dangerous than military bases and installations.




  Footnotes




  * I finished the final edits on this chapter in October 2009. Days later, an active-duty Army Major named Nidal Malik Hasan opened fire on Fort Hood, Texas, killing 14 and wounding 31 before being shot by a female security guard. It was an unfortunate and tragic demonstration of just how inadequate security is on American military installations. I would rather have been proved wrong.
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