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Foreword
      

      It’s difficult for me to believe that it’s already been five years since I was looking over the original source code of the
         Nova project. The code had just been released by the Anso Labs team who created it for NASA. Rackspace, where I worked at
         the time, was seeking a new code base to act as the next generation of the Rackspace Cloud. A few months later, Rackspace
         open-sourced the code for its Rackspace Cloud Files platform as the Swift project. Nova and Swift became the first two pillars
         of the nascent OpenStack project.
      

      Since that time, both projects have undergone substantial change. Swift’s core team and code base have remained remarkably
         stable, though the project has added a number of features and seen numerous enhancements in performance and scalability. On
         the other hand, when compared with its humble beginnings, Nova’s source code is nearly unrecognizable. New code bases like
         Glance, Cinder, Keystone, and Neutron were constructed to deliver functionality that originally was handled by Nova.
      

      At the same time that this new source code emerged to handle functionality essential to managing large computing infrastructure,
         a new kind of open source community was beginning to take form. Open source developers and advocates with experience in operating
         system distribution and packaging, configuration management, database design, automation, networking, and storage systems
         flocked to contribute to OpenStack projects.
      

      Our community grew (and continues to grow) at breakneck pace, quickly becoming one of the largest, most active and influential
         open source communities on the planet. The OpenStack Foundation was created to handle the governance challenges that accompany
         the growth of a successful community. Design summits and conferences have grown to host more than 3,500 contributors per year
         all around the planet. A world-class continuous integration and build system was created by the community to support the massive
         growth in both source code and number of contributors. This automated build system’s size and scope now rival or exceed those
         of much older open source communities like the Apache and Eclipse foundations.
      

      The OpenStack ecosystem has been the fertile ground from which new companies like SwiftStack and Piston Cloud emerged. Existing
         companies like HP, Mirantis, and Red Hat found the OpenStack landscape to be similarly fruitful, and they continue to drive
         innovation across the now dozens of projects that comprise the big tent of the OpenStack community.
      

      This expansion of the OpenStack community has brought with it a bewildering complexity to how distributed software components
         are deployed and how they interoperate. Those who deploy OpenStack “in the wild” need to understand a broad set of concepts
         from networking and storage to virtualization and configuration management. Obtaining the necessary knowledge and skills has
         been and remains one of the key challenges facing those who wish to build cloud platforms using OpenStack. This book, OpenStack in Action, will provide readers with the knowledge they need to deploy and run OpenStack.
      

      The author leads the audience through the complexity of an OpenStack deployment, demonstrating three ways to deploy the software:
         via a scripted tool called DevStack, via manual installation of operating system packages, and via the Fuel OpenStack installer.
         In each section, concepts around networking and storage setup are thoroughly explained, allowing readers to gradually dip
         their toes into the cloud computing waters and, by the end of the book, feel comfortable diving into the deep end of the pool.
      

      Besides excellent coverage of OpenStack technology, the author also explains how to go about evaluating if and how your organization
         will benefit from cloud computing. The cloud does not magically solve the manual and time-consuming human-based process problems
         that exist in many organizations. But, when implemented smartly and for the right reasons, the cloud can transform an IT organization
         and dramatically improve the services they provide. In chapter 9, Mr. Bumgardner leads a discussion that should be required reading for any IT director who is considering replacing existing
         virtualized IT infrastructure with OpenStack or constructing a new private cloud offering for their internal customers.
      

      In short, OpenStack in Action serves as an excellent primer on the complex world of cloud computing and the OpenStack software ecosystem. Read it. Absorb
         it. And become a “Stacker” at heart!
      

      JAY PIPES

      MEMBER, OPENSTACK TECHNICAL COMMITTEE

      DIRECTOR OF ENGINEERING

      MIRANTIS, INC.

      

Preface
      

      My first exposure to OpenStack came in the summer of 2011 while I was working at the University of Kentucky. My coworker and
         friend, Brent Salisbury, and I were invited to meet with a Fortune 50 technology company to discuss a product development
         project. During our meeting, the project’s executive sponsor gave us the option to work with existing commercial tools or
         investigate the use of a community project called OpenStack. Naturally, we chose to work with the framework we knew nothing
         about, and so began our OpenStack journey. Nothing came of the product development project, but the OpenStack encounter, as
         it turned out, became a turning point in our professional, and in my case academic, careers. Brent left the university and
         cofounded a startup that was acquired by Docker, where he currently works. I, on the other hand, transferred from a master’s
         to a doctoral program and wrote this book.
      

      By early 2013, the Grizzly release of OpenStack somewhat resembled current versions, but instabilities due to rapid feature
         inclusion prevented us from considering OpenStack production-ready for our enterprise environment. But although I was not
         ready to put my neck on the line with OpenStack for the enterprise, research computing was another story. As part of a graduate
         independent study class, I documented the use cases, architecture, and strategy around using OpenStack in research computing.
         In addition, I described the process and eventual adoption of the platform as a private cloud for our enterprise.
      

      I used figure 1 in my original academic report to represent the component-level distribution of OpenStack. I suspect cooking an elephant,
         much like eating one, must be done a piece at a time. Far too often in technology, we accept technological isolation as an
         organizationally sound practice—“I am a storage guy,” or “I am a network girl”—but this is paramount to someone only eating
         one part of the elephant. In this book I’ve tried to mix recognizable morsels with new concepts for easier digestion. Although
         you might not want to taste elephant feet, you’d better know, at least in principle, how they work if you are going to be
         successful in your adoption of cloud computing.
      

      Figure 1. This image is from a sixteenth-century edition of Libro de Arte Coquinaria (Book on the Art of Cookery) by Maestro Martino.
      

      [image: ]

      I’m writing this preface exactly two years to the day after I first spoke with a Manning acquisitions editor. When I started
         this project, there were fewer than 500 OpenStack contributors, and now there are thousands. Not only has OpenStack become
         one of the fastest-growing open source communities ever, it has been adopted by the biggest organizations in the world. More
         importantly, at least for you, OpenStack is now mature and ready to serve as a foundation for your organization’s private
         cloud.
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About this Book
      

      The primary topic of this book is deploying enterprise private clouds using OpenStack. In this context, I discuss private
         clouds as pools of infrastructure resources, or infrastructure as a service (IaaS), that are owned and managed by the organizations they serve. In contrast, public cloud IaaS resources are owned and
         operated by third-party service providers.
      

      Financially, one can think of private clouds as primarily a capital expense, whereas public clouds are typically operational
         ones. The distinction is easy to understand, given that in private cloud deployments, organizations typically purchase or
         lease a fixed infrastructure for the duration of its serviceable life, regardless of actual usage. In public cloud deployments,
         cost is typically directly related to hourly occupancy (on or off) and communication costs.
      

      The organizational adoption of private and public clouds is often related to the size and scope of those organizations’ IT
         responsibilities. Enterprise IT departments, whose responsibility it is to centrally provide technical architectures and resources
         for the rest of the organization, have a vested interest in using a private cloud. A multi-tenant, fully orchestrated, private
         cloud provides great resource-management efficiency to enterprise IT. In this regard, enterprise IT becomes a cloud broker.
         In contrast, departmental IT units often lack the data center facilities and personnel to cost-effectively deploy private
         clouds. Often, due to their relatively small resource requirements, departments can take advantage of public cloud resources.
         If they’re available, departments can also take advantage of private cloud resources managed by their enterprise IT units.
         Using both private and public clouds based on workload results in a hybrid cloud.
      

      Despite the differences in clouds and the types of organizations that are best positioned to take advantage of them, the clouds
         themselves can be built using the same technologies. Although the ingredients that make up cloud resources might be the same,
         the recipes and methods of consumption can be very different.
      

      OpenStack is a powerful framework for constructing both private and public clouds. Fundamentally, OpenStack abstracts and
         provides a common API for the hardware and software used in building clouds. The framework provides two very important things:
      

      

      
         	Abstraction of hardware and software resources, which prevents vendor lock-in of any particular component
         

         	A common API across resources, which allows for complete orchestration of connected components
         

      

      The first aspect is nice from a financial perspective, but the second is the key to a modern IT transformation. For enterprise
         IT, OpenStack brings the same level of transformational efficiency to cloud deployment.
      

      
Why OpenStack in Action?
      

      This book is intended as a step-by-step, bottom-up guide for constructing computational clouds of resources. My intended audience
         includes researchers, administrators, and students interested in the deployment of an OpenStack environment. There are no
         technical prerequisites beyond a basic operational knowledge of Linux, and the material is suited to people with very different
         backgrounds and technical abilities. Similarly, OpenStack is suited for many use cases.
      

      Despite separate use cases utilizing the same OpenStack framework, the requirements and design of private clouds can vary
         greatly from those of service providers. Enterprises are interested in providing private resource clouds for their organizations.
         These private clouds don’t just represent additional services; they can represent a transformation in the way organizations
         provide computational resources.
      

      This book comprises

      

      
         	An introduction to OpenStack through the automated deployment of a single-node development environment
         

         	A deeper understanding of OpenStack through a step-by-step manual deployment of a multi-node environment
         

         	The impacts of private cloud technologies (OpenStack, Ceph, Juju, and the like) from the perspective of IT operations
         

         	The deployment of a production OpenStack environment using vendor-provided automated deployment and management tools
         

      

      The architecture covered in the book is appropriate for small (5-node) to large enterprise (100-node) private cloud deployments.
         In addition, chapter 12 walks you through the use of application orchestration tools like OpenStack Heat and Ubuntu Juju on your newly constructed
         private cloud.
      

      This book is about building an understanding of private cloud technologies, the deployment and operation of those technologies,
         and the long-term impact of cloud orchestration on traditional IT roles. This book will provide you with the ability to develop
         a convincing argument for the deployment of an OpenStack private cloud in your enterprise and will help you develop the technical
         knowledge to deploy your private cloud. Configurations and operational scripts demonstrated in the book are also available
         through the GitHub repository for the book at https://github.com/codybum/OpenStackInAction.
      

      The most important thing for you to understand is that an OpenStack private cloud is not simply another virtualization tool.
         OpenStack is a framework that utilizes existing virtualization tools to construct and manage clouds. You’ll learn how to think
         about cloud construction, deployment, and organization. On the technical side, you’ll gain an understanding of the components
         of OpenStack and supporting technologies—specifically, OpenStack Compute, Networking, Block Storage, Dashboard, and API components.
      

      
Roadmap
      

      The book is divided into three parts, where part 1 (chapters 1–4) gets you started, part 2 (chapters 5–8) provides a deep dive into the ecosystem, and part 3 (chapters 9–12) prepares you for using OpenStack in a production environment.
      

      Chapter 1 introduces the OpenStack cloud operating system, the motivations for developing the framework, and what OpenStack can do
         for your organization.
      

      In chapter 2 you’ll jump right in and take a test drive with OpenStack, using a rapid deployment tool and minimal infrastructure. This
         test drive is not just to demonstrate the OpenStack Dashboard user experience; it will also provide you with a known working
         model to use while you learn the OpenStack framework. By the end of chapter 2, you’ll be provisioning virtual machines under your own OpenStack environment.
      

      Chapter 3 makes use of the environment you constructed in chapter 2 and introduces the OpenStack command-line interface (CLI). In this chapter, you’ll walk through basic OpenStack operations
         as you create new tenants (projects), users, roles, and internal networks.
      

      In chapter 4 you’ll progress from using OpenStack to understanding the component-level functions and their interactions with each other
         in the overall OpenStack framework. You’ll learn about several cloud design methodologies, which will prepare you for your
         own multi-node deployment. This chapter covers how OpenStack components work together and the relationship between OpenStack
         components and vendor resources.
      

      Chapters 5–8 cover deep dives related to specific OpenStack projects, devoting a chapter to each of the major projects. These chapters
         will walk you through a manual deployment of OpenStack in a multi-node environment. Through these chapters, you’ll gain a
         great understanding of how and why things work as they do in the OpenStack ecosystem. In addition, this manual deployment
         will give you valuable troubleshooting experience.
      

      Chapter 9 covers architectural, organizational, and strategic decisions relating to a production OpenStack deployment. Chapter 10 covers the basic deployment and operation of Ceph storage. Chapter 11 will walk you through the automated HA deployment of OpenStack using Fuel. Finally, chapter 12 covers cloud orchestration using OpenStack Heat and Ubuntu Juju.
      

      
Who should read this book?
      

      The book is suited for infrastructure specialists, engineers, architects, and support personnel interested in deploying a
         private cloud environment using OpenStack. Although the book has strategic value for those in executive and strategic roles,
         the message is tailored for a technical reader. There are no technical prerequisites beyond a basic operational knowledge
         of Linux.
      

      
Code conventions and downloads
      

      All code in the book is presented in a fixed-width font like this to separate it from ordinary text. Code annotations accompany many of the listings, highlighting important concepts. In some
         cases, numbered bullets link to explanations that follow the listing.
      

      You can download the code for the examples in the book from the publisher’s website at www.manning.com/books/openstack-in-action and also from https://github.com/codybum/OpenStackInAction.
      

      
Author Online
      

      The purchase of OpenStack in Action includes free access to a private web forum run by Manning Publications, where you can make comments about the book, ask
         technical questions, and receive help from the author and from other users. To access the forum and subscribe to it, point
         your web browser to www.manning.com/books/openstack-in-action. This page provides information on how to get on the forum once you are registered, what kind of help is available, and the
         rules of conduct on the forum.
      

      Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between
         readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author,
         whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions
         lest his interest stray! The Author Online forum and the archives of previous discussions will be accessible from the publisher’s
         website as long as the book is in print.
      

      
About the author
      

      Cody Bumgardner (http://codybum.com) has been in the IT industry for over 20 years, during which he has worked in technical, managerial, and sales roles in the
         areas of IT architecture, software development, networking, research, systems, and security. Over the last several years,
         he has focused on researching, implementing, and speaking about cloud computing and computational economics. He is also currently
         a PhD candidate in Computer Science at the University of Kentucky (UK), focusing on computational economics and distributed
         resource management. Cody currently serves as the Chief Technology Architect (CTA) of a large public land-grant university.
         As CTA, he developed a five-year university strategy and roadmap for cloud computing. This roadmap outlined the introduction
         of disruptive cloud technologies along with the related transformations of the IT workforce. The plan centered around the
         deployment of an enterprise OpenStack private cloud, supporting over 40,000 users in academic, research, and health care (academic)
         divisions. Cody is responsible for the architecture, financial model, deployment, and long-term strategy of the OpenStack
         private cloud, research computing, and other cloud computing initiatives.
      

      
About the cover
      

      The figure on the cover of OpenStack in Action is captioned “Milkmaid from Coutances.” The illustration is taken from a collection of works by many artists, edited by Louis
         Curmer and published in Paris in 1841. The title of the collection is Les Français peints par eux-mêmes, which translates as The French People Painted by Themselves. Each illustration is finely drawn and colored by hand, and the rich variety of drawings in the collection reminds us vividly
         of how culturally apart the world’s regions, towns, villages, and neighborhoods were just 200 years ago. Isolated from each
         other, people spoke different dialects and languages. In the streets or in the countryside, it was easy to identify where
         they lived and what their trade or station in life was just by their dress.
      

      Dress codes have changed since then, and the diversity by region, so rich at the time, has faded away. It’s now hard to tell
         apart the inhabitants of different continents, let alone different towns or regions. Perhaps we have traded cultural diversity
         for a more varied personal life—certainly for a more varied and fast-paced technological life.
      

      At a time when it’s hard to tell one computer book from another, Manning celebrates the inventiveness and initiative of the
         computer business with book covers based on the rich diversity of regional life of two centuries ago, brought back to life
         by pictures from collections such as this one.
      

      


Part 1. Getting started
      

      The first part of this book is an introduction to the OpenStack framework: how and why you’ll want to use it. OpenStack components
         are decomposed, and relationships to underlying resources (compute, storage, network, and so on) are explained. You’ll deploy
         OpenStack on a single node using the DevStack deployment tool. Along the way, this part will help you start thinking about
         how OpenStack could be used in your environment and develop your interest in the framework enough to gain a deeper understanding
         of how things work under the covers.
      

      


Chapter 1. Introducing OpenStack
      

      This chapter covers

      

      
         	OpenStack and the cloud ecosystem
         

         	Reasons to choose OpenStack
         

         	What OpenStack can do for you and your organization
         

         	Key components of OpenStack
         

      

      Only a few decades ago, many large computer hardware companies had their own fabrication facilities and maintained competitive
         advantage by making specialty processors, but as costs rose, fewer companies produced the volume of chips needed to remain
         profitable. Merchant chip fabricators emerged, able to produce general-purpose processors at scale, and drove down costs significantly.
         Having just a few computer chip manufacturers encouraged standardized desktop and server platforms around the Intel x86 instruction
         set, and eventually led to commodity hardware in the client-server market.
      

      The rapid growth of the World Wide Web during the dot-com years of the early 2000s created huge data centers filled with this
         commodity hardware. But although the commodity hardware was powerful and inexpensive, its architecture was often like that
         found in desktop computing, which was not designed with centralized management in mind. No tools existed to manage commodity hardware as a collection of resources. To make matters worse, servers
         during this period generally lacked hardware management capabilities (secondary management cards), just like their desktop
         cousins. Unlike mainframes and large symmetric multiprocessing (SMP) machines, these commodity servers, like desktops, required
         layers of management software to coordinate otherwise independent resources.
      

      During this period, many management frameworks were developed internally by both public and private organizations to manage
         commodity resources. Figure 1.1 shows collections of interconnected resources spread across several data centers. With management frameworks, these common
         resources could be used interchangeably, based on availability or user requirements. While it’s unclear exactly who coined
         the term, those able to harness the power of commodity computing through management frameworks would say they had a “cloud”
         of resources.
      

      Figure 1.1. Cloud of interconnected commodity resources
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      Out of many commercial and open source cloud management packages to be developed during this period, the OpenStack project
         was one of the most popular. OpenStack provides a common platform for controlling clouds of servers, storage, networks, and
         even application resources. OpenStack is managed through a web-based interface, a command-line interface (CLI), and an application
         programming interface (API). Not only does this platform control resources, it does so without requiring you to choose a specific
         hardware or software vendor. Vendor-specific components can be replaced with minimum effort. OpenStack provides value for a wide range of people in IT organizations.
      

      One way to think about OpenStack is in the context of the Amazon buying experience. Users log in to Amazon and purchase products,
         and products are delivered. Behind the scenes, an orchestra of highly optimized steps are taken to get products to your door
         as quickly and inexpensively as possible. Twelve years after Amazon was founded, Amazon Web Services (AWS) was launched. AWS
         brought the Amazon experience to computing resource delivery. A server request that might take weeks from a local IT department
         could be fulfilled with a credit card and a few mouse clicks with AWS. OpenStack aims to provide the same level of orchestrated
         efficiency demonstrated by Amazon and other service providers to your organization.
      

      What is OpenStack?

      

      
         	
For cloud/system/storage/network administrators —OpenStack controls many types of commercial and open source hardware and software, providing a cloud management layer on
            top of vendor-specific resources. Repetitive manual tasks like disk and network provisioning are automated with the OpenStack
            framework. In fact, the entire process of provisioning virtual machines and even applications can be automated using the OpenStack
            framework.
         

         	
For the developer —OpenStack is a platform that can be used not only as an Amazon-like service for procuring resources (virtual machines, storage,
            and so on) used in development environments, but also as a cloud orchestration platform for deploying extensible applications
            based on application templates. Imagine the ability to describe the infrastructure (X servers with Y RAM) and software dependencies (MySQL, Apache2, and so on) of your application, and having the OpenStack framework deploy
            those resources for you.
         

         	
For the end user —OpenStack is a self-service system for infrastructure and applications. Users can do everything from simply provisioning
            virtual machines (VMs) like with AWS, to constructing advanced virtual networks and applications, all within an isolated tenant
            (project) space. Tenants, also known as projects, are the way that OpenStack isolates assignments of resources. Tenant isolation includes storage, network, and VM isolation,
            so end users can be given much more freedom than in traditional virtual server environments. Imagine end users being assigned
            a quota of resources that they could easily provision how and when they want.
         

      

      
         
            
         
         
            
               	
            

         
      

      
         Virtual machines and tenants
         Throughout the book, the term virtual machine (VM) will refer to an instance of an emulated physical machine (server). Virtual machines perform the same functions as physical
            machines and, from the perspective of the operating system, are intended to be indistinguishable from physical hardware. VMs
            are used for a variety of reasons, but most virtualization motivations boil down to the flexibility of controlling things
            through software outweighing the performance penalty. From a high-level view, you can think of OpenStack as bringing the same
            level of operational efficiency to your data center that the software hypervisor brought to the server.
         

         As you’ll learn in this book, the word tenant has a specific meaning in OpenStack. It’s sufficient at this point to consider a tenant to be a quota-limited collection
            of resources used by VMs that are logically isolated from each other. For example, if a user misconfigures the network in
            tenant A, tenant B is unaffected.
         

      

      
         
            
         
         
            
               	
            

         
      

      The OpenStack foundation has hundreds of official corporate sponsors and a community of tens of thousands of people in over
         130 countries. Like Linux, many people will be attracted to OpenStack as a community-supported alternative to commercial products.
         But what they’ll soon learn is that when it comes to cloud frameworks, there are few that compare to OpenStack in terms of
         depth and breadth of services. Perhaps more importantly, there might not be another product, commercial or otherwise, that
         the average system administrator, developer, or architect can use on their own and that can provide a greater benefit to their
         organization.
      

      
1.1. What is OpenStack?
      

      Let’s expand on the definition of OpenStack as a framework for managing, defining, and utilizing cloud resources. The official
         OpenStack website (www.openstack.org) describes the framework as “open source software for creating private and public clouds.” It goes on to say, “OpenStack
         Software delivers a massively scalable cloud operating system.” If you have experience in server virtualization, you may quickly,
         yet incorrectly, conclude that OpenStack is just another way to provide virtual machines. Although this is a service enabled
         by the OpenStack framework, it’s by no means OpenStack’s definitive function.
      

      Figure 1.2 shows several of the resource components that OpenStack coordinates to create public and private clouds. As the figure illustrates,
         OpenStack doesn’t replace these resource providers; it simply manages them, through control points built into the framework.
      

      Figure 1.2. OpenStack is a cloud operating system.
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      An experienced systems administrator might take the description of OpenStack as a “cloud operating system” with great skepticism.
         It’s not like administrators run around to hundreds of servers with a boot disk, and load OpenStack on bare metal, like a
         traditional operating system. Nevertheless, through its management of resources, OpenStack shares operating systems characteristics,
         but in the context of cloud computing.
      

      With an OpenStack cloud you can

      

      
         	Harness the resources of physical and virtual servers, networks, and storage systems
         

         	Efficiently manage clouds of resources through tenants, quotas, and user roles
         

         	Provide a common interface to control resources regardless of the underlying vendor subsystem
         

      

      At first glance, OpenStack doesn’t look like a traditional operating system, but then again, the “cloud” doesn’t look like
         a normal computer. One must take a step back and consider the fundamental benefits of an operating system.
      

      Before there were operating systems or even hardware-level abstraction languages (assembly), programs were written in the
         language (binary machine code) of a specific computer. Then traditional operating systems came along and, among other things,
         allowed users to standardize not just application code, but also the management functions of the hardware. Administrators
         could now manage hardware instances using a common interface, developers could write code for a common system, and users only
         had to learn a single user interface. This held true regardless of underlying hardware, as long as the operating system remained
         the same. In the evolution of computers, the development and proliferation of operating systems gave rise to the field of
         systems engineering and administration.
      

      Figure 1.3 shows the many layers of abstraction in modern computational systems.
      

      Figure 1.3. Layers of computational abstraction
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      No doubt, in the past there were developers who didn’t like the idea of losing direct control over hardware through the use
         of an operating system, just as some systems administrators don’t like the idea of losing control over the underlying hardware
         and operating systems through server virtualization. In each of these transitions, from machine code to assembly to the virtual layer, we didn’t lose the underlying layer; it was simply standardized through abstraction.
         We still have highly optimized hardware, we still have operating systems, and often we have a layer of hardware virtualization
         between those layers.
      

      Wide adoption of a new abstraction layer typically occurs when the benefits of optimizing beyond the standard approach outweigh
         the cost of translating (virtualization) between those layers. This is to say, when the overall utility of a computational
         environment can be increased by sacrificing raw performance for usability, then a layer of abstraction is typically adopted.
         This phenomenon is most clearly demonstrated by central processing units (CPUs) that conform to the same instruction set for
         decades, while radically changing their internal architectures.
      

      When most people think of CPUs, they don’t think of virtualization and execution variability on the hardware level, but this
         is the case. Many of the instructions on x86 processors are virtualized inside the processors themselves, where some complex
         legacy instruction is executed through a series of simpler, yet faster, instructions. The complexity of instruction-level
         optimization is beyond the scope of this book, but it’s important to understand that even when using bare metal, some form
         of virtualization is at play, even on the processor level. Now, instead of focusing on losing control, imagine taking it through
         the use of a common framework for managing, monitoring, and deploying private and public clouds of infrastructure and applications.
         Once you take this evolutionary step forward, you have OpenStack.
      

      
         
            
         
         
            
               	
            

         
      

      
         Decades of CPU abstraction and virtualization
         The Intel x86 instruction set was introduced with the Intel 8086 CPU in 1978, as a backward-compatible alternative to the
            Intel 8080. The x86 instruction set defined assembly instructions that would remain available regardless of processor changes.
            Since then, new “processor extensions” were added and clock cycles were increased, but the existing instructions remained.
         

         As the demand for faster processors increased, so did the desire to ensure software interoperability between processor generations.
            CPU designers needed the flexibility to optimize at lower levels of abstraction, while maintaining instruction-level compatibility
            (standardization). Designers didn’t worry about keeping the underlying hardware the same, which allowed them to greatly increase
            the clock speed of processors between generations. In 1995, the Pentium Pro introduced the idea of micro-op decoding. Instead
            of a specific instruction taking a single clock cycle, it might be translated into several simple instructions, which could
            take many cycles.
         

         In addition to micro-ops, the Pentium Pro processor introduced optimizations through out-of-order execution of instructions
            and memory virtualization (addressing 36 bits of memory with a 32-bit bus). But this was all completely abstracted from the
            developer, allowing the same applications to run on several generations of processors from multiple vendors. This method of
            maintaining instruction-level compatibility continues to this day with the current generation of x86_64 processors.
         

      

      
         
            
         
         
            
               	
            

         
      

      
1.2. Understanding cloud computing and OpenStack
      

      This book focuses on deploying private enterprise clouds using OpenStack. In this context, I’ll describe private clouds as
         pools of infrastructure resources (VMs, storage, and so on), also known as infrastructure as a service (IaaS), owned and managed by the organizations they serve. In contrast, public cloud IaaS resources are owned and operated
         by third-party service providers, like Amazon AWS, Microsoft Azure, and the like. The goal of this book is to help you bring
         the ease and efficiencies of public cloud offerings to your enterprise.
      

      
         
            
         
         
            
               	
            

         
      

      
         The economics of private vs. public clouds
         Financially, one can think of private clouds as primarily capital expenses, whereas public clouds are typically operational
            expenses. The distinction is easy to understand given that in private cloud deployments, organizations typically purchase
            or lease a fixed infrastructure for the duration of its serviceable life, regardless of actual usage. In public clouds, the
            cost is typically directly related to hourly occupancy (if it’s on and provisioned, you pay; if it’s off and destroyed, you
            don’t) and communication costs.
         

      

      
         
            
         
         
            
               	
            

         
      

      Whether organizations opt for private or public clouds is often related to the size and scope of those organizations’ IT responsibilities.
         Enterprise IT departments, with the responsibility to centrally provide the technical architecture and resources for the rest
         of the organization, have a vested interest in leveraging a private cloud. A multi-tenant (where data, configuration, and
         user management are logically isolated per tenant), fully orchestrated private cloud provides enterprise IT the ability to
         become a private cloud broker.
      

      

      
         
            
         
         
            
               	
            

         
      

      
         Multi-tenancy and full orchestration
         Multi-tenant refers to the ability of a cloud platform to manage computational resources on a departmental level. For instance, a marketing
            department could be allocated a portion of shared resources (X VMs, Y storage, and so on), and from this resource allocation the department could provision resources without interacting with
            the central organization (think of the Amazon purchase model). Likewise, fully orchestrated describes the ability to allocate resources in relation to application dependencies. For instance, an accounting application
            along with its web and database server dependencies could be programmatically deployed in this environment. So not only could
            the marketing department manage its own resources, platform orchestration could be used to deploy both the infrastructure
            (VMs) and applications (MySQL, Apache2, custom application, and so on) inside a dedicated tenant.
         

      

      
         
            
         
         
            
               	
            

         
      

      In contrast, departmental IT units often lack the data center facilities and personnel to cost-effectively deploy private
         clouds. Due to their relatively small resource requirements, departmental IT units can often take advantage of public cloud
         resources, or also take advantage of private cloud resources managed by their enterprise IT units, if any are available.
      

      If you use both private and public clouds based on workload, that combination is referred to as a hybrid cloud. Both public and private clouds are built using the same technologies, but although the building blocks might be the same,
         the motivations for using private and public clouds can be very different. For instance, users often use a private cloud for
         security compliance reasons. It’s common for a public cloud to be used for workloads that are cyclic in nature or that require
         a global scale that would be very costly for an enterprise to provide.
      

      Although this book focuses on using OpenStack for private clouds, many of the lessons learned translate directly to public
         cloud provider services that are based on the OpenStack API.
      

      1.2.1. Abstraction and the OpenStack API
      

      Fundamentally, OpenStack abstracts and provides a common API for controlling hardware and software resources provided by a
         wide range of vendors. The framework provides two very important things:
      

      

      
         	Abstraction of hardware and software resources, which prevents vendor lock-in for any particular component. This is accomplished
            by managing resources through OpenStack, not directly using the vendor component. The drawback is that not all vendor features
            are supported by OpenStack, but common required features are.
         

         	A common API across resources, which allows for complete orchestration of connected components.
         

      

      

      
         
            
         
         
            
               	
            

         
      

      
         OK, what’s the catch?
         OpenStack provides support for a wide range of functions that are both scalable and abstracted from the underlying hardware.
            What OpenStack (or any other cloud framework) can’t do is conform to all of your current practices. To take advantage of the
            power of cloud computing, you might have to change some of your own business and architectural practices.
         

         If your architectural standards are based on using <insert propriety vendor feature> to do <some function> for all servers
            in your data center, this approach may be in conflict with a vendor-abstracted cloud deployment. If your business practice
            is to create virtual machines for users on request, you’re missing the point of cloud selfservice. If end-user requests can
            be effectively automated, or end users can provision resources themselves, then you’re harnessing the power of cloud computing.
         

      

      
         
            
         
         
            
               	
            

         
      

      While the first point is nice from a financial perspective, the second is the key to a modern IT transformation.

      The next section will relate OpenStack to other technologies that you might be familiar with.

      
1.3. Relating OpenStack to the computational resources it controls
      

      You’ve read all about the great things that OpenStack provides, but how does it work? Perhaps the easiest way to grasp how
         OpenStack works is to relate the framework to common technologies found in an enterprise environment.
      

      In this section, you’ll learn how OpenStack is related to the foundational resources (compute, storage, network, and so on)
         that it controls. As you’ll see, OpenStack generally doesn’t provide the actual resource; it simply controls lower-level resources.
         Figure 1.4 shows how OpenStack manages providers of resources, which in turn are used by virtual machines.
      

      Figure 1.4. OpenStack resource management model
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      In the following subsections, you’ll see the details related to specific resource components: server virtualization, via the
         control of hypervisors; networking, via the control of vendor-provided hardware and OpenStack services; block and object storage,
         via the control of vendor and OpenStack services. Finally, we’ll look at OpenStack services in relation to common cloud terms.
         As you’ll see, OpenStack is a framework that coordinates resources and services, regardless of the underlying technology vendor.
      

      1.3.1. OpenStack and hypervisors
      

      A hypervisor or virtual machine monitor (VMM) is software that manages the emulation of physical hardware for virtual machines. OpenStack is not a hypervisor, but
         it does control hypervisor operations. Many hypervisors are supported under the OpenStack framework, including XenServer/XCP,
         KVM, QEMU, LXC, ESXi, Hyper-V, BareMetal, and others (see the hypervisor support matrix: https://wiki.openstack.org/wiki/HypervisorSupportMatrix). You’re likely familiar with VMware ESX, VMware ESXi, and Microsoft Hyper-V, which at the current time are the dominant
         hypervisors in enterprise virtualization space. Because of licensing restrictions, cost, and other factors, there has been
         less OpenStack community support for commercial hypervisors than for open source alternatives.
      

      Figure 1.5 shows OpenStack managing resources that are virtualized by a hypervisor on physical hardware. OpenStack coordinates the management
         of many hypervisor resources and virtual machines in an OpenStack cluster.
      

      Figure 1.5. OpenStack manages the hypervisor
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      The majority of people and organizations, regardless of deployment size, use either XenServer or KVM hypervisors, which currently
         support the widest range of features. XenServer, a Citrix product, is technically an open source hypervisor, but commercial
         support is available through Citrix. KVM is included as part of the Linux kernel, so many Linux distribution maintainers provide
         commercial KVM support, including Red Hat, Ubuntu, and SUSE, to name a few.
      

      
         
            
         
         
            
               	
            

         
      

      Are You Certified?

      As large providers started designing public IaaS offerings based on the OpenStack framework, they soon realized that their
         customers would require Microsoft certification for Windows hosts running under their hypervisors. At the time, Citrix had
         gone through the Microsoft certification process with XenServer and fulfilled those requirements. But despite Citrix having
         a competing platform in the form of CloudStack, many organizations used XenServer as their OpenStack hypervisor. Since that
         time several Linux distribution providers have gone through the Microsoft certification process and now fully support Windows
         guests on the KVM hypervisor, including hypervisors controlled by OpenStack.
      

      
         
            
         
         
            
               	
            

         
      

      Throughout this book, the Kernel-based Virtual Machine (KVM) will be used. KVM has been part of the Linux kernel since the
         2.6.20 release in early 2007, and it’s fully supported by OpenStack. KVM also provides paravirtualization, which must be either
         supported natively by the operating system or added through the use of hypervisor-specific drivers installed on the virtualized
         operating system image. The traditional problem with open source hypervisors is that there’s a steep learning curve for deploying
         and maintaining them, often requiring experience in system, network, and application administration. In organizations lucky
         enough to have centrally supported virtualized resources, the resource request process must pass through the organization’s
         network, systems, security, and financial elements in the provisioning process. This typically leaves users with three choices:
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