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DISCLAIMER


Based on open source information and the author’s personal experience, the views and analytic assessments in Putin’s Playbook are the author’s only. These views and assessments do not represent the views of any government agency or organization. Some names have been changed for privacy reasons.










AUTHOR’S NOTE



The Defense Intelligence Agency and Central Intelligence Agency conducted an extensive prepublication review of Putin’s Playbook and redacted significant portions of the typescript. The author strongly disagrees with these redactions as unnecessary and unjustified but has complied with them. The blacked-out portions of what follows are the result of these redactions.










AUTHOR’S INTRODUCTION Why I Wrote This Book



Misunderstanding Russia and its president, Vladimir Putin, is dangerous. Russia is not merely intent on interfering with our elections. Russia is determined to weaken the United States and defeat us—if necessary, by using military force. This is Putin’s playbook. Many Americans, worn out by upheaval from the coronavirus and constant political and social strife, are eager to restore some sense of normalcy and equanimity to their lives. And, after four years of exhausting federal investigations that stemmed from the alleged collusion between the Trump campaign and Russia, many lost interest in Russia and its foreign policy. And yet now it is more important than ever to understand Moscow’s role in “Russiagate,” which has torn our country apart, and President Putin’s intentions toward America in the future.


Understandably, it is tempting to close the “Russiagate” chapter of America’s life. After all, the multi-year, multi-million-dollar investigation by Special Prosecutor Robert Mueller concluded that not a single American, let alone the U.S. president himself, conspired with the Russians to steal the 2016 election.1 Former president Donald Trump, whose entire term was darkened by the shadow of the unfounded “collusion” allegations, famously tweeted in relief at the conclusion of the Mueller probe, “No collusion. Game Over.”2 Many Republicans and the former president’s supporters celebrated his innocence and vindication. Democrats and those who hate Trump got busy looking for other ways to resist and discredit the president.


Russian president Vladimir Putin, who has consistently denied interference in our election, mocked the Mueller probe, saying, “The mountain gave birth to a mole.”3 His spokesman Dmitry Peskov triumphantly proclaimed: “It’s impossible to find a black cat in a dark room, especially if it’s not there.”4


The “witch hunt,” as Trump called it, turned out to be just that. As evidenced by the Justice Department’s findings, a small but powerful group within the American law enforcement and intelligence apparatus orchestrated an unprecedented intrusion into the electoral process by weaponizing the highly sensitive Foreign Intelligence and Surveillance Act (FISA) and other powers against American citizens. They sought to penetrate a presidential candidate’s campaign on the pretext of counterintelligence concerns in order to discredit Trump and eventually remove him from office. In the process, these apparatchiks destroyed the lives and careers of innocent Americans like General Michael Flynn, the former national security advisor and my boss in his earlier role as director of the Defense Intelligence Agency. As newly declassified documents reveal, this 33-year U.S. Army veteran, who risked his life during the United States’ war on terror to protect his country, was deliberately ensnared in an elaborate dragnet by the FBI, which destroyed his career, family, and reputation. The American intelligence and security apparatus unleashed the full power of the state against Flynn and others.


But just because the “Trump-Putin collusion” turned out to be a hoax fabricated by the U.S. intelligence and security apparatchiks doesn’t mean Russia did not have a hand in the disruption of the 2016 presidential election and the resulting upheaval in America. It certainly did. It worked so well for Putin that he went for seconds in 2020. Creating discord and disarray in America was Putin’s plan both in the 2016 and 2020 elections, and Moscow believes it has been fulfilled—and then some. It remains Putin’s plan for our future.


For the past thirty years, the failure to grasp this essential truth has caused the U.S. government to pursue a dangerously misguided policy toward Moscow. U.S. administrations have been stuck in an endless cycle of “resets” with Russia for too long, launching and re-launching misguided policies based more on wishful thinking than on realistic assessments of a sophisticated and strategic opponent. Such inept approaches to dealing with Moscow have brought a crisis in U.S.-Russian relations that could escalate even to the point of a nuclear war—a war that neither country wants, but one that Putin’s Russia has been preparing to win.


Putin’s Playbook reveals the blueprint and the array of tools that the Russian military and security apparatus has crafted (and that the Russian president has approved) to destabilize and defeat America.


As a Russian-born American citizen, I grew up behind the Iron Curtain and, in an unusual twist of fate, became a U.S. intelligence officer. This book describes for the first time the true Russian threat to America. I have seen this threat up close, and I understand both sides of this conflict from an intelligence perspective. Putin’s Playbook reveals the Russian president’s unique thought process, which is unmistakably Russian, and reveals his master plan for dominating America. And the plan involves much more than interfering with U.S. elections.


From 2008 through 2016, I served in the Defense Intelligence Agency, the Pentagon’s military intelligence counterpart to the Central Intelligence Agency. My U.S. government superiors considered me one of the top three experts on Russian doctrine and strategy in the Intelligence Community (IC), including the CIA, and I was frequently summoned to brief senior U.S. and NATO generals, admirals, and policymakers. Some even called me a “national asset,” which made me proud as someone who had chosen to be American.


I was never a political appointee, but a senior government analyst with expert knowledge of Russia. Unlike agency heads and other managers, who rarely obtain deep expertise and don’t normally see original and unprocessed intelligence reports, my position was as an analytical “worker bee.” It enabled me to work with raw intelligence, such as communications intercepts, satellite imagery, and reports from actual foreign spies. I dealt with highly sensitive information in the original foreign language, and sometimes even with the information before it officially became “intelligence.” It wasn’t uncommon for me to have special highly restricted access to information that even most three-star generals or senior government officials did not have. This was because, unlike mine, their jobs did not require them to work with raw intelligence reporting, nor could they read raw materials in the original language. Raw intelligence rarely comes in English!


The political appointees, whom we referred to ironically as the “Chiefs,” made policy by reading finished intelligence, or FINTEL, which others and I crafted from raw intelligence, or “message traffic.” Unlike the Chiefs, us “Indians”—as we called ourselves—were unconstrained by politics. When the Chiefs were called by their higher ups or Congress to brief or to testify, we prepped them, created their talking points, and accompanied them as “plus ones.” The Chiefs, in turn, lent “top cover” to us if the policy “customer” did not like our analytic conclusions. Good Chiefs, as a rule, don’t throw good Indians under the bus.


During my career, among those I briefed were CIA director John Brennan, DIA director Michael Flynn, Supreme Allied Commander Europe (SACEUR) and head of the U.S. European Combatant Command General Philip Breedlove, and General Robert Kehler, the head of U.S. Strategic Command, or STRATCOM, the combatant command in Omaha, Nebraska, that oversees U.S. nuclear forces. STRATCOM tasked me and some of my colleagues to help devise a plan for defending America from a Russian nuclear strike. I also had the privilege of briefing vice chairman of the Joint Chiefs of Staff General Paul Selva as he prepared to take that position.


Having grown up in the USSR, I have firsthand experience of Russian-style totalitarian oppression. Unlike analysts who learned about Russia from textbooks without ever setting foot into the Bear’s lair or even speaking the language, I am familiar with the mindset, behavior, and motivations of Russian leaders. I am fully bilingual, and I am a graduate of Moscow State Pedagogical University, where I completed a study of English that began in the third grade.


After the September 11 terrorist attacks, I was inspired by then president George W. Bush’s call to serve, and I chose to enter public service as an intelligence officer. As an immigrant who enjoyed living the American dream as a business executive, I felt called to do whatever I could to prevent another attack on my adopted homeland.


Raised by anti-communist, America-loving parents, I was proud to serve as an American intelligence officer. I learned it was important to speak inconvenient truths about threats I uncovered, regardless of which political party was in charge. While my service in the Intelligence Community began during George W. Bush’s administration, the bulk of my career as an intelligence officer was working with the Obama administration. And the inconvenient truth I learned was that the most dangerous threat to America during those years was Putin’s Russia, despite Obama administration policies.


While there has always been mutual distrust and intense rivalry between Russia and America, it escalated in 2013, when Moscow ramped up its covert spy wars against the United States. What followed were signs of a troubling and expanding threat—whether it was Russian leaders’ inflammatory rhetoric directed at Washington and NATO, the relentless cyber-hacking of our computer systems by Russian intelligence services, or the massive and provocative military drills by Russian armed forces, some daringly close to our homeland.


The Russian government during and after the 2016 U.S. presidential election stoked American racial divisions, ideological and political polarization, a profound distrust of government itself, and seething voter anger over the election results. The belief that Putin put Trump in office was fueled by a Russian intelligence operation. This operation and Russia’s overall destabilization campaign against America are built upon Russia’s sophisticated knowledge of existing tensions within American society and a deep understanding of how Americans think and behave. The 2016 covert operation helped to spur a so-called resistance campaign in America and the divisive twenty-five-million-dollar two-year probe by Mueller. Though the investigation found no evidence of collusion, out of nothing it generated questions about the legitimacy of Trump’s victory in a manner unlike any election in recent memory, including George W. Bush’s in 2000.


Some of the crises we have experienced are neither an accident nor a coincidence. It is Putin’s playbook. As the often cynical and sometimes conspiratorial Russians like to say, “It is not by chance, Comrade!” (Eto ne sluchayno, Tovarishch!) As Mueller stated on the very first page of his 448-page report, “The Russian government interfered in the 2016 presidential election in sweeping and systematic fashion.”5 Indeed, Moscow unleashed in the run-up to the 2016 electoral season what we call in the intel world a “covert-influence campaign” aimed at dismantling our country.6 Former CIA and NSA director General Michael Hayden has called this highly sophisticated operation “just about the most successful covert-influence campaign in history.”7


This covert operation continued through the 2018 congressional elections and into the 2020 U.S. presidential elections. U.S. federal prosecutors, in charges against the finance chief of Putin’s 2016 covert influence campaign, revealed that the 2016 operation was also intended to disrupt the November 2018 elections and “aggravate conflict between minorities and the rest of the population” by supporting radical groups.8 Following the 2020 presidential election, U.S. Intelligence officials concluded that Putin directed election influence operations during the 2020 election campaign9—although, once again, there was foolhardy anti-Trump bias in the analysis.


Such campaigns are hardly a new phenomenon for American intelligence. The Soviet Union looked to undermine the United States throughout the decades-long Cold War. But what the intelligence and national security communities see today is “a significant escalation in directness, level of activity, and scope of effort.”


Unlike other books on Russia that focus on certain aspects of the confrontation, such as the now disproven “Trump-Russia collusion,” I have written this book to expose the full Russian strategy threatening to destroy America. The much-discussed election interference is important, of course, but it is only a single page in Putin’s playbook.


I want to warn Americans how unprepared the U.S. government bureaucracy is to deal with Putin’s playbook and how unaware it is in general that the playbook exists. For not only was Russia’s intervention in the 2016 election not preempted or disrupted, our intelligence and security apparatus was played by Putin. The former KGB operative and his security services were able to outsmart their American counterparts because, based on my personal experience, there is a shortage of true Russia expertise in the U.S. government and a lack of a strategic approach to assessing foreign threats. The bureaucracy is much more interested in and adept at pursuing political infighting and waging personal vendettas than deciphering secrets about an adversary’s schemes, which are camouflaged in the cloud of foreign language and elaborate deception techniques. Employees whose analytical judgments are at odds with the dominant bureaucratic party line, who rock the groupthink boat, are perceived as more of a potent threat by American apparatchiks than the geopolitical tricks of Putin, Kim Jong-un, or Xi Jinping.


Such deficiencies are dangerous for American security. Unwilling to contradict the Obama administration’s erroneous view of Russia as a “regional power”10 that would happily bend to America’s will and “reset” into a malleable Washington buddy, [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X] This was a mistake. DIA’s mission was unique at the time. Unlike other intelligence agencies, [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X]


So, as Putin purloined Ukraine’s Crimea, intervened in Syria, and was gearing up to sabotage our 2016 presidential election, [Redacted X X X X X X X X X X X X X X X X X X X] The Pentagon’s top intelligence officer for the Russian target, a man who was my mentor, was fired based on unfounded accusations of being a Russian spy. He was a retired U.S. Army officer and a Russian linguist who risked his life leading dangerous HUMINT operations against Moscow at the end of the Cold War and after the collapse of the Soviet regime. Never for a second did my close colleagues or I think that this American patriot was working for the Russians. [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X] Unable to prove espionage, the U.S. apparatchiks settled for a “process crime”—not unlike they eventually would in the case of General Flynn, who was accused of lying to the FBI—and removed this dedicated and highly trained Russian expert from the Intelligence Community.


Another DIA colleague, [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X], was grabbed by DIA security at a U.S. military base while on a travel assignment and was detained based on accusations of espionage and mental instability, allegations that could not be proven. After a lengthy investigation that resulted in DIA’s legal settlement and my colleague’s retirement, the Intelligence Community lost another valuable Russia analyst. And yet another DIA colleague and fellow Russian-born intelligence officer and fluent Russian speaker [Redacted X X X X X X X X X X X X X X X X X X X]. No one was able to reach him, as he was “under investigation.” [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X] unexpectedly was pulled out of a long-term overseas assignment with no explanation after he and his family had completed required training and were ready for the move to the new duty station.


Another close colleague from the [Redacted X X X X X X X] was compelled to resign after multiple inconclusive polygraph results. Interestingly, each time he tripped over a different question, this led his polygraphers to accuse him of terrorist sympathies, computer sabotage, foreign influence, espionage, and other “crimes” that he didn’t commit. I have no doubt in my mind that my friend was no foreign spy or saboteur, but a dedicated and talented American intelligence officer who became another victim of the government bureaucracy and DIA security. His polygraph troubles were likely related to anxiety and a heart condition from which he suffered in the aftermath of his father’s death, as well as years of stress working at the Pentagon’s J-2, which handles daily intelligence threats.


By early January 2017, when I was no longer with DIA, I was stunned to learn that my closest senior colleague, professional partner, and mentor had been suspiciously reassigned to a different intelligence target. He’s a U.S. Army veteran and fluent Russian speaker who knows the Russian target inside and out, and he was involuntarily transferred from his position as the Pentagon’s top intelligence analyst for Russia/Eurasia to a Latin American position. I still do not know the real reason why during the second term of the Obama administration, scores of Russia analysts were being forced out of the DIA. [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X] did not fit the original narrative of the friendly “reset” policy the Obama White House pursued. What is also clear to me is that Russia expertise became a liability rather than an asset for the Intelligence Community nomenklatura.


On January 6, 2017, U.S. intelligence made public a declassified version of a highly classified assessment entitled, “Assessing Russian Activities and Intentions in Recent U.S. Elections.”11 This document, which was presented to the American people as an Intelligence Community Assessment (ICA), was authored by only three of the seventeen U.S. intelligence agencies—CIA, FBI, and NSA—and not coordinated with the rest of the agencies, including DIA. These three agencies assessed “with high confidence” that “Russian President Vladimir Putin ordered an influence campaign in 2016 aimed at the U.S. presidential election.”12 They also claimed that President Putin and the Russian government did this to “help President-elect Trump’s election chances” and “harm” Secretary Clinton’s “electability and potential presidency.”13


As an expert on Russian strategy and cyber doctrine, I categorically dispute the portion of the assessment concerning Russia’s intentions to help then candidate Trump.


As Putin’s playbook shows, Russia was trying not only to hurt both candidates Clinton and Trump, but to harm ordinary Americans by destabilizing our society through deceit, disinformation, and agitation. The Russians also knew, through their in-depth “study” of our society—i.e., by spying on our country and its citizens—that they could count on certain internal American help, witting or unwitting. As the Justice Department’s investigations have shown, CIA, FBI, and DNI leadership played a critical, if unintentional, role in Putin’s subversion strategy against America. Declassified transcripts of congressional testimonies of Obama administration members reveal that several of them vigorously promoted the “Russia-Trump collusion” narrative on cable TV shows while admitting to congressional investigators behind closed doors that no direct and specific evidence of such a conspiracy existed.14


The “Declassified Annex A” to the report by the DOJ’s Office of the Inspector General also reveals that the FBI was concerned that the infamous Steele Dossier, which included numerous unsubstantiated and outlandish allegations of Russian collusion by Trump and his campaign, was instead disinformation planted by the Russian intelligence services.15 And yet, the feds continued with their counterintelligence probe into the Trump campaign and dubious surveillance of its members, such as Carter Page. Intent on finding a crime instead of the truth, the FBI obtained authority several times from a secret U.S. court to spy on an innocent U.S. citizen, all based on deficient and partly “cooked” FISA applications. Instead of protecting Americans from Russia’s interference in American politics, U.S. intelligence and law enforcement became an enabler and amplifier of Russian subversion of America.


The American people were, therefore, hit with a double-whammy—first by an external Russian adversary and then by internal American foes. These highly placed government functionaries, driven by their disdain for the unorthodox presidential candidate and desire to displace him, neglected their mission. Instead of identifying and neutralizing threats to American security, they became useful idiot soldiers in Putin’s war on America.


Americans on both sides of the political spectrum have the incentive to divert the attention from the Russia issue. Democrats want to sweep under the rug not only that the Obama administration’s security apparatus missed the Russian threat, but that it effectively served as a device in Putin’s toolbox that was deployed to destabilize our country. Republicans are focused on probing the investigators of the fake Trump-Putin conspiracy theory. They are reluctant to relate the Russia issue and the 2016 elections because the faulty January 6, 2017, ICA created the perception that Trump was elected with Putin’s help. The needs of both sides may create the impression that Russia had no role in the 2016 upheaval in American politics and society.


It would be at our own peril for Americans to ignore the Russian threat. Putin and his playbook are not going away any time soon. Having orchestrated a constitutional amendment allowing Russian presidents to serve more than two terms, the former KGB operative secured his presidency for life, or at minimum until 2036.16 Even if Putin unexpectedly abandons the presidency due to illness or death, his successor will likely continue with his anti-American playbook. As readers will learn from this book, Russia’s perception of America as its main enemy and Moscow’s anti-American policy and strategy have been consistent for the last century, regardless of who sits at the top of the Russian government. It is time for America to develop a viable, reality-based policy rather than playing endless “reset” games or tit-for-tat “gotchas” with the Kremlin.


This will require strategic foresight and analytical competence with respect to Russia in our national security apparatus. It will also require our intelligence and law enforcement officials to spend the time, however long it takes, to identify, understand, and prevent foreign threats to America’s security. They must not be allowed to waste enormous energy and resources staging feckless impeachment trials and pursuing personal vendettas against patriotic Americans whose politics, professional views, or personal style they don’t like. Destroying dedicated public servants like General Flynn and many others, who were forced to defend themselves from false accusations or outright “framing,” will not make our country safer—it will do the opposite, in fact.17


Such abuse of power and waste of government resources makes our country less safe, due to the loss of critical expertise and diversion of what resources and expertise are left from the true mission of intelligence. As we saw in 2020, the government was blindsided by the sudden spread of the coronavirus pandemic, which originated in China at the very moment it was preoccupied with the impeachment trial of President Trump. We will never know whether Americans would have had to endure the same level of devastation of its population and economy by COVID-19 if U.S. intelligence had provided adequate warning to the country about the impending pandemic.


Similarly, it is fair to ask what sort of quantity and quality of resources the U.S. intelligence had positioned against the Russian target in the run-up to the 2016 presidential election. What percentage of these resources was working the actual Russia threat, as opposed to digging into the non-existent crimes of U.S. citizens as part of the unfounded counterintelligence probe into the Trump campaign? The American people, whose confidence in the integrity of presidential elections has been shattered, deserve to know the answers to these questions.


It is important to point out to the readers that my book has no hidden political agenda. There is no intent to favor one political party or another in this book when it comes to my professional intelligence judgments on Russia and Putin. A threat is a threat. It doesn’t change based on who holds the reins of power on Capitol Hill and in the White House. Both American political parties have pursued ineffective, sometimes foolish, and even dangerous Russia policies. As an author, I will do the same thing I did as an intelligence officer—speak the truth as I see it. The difference now is that my audience is the American public, in addition to U.S. and allied military and political leaders.


Putin’s playbook also has profound implications for our economy and way of life. By supporting radical groups, the old judo-loving, former Soviet KGB agent from St. Petersburg is increasing the chances that socialism resurfaces in America. As I write, it is the presidential electoral season, and leading Democratic candidates are proudly proposing socialist ideas. It would be ironic if, through the clandestine actions of former communist Vladimir Putin, America were to join the ranks of failed socialist countries. Socialism is an evil system, which I grew up under. It is incompatible with freedom and democracy. Socialism is inhumane because it forces people to do unethical things out of desperation. It doesn’t work because it is based on unrealistic theories that ignore human nature. It has failed everywhere, including in the USSR. And Putin knows it could also destroy America.


Socialism idealistically looks for government to create complete equality in society and to end suffering—a noble-sounding idea. To achieve this goal, a socialist government promises to give everyone life’s necessities, regardless of an individual’s ability to pay or desire to work. However, governments must find the money for all these necessities. Historically, they have confiscated wealth and income to pay for them. Ultimately, the government runs everything.


Lessons I learned as a child are worth repeating to younger Americans today. The first problem with socialism is not only that socialists eventually run out of other people’s money, as Margaret Thatcher famously said in 1976; it is also that socialist societies stop producing wealth altogether. If individuals cannot keep the wealth they create, they stop creating it. In the USSR, we used to say, “They pretend to pay us, and we pretend to work.” Most people made a rational decision to do mediocre work, because the same amount was paid regardless of how hard they worked.


Once the socialist state kills entrepreneurship, the society will stop innovating. Do you know why Americans have a potato peeler, garlic crusher, and apple cutter in their kitchens, for example, while Russians use a knife for everything? Because there was no financial incentive for Soviet citizens to create them. The same logic, tragically, would apply to creating blood pressure medicine and cures for cancer.


The second problem with socialism is that, as scarcity of goods grows, those in charge of wealth redistribution—the state—start taking care of their needs first, rationing goods and services for everyone except themselves. There comes a point when the society simply doesn’t produce enough necessities, forcing ordinary people who are not part of the state apparatus to cheat and steal to survive. Two distinct classes of people form: those who are part of the government system, or the privileged, and everyone else, the oppressed.


In the Soviet Union, the Communist Party elites—we called them apparatchiki, because they were part of the state apparatus—had everything, and the rest of the people struggled. We lacked such basics as toothpaste, panty hose, toilet paper, and sanitary products. The party members, who formed under 10 percent of the Soviet adult population, shopped at different grocery stores, were treated at different medical facilities, and had other privileges. Everyone, for example, had “free” medical care, but you only went to see a doctor if there was an emergency. Going to a dentist was an especially terrifying experience; I would not hesitate to call it torture because teeth were drilled without Novocain. It’s an unforgettable experience. The dentist’s daughter needed her teeth fixed as well, I assumed. So, who can blame the dentist for hoarding Novocain for his family? My mother was stealing meat from the food factory where she worked to feed our family. My family was not particularly poor by Soviet standards, but there was nothing to buy. There were simply not enough goods and services for everyone, although they were all technically “free.”


A third problem with socialism is the complete state control over the individual. In fact, being called an “individualist” has a derogatory connotation in Russian. Under socialism, since the state “takes care” of its people by providing everything “for free,” it plays the dominant role in all spheres of life. It tells you what to do, where to live, what to wear, what to say, and what to think. The state censors everything. There is a law and a rule for everything. There is no free press, literature, or cinematography. No religion. No presumption of innocence. No real rights. No private property. Suppression of dissent is routine and brutal. Eventually, people start to self-censor to avoid persecution. You speak and appear to think “correctly.”


Socialism creates a society of “one-percenters” and “ninety-nine-percenters,” except the one-percenters are the ones who redistribute wealth, not the ones who create it. Having lived in a country where everything was “free,” but nothing was available, I am terrified when I hear proposals for a single-payer medical system, “Medicare for all,” or “free college for all.”


During the past few years, I have increasingly felt like I was back in the USSR. The rise of pervasive political correctness, growing intolerance towards religious people, and alienation of and even attacks on people whose views don’t conform to the mainstream orthodoxy remind me of my childhood and youth in the USSR. I find myself repeating the same admonitions to my young children that my mother frequently gave to me and my sister: “Don’t believe everything that you hear on TV, think for yourself, and keep your and your family’s views private.” Ironically, just like my parents tried to shield me from untruths and brainwashing by Soviet schools by explaining the vicissitudes of real life and the truth hiding behind Soviet indoctrination at our dinner table, I found myself pulling my children from public schools and placing them into religious schools in order to avoid heavy and biased government-sponsored indoctrination. It was painful for me to watch my little ones coming home and spouting how oppressive America is when I know firsthand what oppression really means. I also could not bear watching my kids coming home sad and confused because they were simply not old enough to be bombarded with all the sex-related ideas and concepts that the school pushed on them under the rubric of “family education.” My American-born husband and I agreed that family education truly belongs within the family.


Following the 2020 presidential election, I cannot help but be alarmed by the monumental shift towards socialism and ever-increasing government control over many aspects of our lives. Big Tech and the mainstream media’s taking on the roles of the government’s mouthpieces and agents of influence is frightening. Silencing those who express “incorrect” opinions by deplatforming them on social media, banning their books, getting them fired from their jobs, and blacklisting them to ensure they cannot make a living—simply because they have strayed from the “party line”—is the method of totalitarian states to suppress dissent and ensure total control. I sincerely hope more and more of our citizens wake up and recognize these early markers of a Sovietization of America so that we can regain the freedom of the America that my mother sent me to at a young age. Socialism inevitably results in stagnation and tyranny. I hope Americans keep the right to bake a cake that doesn’t violate their religious beliefs—or not bake it at all—maintain the freedom to express unpopular views without fear of being ostracized by fellow citizens or losing their jobs, continue to enjoy presumption of innocence and due process, and be free from unlawful government surveillance for having “incorrect” politics or working for the “wrong” presidential campaign.


Spreading socialism and intolerance in America is part of Putin’s playbook, an ugly result of Russian election meddling.


Putin’s Ministry of Truth produced a nifty name for Russia, calling it a “sovereign democracy.” What it really means is that the sovereign rules from the top of the “democracy,” wielding total control over lesser mortals. Similarly, in America today, many young people are so brainwashed by the public schools and universities that have been cultivating socialist ideas and the “us versus them” culture that they are unable to contemplate what a truly socialist government would do to them. For a sobering look at human impoverishment and psychological enslavement, every American should read Soviet dissident writer Yevgeny Zamyatin’s magnum opus, We. It served as a blueprint for George Orwell’s Nineteen Eighty-Four. Both books offer an eerie warning of what it feels like to live in a totalitarian system. The Soviet Union banned both books. The punishment for having one of them on you was imprisonment.


Today, we are living in a “new normal” of the Russian-American conflict, as the U.S. Intelligence Community has described it.18 To cope with this reality, Americans and their leaders will need to learn how to recognize and respond to Putin-ordered anti-American activities.


It’s time Americans learned the truth, uncomfortable as it may be: the Kremlin is not just considering or preparing for war—it is already at war with us. Although this war is mostly invisible so far, except to a select group of political and military experts, it could escalate into a direct military conflict at any time. Even test runs for actual Russian military attacks from the air and sea are underway, some very close to our borders.19 This is why intelligence and national security leaders from both Democratic and Republican administrations have expressed deep concern about the Russian threat, even if policymakers haven’t always been attentive.


These concerns have heightened dramatically since Moscow’s escalation of cyberwarfare on U.S. soil. Recent cyberattacks have hit various sectors of the U.S. economy and our critical infrastructure, including nuclear facilities, and the beating heart of the U.S. government: the White House, the State Department, and the Pentagon.20


Until we clearly recognize its full extent, we cannot develop an effective counterstrategy against the Russian threat. To acknowledge it, Americans must stop politicizing the issue and conflating the Russian threat with political issues, like whether Donald Trump was placed in office by Putin. (He wasn’t.) Until then, Russia will be able to continue putting us at each other’s throats while patiently executing Putin’s playbook.


The truth is Russia’s mission was not to elect Trump in 2016 or 2020, even had Putin preferred him, but to disrupt the most important symbol of American democracy—the presidential election—and to generate chaos.21 Putin’s motive was mostly to shake our belief in the legitimacy of the American presidency, regardless of who occupied the White House.


Thus, the process was set in place to discredit our electoral process and foment massive discontent and confrontation. The angrier the divide, the more the extremists on either side hold sway. Putin’s plan is working, even if he is only partially responsible. It’s clear he is having an effect, given the total focus on Russia for the past four years.


Putin, of course, explicitly denies it all. But if you look carefully, you can see that he also implicitly admits it. A man with Putin’s ego would not want to let such an achievement go uncredited.


A crafty former intelligence operative and Soviet apparatchik who ran the KGB’s successor, the FSB, Putin is skilled in the art of intentional ambiguity, an integral feature of the Russian statecraft. During a press conference at the July 2018 Putin-Trump summit, the former KBG spy made remarks that subtly signaled the Kremlin’s responsibility for the 2016 election interference—without acknowledging it directly.


In response to a reporter’s question about why we should believe Putin that Russia didn’t intervene in the 2016 election, Putin suggested that trust is not a concept that applies to great-power politics. “Where did you get this idea that President Trump trusts me or I trust him? He defends the interests of the United States of America, and I do defend the interests of the Russian Federation.”22


Putin’s dismissal of trust was, paradoxically, a moment of candor. From the Russian point of view, it is perfectly reasonable for the Kremlin to meddle in U.S. elections if it suits Russia’s security interests. And it is also logical to Russians that the U.S. president—and the U.S. public—would not trust the Russian president’s own assurances that his country didn’t meddle.


Russia, like the United States, does not overtly acknowledge its intelligence operations. But Moscow regularly employs strategic ambiguity and signaling, such as Putin’s denials, to confuse, as well as to warn, an adversary.


Such techniques come directly from Russian doctrinal writings, which are in this book to illustrate the grave threat. These Russian government materials—such as the Russian Military Doctrine,23 National Security Strategy,24 Foreign Policy Concept,25 Information Security Doctrine,26 as well as various presidential edicts—codify the Kremlin’s views on the conduct of war. They serve as the guideposts for Moscow’s military and political leaders, supplying the legal framework and justification for the use of Russian armed forces and its intelligence operations. They are also the basis for formulating military plans, including those that target the United States.


Because these documents are in Russian and are often filled with obscure military jargon, they are inaccessible to most Americans, as well as other U.S. intelligence analysts who often have an insufficient command of the Russian language and, in particular, the Russian military lexicon. Readers of this book will have access to information beyond the reach of most policymakers and even our so-called intelligence “professionals.”


Even for those American-born analysts who speak Russian, it is extremely difficult to estimate Russia’s geopolitical intentions and predict Putin’s behavior. In a 2017 interview with an online publication, General Hayden lamented the challenge of understanding Putin’s mindset. At the same time, Hayden revealed Russia was not as much of a priority as the Soviet Union was for U.S. intelligence, which had been focused on terrorism for more than a decade.27 In my own experience as an intelligence analyst, my colleagues and [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X] as well as to get the attention of policymakers, especially during Obama’s first term. The feeling within the IC bureaucracy and in the Pentagon’s policy circles was that since the United States was not planning to go to war with Russia, there was no need to worry about Russia’s military doctrine and plans.


Two years after General Hayden admitted that collecting secrets on Russia had not been a priority for American intelligence for thirteen years—a period covering both Democratic and Republican administrations—President Trump’s CIA director Gina Haspel made a stunning admission. In her unclassified remarks in April 2019, Ms. Haspel revealed that after years of heavy emphasis on counterterrorism in the wake of 9/11, the CIA had finally shifted its central focus to Russia and Iran.28 This was nine years after Russia codified NATO as its primary national security danger in its 2010 Military Doctrine,29 eleven years after Moscow invaded Georgia, and five years since Putin chopped off the Crimean part of Ukraine.


While General Hayden and Ms. Haspel deserve our gratitude for their years of government service, the ultimate reason that intelligence agencies exist is to avoid what we call “strategic surprise.” It is impossible for intelligence analysts to detect an anomaly or a new development if they are not watching the target.


If the goal is only to issue a report two years later informing the American people that Russians interfered in the 2016 election, then we don’t need seventeen intelligence agencies. The United States, however, keeps a robust intelligence apparatus, with unrivaled technological capability, to uncover and combat threats before they materialize.


America must take a much more serious and apolitical approach when dealing with Russia. Friendship should be the furthest from our minds. We cannot afford to base our relationship with Russia on sentiments or gimmicks, like looking into Putin’s eyes and seeing his soul, as George W. Bush once said he did,30 or giving the Russian foreign minister a Staples gadget bearing a mistranslation of the word “reset,” like Hillary Clinton did.31 We need to be prepared instead to win a war with Russia.


In writing about Putin’s threat to the United States, I wanted also to write a story within a story about my personal battle to get our government to sharpen our intelligence analysis of Russia so we could understand what Putin has been up to and thwart him. I will talk about the struggles mission-driven, rank-and-file intelligence officers have with government careerists. That is not the primary purpose of this book, which is to provide a sobering analysis of the extraordinary peril Russia continues to pose to this country. But I also believe my story is a cautionary tale about how the inflexible and misguided bureaucracy that in many ways runs this country hampers our ability to nimbly face challenges from abroad.


At the DIA, I was in a unique position to understand Putin and his aims, because I am Russian-born and grew up in the culture and thinking that produced him. This led me to conclusions that sometimes differed starkly from colleagues who assumed Russians think like we do. They absolutely do not. In addition to holding a different frame of reference, I worked hard, to the point of dismaying government functionaries, who felt oddly threatened by a Russian-American woman’s showing up at the office on a Sunday to put in the extra hours for the country she loves. I produced what I knew were original ideas, was frequently tapped for high-profile assignments because generals and diplomats wanted to hear my briefings, and did my best to tell the unvarnished truth as I understood it rather than simply telling others what they wanted to hear.


I learned that it is not uncommon even for our own U.S. government to take a page out of Putin’s playbook. Some rogue bureaucrats routinely deploy Putin-style measures to destroy the lives and careers of fellow civil servants and other innocent Americans who find themselves on the wrong side of the party line. Politicizing intelligence analysis, weaponizing government activities such as the security clearance process, and even targeting U.S. citizens with unlawful government surveillance are some of these bureaucrats’ most proficient weapons. Once the bureaucracy identifies you as someone who is unwilling to march in lockstep with the establishment, it begins to inexorably grind you down.


Putin knows well we won’t easily defeat him if we continue to mimic what brought down the Soviet Union: an ever-expanding government ruled by apparatchiks more concerned with protecting their positions and pensions than safeguarding the United States of America.


It is my hope that Putin’s Playbook will ignite a meaningful national conversation, one that goes beyond politics and juvenile, Russian-concocted “Steele Dossiers,” about Russia’s extraordinary threat to America today.


Characterizing this threat, in July 2018, former director of national intelligence (DNI) Dan Coats, in a reference to the signs of threat before the September 11 terrorist attacks, described Russia as projecting a similar “blinking red light.”32


This book will reveal what that blinking red light is.










PROLOGUE Why Can’t We Be Friends?
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“The United States will strive to weaken and dismember the rest of the world, and first of all the big Eurasia. This strategy is pursued by the White House regardless of whether it is occupied by the conservative or liberal administration or whether or not there is consensus among the elites.”


—A Russian analytic agency in the Russian publication Foreign Policy





Russia is not America’s friend. There are three basic reasons why.


First, there is a deeply rooted, century-long distrust between the two countries that’s not easily erased.


Second, each country views itself as exceptional—anointed to shape the world in its own image.


And third, American and Russian leaders define their countries’ national interests in such a way that places them on a geopolitical collision course.


The United States broke off diplomatic relations with Russia’s new Bolshevik regime in December 1917, shortly after it seized power from Czar Nicholas II during the bloody October Revolution. The United States did not recognize the new Soviet Union until Franklin Roosevelt became president in 1933. It was the last country in the world to do so.1


Throughout the post–World War II Cold War, Russia and the United States viewed one another as their chief adversaries, each fearing that the other would unleash a surprise nuclear attack. Global politics were shaped by this antagonistic relationship and largely governed by the doctrine of “mutually assured destruction,” or MAD. According to MAD, the Soviet Union and the United States both maintained a portion of their vast nuclear arsenal on a hair-trigger, ensuring a retaliatory strike could swiftly be launched to wipe out the other nation—and the rest of the world with it.2 This nuclear posture, whereby each superpower effectively held a “cocked and loaded” gun to the other’s head, was supposed to make it unthinkable for either to launch a nuclear strike.


MAD or not, the Soviet Union, according to a former top-secret CIA report declassified in 1993, was prepared to wage and win a nuclear war.3 This may help explain why the Soviets were willing to push confrontation to a very dangerous edge. The Cuban Missile Crisis of 1962, during which the Soviets placed nuclear weapons in Cuba to deter a U.S. invasion following a failed CIA operation to overthrow the Castro regime, is considered to be the closest the two superpowers came to a nuclear conflict.4


Growing up in Kazakhstan, I remember well fears of an American nuclear attack that the Soviet leadership instilled in us. I have memories of running outside in the middle of a school day, at the sound of a siren and hastily pulling on a gas mask with an elephant trunk hose—as though it would make a difference—to seek shelter in a nearby structure.


The legacy of this distrustful, hostile, and fearful relationship persists tenaciously to this day. Russia never abandoned its belief that the United States was its chief rival. Paid to be distrustful, national security officials in both countries continue to develop military capabilities and doctrines that would protect their respective countries from the other.


The Pentagon, after years of chasing ISIS and Al-Qaeda, has recently placed Russia back at the top of its threat list.5 While the public’s fear of nuclear war has subsided, the weapons are still there, ready to be launched within minutes. Russia and America have over 90 percent of the world’s nuclear forces, and their systems are on high alert. The end of the world, it turns out, may well be nigh.


Just how entrenched distrust of Russians is within U.S. intelligence circles is seen in a statement made by former director of national intelligence James Clapper during an interview with NBC News. Commenting on Russia’s intervention in the 2016 election, he accused the Russians of being genetically predisposed to lies and craftiness.6


While I am ethnically Russian, I was not offended by this remark. Although I might caution Mr. Clapper that it’s not genetic, it is an aspect of Russian character. This is hardly surprising. The repressive society I grew up in was one where telling the truth could get you imprisoned—or worse. And my experience as a U.S. intelligence officer taught me that Ronald Reagan’s famous maxim about dealing with the Russians, “trust but verify,” was correct.


The cultures of Russia and the United States are marked by a deeply ingrained sense of uniqueness and superiority, which guides their approaches to national security.7 Scientific researchers have discovered that cultural differences start emerging in humans as early as three years of age, shaping the way people perceive the world and their relationship to it.8


Russians are an enormously proud people. They inhabit the world’s largest country, spanning 11 time zones and teeming with vast natural resources. Russians sent the first satellite and first human into space, invented the periodic table of elements, gave to the world the Nutcracker and Swan Lake ballets, and created some of the world’s most profound literature. And, having sacrificed 20 million people in World War II, more than any other nation, Russia also views itself as the world’s defender against fascism.


Throughout history, Russia’s leaders have cultivated the idea of a unique, divinely inspired civilization, neither Eastern nor Western. This sense of imperial exceptionalism, even during communism, was passed down through generations. Russia was the “Third Rome,” successor to the Byzantine Empire. Probably the most recognizable symbol of imperial and holy Russia is the sixteenth-century St. Basil’s Cathedral on the Red Square in Moscow, built on orders of Ivan the Terrible, with its ornate, multicolor, onion-shaped domes and gilded Orthodox crosses.


Russia throughout its history has believed itself inscrutable to outsiders. Imperial czars and communist commissars alike played up Russian mystique and unpredictability, so eloquently memorialized by Winston Churchill, who proclaimed in 1939 that “Russia is a riddle wrapped in a mystery inside an enigma.” Churchill also recommended a solution to the riddle that is a touchstone for this book: use Russia’s national interests as a clue to its behavior.9


The Kremlin’s current “Czar Vladimir” has revived Russia’s sense of exceptionalism, significantly diminished by losing the Cold War and the USSR’s collapse. Putin has resurrected the narrative of Russia’s being a great power, or derzhava, destined by divine providence for leadership, particularly in Eurasia. He has pushed Russia’s special “centuries-old” status and “active role” of peacekeeper and “balancing factor in the world civilization” as official Moscow policy.10 In the old Russian czarist tradition of “gathering the lands,” Putin has defined the establishment of dominance over the post-Soviet countries and the “consolidation of the Russian diaspora” as a key strategic priority under the rubric of “Eurasian integration.”11 He linked these ambitions to Russia’s core national interest of staying a sovereign superpower in a “multi-polar” world.12 The problem for U.S.-Russian relations is that achieving this requires Moscow to undermine U.S. foreign policy goals.


To ensure that his subjects view his agenda as sanctioned by the heavens, Putin revived the Russian Orthodox Church, which was decimated during Soviet times. Putin also revived the virulent anti-Americanism of the Cold War, contrasting the “decadent and chaotic West” with “traditional and iron-disciplined Russia.” The Russian people, who suffered a crushing identity crisis after the Soviet Empire’s collapse—a psychological calamity never fully appreciated by American policymakers—embraced Putin’s call to reclaim Mother Russia’s rightful place in the world.


Americans believe in the worth and dignity of the individual, a tradition emanating from the Founders, where everyone has God-given rights to life, liberty, and the pursuit of happiness. These concepts, so obvious to Americans, are alien to Russians, who don’t share Americans’ belief in individual freedoms and the sanctity of every life. Russians have been led to believe that an individual is subordinate to the state, that the well-being of a broader collective is superior to individual rights, and that a single life must be sacrificed if the Motherland decides that it would save or significantly benefit the collective. Russia, ravaged by wars and devastation throughout its one-thousand-year history, is hyper-focused on security. It views too much freedom as chaotic and destabilizing. Russia believes that tyrants like Saddam Hussein and Bashar al-Assad serve their own purpose in preserving security and the status quo. Stalin, who murdered millions of Soviet people, is still a popular Russian leader. These views are shocking and even abhorrent to Americans, whose national psyche was formed on the notion of natural and inalienable rights and freedoms. Aside from the Civil War, Americans have not experienced war’s massive destruction on their soil, and even then not by a foreign power.


When American leaders pursue global human rights, aiding countries in building democracy or intervening on behalf of oppressed groups, they believe they are making the world a better place. But Russians, both the people and government officials, are deeply skeptical of Washington’s motivations. They believe that America is “exporting” democracy to other countries through military interventions to control that country’s politics and economy. This interpretation is consistent with Russia’s worldview, where it is normal for big and powerful countries to dominate small neighboring ones. Small countries do not have a right to independence but should subordinate their national interests to a protectorate, such as Russia.


Conversely, when Russia uses military force and subterfuge to prevent its post-Soviet neighbors like Georgia and Ukraine from leaving its orbit and joining NATO and the European Union, American leaders don’t accept that Russia wants to preserve a strategic buffer zone for security reasons. The United States believes that any country, regardless of its size, can pursue political and economic independence. Americans, therefore, view Moscow’s actions towards post-Soviet states as authoritarian and immoral, rather than balance-of-power politics. Washington’s morality-centered statecraft comes in conflict with Russian nationalism and realpolitik.


This stark contrast in outlook is found in the United States’ refusal to accept Russia’s annexation of Crimea or its quasi-occupation of eastern Ukraine, or in Moscow’s development and fielding of treaty-breaking, ground-launched cruise missiles (GLCM) that would enable Russia to deliver short-notice nuclear strikes on Europe. In response, Barack Obama placed economic sanctions on Russia, which President Trump extended. Trump also authorized the sale of lethal weapons to Ukraine to help Kiev fight the Russians, a move the Obama Administration resisted out of concern for escalating the conflict further. Trump also announced his decision to withdraw from the Intermediate-Range Nuclear Forces Treaty (INF) in six months if Russia did not return to compliance, prompting Putin to suspend Russia’s compliance with the treaty in what he called a “symmetric” response. With America’s recent formal withdrawal from the Treaty, it has collapsed.13


No matter the pressure, Putin will not return Crimea to Ukraine, and he will not back down from his general stance toward Ukraine. Moscow interprets Washington’s tough economic actions as part of a long-term strategy to destroy Russia.


In the aftermath of Latvia’s, Estonia’s, and Lithuania’s escaping Russia’s orbit by joining NATO, in addition to Poland’s, Hungary’s, Czech Republic’s, Bulgaria’s, Slovakia’s, and Slovenia’s joining the NATO club, Putin declared Ukraine a “red line” where he would stop Western expansion.14 Driven by the centuries-old fear of hostile Western “encirclement,” Russia, as early as 1993, six years before Putin became Russian president, designated NATO expansion close to its borders as a danger to its security that had to be countered.15


In his classified diplomatic cable in 1946, George Kennan, considered the most brilliant American diplomat of the modern era, who had a superb understanding of Russian behavior, described Moscow’s worldview in the following way: “At the bottom of the Kremlin’s neurotic view of world affairs is traditional and instinctive Russian sense of insecurity.” Its origin lies in the “land which has never known a friendly neighbor.” The “insecurity of a peaceful agricultural people trying to live on a vast exposed plain in the neighborhood of a fierce nomadic people” drove Russia’s instinct to allow no compromise with a rival power.16 The same mindset persists in today’s Russia.


Putin will wage low-intensity conflict and tactical devastation in Ukraine and Georgia if NATO continues to court them for membership. Putin’s strategy is to prevent the former Soviet Union countries from meeting the NATO membership criteria of having territorial integrity and being free of an ongoing conflict. Consistent with this strategy, Putin has chopped off parts of Georgia, Abkhazia, and South Ossetia into separate autonomous states, annexed Ukrainian Crimea, and since 2014 has been conducting destabilization operations through separatist proxies in eastern Ukraine. The conduct of this policy is brutal and deadly, with little regard to suffering.


Since the 1940s, American grand strategy has been centered on preventing the USSR and Russia from dominating Eurasia. Kennan, the founding father of this approach to Russia, recommended a “long-term, patient but firm and vigilant policy of containment” that was “designed to confront the Russians with unalterable counterforce at every point.”17 Consistent with this advice, Washington has managed a multi-dimensional policy of containment, democracy promotion, and strengthening of NATO both before and after the collapse of the Soviet Union. Ronald Reagan’s White House, according to a declassified top secret strategy report, sought “to avoid a nuclear war while preventing a single hostile power or coalition of powers from dominating the Eurasian land-mass or other strategic regions” and “to assist democratic and nationalist movements where possible in the struggle against totalitarian regimes.”18


Similarly, President George H. W. Bush’s administration, faced with the collapse of the Soviet Union, sought to prevent the domination of former Soviet bloc countries by a hostile power and “the potential consolidation of control by such a hostile power over the resources” within what it viewed as a critical U.S. security region.19 But Bush’s Russia policy also sought to help Russia and Ukraine become “peaceful democracies and market-driven economies” by way of “demilitarization of their societies, conversion of defense industries to civilian enterprises, and reducing Russia’s inventory of nuclear weapons.”20 This policy stemmed in part from concerns about the possibility of nuclear weapons falling into the wrong hands in the aftermath of the demise of the USSR. But Russians typically view any altruistic-sounding overtures as realpolitik dressed up in liberal rhetoric, a cleverly disguised attempt to alter the balance of power.


As George Kennan pointed out, the Russians, fearing our intentions, are fanatical in their belief that “with the [United States], there can be no permanent, peaceful coexistence.” Therefore, it is “necessary that the internal harmony of our society be disrupted, our traditional way of life be destroyed, the international authority of our state be broken” for the Russians to feel secure.21


As soon as it had put behind the chaotic and economically devastating Boris Yeltsin era in the 1990s, Russia embarked on a new strategy in the 2000s, during Putin’s first presidential term. Putin’s Russia was “concentrating,” or gathering strength, emulating the approach that Imperial Russia took after its defeat in the Crimean War of 1856. This strategy was succinctly captured in the historical phrase written in a circular to foreign powers by then foreign mi-nister Prince Gorchakov. He declared “La Russie ne bouge pas; elle se recueille.” It translates, “Russia is not angry; it is concentrating.” American political scientist Paul Goble half-jokingly called it the Terminator Doctrine: “I’ll be back.”22 Indeed, after a few years of “concentration,” the moment it regained strength, Putin’s Russia resurrected its role of a counterweight to American power, attempting to disrupt Washington’s plans from nearby Ukraine, to near-abroad Syria, to far-off Venezuela.


There are no signs that either country is willing or considers it prudent to stop trying to tilt the balance of power in its own favor.


Putin, clearly aiming to diminish U.S. power projection, has made it Russia’s official foreign policy “to counteract military interventions into sovereign states under the guise of responsibility to protect” human rights. In response, following several failed “resets” by the Obama administration, the United States has toughened its policy towards Russia under Trump, contrary to popular perceptions and false collusion narratives. The Trump administration’s unclassified 2017 National Security Strategy accused Russia of being a revisionist power, one attempting to revise its standing in the world, creating instability in Eurasia—including Georgia and Ukraine—and thus increasing the probability of an armed conflict in Europe.23


Neither country feels that it has any incentives to moderate its behavior. The United States and China have strong economic ties that play a large role in their relationship. But Russia and America have no similar stake in their relationship. To the contrary, Putin was emboldened by the fact that the West did not isolate Russia after its seizure of Crimea. “The rest of the world sees Putin as someone with whom one can do business,” former National Intelligence Officer for Russia/Eurasia Dr. Angela Stent points out in her recent book, Putin’s World. China, Iran, and even Israel are just a few of the major international players who are not turned off by Russia’s authoritarian tactics.24


Lessening the likelihood that the United States would seek rapprochement was the fact that if Trump had cooperated too closely with Putin, he would have opened himself up to charges that he was “colluding” politically with Russia. Nor still does there seem to be a willingness on either side to develop a deeper understanding of each other.


Sadly, even if Washington did extend an olive branch to Moscow, the gesture would not lead to a long-term improvement in the relationship. Friends and friendship are not part of Russia’s lexicon when it comes to geopolitics. To put Russia on the couch for a moment, the fear-filled history that shaped Russia’s national psyche means Moscow cannot have real friends in the way that America feels true kinship with Great Britain or Israel. Russia only has occasional transactional partners with whom it strikes advantageous deals. Or worse, it dominates former Soviet vassals, which newly “imperial” Russia considers junior partners rather than independent countries.


Stalin’s repressions, including the barbaric practice of encouraging children to snitch on their parents, have wreaked havoc on the Russian psyche, which presumes that today’s friend could be tomorrow’s state police informer. “One is born alone and one dies alone” was my father’s frequent admonition, warning me about the dangers of friendship. This is not to say that Russians are incapable of having deep and lasting friendships—they are. But as a people, Russians have unique reasons to fear friendships, particularly olive branches from foreigners. In response to a question from a reporter in the July 2018 summit with Trump about Russia’s interference in the 2016 elections, Putin gave a backhanded acknowledgement that trust between presidents of two rival states like Russia and the United States was impossible.25 The expectation in the Kremlin is that both countries, and presidents, would be doing whatever is necessary to defend and pursue their national interests. This does not exclude election interference, but it does exclude collusion based on trust or friendship.


Opposing concepts of trust explain why trying to normalize relations with Russia over decades have failed, despite the efforts of U.S. presidents since Roosevelt. Episodic and superficial easing of tensions has occurred from time to time. Though rare, we can even cooperate with Russia when mutual interests coincide, if we watch our backs.


But we cannot—ever—be friends.










CHAPTER 1 Russia’s War on America
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“Russia is no longer a chopped-off map of the Soviet Union but a confident great power, with a big future and glorious people.”


—Vladimir Putin





I grew up in a blue-collar family in a small city founded by Russian emperor Peter the Great in Eastern Kazakhstan. At the time I was there, it was part of the Soviet Union. I didn’t know it when I was young, but the city was filled with heavy industry, which was producing and processing toxic chemicals. The production of uranium, beryllium, and other rare metals was in support of a super-secret Soviet nuclear project. All I knew was that some of my friends’ parents were “mailmen” (pochtoviki) because they worked at “mailboxes”—code-words for top-secret facilities and their employees—but I didn’t dare ask what that meant. You didn’t ask many questions as a Soviet citizen; you were told only what you needed to know.


I never knew why, but since I was little, my mother wanted me to go to America. She hired me a tutor to learn English, in addition to my English classes at school. America was supposed to be everything that the USSR wasn’t: full of freedom, plenty of food to eat, clothes that had colors other than gray, and movies with happy endings. The Russian people loved America as much as the Soviet government hated it. They spent monthly salaries on blue jeans, grooved to the Eagles’ “Hotel California,” and secretly listened to the Voice of America. We were afraid of the American government, though, fearing that war would break out at any moment.


Just as my mother wanted, I finished high school with a gold medal—that is, first in my class—and was accepted to a university in Moscow to become a teacher or a translator of English and French. In my last two years of college, I worked as a tour guide during summer breaks, taking American and British tourists sightseeing around Moscow and to other cities in the USSR. Particularly struck by Americans, I noticed they smelled good, had super white teeth, always smiled, and had an attitude as though nothing was impossible.


I made great friends with them and was invited to come to America. That was in 1989, just before Mr. Gorbachev listened to Ronald Reagan and tore down “this Wall!” I was stunned in America; everyone here had a TV, a Walkman, a VCR, even a car! You could also choose to live in whichever city in America you wanted. Oddly, the sight of Red Delicious apples at the supermarket blew me away. They were clean, red, and shiny. They were fake, I thought; my friends, in a Potemkin village–like manner, had planted the apples to trick me into being overly impressed with America. No—the apples were real! Mother was right. Sometime later, her prediction came true: I became American, living in unimaginable freedom! I naively thought that this new and awe-inspiring feeling of liberty would last the rest of my life.


But to my surprise, the country I left to live in freedom has, in a sense, followed me here. It is working nonstop in multifarious ways to destroy the freedom we in the United States enjoy.



A “New” War, Twenty Years in the Making


Make no mistake: today, we are at war. The Kremlin’s intervention in our 2016 election is only one page in an extensive “master plan” designed to keep America off-balance, or, if necessary, defeated militarily. The 2018 Annual Threat Assessment by former director of national intelligence Dan Coats notes: “Moscow will employ a variety of aggressive tactics…to weaken the United States and undermine Euro-Atlantic security.” Among the tools Russia will use are influencing campaigns, “economic coercion, cyber operations…and measured military force.”1


Moscow’s desired strategic outcome is a weakened United States immersed in political dysfunction, torn by racial, religious, ethnic, and other social tensions, struggling economically, bogged down in external conflicts, and alienated from its allies. A distracted America, forced to deal with domestic and international problems, is far less likely to interfere with Putin’s strategic ambitions.


In December 1991, the Soviet Union collapsed, and while nuclear weapons remained pointed at the United States, the hostile Soviet communist threat to America ended. Americans envisioned a future of friendship and cooperation with Russia, believing it would surely embrace democracy and (naively) join NATO. Instead, the post-Soviet Russian threat would be underway before the decade was out.


According to the U.S. Justice Department, during the 1990s, the Kremlin likely sent the redheaded “femme fatale” Anna Chapman and ten other Russian intelligence sleeper agents to infiltrate American society.2 These deep-cover spies, called “illegals” in the parlance of Soviet and Russian Intelligence, conducted a sophisticated operation using false identities and posing as ordinary American families. The twenty-year intelligence operation was aimed at “searching and developing ties with U.S. policymaking circles” and sending intelligence reports about their sensitive activities in the United States back to Moscow.3


The intelligence on America, its citizens, and the American way of life that was collected by the Russian spies helped the Kremlin plan and execute its anti-American activities, including Russia’s 2016 influence operation targeting the U.S. presidential elections.


In the late 1990s, Moscow launched a multiyear cyber operation—separate from the cyberattacks described earlier—nicknamed “Moonlight Maze” by U.S. investigators.4 Vast amounts of critical, secret data were stolen from our military, government, and civilian networks, including from the U.S. Navy and Air Force.


But it still took Russia a decade to declare openly a state of conflict with the United States. During the Munich Security Conference in 2007, Putin vociferously denounced the United States and NATO in an inflammatory keynote speech in front of military, political, and business executives from more than forty countries.5 He accused the United States and NATO of waging “illegitimate” wars, provoking an arms race, and causing extremism, terrorism, and general devastation across the world through destabilizing policies.6


Russia formalized the state of hostility in 2010 by designating, in the release of its second post-Soviet Military Doctrine, the United States and NATO as its primary security threat.7 Moscow further codified this assessment in a series of other official documents, including the 2014 Military Doctrine,8 the 2015 National Security Strategy,9 and the 2016 Foreign Policy Concept.10 These are what the Russian government calls “foundational strategic planning and military planning documents,” developed every five to six years by the national security apparatus and approved directly by the Russian president. They serve as the basis for the Russian military’s plans to neutralize assessed threats.


In preparation for a potential war with what Putin’s generals frequently acknowledge as “the world’s best military”—that is, the U.S. military—Russia developed a special doctrine and strategy and implemented an unprecedented military modernization with a price tag on the order of $650 billion.11


Practicing to Stage Cyber Doomsday


Most Americans will be surprised to learn that twenty-seven years after the end of the Cold War, our greatest antagonist of the twentieth century—which still considers itself America’s archrival—is seeking a rematch. Humiliated by the collapse of the USSR, Russia is now ready for revenge.


As Americans—unless you are a military officer or an intelligence analyst—war is not something we think about in our daily lives. We are busy earning a living, inventing modern technologies, checking our social media, and enjoying our overpriced cappuccinos. Burnt out from brutal daily commutes, incessant text messages, and overheated political debates, we hit the pillow, exhausted, only to repeat the routine the next morning. Perhaps this explains why hardly anyone noticed or cared much when, on October 3, 2018, a text message with the header “Presidential Alert” popped up on everyone’s cellphone reading, “THIS IS A TEST of the National Wireless Emergency Alert System. No action needed.”12


This surprising message was a test of the Integrated Public Alert and Warning System (IPAWS),13 a communication capability administered by the Federal Emergency Management System (FEMA) intended to inform citizens about a major natural disaster, terrorist attack, massive cyberattack, or even a nuclear strike. It allows the president to address the nation during a national emergency. And once you see it for real, key government officials are already being evacuated to secret mountain bunkers and airborne command posts from which the president and our top military brass can respond to threats of a nuclear or other potential calamity.


The recent activation and testing of this modern doomsday alert, originally created during the Cold War to warn Americans about a Soviet nuclear strike, is a serious event. Eight to twelve minutes is all we’d have to find a shelter in the event of a real nuclear strike on American soil.14


Our national security apparatus no longer views such scenarios as merely hypothetical, even if you think we left them behind with the Cold War. Six months before the Presidential Alert message on your phone, the U.S. government issued a real alert on the website of U.S.-CERT, the United States Computer Emergency Readiness Team.15 This is part of the national operations center responsible for monitoring cyber threats to our country. That day, the urgent DHS-FBI (Department of Homeland Security-Federal Bureau of Investigation) alert informed Americans that the Russian government had “since at least March 2016” been conducting cyber intrusions into America’s most critical infrastructure.16


Facilities involving energy, water, aviation, commercial and manufacturing centers, the power grid—an existential necessity—and even the nuclear sector all have been under attack. These cyberattacks could have resulted in widespread blackouts, according to a Wall Street Journal report that cited DHS and cybersecurity industry experts.17


“They got to the point where they could have thrown switches” and disrupted power flows, warned Jonathan Homer, chief of industrial control system analysis for DHS.18 At the time of this writing, it is unclear whether the Russians are still lurking within our critical systems. The likelihood that at least portions of our infrastructure are still compromised by the Russians is high. If so, they can wreak havoc at will, should they choose to do so.


Gaining access to these vital control systems could initiate a wide range of malicious activities—not just shutting down a power plant or even a grid, but also enabling major espionage operations and even triggering a nuclear explosion. Russian cyberhackers took screenshots of machinery used in energy and nuclear plants and stole detailed specifications that show how they operated, which suggests that one of the mission objectives was to conduct reconnaissance for future attacks.19


Russia had already crossed the cyber Rubicon by temporarily shutting down Ukraine’s power grid in a crippling operation during Christmas of 2015, causing a blackout for 250,000 people in freezing temperatures.20 This was the first recorded cyberattack on a power grid outside of a military conflict.21 Imagine what would happen if something as essential as the U.S. power grid were disrupted! The most horrific dystopian movie you have ever seen would be an appropriate comparison.


Considered by U.S. intelligence to be the most formidable foreign cyber actor, Russia is continuously mining U.S. systems for vulnerabilities.22 Russia, along with China, has stolen technical plans for nearly every major U.S. military system and will try to render our weaponry inoperable through cyberattacks during wartime.23 That Putin and his cyber agents penetrated our electrical grid, election systems, and nuclear facilities keeps American generals and government officials awake at night.


In June 2018, top Trump administration officials were advised that the threat to the U.S. electric grid was so serious that the country needed to prepare for a catastrophic power outage, possibly caused by a cyberattack.24 Even America’s weapons arsenal, including the advanced Patriot missile system, the littoral combat ship, and the F-35 Joint Strike Fighter—capabilities that the United States would be reliant on in the event of a kinetic war with Russia—are vulnerable to cyberattacks, according to a recent U.S. Government Accountability Office audit.25


Although the very technology that ensures our survival had been penetrated, there has been little public discussion about it, perhaps because the Russians did not pull the trigger and cause a catastrophic event. Russia sometimes employs actions with limited consequences, what we intel folks call a “shot across the bow,” to signal to its opponent that it possesses the capability to inflict devastating damage, even though it decides not do so. Surprisingly, the media’s attention turned to the “more pressing” business of Russia’s 2016 election interference and the alleged and now disproven Donald Trump–Vladimir Putin collusion story. The media’s lust for political intrigue had once again eclipsed any serious coverage of a true threat to our existence.


What had occurred was not a series of random actions or Russian fun and games. Rather, the intrusions were a test run for a potential war. They were acts of sabotage designed to destabilize the United States, even during peacetime, by a country that views America as a strategic competitor at best and fears it as a powerful wartime adversary at worst.


The official journal of the Russian Ministry of Defense, Military Thought (Voyennaya Mysl’), has been read by very few Americans, even within the Intelligence Community, partly because so few intelligence officers speak fluent Russian—even those whose job it is to focus on Russia. The July 2015 issue discussed what the writers called the “Strategic Operation to Defeat Critical Infrastructure of the Adversary” (SOPKVOP in Russian transliteration), one of the key asymmetric strategies Moscow can use against the United States.26


Such strategic operations are no less than warfighting campaigns developed by the Russian General Staff and executed by their armed forces and the intelligence services to prevent, prosecute, or end a conflict.27 Although intended for wartime, SOPKVOP operations also could be deployed during peacetime to “destabilize the opponent’s social and political situation.”28


It is my assessment that Russia has been conducting cyber penetration of America’s critical infrastructure to test drive and eventually operationalize SOPKVOP. The U.S. government acknowledged that Russia’s “destabilizing” cyber activities “jeopardized the safety and security of the United States and our allies” and were designed to “enable future offensive operations.”29 In other words, to prepare the battlefield for war.


Test Runs for Armageddon


Meanwhile, military steps far less subtle than cyber intrusions were activated. On March 1, 2018, Putin, in his annual State of the Nation address to the Federal Assembly, announced new weapons aimed at the United States, including next-generation nuclear missiles.30


To demonstrate that he meant business, Putin showed a video rendition of a nuclear strike on Florida, home to the U.S. Special Operations Command, the U.S. Central Command—which oversees Iraq and Afghanistan—and President Trump’s “Winter White House” residence at Mar-a-Lago. The simulated attack was launched from a new Russian-based intercontinental ballistic missile (ICBM) complex known as “Sarmat”—nicknamed “Satan-2” by NATO—whose missiles, Putin claimed, were “immune to interception” by American missile defenses.31


“No one listened to us. Listen to us now,” Putin warned.32


It was the latest iteration of the hostile anti-American Putin approach often echoed by Russian military and political elites. In 2014, for example, a Kremlin-backed journalist reminded us that “Russia is the only country in the world capable of turning America into nuclear ash.”33 In July 2018, a senior member of the Russian Academy of Missile and Artillery Sciences stated in the military press that “only a weapon of Armageddon can stop the USA.”34


In fact, Moscow views war with the United States in the long run as inevitable and regularly conducts practice runs for it.35 Russian weapons systems are capable of striking targets throughout the United States and Canada from stand-off distances—that is, without entering U.S. sovereign airspace to deliver the weapons.36


Entering U.S. airspace or not, Russia is the only existential threat to our air domain, according to the U.S. Northern Command (USNORTHCOM), a combatant command that includes the North American Aerospace Defense Command (NORAD). This joint command is responsible for the defense of our nation’s airspace.37


Fearing U.S. conventional superiority, Russia relies on its nuclear forces as a contingency weapon to prevail in any conflict. It is the only country in the world that can destroy American ICBMs on the ground by “precisely coordinating attacks with hundreds of high-yield and accurate warheads,” according to the 2018 U.S. Nuclear Posture Review.38


While Moscow’s cyberwarriors are busy mapping out access to our nuclear facilities, Russian military forces are becoming increasingly proficient at conducting nuclear sneak attacks on the U.S. homeland from the sky or the ocean.39


In 2007, after stunning Western officials at the Munich Security Conference by declaring an end to a U.S.-shaped world order,40 Putin resumed the Cold War practice of running Russian strategic bomber patrols close to our homeland.41 The flight over a U.S. military base on the Pacific Island of Guam by two nuclear-capable Tu-95 “Bear” bombers on August 842 was followed by a test of a powerful non-nuclear “vacuum” bomb on September 11 of that year.43 To reinforce his earlier anti-American manifesto delivered in Germany, Putin was now flexing Russia’s military and nuclear muscle on the anniversary of terrorist attacks on the U.S. homeland. The Russians named their bomb “the Father of All Bombs,” claiming that it dwarfs a similar U.S. weapon called the Massive Ordnance Air Blast bomb, or MOAB, that U.S. designers dubbed the “Mother of All Bombs.” Developed in 2005, the American MOAB, officially called GBU-43/B, was first used in combat on ISIS caves in Afghanistan in 2017, after President Trump granted U.S. military additional authorities, in order to speed up the defeat of the Islamist caliphate.44


Since Putin’s renewal of patrols, Russian bombers capable of striking targets deep within the U.S. homeland have been conducting long-range sorties six to seven times per year, according to NORAD.45 I had the privilege of briefing NORAD officials and the previous commander of NORTHCOM, which is nested in beautiful Colorado Springs and the spectacular snow-kissed Cheyenne Mountains, which reminded me of the mountains of my birthplace in Eastern Kazakhstan. Set up in 2002 in response to the 9/11 attacks, NORAD/NORTHCOM—in addition to monitoring missile threats to the U.S. homeland and Canada—also happens to track the arrival of Santa Claus and field phone calls from children all over the globe every Christmas.46


Russian bomber runs—intended to assess U.S. air defenses—have included breaches of the U.S. air defense zone (ADIZ) near Alaska and approaches as close as within forty miles of the coast of California. The U.S. Air Force usually scrambles F-22 fighter jets to intercept the Russian “Bears” and escort them out of the ADIZ. The Russians, who are big on symbolism, sometimes conduct such missions on major U.S. holidays or other significant days. On July 4, 2015, the Russian pilots announced themselves to U.S. airmen via radio communications by saying, “Good morning, American pilots. We are here to greet you on your Fourth of July, Independence Day.”47


In 2009, building on Putin’s renewed anti-U.S. Russian posture, President Medvedev, who was falsely considered by the U.S. national security establishment as the “good guy” in the Putin-Medvedev tandem, renewed Russia’s patrols of strategic navy vessels close to U.S. shores. This was occurring even as President Obama’s White House kept pressing the Russia “reset button.” On August 4, 2009, in a symbolic and mocking gesture, Medvedev called President Obama to wish him a happy birthday, having sent a nuclear-powered attack submarine within two-hundred miles of the U.S. east coast a few days earlier.48 In 2012, another Russian attack submarine armed with cruise missiles sailed, undetected for weeks, through U.S. strategic waters in the Gulf of Mexico, raising concerns within the Pentagon.49


Soon after that incident, I flew to U.S. Strategic Command in Omaha, Nebraska, the combatant command responsible for the U.S. nuclear mission. As part of the Intelligence Community interagency team, I briefed the STRATCOM commander, General Kehler. Due to classification restrictions, I cannot supply substantive details of those discussions, but you can imagine what that meeting was like, especially for my colleague from the Office of Naval Intelligence (ONI). [Redacted X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X] DNI, which coordinates the rest of the sixteen intelligence agencies, prefers reaching a consensus among intelligence agencies on key analytic issues before they are presented to policy or military leaders. So, dissent, although officially acceptable, is not encouraged and sometimes is looked down upon, especially when it is perceived as contradicting the existing administration’s policy. This act of “sticking my neck out” on behalf of the DIA and other candid discussions with the general earned me, as I was told later by my superiors, the moniker “my favorite Russian spy” from the general.


In addition to the attack submarines, Russian spy ships and planes have been detected patrolling off the coasts of Florida, Delaware, Connecticut, and Virginia—all near the areas that house notable U.S. military installations. These drills supply valuable training to Russian airmen and seamen for wartime operations against the United States. They also enable them to evaluate America’s defenses and collect valuable intelligence on U.S. military installations. In the business, we call it “strategic targeting.”


Until recently, Washington’s weapon of choice against Moscow’s cyber and nuclear threats has mostly been economic sanctions. The Trump administration—despite the media’s portrayal of the president’s being “soft” on Russia—has toughened the U.S. posture towards Moscow.50 Trump expanded the use of sanctions initiated against Russia by Obama, indicted and expelled dozens of Russian “diplomats,” indicted multiple organizations and individuals, approved lethal weapons’ being sent to Ukraine to help fight Russian-backed forces, and adopted defense policies designed to mitigate the Russian threat.51 Trump granted American cyber warriors the legal authority they needed to respond in kind to Moscow’s cyber hacking.52 In an unprecedented move in 2018, Trump, alleged to be Putin’s “secret agent,” also authorized an air strike on Russian military contractors who were supporting pro-Syrian government forces. These U.S. strikes killed scores of Putin’s mercenaries.53


Pre-Trump, the U.S. national security community was concerned that offensive cyber operations launched by the American government against Russian systems would interfere with U.S. intelligence gathering operations in the cyber domain or would be met with an even stronger and possibly reckless retaliation by the Kremlin or other cyberthreat offenders. Obama’s cyber policy restricted offensive cyber operations, possibly putting our cyber warriors at a disadvantage against our adversaries, out of concern for potentially unleashing a cyberwar with unpredictable and extremely dangerous outcomes.54 The Trump administration has adopted a more aggressive cyber posture, allowing our military to better combat threats from sophisticated cyberthreat actors like Russia—but potentially increasing the risk of unintended escalation.55 Only later will we know which U.S. policy approach is more effective at mitigating the Russian cyberthreat and whether either one of them changed Putin’s calculus about waging cyberwarfare against us.


It Doesn’t Take Much for the Entire System to Collapse


Russia’s targeting strategy against the United States, such as the cyber intrusions into our nuclear sector and other critical infrastructure, is the result of years of comprehensive study of U.S. vulnerabilities by the Russian military and intelligence services. A January 2012 issue of a Russian military periodical, Foreign Military Observer (Novoye Voyennoye Obozreniye), reveals the military strategists’ calculus for striking an adversary’s civilian infrastructure during a conflict. You only need to defeat a “small number of key interconnected targets” that are vital to the functioning of the state, for the “entire system to collapse,” it said.56


The article referenced a 2001 accident involving a train, which was transporting hazardous chemical materials and veered off the tracks in a Baltimore, Maryland tunnel. The accident burst a water pipe, causing a three-foot flood that disrupted Baltimore’s mail carrier and telecommunications systems, which served major companies like WorldCom, Verizon, Nextel, and others. Disruption of train and auto transportation followed along the entire Baltimore-to-New York corridor. “Taking parts of the adversary’s civilian infrastructure out of commission,” the authors argue, will produce cascading destructive effects “harming the economy, healthcare, defense, and security of the entire state.”57



Driven by Fear of America’s Hostile Intentions


Why does Russia wish for the demise of America? Paradoxically, Moscow sees itself on the defensive. While its actions within its own borders and around the world can be outrageously and inexcusably oppressive and brutal, within the dark mindset of the Kremlin, these acts are justifiable.


Moscow considers the area within Eurasia that was once the Soviet Union as Russia’s exclusive sphere of influence—a region that is critical for its security and therefore off limits to U.S. influence—a no-go zone for the West, in Russia’s view. The freedom Washington has granted to the Baltic states to join NATO is considered an existential threat to the Kremlin. While it was the right thing to do, it made Russia more insecure and dangerous.


Deeply disturbed by U.S. involvement in conflicts in Kosovo, Iraq, Afghanistan, and Libya, and the Arab Spring uprising, Putin feared the U.S. might eventually intrude closer to Russia. He was known to be personally shaken by the disintegration of Yugoslavia and the brutal deaths of fellow strongmen Saddam Hussein and Muammar Gaddafi at the hands of their own citizens. Russian officials blamed Washington for the so called “color revolutions” that took place in Ukraine (“Orange”), Georgia (“Rose”), and Kyrgyzstan (“Tulip”) in the early-to-mid 2000s, accusing the United States of “meddling” in its neighbors’ internal affairs. It interpreted these events, and especially U.S. attempts to draw Georgia and Ukraine into NATO, as setting the stage for disintegration of Russia, which is itself an amalgamation of ethnic regions and republics. Some of these areas, such as Chechnya, are historically rebellious and ripe for secession.


In addition to history and culture, Russia’s threat perceptions are also shaped by an ideology called Eurasianism.58 The ideology, which has its roots in the 1920s, has recently been revived by Aleksandr Dugin, a Putin guru widely known for his anti-American views. This imperial, conservative, anti-Western ideology envisions Russia and the United States in an existential conflict for the control of Eurasia, the vast landmass that includes both Europe and Asia.59 Russia in part justifies such claims by citing U.S. strategists who have advocated an assertive U.S. policy in Eurasia.60


Influenced by Cold War thinking, Moscow holds Washington responsible for the collapse of the Soviet Union, which the Russians believe was precipitated by America’s outspending Russia on armaments and by a secret plot, which the Russians don’t specify, orchestrated by the Central Intelligence Agency. Similarly, Russia’s political and military elite believe Washington seeks to overthrow Putin’s regime and, in the long run, dismember Russia in order to control Eurasia.61


They view Washington’s promotion of democracy and advocacy for human rights, in addition to NATO’s expansion into the post-Soviet space, as a ruse for installing anti-Russian and pro-Western governments in Eurasia, including Russia itself. Russia, therefore, rejects values we hold dear and views our embrace of them as cynical opportunism. Inflicting oppression in the name of stability, defense of its empire, and preservation of power for the ruling class defines Russian history.


The United States, under the leadership of Ronald Reagan, upgraded the Cold War policy of containment towards the Soviet Union with a proactive policy that sought the defeat of the USSR. This policy aimed to “weaken the USSR and its ruling elite, change the political and economic system to a more pluralistic one, and over time, reverse Soviet expansionism,” according to the U.S. National Security Decision Directive (NSDD) from 1983 entitled “U.S. Relations with the USSR,” which was declassified in 2008.62 U.S. grand strategy in 1986, according to another previously top-secret document, sought to prevent “a single hostile power or coalition of powers from dominating the Eurasian land-mass…[and] assist democratic and nationalist movements where possible in the struggle against totalitarian regimes” by “providing material support to such movements” while remaining “the natural enemy of any country threatening independence of others.”63


George H. W. Bush’s defense policy and strategy, while acknowledging the reduction of the threat to U.S. and European security with the collapse of the USSR, aimed to prevent “re-emergence of a threat from the Soviet Union’s successor state.” Bush Sr.’s Pentagon sought to ensure that “no hostile power [be] able to consolidate resources within the former Soviet Union,” as part of its broader goal to prevent “the emergence of any potential future global competitor.” U.S. defense policy officials thought that the best way to achieve these goals was to encourage Russia and Ukraine to “demilitarize their society, convert their military industries to civilian production, eliminate or radically reduce their nuclear weapons…and prevent leakage of advanced military technology and expertise to other countries.” Washington believed that turning Russia and the post-Soviet countries into “peaceful democracies with market-based economies” would promote peace and stability and enhance its own security since, according to this logic, democracies don’t go to war with each other.64 But Moscow, which for centuries has relied on authoritarian rule and military power for its security, internal stability, as well as expansion, considers such U.S. actions as deliberate attempts to weaken and defeat Russia.


Worst-Case-Scenario Mindset


Moscow’s suspicions of U.S. intentions toward Russia and fears of regime overthrow were shaped by its turbulent past. Russians have a strong connection to their history, scarred with foreign invasions, wars, and revolutions that caused horrific economic devastation and loss of life. In the past hundred years, the country experienced four catastrophic events: the first World War; the Bolshevik revolution of 1917; World War II, which claimed the lives of twenty million Russians and is referred to as the Great Patriotic War; and the collapse of the USSR in 1991. These events forged strong imprints on the Russian national psyche, making Russians deeply suspicious of the West’s intentions and obsessed with the idea of “encirclement” by hostile powers. Paranoia and presupposition of inevitable conflict are deeply rooted in Russian strategic and popular culture. Russians believe it is not a matter of if, but when, conflict will erupt. And so, they always prepare for the worst, especially when it comes to beefing up their military capability, which they make known to the world.


Moscow has adopted a “fear-equals-respect” mentality, often intimidating its perceived enemies with hostile rhetoric, demonstrations of powerful weaponry, and nuclear saber-rattling.


This outlook can be hard to understand for Americans, who are more optimistic and assume—or at least hope for—a peaceful future. But unlike Russia, America has not experienced a major war or revolution on its soil for over a century and a half. With the stark exception of the 9/11 attacks, Americans believe that wars happen “over there.”


The Russians believe that only a strong, czar-like leader can protect Mother Russia from foreign invaders, supply domestic stability, and command respect internationally. This explains why, despite his authoritarian rule, Putin often earns high approval ratings, between 60 and 80 percent. It also explains why there are Russians who (oddly to Americans) support Joseph Stalin, even though he murdered millions of Soviet citizens. Most Russians will sacrifice what they feel they must, including personal freedoms, for stability and security. They view democracy as chaotic and unstable because it allows individuals to challenge and change the state.
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