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This book is dedicated to all the victims of active shootings.

Too many to name here; too few to forget.


Foreword

In Be a Hero, former SAS commando John Geddes and journalist and author Alun Rees offer a commonsense approach to the global epidemic of violent attacks on our society. The authors brilliantly outline in easy-to-understand yet comprehensive detail the threat of the active shooter and what steps should be taken to increase your chances of surviving an attack.

Although some folks in the military and law enforcement communities know how to react to an active shooter, the vast majority of people in the United States have never received this type of training. Now, thanks to John Geddes and Alun Rees, these principles can be readily understood by reading and understanding the guidelines presented in Be a Hero.

An active shooter usually tries to kill as many people as possible and will not stop until taken down. The victims are often attacked well before the police are able to respond. This is an essential fact. You cannot afford to simply wait for the police to arrive to save the day. Steps that can save your life—and the lives of your family and your coworkers—can and should be learned ahead of time.

A child, a student, a worker, or someone just waiting for a train—anyone could be at risk of an attack from an active shooter. Be a Hero was not written to scare the reader but to inform and educate.

Following the attacks on 9/11, I was asked to create an active-shooter training program for a federal agency and spent the next several years training government employees, law enforcement personnel, and civilians. Although we all understood the dangers involved with the active shooter at that time, I am stunned at just how much these attacks have increased over the past decade.

In the United States alone, there is now an average of almost two active-shooter attacks every month, and these attacks have occurred in more than forty of the fifty states. Globally, including the attacks that take place in war zones, the number is in the tens of thousands.

These attacks are not predictable, and in most cases the carnage took place in less than five minutes.

The FBI conducted a study of 160 active shooter incidents in which 486 innocent people were killed and another 557 wounded. In some of the attacks family members, former spouses, or coworkers were targeted; in others, it was just violent indiscriminate killing.

The FBI study revealed that in 21 of the 160 incidents, unarmed citizens—principals, teachers, and facility staff—bravely confronted the active shooter and disrupted the attacks.

Many of the active-shooter attacks happened in malls, schools, and businesses, but any place with a large gathering of people is a potential target.

These studies point out how real this threat is to our society, and they also highlight the importance of training—not only for our first responders but for all citizens.

As I always told my students, “Just imagine how you would feel, for the rest of your life, if an attack occurred that killed your family, friends, or coworkers, and you did not take the simple steps that could have saved those lives because you did not know what steps to take. Plan for the worst-case scenario and hope for the best.”

I strongly believe that we all need to do our best to recognize and understand the threats we may face—and to remain vigilant, prepared, and ready to act if attacked. Be A Hero will better prepare you to survive the worst-case scenario.

Don Mann

Navy SEAL Team SIX (retired)


Preface

It will never happen to you, will it?

You’re walking to work through a London street, sipping coffee in a Mumbai hotel or a Paris café. Maybe you’re in the crowd at a marathon in Boston or studying in a high school at Columbine. All is peaceful, as it all should be. And then the gates of hell open. Windows implode; the physical impact of shock waves strikes you as a device explodes nearby. Whether or not you survive a bomb blast is a complete draw of the lottery. You are one of the lucky ones, but then the shooting begins and you hear the rattle of automatic gunfire coming your way. Terror takes hold of you. What do you do next? Which way do you turn, and who can you turn to?

In military terms you have, in effect, been ambushed—but you’re a civilian. You’ve had none of the training that automatically kicks in when a soldier comes under attack. You’ve not been tested under fire. You don’t understand the tactical nuances of the choices you next make.

Shock, fear, and hysteria will take over. You will not be prepared for decision making but you’ll be faced with life-or-death choices as an active shooter picks victims at random.

I can help you. My name is John Geddes and I’ve written this guide to help you survive. It’s designed as an aid for civilians in the event they are drawn into the chaos and terror of an active shooter event.

I’ve drawn on my extensive experience as a Special Air Service warrant officer on active duty alongside other elite troops. I took part in scores of anti-terror operations and covert interdictions around the globe, frequently with colleagues from US Delta Force. And as a young soldier fighting in the Falkland War, I had a sobering introduction to the realities of battlefield casualties.

I learned more when I left the Special Forces to pursue a career protecting TV crews, diplomats, and businessmen on perilous journeys into the insurgency and jihad of Iraq, Afghanistan, and Africa. I shepherded them through riots, bombings, and ambushes by gun and grenade.

Over the years, I’ve briefed hundreds of clients on how to react when danger presents. I can brief you too on how to best control the inevitable panic. I’ll equip you with the tools needed to make lucid decisions in the midst of utter confusion and chaos.

It seems barely a week goes by without some new outrage unfolding on our television screens, and the numbers are increasing at a frantic rate.

The facts on this are stark. In 2010, fifteen terrorist attacks outside of war zones were recorded worldwide. By 2015, the numbers had rocketed to 118 separate atrocities. In the first three months of 2016 alone, twenty-five attacks occurred, including the destabilizing attacks on the Belgian capital, Brussels. By the end of the year, 432 people had been murdered, and hundreds more were injured, in terror attacks in the United States and Europe. This included the worst terror outrage in American history at the Pulse nightclub in Florida.

On average, twenty mass shootings occur every year in the United States; these devastating incidents usually last no more than twenty minutes and usually a lot less.

If you count the tally in war zones such as Afghanistan, Syria, Yemen, Libya, and Iraq, the number of incidents soars into the tens of thousands. Countless thousands of innocent people around the globe have been affected by situations of extreme danger played out in otherwise everyday settings—and there’s no sign it will abate.

Indeed, new threats emerge with random knife and machete attacks in public places by jihadist beheaders intent on spreading raw terror.

This book represents a commonsense approach to the global epidemic of violent attacks on our society. People should hope for the best but be prepared for the worst in a world at war.

That’s why I’ve drawn on my experiences to write this indispensable guide to the unacceptable realities of modern terror. My aim is to underpin your daily lives during these threatening times by giving you the knowledge to come out safely on the other side.

The title Be a Hero reflects the truth. You can be a hero simply by keeping your head while others panic. You can be a hero by offering emergency medical help at the scene.

You don’t have to take on an active shooter to be a hero, but you are a hero if you do. Simply making a decision in the face of such danger is courageous. Being decisive is being heroic.

At the core of what I have to say lies an inalienable truth: We are not sheep. We do not have to wait to be slaughtered. We can act to protect ourselves.

Given good fortune, a brave heart, and the glimmer of an opportunity, the skills you learn in this book could help you stop an active shooter in his tracks.

God forbid you should ever need these skills. If you do, then I hope they’ll help you to Be a Hero.

John Geddes

September 2016


Introduction

THE BIG PICTURE

Despite all the odds, the worst has happened and you’ve come under attack by bomb and bullet. The litany of fear will follow. Disorientation, hyperventilation, a heart-bursting pulse rate, surging adrenaline, and tunnel vision. You don’t know which way to turn.

What do you do next? Who do you turn to? And which way should you turn? In the chapters that follow, this book will deal with all the issues in this broad-brush overview.

The aftermath of a bombing is an extreme environment, but I’ll give you the knowledge to cope and the basic skills to help yourself and the injured.

An active shooter situation brings different challenges. I’ll take you step-by-step through the decision-making processes that will enable you to evade and escape the killer.

I’ll also talk you through some basic measures to help you to take direct action against an assailant if that’s what you have to do. You may have no other choice. It may be a case of do or die.

The issues of a combined assault where an explosion is followed by a shooting attack will also be discussed. This is a particularly disorienting and confusing situation. I’ll help you with it.

We’ll take the three basic situations with which you may be confronted—a bombing, a shooting, or a combination of the two—and work through the permutations of the actions to take in each scenario.

Your response in the first few moments of an attack is vital and may ordain your personal outcome. The brain’s emergency response system will flood your body with neurochemicals that prompt the primal responses of freeze, flight, or fight.

It was meant to be that way. Mankind first evolved to live and hunt among big, predatory beasts. The initial freeze response is designed to keep you from being spotted by a dangerous predator. That’s precisely what an active shooter is—a dangerous predator.

Flight reflexes follow when your senses judge you have a chance of escape and your system is flooded with adrenaline. If the flight strategy is unsuccessful and you’re unlucky enough to be cornered, the fight reflex kicks in. Make no mistake—in a life-threatening situation, you will find yourself fighting to the death.

Other chemical messages from the brain such as anger, revenge, or the desire to save the lives of others may trigger the fight reaction even if you have the option of escape.

Let’s hope all those hardwired reflexes work. Let’s hope you’re so motionless you fade into the background and aren’t noticed by an active shooter. Let’s hope when you make a break for it, your timing is good enough not to catch a burst of automatic fire. If you decide to chance retaliating against the assailant, let’s hope the fight reflex is so powerful that you take him down.

After the first seconds and minutes of relying on those Stone Age responses, you will then need to control and channel the effects of the adrenaline and cortisol chemicals surging through your system.

In effect, you’ve been turbocharged and you need to remove your foot from the pedal. Learn to regulate those urges and make more considered and rational choices to survive.

Knowledge leads to understanding, so in the chapters that follow, I’ll explain the processes that unfold when the brain’s danger radar sets off the chain reaction of freeze, flight, or fight. I’ll explain how you can channel the surge of adrenaline into critical actions that will allow you to make the best of the worst possible situation.

These days, terror comes uninvited to our doorsteps. In the western democracies of Europe and the United States, jihadists deliberately target ordinary people going about their everyday business or during their leisure time. In the same way, paranoid gunmen run rampant through our communities and college campuses, killing indiscriminately.

The average profile of an active shooter is very consistent. In 98 percent of incidents the shooter acts alone. And 96 percent of them are men, which is why I will refer to them as “he” or “him” throughout the book.

Around 40 percent of events end when the active shooter commits suicide. Most of the remaining events end with him being shot. Very few shooters are taken alive.

Terrorist attacks are not confined to developed economies. Ordinary folk across Africa, the Middle East, and the Indian subcontinent are subjected to lethal sectarian attacks by bomb and bullet, too.

This book can help anyone, anywhere in the world. And to be clear, I have no intention of engaging in a rant about the evils of extreme Islam or in a critical commentary on the gun laws of any country.

Those issues are not my concern except where they dictate the way an attack is conducted. Motives are irrelevant when bullets are fired at random. Religious intolerance or voices in the head, jihadist or paranoid college nerd—it matters not. All that matters is survival.

Which brings me again to the title of this book—Be a Hero. It’s fundamental. My definition of what constitutes a hero is not confined to the military heroics that win the Medal of Honor.

Society recognizes, and gratefully acknowledges, the gallantry of a trained soldier, sailor, or airman whose endeavors go above and beyond the call of duty. An unarmed, untrained civilian has some unique challenges to overcome yet is still able to exhibit heroism in different ways.

So, in my eyes, you’re a hero if you survive a bombing or a shooting and then go on to give medical assistance to your wounded fellows. Similarly, if you manage to evade an active shooter and lead a group of terrified people to safety, then you’re a hero. In the heat of the moment, some individuals might instinctively want to attack the assailant. This book offers you some core skills to be that hero, too. There are also documented cases of people taking a bullet to save the life of a loved one or, sometimes, a complete stranger. Such selfless valor is beyond words.

For the most part, police chiefs in the western world advise against direct action, promoting instead a “leave it to the experts” philosophy. I fundamentally disagree with them.

But I agree with the Homeland Security Department’s advice: “As a last resort, attempt to take the active shooter down. When the shooter is at close range and you cannot flee, your chance of survival is much greater if you try to incapacitate him.”

I’d go a step further and say there are situations when certain capable and determined individuals should actively seek confrontation with the shooter. This largely means people with combat experience and concealed carry–permit holders whose intervention could save innocent lives.

Often, long delays occur while official forces “clear” an area of active shooters. If you have a gut feeling that compels you to take action against a shooter, then do it. It may be a stark do-or-die choice. I’ll help you with the task.

Male or female, heroes and heroines come in all shapes and sizes. Their qualities may be found in exciting acts of physical valor or far less obvious acts of courageous defiance.

I hope this book will help you to find the hero within. Whether you’re a big strong warrior or a physically weaker individual, endowed with more than your share of courage, you will find out in the moment.

Whatever your personal qualities, it will help enormously if you realize one thing from the outset. Attacks with gun and bomb are executed without any consideration of mercy. Get this straight. Begging won’t work; you will not be spared. Better to be prepared. You will have been thrown onto a roulette wheel. I want to help you beat the odds.

The first chapter of the book deals with fear. It contains some simple but effective techniques for recalibrating yourself and bringing the chemical urges generated by terror at least partially under control.

Let’s assume you’ve spent a few moments doing that. Your heartbeat is slowing and you’re breathing more regularly. What next? Well, you’re in trouble and it’s decision time.

The second chapter is about preparation. I will talk you through the techniques of Situational Awareness and Dynamic Risk Assessment.

Situational Awareness will give you a new way of looking at your surroundings and will make your daily life more vibrant. Dynamic Risk Assessment will provide you with a rolling, real-time analysis of your situation when danger strikes.

The third chapter recognizes that most of you will want to hide; most of you will want to flee the scene. That’s a good strategy and I will go into detail about how best to escape and evade.

You’ll learn the fascinating practicalities of cover from fire, skills that come as second nature to good soldiers navigating the dangerous terrain of a battlefield.

I’ll explain the optimum places in which to take cover and which everyday objects and landmarks will afford the best protection. I’ll also tell you where not to hide.

The fourth chapter will show you ways you can disrupt a shooter’s tempo of killing and how to use everyday objects to turn the tables and create a zone of distraction and danger for him.

For those who find the resolve to fight back, the fifth chapter will talk you through vital strategies to help even the odds. I’ll outline techniques for positioning yourself for an attack and show you how commonplace items can be used as weapons.

I’ll also drill you in some highly effective Special Forces methods for disarming an active shooter. Attacking a shooter demands an uncompromising burst of savage violence on your part.

But remember, the law requires you to show restraint once the shooter has been disarmed and subdued. When he no longer presents an immediate danger, you are obliged to stop attacking him. Crazy as this may seem, desist from smashing him up any further. Otherwise, you might find yourself in trouble with the law or even sued by the shooter’s family. Go figure.

The next chapter will tackle the growing problem of random knife and machete attacks, often aimed at beheading victims. These incidents are growing in number in Europe and have reared their heads here in the United States. I’ll give you good strategies to foil a knife assault.

I can’t emphasize enough that this is dangerous, last-ditch stuff. The decision can only be yours, and my advice may or may not save your life. But once decided, the knowledge you gain here will help you tackle terrorists with confidence and avoid targeted violence.

At this point, I want to underscore that there is very little in this book the bad guys can’t access on jihadist or anarchist websites. After all, we live in an age where you can download instructions to make a dirty nuclear device with relative ease.

The bad guys spend their spare time studying and sharing this stuff online. I think it’s time for good people to arm themselves with knowledge they would never, by inclination, use unless they had to in desperation.

The seventh chapter deals with those who are licensed to carry concealed handguns legally in certain jurisdictions. I’ll outline strategies you can employ to use your weapon most effectively. I’ll also point out some of the pitfalls of deploying your handgun and how to avoid them.

A concealed carry holder may kill the shooter with their weapon, but they’d do well to stop shooting when the assailant no longer has a weapon in hand. Essentially, you can kill him when he’s armed but not when he’s disarmed, although a thousand lawyers may have a thousand opinions on this.

The area where most people can make themselves useful is medical first response, which will be discussed in the eighth chapter. Be clear we’re not talking about cuts and scrapes here. This is about traumatic battlefield injuries, crude amputations by explosion, and the catastrophic ripping and tearing of vital organs by shrapnel or bullets. It’s uncompromising stuff, which demands the fainthearted should step up to the plate.

Paramedics will often be cordoned back until the area has been secured. I’ll show you how to carry out a combat-style triage at the scene. Everyday materials can be used in the crucial task of controlling blood loss. I’ll tell you how you how to do this.

In the ninth chapter, I’ll deal with some of the issues surrounding the use of digital technology and social media by terrorists or their victims during the attacks themselves. It’s a complex and difficult area. I’ll advise you.

The chapters I’ve described so far concentrate on the theoretical aspects of surviving an active shooter event. My descriptions of the various possibilities of taking and breaking cover, making the environment hostile to the shooter and, in the final analysis, taking the shooter out are in the abstract.

Cynics among you might be forgiven for thinking: “No sir, that’s just not possible. You’d get shot and killed within a heartbeat.”

Well, believe me, all of it is possible. The last chapter will bring it all together and tie the theory in with reality. I’ll describe well-documented and inspiring acts of heroism by everyday, ordinary people caught up in some of the country’s and the world’s most notorious active shooter events.

These clearly demonstrate that the lessons you will learn are based on fact. In that way, the abstract ideas will be brought to life.

I’ll draw on case histories of active shootings like the Bataclan rock concert outrage in Paris, the Pulse nightclub shooting in Orlando, the Sandy Hook and Columbine school atrocities, and many others. The case histories contain accounts of inspiring individuals taking their fate into their own hands and turning the tables on terrorists.

This chapter is subdivided into categories such as schools, shopping malls, and movie theaters, allowing me to point out the different problems each environment presents and the best ways to tackle them.
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