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PRAISE FOR


THE CEO’S DIGITAL
 SURVIVAL GUIDE




“I have worked with Nathan for over twenty years in all facets of information technology, including cybersecurity, database management, and networking. He is, in essence, the soup to nuts in the IT world. Nathan is thorough in his research, the layout of a plan, working with team members on execution of the plan, and finally, a well-thought-through implementation.”


—Colt Vollmann


President, VSR Industries




“If you own or are responsible for a business, you must read The CEO’s Digital Survival Guide! The world of technology gets harder to navigate every year, but the reliance on it increases. Nathan has created a clear and easy-to-understand guide that condenses what a CEO needs to know to make the best risk-based decisions for their business’s IT systems and information security.”


—Leia Kupris Shilobod


CEO, InTech Solutions; author,Cyber Warfare: Protecting Your Business from Total Annihilation




“Nathan brings technical savvy and real-world know-how to business. His practical knowledge and professionalism keep networks running while eliminating security threats. Nathan’s application of technology and thorough advice provide a powerful combination that significantly accelerates business growth.”


—Brad Mishlove


CEO, Catapult Groups




“I have worked with Nathan Whittacre and his company for over twenty years. He has helped to guide us through the complex worlds of computers, networks, and, most importantly, security. He has a special ability to learn our needs and help us implement them in a safe, secure, and cost-effective manner. I have found that he has a special ability to explain complex technology issues in ways we can understand. I have called him the everyman’s genius and I stand by that.”


—Jim Hazle


System administrator, DOCS Management Services
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INTRODUCTION


KEEPING YOUR PLACE IN THE FUTURE
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I have been working with companies for over twenty-eight years, helping them to be successful with the technology they need to ensure the security of their business. This usually entails building the right infrastructure, purchasing the right software, and protecting it with the right security systems. With almost three decades of experience, I’ve found business owners usually fall into one of three categories in regard to technology: gets it and wants it, doesn’t get it but wants it, and doesn’t get it and doesn’t want to hear about it. My experience has shown me that the owners and their management teams that fall into the “gets it and wants it” category are usually the most successful in their business because they are students in all aspects of their business. They want to implement the best systems and technology in their company to make it easy and successful.


On the other hand, I am constantly called in to help companies that fall into the last category of “doesn’t get it and doesn’t want to hear about it.” What has bothered me for many years is that I don’t understand why these owners don’t even want to hear about it. I go into these businesses and find ten-plus-year-old equipment, passwords written on sticky notes on laptops, systems that don’t work, and employees who are frustrated. Usually, I get a call about the time that something has crashed or a hacker stole all their data and they can’t work.


After each call and after I’ve worked to put their company back together, I’ve often asked myself, “Why?” We are always hearing about yet another company that has suffered from a cyberattack. These companies are big and small. From public companies and organizations such as Target, Equifax, the federal government, and Colonial Pipeline to small companies that don’t get quite as much attention. These nonstop news stories should be a wake-up call to these owners to do something inside their companies. I’ve done countless seminars, webinars, blog posts, TV shows, and personal interviews, all talking about simple things that everyone, and especially business owners, should do to protect themselves. I’ve even talked to people after they have had an attack who told me they heard my talk but didn’t think it could happen to them—until it did.


So where have I, and my industry, gone wrong? There are plenty of other books out there on cybersecurity. You could read an endless number of blogs and listen to podcasts about technology. After the last call I received a few months before writing this book, it really occurred to me where we have gone wrong as an industry. It is just too complicated. We use too many acronyms that people don’t understand. We use “geek speak” and everyone’s eyes gloss over. I also realize that I’m like a personal trainer or dietician trying to help people lose weight and get healthy. Everyone knows that they shouldn’t eat fast food, but it is so easy to just drive through and grab a burger. Or why they should work out or go to the gym—because most people would prefer to do a Netflix marathon than run one. It is much easier to use fear to scare people to make changes than teach people about why they should do something good for themselves. Those are the tactics that I’ve used in the past and my industry generally uses too.


My concept for this book is different. I hope to teach you some things about technology, use some stories that are relatable, and give you tools to be able to implement them inside your company. More importantly, as we walk through these stories together, I hope to inspire you to make changes because you understand why it is so important to do it. Taking action with technology isn’t about the technology; it is about making your business better and, in turn, making your life and the lives of those who work for you better.
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You may feel overwhelmed or in a different world as I walk you through this journey. That is perfectly natural. Your core competency is in the industry that your business is in. If you feel that you can make this journey on your own, I know you will do great! Over the years I’ve read many books and implemented many new tools and systems in my business by reading a book, and the process of discovery and change was a fantastic experience. On the other hand, there were times that I felt like I needed a guide to help me through the process. I found the best coach, consultant, or team to help me improve my business. Just like hiring a guide to take you on a new journey in an unfamiliar land, there are many professionals who can help you through this journey. My firm, Stimulus Technologies, helps business owners and executives find success in their companies through technology. Whether you do this on your own, use a local guide, or contact me, I know this material will help your company grow in the new economy, be protected from all the threats that are out there, and help you to more easily achieve your company’s security needs and goals.


My hope is that you will be able to take this journey with me to review your company’s security requirements and, most importantly, enjoy the trip along the way!


My Reasons for Writing This Book


With over twenty-eight years of working with business owners and company executives on their security needs, I’ve had many experiences that have led me to write this book. The dangers are everywhere. I have found that most of the business leaders I work with really understand their business. Whether it is a doctor, dentist, home builder, CPA, car dealer, or engineer, they have all been very smart people in their respective industries. Most also know that technology will help their business and that they must use technology to gain competitive advantage. Most are also afraid of technology to some degree because they don’t understand it as well as their primary line of business, and many technologists tend to talk above, around, and through them. They are often reminded of the old Saturday Night Live computer guy who would come into the office when the owner or employees were having issues, make some snarky remark, and just tell them to move so he can fix it. Many are also somewhat embarrassed that they don’t know more about the technology their company is using.


I have three reasons for writing this book. First, to give you, all the business owners out there, a clear guide to help you speak and make decisions about technology as if it was your second language. Second, to give you a glimpse of how technology can help your businesses grow and operate more efficiently. Finally, to make it a really interesting book to read and not just a technical manual that only computer nerds would read.


If leaders of a business are not able to clearly understand technology or speak about it with an IT professional, it puts them at a disadvantage. Most executives are experienced professionals, have spent many years in college getting degrees—looking at you, my doctor friends—and are very smart and capable people. When a young twentysomething computer kid comes into their office talking about IP addresses, IPS firewalls, virtualization, or anything similar, they feel reluctant to admit that they have no idea what the guy is talking about. So they nod and allow them to do whatever they want. They also have issues making informed decisions about hiring a competent internal IT person or an external IT firm. They tend to allow problems or poor work performance to go on for months or years because they just don’t want to deal with the issue, and they think all IT people are the same. My goal with this book is to give these owners the power to make good decisions about the technology in their company and have a reference guide to know enough about the technology they are using to lead their company into the future.


Technology allows companies to do more work faster and with less labor. Close your eyes for a minute and think about an engineering firm in the 1950s. (Okay, now open your eyes so you can continue reading.) Not just any engineering firm but a company that is going to design something that has never been done before. Imagine a large room filled with desks in neat rows, each desk with an engineer wearing a white shirt, tie, and horn-rimmed glasses sitting behind it. On the desk are a large roll of blueprints, a slide rule calculator, and a bunch of pencils. The engineers in that room are working day in and day out on designing a rocket that is going to send astronauts to the moon. I think everyone has a clear idea in their heads what that room looks like. Imagine how much time was spent erasing lines, throwing away paper, doing manual calculations, and just moving documents around from one person to another. That happened about sixty-five years ago, but it doesn’t seem like that distant of a memory. If technology has advanced from metal slide rule calculators and pencils to high-speed, globally connected supercomputers that fit into our pockets in sixty-five years, then consider where it is going in the next sixty-five years. If company leaders aren’t implementing current technology in their businesses, they will be left behind their competition that is implementing it correctly. Business leaders who do technology right will be able to build their businesses with less required labor and help those people work more efficiently, and everyone inside the company will be happier and more successful.


This is a book about technology. I want to admit something right now: I’m a nerd. I like reading textbooks. I generally open manuals and read the instructions. I geek out on the latest and greatest technology, whether it is about computers, cars, planes, bikes, or just about anything. I also know that I am an odd duck. Most people aren’t like me. I know that there are hundreds, if not thousands, of books about cybersecurity, using technology in your business, or whatever latest book is out there on improving your company in many other ways. I’ve read a lot of them. Most don’t address the CEO directly; instead, they are focused on the technologist who will implement the tools and information—and most of them are just boring. My goal with this book is to wrap some people stories from my life, including some of the fun adventures that I’ve been on, into a guide that will help the reader relate to the material. My hope is that the stories I present will make it easy to understand the acronyms and terminology so that you will remember them for years to come.


Guide to Using This Book


Have you ever used a trail guide to simplify and map out your journey? If you have, you know how much easier and safer your journey will be. I’ve written this book to be like a trail guide, which is broken up into different sections: food, shelter, first aid, etc. I have separated the book with each section having subsections that allow you to have quick references to review. There are different levels of understanding of technology; this is not a definitive guide on how to implement all the suggestions that I make in the book. View this book as recommendations that you can take to the professionals around you to help put in place in your business. Because businesses rely so much on technology today, I believe that the business owner, CEO, and anyone involved in major business decisions should have a fundamental understanding of how technology works inside the business. It should be one of your core competencies. As you implement these recommendations, you will see big increases in efficiencies. In other parts of the book, especially when dealing with security, it is important and essential to have all the recommended systems in place.


Many small business owners do not think that cybercriminals are after them or what they have on their computers and network. This big mistake can lead to your business losing tens or even hundreds of thousands of dollars, lost reputation, loss of clients, and potential fees and fines from the government. I recommend not just utilizing this handbook but also utilizing experts to help you implement technologies in your business. This is only a guide, and like many guides, your mileage may vary. I don’t know all the circumstances around your business or industry. I recommend that you consult with your local trail guides and experts to help you along your journey. Having a general knowledge of what needs to be implemented inside your company will help you understand those experts better and allow you to make the best decisions about their services and recommendations.


Each chapter of the book has several parts.


An introduction story brings the material that I’ll present in the chapter to life. My goal is to bring some experiences inside or out of technology that relate to the topic of the chapter.


Each chapter includes a section of definitions. There are so many acronyms in technology. Your technology professionals will throw these acronyms around like candy on Halloween. My goal is to provide you with a quick reference to these terms that technologists use all the time.


There are several subsections in each chapter. These subsections will give you a more detailed understanding about the main topic.


Finally, each chapter contains another self-assessment on topics discussed in the chapter. Use these assessments to identify where you are at currently and pick a subsection to focus on after reading that chapter.


My goal is for you to be able to use this book as a reference manual that you can go review over and over again as you improve and implement technology in your company.


There are guideposts along the way.


Trails generally have markings that help you find your way. You will see some graphics in this book to be a reference for you. Look for these guideposts to lead you on your journey.
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Follow the guide: This is a tricky part of the journey. Be sure to have an expert on the trail to help you through this part of your journey.
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Side trail: This is a beautiful trail to enhance your journey. This book gives you a taste of this information. For additional resources, visit my website: www.nathanwhittacre.com/resources. There are also references to other books and resources that I recommend.
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Danger: This is an important precaution you should be familiar with. Not heeding this warning could lead you and your company off onto a dangerous trail.
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Campsite: Take some time in this section to work with your team, assess your current situation, set goals for the journey, and eat some s’mores.
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Trail junction: Sometimes trails have diverging points that lead you along two different trails, equally enjoyable. You just must make a decision on which direction makes the most sense for your journey.
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Assess your location: Take some time to make sure you are on the right track. You may think you are on the main trail but end up going down a side path that leads to a dead end.





Although this book has serious material in it, I hope that your journey is memorable and enjoyable. This journey is about making your company better through technology. Enjoy the journey, and look forward to the goal!
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CHAPTER 1


A DIGITAL SELF-ASSESSMENT
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I often say that I didn’t learn how to run a business in school. The designers of the computer science curriculum at my university must have forgotten to include a business management, accounting, finance, human resources, or any type of “running a business” survival class in between my programming, engineering, math, and science classes. To be able to run and grow a business over the past twenty-eight years, I’ve relied on three sources of knowledge and wisdom: trial and error (much more on the error side), consultants and other professionals, and books. I’ve listened to hundreds of great speakers over my time in business and read countless books about all aspects of running a business. One thing that always has helped me improve my business is doing a self-assessment about the topic—usually failing the assessment—and then using the knowledge from the book or speaker to improve a few aspects of how I operate my business.
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With my experience in mind, I am going to start by giving you an assessment. This is not a test. There is no pass-fail for this assessment. Well, technically, there is a failure option because if you either don’t have most of these things in place in your business or don’t understand what they are, then your employees, the hackers, and your competition will test your business technology, and they will make sure your business fails. No pressure now—this is to see where you are at in your business and for you to find out what you do know and don’t know about the terms and technology that we are going to be discussing in this book.


This assessment has a score between 30 and 90. You will rank each question between 1 and 3.


1—You don’t understand the question, or you have not implemented it in any way in your company.


2—You have a general understanding of the question and have attempted to implement it in your company, but you know it is not working 100 percent for you.


3—You understand the information in the question, and you know that it is fully implemented across your organization.


Be honest with yourself. This is just the beginning of your journey. By the end of the book, you will understand these concepts and know who needs to implement them inside your company. For now, just get a score for yourself. This is the starting point. The assessment is divided up into six sections: infrastructure, cybersecurity, compliance, backup and disaster recovery, business strategy, and cloud. Each subsection has a possible score of 15.
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If you don’t want to write in the book and make this a permanent record, you can download this as a PDF from my website: https://nathanwhittacre.com/resources. Feel free to download it as many times as you want and also have your team take it. It is always interesting to see where your assessment compares against others on your management team.
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Aren’t you glad that is done? Don’t worry, it is nearly impossible for an organization to have a perfect score. If you have 75 or above, you are doing good, and this book will help you improve on the foundation of technology that you have built. If your score is between 50 and 75, you are well on your way to understanding what you need to do but most likely need to build the infrastructure inside your organization to implement these pieces of your technology. If you are below 50, I’d suggest focusing on a particular area that you think you can get some quick progress on and start working on it.


At the end of each section of the book, you’ll have an opportunity to take another self-assessment on what you’ve learned from that part of the book. This is a guide and a workbook. My goal is to help you effectuate change inside your business so that you are ready for the future.
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CHAPTER 2


BUSINESS PLANNING AND ANALYSIS
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My brother, my dad, and I started Stimulus Technologies in 1995. The midnineties was the dawn of the Internet, but most people hadn’t even heard of it or were not using it. Just to put it in perspective, Google was founded in 1998, Facebook in 2004, and YouTube in 2005. Many of the technologies that we use each day did not exist. Moreover, my dad is old school. He earned his business administration degree in the early 1970s and ran several successful businesses through the 1970s and 1980s. I looked at him as my expert to help me set up the business and operate it. The partnership between my father, who had the experience of running a business, and my brother and me, who understood technology, gave us the tenacity to overcome many trials that would come.


We created Stimulus Technologies in my brother’s garage out of used parts and doors made into workbenches and used handwritten ledger paper to keep track of payroll and inventory. I remember sitting down with my dad the first time we wanted to cut ourselves a paycheck. We manually calculated the required payroll taxes and created a handwritten paycheck that I was very excited to deposit into my bank account. I couldn’t imagine doing that same process today with the seventy-plus employees that I currently have or for the thousands of employees that many companies employ. Whether it’s just one person or hundreds or thousands of employees, running a business is complex. There are wonderful tools available today to help you run your business. This first section is about using some basic tools to start your business and how to make it run well.


On the next page is a list of key definitions that you can refer back to as you read this chapter.




Key Definitions


•Rightsizing: Ensuring that an organization has correctly

scaled its software, services, and hardware.


•Pro forma: A tool that businesses use to map out their financial future. It incorporates a budget or financial forecast and is used to help map out different scenarios that a business could encounter.


•Hardware life cycle: The life span of the equipment that your company buys. Each computer, server, monitor, etc. has an estimated time to function normally.
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Cloud

We utiize a secure cloud-based emal solution, such as.
Microsoft 365.

Our cloud services are configured according to the
Service provider's recommended best practices.

Our cloud-based email and fle services are configured
with data loss prevention policies and alerting to prevent
data breaches.

Users have the abilty to work wherever they are and
whenever the want to work, The connection to the.
company’s infrastructure is secure. The infrastructure can
grow and shrink as business needs change.

We utiize a 24/7 security operations center (SOC) that
monitors and alerts on our network, cloud services and
critical data systems.

Cloud Score
Total Possible 15

NOTES

ToTAL

Total Possible 90
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Taking action with
technology isn't about
the technology; itis
about making your
business better and,
in turn, making your
life and the lives of
those who work for you
better.
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Backup and Disaster Recovery

We proactively monitor our server and cloud infrastruc-
ture for faiures and performance issues so that business
affecting problems can be prevented.

We regularly review our backup strategy, and we.
adhere to a documented process for backup frequency,
retention, and location.

We perform regular backup recovery testing, and we
have a clear time objective for restoring crtical systems.
and data

Our management team understands and has agreed to
the recovery time objective (RTO) and recovery point
objective (RPO) for backup and disaster recovery, and
both are monitored and tested regularly.

We have a well-defined disaster response team with
clearly defined roles, responsibiities, and communication
protocols.

Backup and Disaster Score
Total Possible 15

NOTES.
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Business Strategy

‘The organization's management team views technol
ogy as an investment, not a cost, and they agree to
implement best practices when recommended by the IT
team,

We perform a regular technical alignment assessment to
identify areas of our technology infrastructure that do not
meet best practices.

We meet regularly as a team to assess risk, discuss
strategy, and perform IT budget planning for our
organization.

We have a clear process for making T-related decisions
i our organization, a project plan is agreed upon before
implementation, and communication within our organiza-
tionis clear and consistent

We consistently bring advances in technology to the.
attention of our management team, which increases
employee productivity and gives us an edge over our
competitors

Business Strategy Score
Total Possible 15

NOTES
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INFRASTRUCTURE

‘We maintain an inventory of all workstations, servers,
and network equipment, and we have implemented a
sustainable hardware refresh cycle

We utiize an incident ticketing system, and we provide
‘our management team with regular response and
resolution time reports and whether the results of those.
teports are meeting the organization's expectations.

Our wireless network prevents guests from accessing
our internal network, and employees have unique
usernames and passwords assigned for wireless access.

Our office locations utiize redundant Internet service
provider connections, and our firewall or router automati-
cally swaps connections in the event of an outage.

Our servers and network equipment are protected with
uninterruptible power supply units that are replaced
every three years, are in a physically secure ocation, and
have separate HVAC systems.

Infrastructure Score
Total Possible 15

NOTES
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Cybersecurity

1am confident that we have the proper cybersecurity
Software deployed to protect personal and corporate
data from attacks such as phishing and ransomware,
including any remote devices that are sed to access
crtical infrastructure and data.

We engage with all organization emploees and properly
train them to identify ransomware, phishing, and social
engineering attacks coming from emails, text messages,
and websites.

Al organization IT systems and devices that contain per-
sonaly identifiable information (PI) or sensitive company
information are encrypted to protect against loss or theft.

We use single sign-on and two-factor authentication
across all critcal lines of business applications, such as
Office 365, our ERP system, and remote access.

The level of cybersecurity insurance carried by our
business s adequate to protect our organization and our
clients from financial oss.

Cybersecurity Score
Total Possible 15

NOTES
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Compliance

We apply regular server and workstation security
patches and updates across our technology
infrastructure.

We have a properly segmented corporate network
(meaning workstations, servers, phones, and guests are
kept in separate logical networks).

We perform a regular network vulnerability scan and
have archived all historical scan data for reporting and
compliance purposes.

We have a written information security policy that has
been agreed to by all employees.

We are meeting all state and federal compliance require-
ments, such as HIPAA, PCI DSS, FINRA, and all federal
and state Pil rules, and we are confident we would pass
an audit

Compliance Score
Total Possible 15

NOTES
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