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Foreword
      

      Cloud computing is information technology (IT) offered as a service. It eliminates the need for organizations to build and
         maintain expensive data centers. It enables organizations to stand up new systems quickly and easily. It provides elastic
         resources that allow applications to scale as needed in response to market demands. Its pay-as-you-go rental model allows
         organizations to defer costs. It increases business continuity by providing inexpensive disaster-recovery options. It reduces
         the need for organizations to maintain a large IT staff.
      

      IT is critically important: without it, most organizations can’t function effectively. And yet, except in a few special cases,
         IT typically doesn’t give its organization a competitive advantage—it isn’t a core capability.
      

      Modern economics are driving organizations to externalize noncore capabilities. If the noncore capability available from an
         external provider is more cost effective, then it should be externalized. By this criterion, IT is a perfect candidate for
         externalization.
      

      Prior to the introduction of cloud computing, organizations externalized IT by outsourcing to IT service providers. But IT
         service provider relationships have never been particularly elastic. Cloud computing offers many benefits over the traditional
         IT outsourcing model because of the on-demand nature of the cloud business model. Organizations engage cloud-computing service
         providers on an application-by-application basis. It’s not an all-or-nothing proposition.
      

      Is it any wonder that cloud computing is at the center of the latest hype storm? Vendors are busy “cloud washing” their product
         suites and updating their marchitecture slide decks, hoping to capitalize on this opportunity. (It’s remarkable how rapidly a terrestrial product can morph into
         a cloud offering.)
      

      But moving to the cloud turns out to be more challenging than it first appears. The cloud-computing business model is still
         in its nascent stages, and quite a few issues remain to be worked out. The Cloud at Your Service is dedicated not to adding to the hype, but rather to cutting through the complexity, to aiding the decision-makers and buyers,
         and to helping companies develop a strategy for identifying what to move to the cloud, what not to move to the cloud, and
         when and how to do it.
      

      It’s easy to find one or two new noncritical applications with minimal dependencies to deploy in the cloud. But cloud adoption
         gets a lot trickier when you begin talking about shifting major applications to the cloud. Most cloud providers aren’t willing
         to offer robust service-level agreements (SLAs). Can you afford to be without an application for an hour? Four hours? A day?
         Some cloud providers are willing to negotiate for stronger SLAs—but then the price goes up, and the compelling business case
         suddenly becomes much more questionable. And what happens if your chosen cloud provider goes out of business or fails to meet
         your requirements? How easily could you change providers or bring the application back on-premises?
      

      What guarantees do the cloud providers give to ensure compliance with changing laws and regulations? And what about sensitive
         information? How damaging would it be if sensitive data leaked out? Most business applications have extensive dependencies
         on other applications and databases. How do you enable interoperability between cloud-based applications and the applications
         that remain on-premises?
      

      These are the issues large enterprises have. It’s precisely to help those enterprises that Rosenberg and Mateos wrote this
         book. Vendor hype, questionable business cases, and indeterminate risks increase consumer apprehension and hinder cloud adoption.
         But despite these issues, cloud computing is incredibly compelling. IT organizations need to understand the risks and benefits
         to gain the most value from cloud computing. The Cloud at Your Service, aimed at IT buyers (as opposed to programmers), is just what’s needed.
      

      ANNE THOMAS MANES

      VICE PRESIDENT AND RESEARCH DIRECTOR

      BURTON GROUP RESEARCH, A DIVISION OF GARTNER, INC.
      

      

Preface
      

      Like you, we live and work in the world of computing and computers, and we track trends and transformations as they occur.
         We’re old enough to have witnessed mainframes and their “virtualization of time” model. We lived through the transition from
         minicomputers to the radical new model of client-server computing. With the same awe you had of connecting to the entire world,
         we witnessed the amazing change brought on by the Web.
      

      We bring that perspective to the current transformation called cloud computing. We’ve seen this movie before and know the danger of over-hyping something to death. (Literally to death—the term artificial intelligence had to be permanently put to rest after it made the cover of Time magazine.) We don’t think this is hype. We see something different going on this time that isn’t being exaggerated out of
         proportion.
      

      We see an IT transformation that isn’t primarily technology based as the previous ones were. The same servers running the
         same operating systems supporting the same applications are running in corporate data centers as run in the cloud. Sure, developers
         have to learn a few new twists, but nothing more than they have to learn on a monthly basis anyway. Instead of technology
         being the basis of the change, this time it’s mostly about economics and business models. That’s very different, very interesting,
         and the reason we think this one is bigger than anything we’ve seen before.
      

      We understand both small startups and big corporate IT. Our careers have been involved with both. We’ve lived in startups,
         and we’ve sold to and worked with large corporate IT groups for many years. As time has gone by, the ability of large IT organizations
         to change on a dime has diminished. We understand this trepidation about change—especially a change that may directly impact
         the entire organization under the corporation’s CIO. That is why we wrote this book.
      

      We had to convince Manning to publish a book that wasn’t aimed squarely at programmers. When we told them the book had no
         source code, that didn’t compute. We held firm, arguing that a huge need exists for a book that tells it like it is for the
         enterprise IT worker. The cloud will eventually have its greatest effect on the largest of organizations. But they’re precisely
         the organizations that have the most trouble changing. We wanted to talk directly to you about how undertake this shift, what
         it will mean to you and your organization, and how to proceed in a sane and reasonable manner.
      

      If you’re in corporate IT, this book is directly written to help you. If you’re in a startup, you’ll find many things in this
         book useful as well. If you’re a programmer, this may be a good addition to your bookshelf. And even if you’re just curious,
         you’ll find this book approachable, not too deeply technical, and a thorough introduction to cloud computing.
      

      We hope the book is being published at a time that makes it helpful to the largest number of people. And we hope you find
         this book helpful and enjoyable as you consider embarking on a journey into the clouds.
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About this Book
      

      Cloud computing, if used properly, is a technology with tremendous promise and potential opportunity for businesses of all
         sizes. Yet it’s a challenge for IT and business executives today to get a clear understanding of this technology while being
         overloaded by hype and often inaccurate information peddled by self-serving vendors and analysts.
      

      How do you clear up the confusion; get past the fear, uncertainty, and doubt; and understand how and when the cloud best serves
         your organization’s goals and needs?
      

      IT organizations face numerous challenges and operate with increasingly large workloads. Severe budgetary and headcount constraints
         are other banes. This is why we believe it’s a survival imperative to be able to appropriately harness the cloud as a potential
         new power tool for the IT toolbox.
      

      The hype is more extreme than with previous IT fads or disruptions. This is because today, the industry is much bigger, and
         many more new vendors are chasing what is to them the next shiny new opportunity. Consequently, hype is overshadowing reality.
         This is making it next to impossible for responsible IT managers and business decision-makers to get a clear understanding
         of what the cloud really means, what it might do for them, when it’s practical, and what their future with the cloud looks
         like. But don’t let this hype discourage you from what has enormous potential benefits for your business. We aim to help cut
         through all this fog and help you make these critical decisions based on facts and our informed, unbiased recommendations
         and predictions.
      

      
The intended audience for this book
      

      This book is for business managers, IT managers, IT architects, CIOs, CTOs, CEOs, IT strategy decision-makers, and all potential
         cloud services buyers. Cloud computing will be the disruptive technology of this new decade. As in the early stages of every
         previous major disruption of the IT industry, there is confusion, hype, fear, uncertainty, and doubt. This book aims to cut
         through the hype to give you a clear, unbiased view of the technology and its immense potential opportunity for you and your
         business. The following is a more detailed breakdown of the roles and responsibilities of the target audience.
      

      
Enterprise line of business managers
      

      You were the first users of all previous IT disruptive technologies. You have development teams and a set of business drivers
         that cause you to be innovative and experimental. You get frustrated at the six-plus months it takes IT to provision new servers
         you request. You’ve discovered that you can provision what you need in the cloud in 10 minutes. This sets up conflicts with
         central IT, especially in these days of heightened governance and regulation. Consequently, you’re hungry to learn about the
         cloud vis-à-vis your large enterprise issues.
      

      
Corporate IT managers and IT architects
      

      Your budgets are down, yet your workload keeps going up. Although you constantly hear about the cloud, you know only a little
         about it. But you’re inundated by the hype mills and can’t figure out what is real. Your knee-jerk reaction toward it is doubt.
         You need a quick, easy way to get to the truth of what it means for you and when the time is right for you to get in.
      

      
Enterprise CEOs, CIOs, CTOs, Chief Security Officers, and Chief Risk Officers
      

      Senior corporate officers are risk averse and have sober responsibilities to protect your organizations. But at the same time,
         you don’t want to miss an opportunity to get an advantage before your competitors. You don’t want the technical details, only
         the “so whats” and the truth about the cloud. This book will appeal very directly to you and arm you with critical information
         to assess what your staff is telling you.
      

      
Corporate IT strategy decision-makers
      

      You work with or for the IT folks above or perhaps you’re consultants brought in to help the IT organization make a strategic
         move to the cloud. You need a resource explaining all the facts and trends clearly without technical jargon to help you help
         your bosses make these hard decisions and decide the time when they need to be made.
      

      
Potential cloud services buyers
      

      This category covers everyone else not covered earlier, if you’re in the market to buy cloud services, especially if you’re
         a small or medium-sized business. You want to learn about a new IT phenomenon that may help you. Amazon Web Services already
         has 600,000 small and medium-sized companies as active customers and is continuing to grow quickly. This book is different
         from other books on the market about cloud computing because it genuinely helps you get to the point of what about the cloud
         may mean to you, when it may fit your IT strategy, and how you go about getting there without being loaded down with programming
         details you don’t want or need.
      

      
Who this book is not intended for
      

      If you’re a professional programmer or a cloud expert, this book isn’t designed to be your primary resource. You may still
         decide to add it to your bookshelf, but you’ll need other books that get into details about various APIs, libraries, and frameworks
         you’ll want to consider using.
      

      Having said that, this book may help give you the perspective of the previously listed job descriptions. They’re most likely
         your bosses or clients, and knowing how they think and how they’re approaching the cloud will help make your job easier.
      

      
What you can expect to find in this book
      

      This nine-chapter book covers everything you need to know about shifting some or all of your enterprise IT operations to the
         cloud. We’ve broken it into a few chapters of introduction to the cloud, how it works, and the business case for it. Going
         deeper into the technology, we discuss how to set up a private cloud, how to design and architect new applications that will
         take advantage of the cloud’s unique aspects, and how the cloud changes the way you test, deploy, and operate applications.
         The concluding chapters include a series of practical considerations you’ll want to think about before migrating to or developing
         for the cloud, and our take on what the future holds for cloud computing.
      

      More specifics about what to expect from these nine chapters are outlined here.

      Chapter 1, “What is cloud computing?” provides a general overview of the concepts of cloud computing. It touches briefly on the evolution
         of cloud computing and the growing importance of cloud computing as a boon for enterprises.
      

      Chapter 2, “Understanding cloud computing classifications,” provides an understanding of the technological underpinnings of cloud computing.
         It presents a framework for understanding the various types of cloud providers and gives an overview of their capabilities.
         It ends with a brief discussion on how to choose a cloud provider.
      

      Chapter 3, “The business case for cloud computing,” discusses the economic implications of cloud-based computing. It starts with a
         simplified comparison of different implementation models. Next, we look at specific examples of the cost benefit/ROI of cloud-based
         implementations for different sizes of organizations.
      

      Chapter 4, “Security and the private cloud,” deals with the number-one issue preventing people from adopting the cloud: security. The
         primary question is, “Will my data be safe?” The short answer is that security will be as much up to your policies, procedures,
         and careful software engineering as it ever was. Yes, in some (rare) instances, there is zero room for mistakes (for example,
         data related to national security), and a private cloud is warranted. As a step toward full public-cloud computing, some large
         enterprises are turning their existing (sunk-cost) data centers into private clouds. Why do they want to do this? Is it a
         good idea?
      

      Chapter 5, “Designing and architecting for cloud scale,” discusses the unique aspects of high-scale applications and how to design
         and architect them so they can handle the full onslaught of the entire world using your application.
      

      Chapter 6, “Achieving high reliability at cloud scale,” covers topics related to using cheap hardware in high volumes and how to deal
         with the expected failures of such hardware gracefully while continuing to give good service to a potentially huge number
         of users.
      

      Chapter 7, “Testing, deployment, and operations in the cloud,” relates to the fact that the cloud represents a different environment
         in which to operate from the way things are done in internal IT data centers. This chapter discusses those differences in
         the areas of how applications are tested, deployed, and then operated in a production scenario.
      

      Chapter 8, “Practical considerations,” looks at the practical considerations involved in running successful applications in the cloud.
         Beginning with the technical and business challenges that you must consider, it moves on to a discussion of the most important
         operational issues.
      

      Chapter 9, “Cloud 9: the future of the cloud,” discusses the future evolution of cloud computing and forecasts how the technology will
         evolve over the next two decades.
      

      
Author Online
      

      Purchase of The Cloud at Your Service includes free access to a private web forum run by Manning Publications where you can make comments about the book, ask technical
         questions, and receive help from the authors and from other users. To access the forum and subscribe to it, point your web
         browser to www.manning.com/TheCloudatYourService. This page provides information on how to get on the forum once you are registered, what kind of help is available, and the
         rules of conduct on the forum.
      

      Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between
         readers and the authors can take place. It is not a commitment to any specific amount of participation on the part of the
         authors, whose contribution to the AO remains voluntary (and unpaid). We suggest you try asking the authors some challenging
         questions lest their interest stray! The Author Online forum and the archives of previous discussions will be accessible from
         the publisher’s website as long as the book is in print.
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About the cover illustration
      

      The figure on the cover of The Cloud at Your Service is captioned “Le mercier,” which translates to haberdasher or a retail dealer in men’s furnishings, such as shirts, ties,
         gloves, socks, and hats. The illustration, which is finely drawn and colored by hand, is taken from a 19th-century collection
         of French dress customs published in France.
      

      The rich variety of this collection reminds us vividly of how culturally apart the world’s towns and regions were just 200
         years ago. Isolated from each other, people spoke different dialects and languages. In the streets or in the countryside,
         it was easy to identify where they lived and what their trade or station in life was just by their dress.
      

      Dress codes have changed since then and the diversity by region, so rich at the time, has faded away. It is now hard to tell
         apart the inhabitants of different continents, let alone different towns or regions. Perhaps we have traded cultural diversity
         for a more varied personal life—certainly for a more varied and fast-paced technological life.
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         computer business with book covers based on the rich diversity of regional life of two centuries ago, brought back to life
         by illustrations such as this one.
      

      
Chapter 1. What is cloud computing?
      

      This chapter covers

      

      
	Defining the five main principles of cloud computing
         

         	Benefiting from moving to the cloud
         

         	How evolving IT led to cloud computing
         

         	Discussing the different layers (types) of clouds
         

      

Cloud computing is the hottest buzzword in the IT world right now. Let’s understand why this is and what this cloud computing hype is all
         about. A growing consensus among cloud vendors, analysts, and users defines cloud computing at the highest level as computing
         services offered by a third party, available for use when needed, that can be scaled dynamically in response to changing needs.
         Cloud computing represents a departure from the norm of developing, operating, and managing IT systems. From the economic
         perspective, not only does adoption of cloud computing have the potential of providing enormous economic benefit, but it also
         provides much greater flexibility and agility. We’ll continue to refine and expand our definition of cloud computing as well
         as your understanding of its costs and benefits throughout this book.
      

      Not only are IT journals and IT conferences writing and talking about cloud computing, but even mainstream business magazines
         and the mass media are caught up in its storm. It may win the prize for the most over-hyped concept IT has ever had. Other
         terms in this over-hyped category include Service-Oriented Architectures (SOA), application service providers, and artificial
         intelligence, to name a few. Because this book is about cloud computing, we need to define it at a much more detailed level.
         You need to fully understand its pros and cons, and when it makes sense to adopt it, all of which we’ll explain in this chapter.
         We hope to cut through the hype; and to do that we won’t merely repeat what you’ve been hearing but will instead give you
         a framework to understand what the concept is all about and why it really is important.
      

      You may wonder what is driving this cloud hype. And it would be easy to blame analysts and other prognosticators trying to
         promote their services, or vendors trying to play up their capabilities to demonstrate their thought leadership in the market,
         or authors trying to sell new books. But that would ignore a good deal of what is legitimately fueling the cloud mania. All
         of the great expectations for it are based on the facts on the ground.
      

      Software developers around the world are beginning to use cloud services. In the first 18 months that it was open for use,
         the first public cloud offering from Amazon attracted over 500,000 customers. This isn’t hype; these are facts. As figure 1.1 from Amazon’s website shows, the bandwidth consumed by the company’s cloud has quickly eclipsed that used by their online
         store. As the old adage goes, “where there’s smoke, there must be a fire,” and clearly something is driving the rapid uptake
         in usage from a cold start in mid-2006.
      

      Figure 1.1. Amazon originally deployed a large IT infrastructure to support its global e-commerce platform. In less than 18 months after
         making the platform available as a cloud service to external users, its usage, as measured by amount of bandwidth consumed,
         outstripped bandwidth used internally.
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      Similar to the previous technology shifts—such as the move from mainframes to client-server, and then from client-server to
         the internet—cloud computing will have major implications on the business of IT. We hope to provide you with the background
         and perspective to understand how it can be effectively used as a component of your overall IT portfolio.
      

      We’ll begin by expanding on our earlier definition of cloud computing in terms of its five main principles.

      
1.1. Five main principles that define cloud computing
      

      We can summarize the five main principles of cloud computing as follows:

      

      
	Pooled computing resources available to any subscribing users
         

         	Virtualized computing resources to maximize hardware utilization
         

         	Elastic scaling up or down according to need
         

         	Automated creation of new virtual machines or deletion of existing ones
         

         	Resource usage billed only as used
         

      

We assert, with very few notable exceptions called out later, that these five main principles are necessary components to
         call something cloud computing. They’re summarized in table 1.1 with a brief explanation of each one for quick reference.
      

      Table 1.1. The five main principles of cloud computing
      

      





	
                  Resource

               
               	
                  Explanation

               
            



	Pooled resources
               	Available to any subscribing users
            


	Virtualization
               	High utilization of hardware assets
            


	Elasticity
               	Dynamic scale without CAPEX
            


	Automation
               	Build, deploy, configure, provision, and move, all without manual intervention
            


	Metered billing
               	Per-usage business model; pay only for what you use
            




We’ll now discuss these principles in concrete terms, making sure you understand what each one means and why it’s a pillar
         of cloud computing.
      

      1.1.1. Pooled computing resources
      

      The first characteristic of cloud computing is that it utilizes pooled computing assets that may be externally purchased and
         controlled or may instead be internal resources that are pooled and not dedicated. We further qualify these pooled computing
         resources as contributing to a cloud if these resources are available to any subscribing users. This means that anyone with a credit card can subscribe.
      

      If we consider a corporate website example, three basic operational deployment options are commonly employed today. The first
         option is the self-hosting option. Here, companies choose not to run their own data center and instead have a third party lease them a server that the third party
         manages. Usually, managed hosting services lease corporate clients a dedicated server that isn’t shared (but shared hosting
         is common as well). On this single principle, cloud computing acts like a shared managed hosting service because the cloud provider is a third party that owns and manages the physical computing resources which are shared with
         other users, but there the similarity ends.
      

      Independent of cloud computing, a shift from self-hosted IT to outsourced IT resources has been underway for years. This has
         important economic implications. The two primary implications are a shift of capital expenses (CAPEX) to operational expenses
         (OPEX), and the potential reduction in OPEX associated with operating the infrastructure. The shift from CAPEX to OPEX means
         a lowering of the financial barrier for the initiation of a new project. (See the definition in section 3.1.)
      

      In the self-hosted model, companies have to allocate a budget to be spent up front for the purchase of hardware and software
         licenses. This is a fixed cost regardless of whether the project is successful. In an outsourced model (managed hosting),
         the startup fees are typically equivalent to one month’s operational cost, and you must commit to one year of costs up front.
         Typically, the one-year cost is roughly the same or slightly lower than the CAPEX cost for an equivalent project, but this
         is offset by the reduced OPEX required to operate the infrastructure. In sharp contrast, in a cloud model, there are typically
         no initial startup fees. In fact, you can sign up, authorize a credit card, and start using cloud services literally in less
         time than it would take to read this chapter. Figure 1.2 showcases side by side the various application deployment models with their respective CAPEX and OPEX sizes.
      

      Figure 1.2. IT organizations have several alternatives for hosting applications. The choice of deployment model has different implications
         for the amount of CAPEX (up-front capital expenditure) and OPEX (ongoing operational costs). The number of $ signs represent
         the relative level of CAPEX and OPEX involved with the choice of deployment model.
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      The drastic difference in economics that you see between the hosting models and the cloud is due to the fact that the cost
         structures for cloud infrastructures are vastly better than those found in other models. The reasons for the economies of
         scale are severalfold, but the primary drivers are related to the simple economics of volume. Walmart and Costco can buy consumer
         goods at a price point much lower than you or I could because of their bulk purchases. In the world of computing, the “goods”
         are computing, storage, power, and network capacity.
      

      1.1.2. Virtualization of compute resources
      

      The second of the five main principles of cloud computing has to do with virtualization of compute resources. Virtualization
         is nothing new. Most enterprises have been shifting much of their physical compute infrastructure to virtualized for the past
         5 to 10 years. Virtualization is vital to the cloud because the scale of cloud infrastructures has to be enormous, based on thousands of servers. Each server takes up physical space and
         uses significant power and cooling. Getting high utilization out of each and every server is vital to be cost effective.
      

      The recent technological breakthrough that enabled high utilization on commodity hardware—and which is the single biggest
         factor behind the cloud being a recent IT phenomenon—is virtualization where each physical server is partitioned into many
         virtual servers. Each one acts like a real server that can run an operating system and a full complement of applications.[1] Virtualized servers are the primary units that can be consumed as needed in the cloud. These virtualized servers constitute
         a large pool of resources available when required. But having such a large pool will work only if applications can use more
         or less of the pool as demands placed on the applications grow and shrink. As you’ll see in chapter 4, the notion of a private cloud softens this first principal but keeps all the others.
      

      
         1 The rapid shift to multicore servers only strengthens the impact of virtualization. Each virtual machine with its operating
            system and full complement of applications can run on its own core simultaneously with all other virtual machines on the same
            physical server.
         

      

      1.1.3. Elasticity as resource demands grow and shrink
      

      The fact that this large pool of resources exists enables a concept known as elasticity—the third of our five main principles. Elasticity is such a key concept in cloud computing that Amazon decided to name its
         cloud Amazon Elastic Compute Cloud.
      

      Elasticity—a synonym for dynamic scaling—refers to the ability to dynamically change how much resource is consumed in response to how much is needed. Typical applications
         require a base level of resources under normal, steady-state conditions, but need more resource under peak load conditions.
      

      In a non-cloud world, you would have to build sufficient capacity to not only perform adequately under baseline load conditions,
         but also handle peak load scenarios with sufficiently good performance. In the case of a self-hosted model, this means over-provisioning
         the amount of hardware for a given allocation. In the case of a managed hosting deployment, you can start with a small set
         of resources and grow as the requirements of the application grow. But provisioning for a new set of dedicated hardware resources
         takes weeks or, in many larger organizations, months. Having thousands of virtualized resources that can be harnessed and
         released in correlation to application demand would be useless if such allocation and freeing required manual intervention.
      

      1.1.4. Automation of new resource deployment
      

      The ability to automatically (via an API) provision and deploy a new virtual instance of a machine, and, equivalently, to
         be able to free or de-provision an instance, is our fourth principle of cloud computing. A cloud-deployed application can
         provision new instances on an as-needed basis, and these resources are brought online within minutes. After the peak demand
         ebbs, and you don’t need the additional resources, these virtual instances can be taken offline and de-provisioned, and you will no longer be billed. Your incremental cost is only
         for the hours that those additional instances were in use and active.
      

      1.1.5. Metered billing that charges only for what you use
      

      The fifth distinguishing characteristic of cloud computing is a metered billing model. In the case of managed hosting, as
         we mentioned before, there typically is an initial startup fee and an annual contract fee. The cloud model breaks that economic
         barrier because it’s a pay-as-you-go model. There is no annual contract and no commitment for a specific level of consumption.
      

      Typically, you can allocate resources as needed and pay for them on an hourly basis. This economic advantage benefits not
         only projects being run by IT organizations, but also innumerable entrepreneurs starting new businesses. Instead of needing
         to raise capital as they might have in the past, they can utilize vast quantities of compute resources for pennies per hour.
         For them, the cloud has drastically changed the playing field and allowed the little guy to be on equal footing with the largest
         corporations.
      

      
1.2. Benefits that can be garnered from moving to the cloud
      

      “I’ll never buy another server again,” said the Director of IT for a medium-sized Software-as-a-Service (SaaS) company, only
         partially in jest, after recently completing the deployment of a new corporate website for his organization. This website
         (a PHP-based application with a MySQL backend) showcased the corporate brand and the primary online lead-generation capability
         for the company’s business.
      

      Before the overhaul, it was run from a redundant pair of web servers hosted by one of the leading managed-hosting service
         providers at a total cost of roughly $2,200/month. The company replaced the infrastructure for the original website with a
         cloud implementation consisting of a pair of virtual server instances running for roughly $250/month—almost a 90 percent savings!
         Its quality of service (QoS) team monitored the performance and availability of the website before and after the change and
         saw no measureable difference in the service quality delivered to end users. Buoyed by the success with this initial project,
         this organization is looking at all future initiatives for the possibility of deployment within the cloud, including a software-build
         system and offsite backup.
      

      1.2.1. Economic benefits of the change from capital to operational expenses
      

      As we said when discussing the five main principles of cloud computing, the fundamental economic benefit that cloud computing
         brings to the table is related to the magical conversion of CAPEX to OPEX. A pay-as-you-go model for resource use reshapes
         the fundamental cost structure of building and operating applications. The initial barrier to starting a project is drastically
         reduced; and until there is dramatic uptake in the use of an application that has been developed, the costs for running it
         remain low.
      

      The good news is that this isn’t the only cost advantage. By harnessing the cloud, you can also take advantage of cloud providers’
         economic leverage because of the volume at which they can purchase hardware, power, and bandwidth resources.
      

      In many cases, the economic benefits discussed here will pan out—but as you’ll see later, there are always exceptions. For
         some situations and applications, it makes better economic sense not to use cloud computing. It isn’t a panacea.
      

      1.2.2. Agility benefits from not having to procure and provision servers
      

      In addition to lowering the financial barrier to initiating new projects, the cloud approach improves an organization’s agility.
         It comprehensively reduces the months of planning, purchasing, provisioning, and configuring.
      

      Let’s take as an example a performance-testing project launching a new consumer-facing website. In the old world, there were
         two ways to solve this problem, depending on your timeframes and budget. The first involved purchasing a software license
         for a load-testing tool like HP Mercury LoadRunner and purchasing the requisite servers to run the load-testing software.
         At that point, you were ready to script your tests and run your test plan. Alternatively, you could hire an outside consulting
         company that specialized in performance testing and have it run the tests for you. Both were time-consuming exercises, depending
         on how long it took to negotiate either the licensing agreement for the software or the consulting agreement with the outside
         firm.
      

      Fast-forward to the new world of cloud computing. You have two new faster and more flexible ways of accomplishing the same
         task: use an open-source load-testing application installed on cloud instances, and use the cloud’s virtual machines to perform
         the load test (on as many servers as you need). The time required to set up and begin applying load to a system is under half
         an hour. This includes signing up for an account, as the Python open source load-testing tool called Pylot demonstrates (see
         http://coreygoldberg.blogspot.com/2009/02/pylot-web-load-testing-from-amazon.html).
      

      If you’re looking for a more packaged approach, you can use one of the SaaS offerings that uses the cloud to generate traffic.
         They can automatically run tests in a coordinated fashion across multiple instances running from multiple cloud operators,
         all in an on-demand fashion. In either of these scenarios, the time to result is a matter of hours or days, generating time,
         not to mention cost efficiencies. We’ll explore more about cloud-based testing in chapter 7.
      

      1.2.3. Efficiency benefits that may lead to competitive advantages
      

      Adopting cloud technologies presents many opportunities to those who are able to capitalize on them. As we have discussed,
         there are potential economic as well as time-to-market advantages in using the technology. As organizations adopt cloud computing,
         they will realize efficiencies that organizations that are slower to move won’t realize, putting them at an advantage competitively.
      

      1.2.4. Security stronger and better in the cloud
      

      Surprised by the heading? Don’t be: it’s true. As you’re aware, corporate buildings no longer have electrical generators (which
         they used to) because we leave electricity generation to the experts. If corporations have their own data centers, they have
         to develop standard security operating procedures. But it’s not their core business to run a secure data center. They can
         and will make mistakes. A lot of mistakes. The total annual fraud and security breach tab is $1 trillion, according to cybersecurity
         research firm Poneman (www.nationalcybersecurity.com).
      

      But first, as always, you must weigh the potential benefits against the potential costs. You must take into account other
         factors, such as reliability and performance, before making the leap into the clouds. In future chapters, we’ll address these
         issues; but suffice it to say we believe that after you understand them and take the proper measures, they can be managed.
         This done, you’ll be able to realize the full benefits of moving to the cloud.
      

      In the next section, we’ll look at the evolution of technology that enabled cloud computing. This short detour into history
         is important because you can learn from previous platform shifts to understand what is similar and what is different this
         time. That in turn can help you make informed decisions about your shift to this new evolution of IT—the cloud.
      

      
1.3. Evolution of IT leading to cloud computing
      

      Cloud computing didn’t sprout fully formed from the technology ether in 2005. Its technological underpinnings developed over
         the course of the last 40 or so years. The technological process was evolutionary, across several disparate areas. But these
         advances, aggregated into a bundle, represent a revolutionary change in the way IT will be conducted in the future.
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