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To my mother, Evelynn Margaret Hertsgaard—first, last and always.


PART ONE

Snowden and His Teachers

________________

By now, almost everyone knows what Edward Snowden did. He leaked some of the most secret documents in history, revealing that the United States government was spying around the clock on hundreds of millions of people around the world—collecting the phone calls and emails of virtually everyone on earth who uses a cell phone or the Internet—and then lying about it.

Snowden’s revelations, published first in the Guardian newspaper in June 2013, unleashed a global media frenzy and provoked heated political debate. Outraged privacy and civil liberties advocates charged that the sweeping surveillance, which was conducted without court warrants, violated the Fourth Amendment to the US Constitution and resembled the totalitarian methods of Big Brother in George Orwell’s dystopian novel, 1984. Equally furious US government officials labeled Snowden a thief and a traitor whose illegal disclosures had grievously harmed the fight against terrorism and compromised Americans’ security.

But there is more to Edward Snowden’s exploits than this. If you want to know why Snowden did what he did, the way he did it, you need to know the stories of two other men.

One of them is Thomas Drake. Like Snowden, Drake worked for the National Security Agency, the vast US government enterprise that was conducting the disputed surveillance. Drake tried to blow the whistle years earlier on the very same practices Snowden later exposed. But unlike Snowden, Drake tried to do it through legal channels. Things did not go well.

Drake held a much higher position in the NSA than Snowden did; as a member of the NSA’s “senior executive service,” he reported to the agency’s number three official. After blowing the whistle—first within the NSA, then to Congress and finally to the press—Drake was fired, arrested, smeared in the news media, threatened with life in prison and ruined professionally and financially. “Hammered” and “crushed” were the words he used in interviews for this book to describe his ordeal. Adding insult to injury, his warnings about the dangers of the NSA’s surveillance program were largely ignored by the mainstream media and had very little impact on public awareness or government policy.

But they had a profound impact on Snowden. It was not that Drake inspired Snowden to blow the whistle. Snowden seems to have made that decision on his own, driven by his conviction that Americans in particular had a right to know about the surveillance to which they were subjected and to decide for themselves whether the threats to their liberty and privacy were worth the additional security the surveillance purportedly delivered.

But Snowden did learn vital lessons from Drake about how to turn his ideals into effective action. In particular, he learned how not to go about blowing the whistle—in essence, do not go through official channels. And afterwards, he repeatedly credited Drake for leading the way. “It’s fair to say that if there hadn’t been a Thomas Drake, there couldn’t have been an Edward Snowden,” Snowden told Al Jazeera in 2015.

And then there is The Third Man. His revelations, never before reported, add a fascinating new chapter to the Snowden story, a chapter punctuated by episode after episode of alleged duplicity, bureaucratic backstabbing and violations of law. The supreme irony? The senior Pentagon officials who repeatedly flouted and broke the law while persecuting Drake ended up unwittingly teaching Snowden how to evade their clutches.

The Third Man was a senior Pentagon official whose extensive—and embattled—involvement in Drake’s case shaped Snowden’s later decision to commit so-called civil disobedience whistle-blowing (though neither Snowden nor Drake knew The Third Man at the time). While Snowden’s leaking of secret NSA documents made him world famous and Drake’s misadventures received a smattering of media coverage in the United States, The Third Man has remained in the shadows—until now. In this book, he identifies himself by name and speaks on the record for the first time.

The Third Man has an extraordinary backstory: his grandfather faced down Hitler at gunpoint the first time the future Führer tried to take over Germany, during the 1923 Beer Hall Putsch. The lesson he inherited—“in life, one should always try to do the right thing, despite the risks”—led him, years later, to fight inside the system for fair treatment of Drake, Snowden, and other whistle-blowers. The allegedly illegal, corrupt, sometimes darkly comic behavior he witnessed in response eventually turned The Third Man into a whistle-blower himself.

The Third Man’s testimony, if affirmed by judicial proceedings, could end up putting current and former Pentagon officials in jail. (As this book went to press, official investigations were quietly under way.) The testimony also utterly rebuked President Barack Obama’s and former Secretary of State Hillary Clinton’s shared position on Snowden, putting the lie to their continued claims that Snowden could have raised his concerns through established channels because US whistle-blowing law protected him. The Third Man’s testimony suggested instead that the “civil disobedience whistle-blowing” Snowden practiced was the only type that worked for the public interest, though at terrible cost to the whistle-blower.

Tracing the evolution of these three men’s overlapping stories reveals much about how whistle-blowing, accountable government, democracy, and public-spirited journalism do and do not work in the United States today. What do we see when the curtain that usually conceals the inner workings of the US government is lifted? Read on and find out.

“What They Fear Is Light”

Like whistle-blowers before and since, Snowden and Drake were harshly criticized for their actions. The condemnations were fiercest from colleagues in the national security apparatus, who disparaged the two whistle-blowers as criminals, naifs, and egomaniacs. More than a few inside-the-Beltway journalists and pundits joined the chorus, asking how any government is supposed to function, much less ensure public safety in a dangerous world, if every federal official is free to substitute his own judgment of what’s right and wrong for that of his superiors. Calling Snowden a “political romantic … with the sweet, innocently conspiratorial worldview of a precocious teenager,” columnist Michael Kinsley wrote in the New York Times that decisions about whether to release government secrets “must ultimately be made by the government.”

But granting the government sole authority over what secrets can be shared invites other dangers, countered Ben Wizner of the American Civil Liberties Union, one of Snowden’s US lawyers. “Imagine that since [the September 11 terrorist attacks] the public had had access only to what the executive branch wanted us to know,” Wizner told me. “We wouldn’t have known that the case for war in Iraq was based on lies and misrepresentations. We wouldn’t have known about Abu Ghraib [the prison in Baghdad where US forces tortured detainees]. We wouldn’t have known that the US government ran an extraordinary rendition program and used torture against captured individuals. We wouldn’t have known that the Bush administration disregarded the [Foreign Intelligence Security Act] and instituted widespread surveillance on American citizens and millions of others around the world. All of this activity was classified at the very highest levels and the public only knows about it because there were brave whistle-blowers who could work with investigative journalists to bring that information to light. I don’t think anyone could say that American democracy isn’t better off with the public knowing that information.”

During my thirty years as an independent journalist and author, I have recounted the stories of many whistle-blowers in both the public and the private sectors for such publications as Vanity Fair, Newsweek, the Nation, the Los Angeles Times, and international outlets like the BBC, Le Monde Diplomatique, and Die Zeit. My reporting leads me to argue that, whether you agree with them or not, whistle-blowers have played a larger role in public life than is commonly recognized, and they deserve our attention and understanding.

And whistle-blowers’ role seems likely to grow in the years ahead. At a time when the checks and balances designed to keep American democracy on track have lapsed—when the executive branch no longer bothers to obtain a declaration of war from Congress before launching hostilities; when news outlets have been turned into profit centers that eliminate not only investigative journalism but even basic reporting on public affairs; when Congress seems unwilling to fund government agencies sufficiently to deter dangerous or fraudulent corporate behavior—whistle-blowers offer an essential corrective: they reveal what powerful individuals and institutions want kept secret. This does not give whistle-blowers a blank check to raise unwarranted concerns or carelessly smear reputations. It does mean that their ability to speak out without retaliation should be protected, and when they do speak out, the rest of us should pay attention.

Before Snowden took the fateful step of removing ultra-secret documents from the NSA databases and handing them to independent journalists Glenn Greenwald and Laura Poitras, his biggest worry was that his truth-telling would make no difference. Passing classified information to unauthorized individuals was, he knew, blatantly illegal and invited harsh punishment. Ewen MacAskill, a reporter for the Guardian who joined Poitras and Greenwald in questioning Snowden in Hong Kong, asked the young NSA contract employee what he thought would happen to him. Snowden’s reply was as bleak as it was concise: “Nothing good.” Nevertheless, buoyed by his certitude that he was doing the right thing, Snowden was prepared to give up his highly paid job, separate himself from his family and girlfriend, and perhaps spend the rest of his life in prison.

“I only have one fear in doing all of this,” Snowden wrote in his first online conversation with Greenwald: “that people will see these documents and shrug, that they’ll say, ‘we assumed this was happening and don’t care.’ The only thing I’m worried about is that I’ll do all this to my life for nothing.”

Odd as that may sound in retrospect, it was a reasonable enough apprehension on Snowden’s part. The historical record shows that the vast majority of whistle-blowers don’t achieve even the collective shrug Snowden feared would greet his disclosures.

Whistle-blowers put their careers, reputations, friendships, family ties, physical and mental health, and sometimes their very lives at risk by revealing information powerful interests want kept secret. Then, often, nothing much comes of it. The disclosures attract little or no media coverage and generate no real debate, much less reform, of the policies or behavior in dispute. Meanwhile, the whistle-blower’s life frequently ends up ruined. The script plays out much the same whether the whistle-blower works for a government, corporation, international organization, religious institution, or other established bureaucracy.

“The only satisfaction whistle-blowers can count on is knowing that they did the right thing,” said Thomas Devine, the legal director at GAP, the Government Accountability Project, in Washington, DC, the world’s premier whistle-blower advocacy organization and another of Snowden’s US-based legal representatives.

A stunning case in point involves the US government’s use of drones as assassination tools. In October 2015, The Intercept—the investigative news site founded by Greenwald, Poitras, and Jeremy Scahill—published a series of reports based on what it called “a cache of secret documents detailing the inner workings of the US military’s assassination program in Afghanistan, Yemen and Somalia.” The documents were provided by a whistle-blower “who is directly involved with the assassination program,” wrote Scahill, the lead journalist on the project. Drone strikes were a central element of the Obama administration’s military strategy; proponents said they offered a cheaper, less risky alternative to putting US troops in harm’s way, while critics charged that individuals were placed on “kill lists” and executed through secret deliberations, without indictments, trials, or other legal processes. The Intercept series “The Drone Papers” contained plenty of newsworthy revelations, including an allegation that many of those killed by drones were civilians (in Afghanistan at one point, an estimated 90 percent of those assassinated were civilians).

Despite these fresh insights into a controversial government program, The Intercept series had limited impact, not least because the rest of the media did not treat it as a front-page story. “We received a deluge of coverage in non-mainstream outlets, and a lesser but still significant amount from establishment media,” Betsy Reed, The Intercept’s editor-in-chief, told me. “The biggest newsrooms, such as at the Times … noted the leak but did not devote stories to the documents themselves or to our reporting on them. I would hesitate to speculate on the reasons for that omission, but I do believe they would have served their readers well by covering this disclosure, which filled in crucial blanks in public understanding of the Obama administration’s signature national security initiative.”

By contrast, whoever engineered the Panama Papers disclosures of April 2016 had much greater impact. Called “the biggest data leak in history,” the Panama Papers were 11.5 million documents detailing how heads of state and other wealthy, powerful or famous individuals used secretive off-shore tax havens such as Panama to escape paying taxes. The leak got high profile media coverage, partly because the German newspaper that was the leak’s original recipient, the Suddeutsche Zeitung, approached the International Consortium of Investigative Journalists to collaborate on the project. The consortium in turn invited 107 news outlets in 78 countries to help investigate the documents, which came from a law firm, Mossack Fonseca, based in Panama.  The revelations got front page coverage, and political heads started to roll almost immediately. Within forty-eight hours, the prime minister of Iceland resigned over a secret investment fund his wife owned.  The prime minister of Britain came under fire for his late father’s involvement in a similar fund. The leaders of Russia, China and numerous other countries were likewise embarrassed. Mossack Fonseca denied any illegality and claimed that the leak was the work of outside hackers and therefore a criminal act. As this book went to press, the source behind the Panama Papers had still not come forward; even the executive director of the International Consortium of Investigative Journalists said he didn’t know if the source was a hacker or an insider. If the source was indeed a hacker, he or she would not qualify as a whistle blower; in general, a whistle blower is an insider who shares previously hidden information with the outside world.  Semantic definitions aside, the Panama Papers dramatically demonstrated the public value and interest in revelations of what goes on behind the closed doors of the privileged and powerful.


Snowden too had proven to be a sensational exception to the general rule that whistle-blowers get nowhere. Within days, as first the Guardian and later the Washington Post published articles based on his disclosures, the 29-year-old former NSA contract employee became the most famous—or infamous, if you prefer—whistle-blower in history. His pale, bespectacled, goateed face peered from countless television and computer screens around the world as politicians, pundits, and ordinary people reacted to the news that the US government, beginning after the September 11 attacks, had been intercepting and storing the records of virtually every phone call, email, and website visit made anywhere on earth. Snowden’s stated mission—to provoke an informed public debate by revealing secret behavior—was spectacularly validated.

“If you seek to help,” he wrote in an open letter accompanying the first documents he released, “join the open source community and fight to keep the spirit of the press alive and the Internet free. I have been to the darkest corners of government, and what they fear is light.”

“It Was All Built On Lies”

In terms of notoriety, the only close comparison to Snowden was Daniel Ellsberg, whose release of the Pentagon Papers in 1971 led some to dub him the “grandfather of whistle-blowers.” The Pentagon Papers—hundreds of pages of top-secret reports and memoranda that Ellsberg released through the New York Times and Washington Post—revealed that the US government was fighting the Vietnam War under blatantly false pretenses. Privately, US military and diplomatic officials up and down the chain of command had concluded years earlier that Vietnam was an unwinnable war. Publicly, however, the government issued one claim of impending victory after another, famously invoking “light at the end of the tunnel.” Meanwhile, tens of thousands of young men were being sent to fight—and perhaps to lose their lives, limbs, or sanity—in Vietnam while intensified US bombing leveled yet more Vietnamese villages, poisoned the surrounding soil and water, and killed or maimed countless civilians.

The Vietnam War was the most contentious issue in America at the time, and Ellsberg’s revelation of the Big Lie underpinning it made him an overnight media sensation. Like Snowden forty-two years later, Ellsberg “outed” himself as the secret leaker in order to shield former colleagues from suspicion. Wearing a coat and tie but starting to grow his hair longer than during his years as a Marine Corps officer, the forty-year-old Ellsberg told a press conference that he was comfortable with the fact that he might spend the rest of his life behind bars. “Wouldn’t you go to prison to stop this war?” he asked. Again as with Snowden, government officials, television talking heads, and newspaper editorial pages soon were arguing about whether this self-appointed truth-teller was a hero or a traitor.

Ellsberg’s celebrity blossomed further when he unwittingly helped give rise to the Watergate scandal that led to the impeachment and resignation of President Richard Nixon. It sounds like a US history trivia question: why were the burglars who got caught breaking into the Democratic National Committee offices in the Watergate hotel nicknamed “The Plumbers”? Answer: because their previous job for the Nixon White House was to break into Ellsberg’s psychiatrist’s office, hoping to find damning information about the guy who had leaked the Pentagon Papers. (Plumbers, leaked—get it?)

It wasn’t only fame that Snowden and Ellsberg had in common; the two men’s trajectories as whistle-blowers para-lleled one another in more ways than not. Each, for example, started out a sincere believer in the official American ideology of his day: the Cold War competition with communism in Ellsberg’s case, the post-9/11 war against terrorism in Snowden’s. “In 2003, when everybody else was protesting [the US invasion of Iraq], I was signing up [for military service] because I could not believe that the government would be lying about weapons of mass destruction,” Snowden later recalled.

Both Snowden and Ellsberg also received similarly ferocious criticism not only from top government officials but also from much of the news media and general public. Henry Kissinger, Nixon’s national security adviser and a former colleague of Ellsberg’s, was heard on Nixon’s secret White House taping system calling Ellsberg “the most dangerous man in America,” adding that he “had to be stopped at all costs.” Nixon told his attorney general, John Mitchell, “We’ve got to get this son of a bitch. You can’t be in a position of ever allowing … this kind of wholesale thievery, or otherwise it’s going to happen all over the government.” Mitchell duly indicted Ellsberg on espionage and conspiracy charges that carried a potential 115 years in prison, but the government’s case collapsed into a mistrial when the Plumbers’ break-in of Ellsberg’s psychiatrist’s office came to light.

Four decades later it was déjà vu all over again as Secretary of State John Kerry blasted Snowden as a “coward” who “betrayed his country,” adding, “What he’s done is expose, for terrorists, a lot of mechanisms which now affect operational security of those terrorists and make it harder for the United States to break up plots, harder to protect our nation.” Hillary Clinton was equally harsh during the first Democratic 2016 presidential candidates’ debate. Asked whether Snowden should do jail time, Clinton said, “He stole very important information that unfortunately has fallen into a lot of the wrong hands. So I don’t think he should be brought home without facing the music.”

General Michael Hayden, the director of the NSA during and after 9/11, went so far as to joke about putting Snowden on a government kill list. Hayden ranked among the elite of the elite in the national security state; he was the only person ever to be the director of both the NSA and the CIA, respectively. Appearing at a conference sponsored by the Washington Post in October 2013, Hayden noted that Snowden had been nominated for a European human rights award, then added, “I must admit, in my darker moments over the past months, I’d also thought of nominating Mr. Snowden, but it was for a different list.” As reported by Brendan Sasso in the Hill, “The audience laughed, and Rep. Mike Rogers (R-Michigan), chairman of the House Intelligence Committee who was also on the panel, responded, ‘I can help you with that.’”

Former CIA director James Woolsey was even more explicit in his call for Snowden’s head. In the wake of the November 13, 2015, Paris terrorist attacks, Woolsey told CNN that “the blood of a lot of these French young people is on his hands,” and Woolsey added, “I would give [Snowden] the death sentence, and I would prefer to see him hanged by the neck until he’s dead, rather than merely electrocuted.”

Which raises a macabre but pertinent question: why hasn’t Edward Snowden been captured or killed? Numerous former and current US military officials reportedly have expressed a fervent desire to take out a target they regard as a traitor. “I would love to put a bullet in his head,” an unnamed Pentagon official told the website BuzzFeed in January 2014. It’s no secret that Snowden is living in Russia, apparently in or near Moscow. He told the Nation in a November 2014 interview that ordinary Russians occasionally recognized him in local computer shops. (They tended to be young and friendly, he added, and surprised: “Snowden?” they asked.) Of course, Moscow is a bustling metropolis of eight million inhabitants. But it is also a city where the United States presumably has more than the usual number of spies, informants, and undercover operatives. How is it that Snowden remains at large? And how long will that remain true?

Even as they were vilified, Snowden and Ellsberg were also hailed as heroes. Their supporters tended to argue that, yes, they broke the law but they did so for a noble reason: to tell the public things that, in a democracy, the public deserved to know. After all, if the US government considered the Vietnam War a hopeless mission, shouldn’t Americans have been told that when being asked to put their sons, brothers, and fathers in harm’s way? And if the government believed it needed vastly expanded surveillance authority to keep the nation safe from terrorism after 9/11, shouldn’t it have made that argument openly and sought the consent of the governed rather than institute such policies in secret? (Kerry, whose 2004 campaign for president was dogged by accusations of “flip-flopping,” again tried to have it both ways, lauding Ellsberg as a “patriot” while blasting Snowden as a “traitor.” Ellsberg, who from the beginning praised Snowden’s leak as “the most important in American history,” rejected Kerry’s comments as “despicable” and called Snowden a “hero.”)

Snowden tended to receive more support overseas, both from the general public and from political and media elites. When he was stuck in the transit lounge of the Moscow airport after the US government revoked his passport in 2013, he was informally invited to Germany, where many people displayed signs in their windows saying, “I have a bed for Ed.” In October 2015, the European Parliament approved a resolution asking the EU’s member states to grant asylum to Snowden in view of his “status as a whistleblower and an international human rights defender.” But the resolution, which passed 285 to 281, was nonbinding, and since all EU states had extradition treaties with the United States, they would in fact be obligated to send him to the United States if he did enter their territories. The vote nevertheless signaled that many in Europe viewed Snowden as a hero, and it perhaps presaged a deal that would enable him to leave Russia, where his visa was due to expire in 2017. Snowden hailed the European Parliament vote as “a chance to move forward,” taking care to assert that it was “not a blow against the US government but an open hand extended by friends.”

Both the vituperation and the adulation showered upon Ellsberg and Snowden implicitly underscored the most striking thing the two had in common as whistle-blowers: Each was successful, spectacularly so. Each got his message out through influential news outlets and then saw it amplified when the rest of the media joined in. Each changed the public conversation about one of the most controversial issues of his time. Each triggered substantial policy changes. And while each paid a high personal price—Snowden ended up living in exile, Ellsberg barely avoided prison—the price easily could have been much higher. Agree with them or not, Snowden and Ellsberg indisputably had enormous impacts on the world around them.

In the short term, those impacts were most visible in the sphere of politics, but the greater effects over time were in the realms of mass consciousness and social attitudes.

Ellsberg’s immediate motivation for leaking the Pentagon Papers was to help stop the Vietnam War, and many detractors and admirers alike think he did exactly that. Ellsberg, however, does not share these judgments, and not for reasons of false modesty.

Nixon actually welcomed the release of the Pentagon Papers, Ellsberg told me: “He thought they made the Democrats look bad, since they covered the years before Nixon became president.” What worried Nixon, Ellsberg continued, was that Ellsberg possessed other documents that did implicate Nixon. (With Ellsberg’s permission, Senator Charles Mathias of Maryland, an antiwar Republican, had alerted the White House to this fact.) Ellsberg had only one such document, but it was an explosive one. National Security Council Memorandum 1, which he helped prepare under orders from Kissinger, discussed options for Vietnam, where Nixon was contemplating the use of nuclear weapons. Only because Nixon feared Ellsberg would start releasing dirt on him did he pursue the measures against Ellsberg that helped trigger the Watergate scandal. “If I hadn’t copied other documents beyond the Pentagon Papers, and [Nixon] hadn’t known that, the war would have continued and he would have stayed in office,” Ellsberg told me. “But how many people who are sympathetic to me know that? Not one in a thousand. The story’s never really been picked up.”

Ellsberg’s most lasting effect was to help change how Americans thought about their government. The Pentagon Papers demonstrated in irrefutable black and white that senior US government officials, up to and including the president, routinely lied to the American people and their elected representatives about some of the gravest matters facing the country. Banal as that realization may sound to twenty-first–century ears, it was nothing less than earthshaking in 1971. “Exposing the fact that the government lied was a shattering, revolutionary thing at that time,” said Louis Clark, the Government Accountability Project’s president. “It was embedded in the culture, this belief that the president and his advisers have the information and the expertise and if only we knew what they knew, we would have made the same decisions. What Daniel revealed is that it was all built on lies.”
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