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‘The biggest leak in the history of data journalism.’ Edward Snowden


 


‘This is the inside story of how governments, corporations and organised crime groups have used the secret world of offshore jurisdictions to engage in systematic cheating and thieving. It’s an almost perfect tale for the 21st century – the failure of democracy, the triumph of commercial power and greed, greed, greed.’ Nick Davies, special correspondent, Guardian


 


‘The fascinating struggle of David against Goliath . . . A brilliantly written book.’ Frankfurter Rundschau


 


‘The authors expose a shockingly corrupt system . . . [an] important indictment of the shadow economy that - ourishes even as the legitimate economy su  ers.’ Kirkus






      

         

            

         

      


   





Foreword


There are moments in history when a big truth is suddenly revealed. In 2010 leaked US diplomatic cables showed the White House’s private thinking about its friends and enemies. Three years later a contractor working for the National Security Agency exposed how the US and the UK are secretly spying on their own citizens.


His name was Edward Snowden. We learned that spooks from Britain’s listening station GCHQ could – if they wanted – bug your iPhone. Or remotely activate your laptop web camera. Snowden’s revelations caused outrage and started a global conversation about the boundaries of privacy in a digital age. Except in Britain, land of James Bond, where many met his revelations with a complacent shrug.


In April 2016 something else hidden in plain sight was exposed. Namely that the secret offshore industry – centred in tax havens like the British Virgin Islands – was not, as had been previously thought, a minor part of our economic system. Rather it was the system. Those who dutifully paid their taxes were, in fact, dupes. The rich, it turned out, had exited from the messy business of tax long ago.


The journalists who unearthed this bitter truth were Bastian Obermayer and Frederik Obermaier of Germany’s Süddeutsche Zeitung. (They are not related but their German and international colleagues fondly nickname them the ‘Brothers Obermay/ier’.) The paper, based in Munich, has an excellent track record of working on difficult and important investigations.


Reporters often get offered information, stuff. Generally, it turns out to be disappointing. As Obermayer recounts, in early 2015, late one evening, he received an anonymous message. It said: ‘Hello. This is John doe. Interested in data?’ Obermayer replied: ‘We’re very interested, of course.’


The data turned out to be bigger than anyone might have imagined. The source – his or her identity remains unknown – had got hold of the entire internal database of a major Panamanian law firm. The firm’s name was Mossack Fonseca. It specialized in setting up anonymous offshore shell companies.


The motivation here was simple. Like Snowden, the source wanted to expose criminal wrongdoing among the firm’s shadowy clients. The leak was an act of bravery. It eventually amounted to 11.5 million documents, delivered in real-time instalments. It was the biggest leak ever, and far larger than the top-secret Snowden Files or US State Department cables.


It included the records of 214,000 offshore companies, names of real or ‘beneficial’ owners, and passport scans. There were bank statements. And email chains. Often these were between Mossack Fonseca’s head office in Panama and ‘intermediaries’, typically other lawyers, accountants and banks. And from the firm’s branches in UK crown dependencies like Jersey or the Isle of Man.


What followed was a thrilling and secret year-long journalistic collaboration across more than eighty countries. The Süddeutsche Zeitung shared its material with the International Consortium of Investigative Journalists, the ICIJ, which is based in Washington DC. The ICIJ in turn gave access to the data to 100 media organizations across the planet. In Britain that was my newspaper, the Guardian, and the BBC.


The journalists gave the leaked files a name. They were the Panama Papers. The name was a conscious echo of the Pentagon Papers: volumes of secret documents leaked in 1971 by Daniel Ellsberg that lifted the lid on the US war in Vietnam.


I found myself back in the Guardian’s investigations ‘bunker’. Actually, it had a bucolic view of Regent’s Canal in London: houseboats, joggers, coots. In 2013 I’d been part of a small group that had studied the Snowden Files here. This project was different. Via a secure platform, called the iHub, journalists were encouraged not to compete with each other but to share information actively and to swap leads and tips. We did, in a flurry of encrypted emails.


For some time the global media industry has been in a state of gloom. Newsrooms are downsizing; the ad market has collapsed. Suddenly, though, this counter-intuitive model of cooperation looked like the way to go at a time when media organizations were broke. Paradoxically, it felt to us like a golden age for investigative journalism. The leaks kept coming. And grew bigger: in this case, an astonishing 2.6 terabytes.


But would anyone care? By 2016 almost 400 journalists were working secretly on the story, with an agreed publication date of 3 April. Clandestine group meetings had taken place in Washington, Munich and London. There were two concerns. One, that the leak might itself leak – that someone would accidentally bust the embargo. The other was that the public would respond to the Panama Papers with an indifferent yawn.


We needn’t have worried. In Iceland the prime minister resigned. In Argentina there were demonstrations. In Azerbaijan a small war was initiated – so some believed – to distract from revelations featuring the president and his daughters. In China censors blocked the words ‘Panama Papers’ and jammed the website of the Guardian. In Russia aides to Vladimir Putin fumed about a Western ‘spy’ conspiracy.


In Britain, meanwhile, David Cameron experienced the worst week of his premiership. The Panama Papers revealed that the offshore fund run by Cameron’s late father Ian had paid no British tax. For three decades. The fund, Blairmore Holdings Inc, had gone to absurd lengths to pretend it was based in the Bahamas. It hired a small army of Bahamas residents to sign paperwork, including a part-time bishop.


Downing Street refused to answer questions about Cameron’s tax affairs, saying they were a ‘private matter’. Eventually Cameron came clean: he’d owned shares in Dad’s tax haven fund. He sold them for £31,500 just before becoming prime minister in 2010. Cameron was reluctant to acknowledge what was obvious: that his family’s fortune – legally of course – came from privileged offshore wealth.


It’s too early to say whether the Panama Papers will usher in a new era of transparency. The G20 has promised to act. Cameron, George Osborne and Jeremy Corbyn all published their tax returns – a start. But as US president Barack Obama noted, tax avoidance is a huge global problem. It’s made worse, Obama said correctly, by the fact that using offshore structures is perfectly legal.


Still, the past few months have seen a victory of sorts for those of us, the little people, who do pay our taxes. From now on, the super-rich and other characters who use exotic offshore structures will be a nervous bunch. How long, they must be wondering, before the next leak?


 


Luke Harding


London, May 2016










Prologue


Bastian Obermayer


‘Ping.’


My wife, our children and I have been at my parents’ for three days, and for the past two days everyone’s been ill. Everyone except me. It’s ten o’clock in the evening, and having stroked the last patient and handed out the last cup of tea, I sit down at the dining table, open my laptop and put down my smartphone next to it.


Then there’s a ‘ping’. A new message.


 


[john doe]:Hello.


This is John doe.


Interested in data? I’m happy to share.*


 


* In order to protect our source, parts of the indented, sans serif exchanges that would endanger our informant have been abbreviated in this book or else reproduced with minor alterations that do not distort their meaning.


 


‘John Doe’ has been in use in Great Britain for centuries and is also common in Canada and the United States. People whose true identity must be protected in court are called ‘John Doe’, as are unidentified corpses. ‘John Doe’ has also long been used as a name for bands, TV series and various products.


So ‘John Doe’ is a cover, another term for ‘Joe Bloggs’. But this ‘Joe Bloggs’ is obviously offering secret data.


Investigative journalists are genetically programmed to prick up their ears at this kind of offer. Secret data is always good news. At the Süddeutsche Zeitung we’ve published lots of articles based on leaked data in the past three years. Offshore Secrets was about tax secrecy in the Caribbean, the HSBC Files tackled secret Swiss bank accounts and the Luxembourg Tax Files revealed Luxembourg’s dodgy tax schemes. The mechanism is always the same – a large volume of secret data flows out and ends up in the hands of journalists. If the volume of secrets is large enough, it is, statistically speaking, almost bound to contain some good stories.


Also, journalists often spend weeks, sometimes even months, chasing a specific source. So if a potential source comes to you, you need to react fast. Or at the very least you need to react: there’s almost nothing more annoying than finding a story in the Spiegel or the Zeit that you were offered first.


 


[Obermayer]: Hello. We’re very interested, of course.


 


You can immediately tell the worst sources – bad sources, or at any rate crazy or confused ones – from their emails. Crazy people do sometimes have good stories, but it’s the exception rather than the rule.


The advantage with data is that it’s not self-important or verbose. It doesn’t have a mission and it isn’t looking to deceive you. It’s simply there, and you can check it. Every good dataset can be collated with reality and that’s exactly what you must do as a journalist before you start to write. At some stage you also have to consider very carefully which part of the data you’re going to exploit.


    And for several reasons, legal as well as journalistic, we cannot post thousands of documents online, like the coordinators of the whistle-blowing website WikiLeaks. In Germany we have quite harsh laws on leaked information. We have to review and check every single page, and we would have to black out a lot...


 


[Obermayer]: How would we get the data?


[john doe]: I would like to assist but there are a couple of conditions. You need to understand how dangerous and sensitive some of this information is. My life is in danger, if my identity is revealed. I’ve spent the past several weeks considering how to handle this. We will only chat over encrypted channels. No meeting, ever. The choice of stories is obviously up to you.


 


I can live with those conditions. Journalists obviously prefer to get to know their source to be able to gauge what they’re like and understand their motives, but for the informants it’s often better to remain in the shadows. Whistle-blowers aren’t particularly well protected, even in Germany, and each person who knows an informant’s identity is a potential risk – even, or perhaps especially, if that person is a journalist.


However, the source communicates clearly and concisely, and I can do the same. This someone has obviously got something they want to get rid of, and they want to give it to me.


 


[Obermayer]: So how to proceed?


 


I send the person my contact details for further encrypted communications. In the subsequent exchanges we agree on how the transfer will take place, and I’m told that I can expect to receive a first sample soon via an encrypted channel.


The source doesn’t ask for money – a good sign. A few months earlier someone had got in touch with me claiming to have records of secret foreign bank accounts belonging to a German political party and supposedly containing $26 million. Our conversation went back and forth for a week, poor-quality photos of bank documents were sent, absurd telephone calls ensued and then, over the phone, the person suddenly demanded cash.


The fact is that the Süddeutsche Zeitung never pays for information, not only because we don’t have the money, but primarily on principle. This also reduces people’s temptation to fob us off with fake documents. We just have to be able to stomach reading stories we were forced to pass up in other newspapers. However, the story of the secret party account appeared neither in the Spiegel nor in Stern: if they were ever offered the documents, our colleagues must also have judged them to be fakes.


‘Ping.’


The sample has arrived: a big bunch of documents, most of them PDFs. I open the files on my computer and analyse them, one by one. There are companies’ articles of incorporation, contracts and extracts from databases. It takes me a while to grasp the links between them, but after a quick Internet search I understand the context. The location is Argentina. A public prosecutor, José María Campagnoli, suspects that shady business people have helped the Kirchners – i.e. the then president Cristina Kirchner and her late husband Néstor – to smuggle around $65 million out of the country. This theft was allegedly conducted via a labyrinthine system of 123 shell companies, all of them set up, predominantly in the US tax haven of Nevada, by a Panamanian law firm called Mossack Fonseca. Nevertheless, none of the accusations have as yet been proved and Cristina Kirchner disputes the accuracy of the allegations.


What makes the case topical is that there is a litigation case pending in the United States. Directed by its founder Paul Singer, the investment fund NML had bought millions of dollars’ worth of Argentinian government debt – and then the country went bankrupt. Most creditors agreed to debt relief, but not NML. The fund is filing lawsuits around the world for the seizure of Argentinian state assets. It has even had an Argentinian warship impounded off the coast of Africa. Warships are valuable and can be sold off.


The goal of the current lawsuit in Nevada, USA, is to force the disclosure of this network of shell companies. NML wants Mossack Fonseca to surrender all documents pertaining to the 123 shell companies. I have some of those files in front of me on my screen right now, documents that NML has been chasing in vain for years. One thing jumps out at me: the payments run into millions of dollars.


The papers show the transfer of $6 million into a Deutsche Bank account in Hamburg. The accompanying contract raises further questions: it’s a commission on a gambling deal.


Two other files name the real owners of two of the firms whose documents NML is seeking to obtain. Access to these two files would constitute a huge leap forward in their case.


The interesting thing is that all the documents appear to originate from the same law firm. I’m familiar with Mossack Fonseca, but only ever as an impenetrable wall, a black hole. Every time our research has led us to this law firm, it has spelled the end of the investigation. Mossack Fonseca is one of the largest providers of anonymous shell companies and is not exactly famed for being fussy about its clientele; quite the opposite, in fact. 


In plain English: while many of its clients are doing nothing illegal, some of the world’s biggest scumbags have used Mossack Fonseca’s anonymous offshore companies to disguise their business dealings. During the Offshore Secrets and HSBC Files investigations we came across convicted drug kingpins and suspected traders of blood diamonds who had used companies established by Mossack Fonseca for camouflage purposes. Search the Internet for Mossack Fonseca’s clients and you will also find accomplices of Gaddafi, Assad and Mugabe allegedly working hand in glove with the Panamanian law firm.


Please note that I say allegedly, as Mossack Fonseca denies any association with these people and its client list is confidential. So far, at least.


[Obermayer]: The material seems to be good.


Can I see more?


 


But ‘John Doe’ doesn’t answer. Has he or she had second thoughts? Or are they merely considering their next move?


 


[Obermayer]: Is all about the argentine case?


 


When I still haven’t received an answer twenty minutes later, I close my laptop, put my smartphone away and go to bed.


The next morning (with the sickbay still as full as ever) there’s an answer. And a lot more besides.


 


[john doe]: I am sending a few more documents. Some have to do with Russia. Another part of a PDF is specially intended for you Germans. Look for Hans Joachim. . . There’s a lot more from where that came from.


 


I’m desperate to look through the documents straight away, but – and this is very tough – I first have to go to the pharmacy and shop for bread, fruit and tea. I’m the only one in a fit state to leave the house. The positive effect of this epidemic is that no one wants me to take them to the woods, play football or go for a walk. By late afternoon every bed in the house has a sleeping patient in it and I can return to my computer.


The new documents also seem to come exclusively from the files of the Panamanian law firm Mossack Fonseca. The company clearly has a serious problem.


A leak.


First I study a document many hundreds of pages long that whoever-it-is has named ‘Records’. Several hundred pages of bank transfers, but one sticks out: on 19 November 2013 a sum of almost $500 million in gold was paid into the account of a man called Hans-Joachim K. at Société Générale Bahamas.1


$500 million. Half a billion. A vast sum of money.


I’ve never heard of Hans-Joachim K., but a Google search reveals him to be a little-known Siemens manager in Germany who used to be CEO in Colombia and Mexico. This might be a lead. For many years Siemens ran slush funds in South America to reward people who helped its business to flourish. I find dozens of articles, including some in the international press.


One thing baffles me, though. This jaw-dropping sum was transferred into the Siemens man’s account in autumn 2013, yet the company’s Latin American slush funds had been uncovered way back in 2007/8. There were lawsuits, some of which continue to this day.


This is strange, to put it mildly. You don’t just suddenly come by $500 million, so where’s this money from? A bookkeeping error?


Before I can become absorbed in further details, I hear the kids calling me. They want more salted snacks and toast. I give in and snap the laptop shut. That $500 million isn’t going anywhere.


I spend the afternoon reading stories, making tea and filling hot water bottles. It’s late in the evening before I get a chance to take a good look at the new material. At first glance it seems to be predominantly about shell companies, most of which appear to be linked to the same secret owner, a certain Sergei Roldugin. Many of the documents are contracts involving sums running into many millions. $8 million here, $30 million there; $200 million, then $850 million; all share deals or loans. Yet the name Roldugin doesn’t ring any bells.


So I do a search, and what I find sets my spine tingling. Sergei Roldugin is ‘Vladimir Putin’s best friend’, or at least that’s how Newsweek describes him. There is good evidence for this: Roldugin is godfather to Maria, the Russian president’s eldest daughter.


The godfather’s offshore dealings would be interesting enough on their own, but then I read something that completely bemuses me. Sergei Roldugin, a man who handles zillions of US dollars according to the documents, is neither an investor nor an oligarch: he’s an artist, a famous cellist and the former director of the St Petersburg Conservatory. I find an interview Roldugin gave to the New York Times in September 2014, in which he explicitly states that he is not a businessman and doesn’t have millions.


If the documents are authentic, about which I now have little doubt, either he lied – or it isn’t his money. Whose is it then? Is Roldugin merely a straw man? And if so, for whom?


For Vladimir Putin?


If it is Putin’s money lying in these companies, even a fraction of it, the story would make headlines around the world.


Whoever leaked these papers to me also spotted Roldugin’s name, and he or she is worried. Probably with good reason.


 


[Obermayer]: Who are you?


[john doe]: I’m no one. Just a concerned citizen.


 


This is a clear reference to the whistle-blower Edward Snowden, who called himself ‘Citizen Four’ when he made contact with the journalist and filmmaker Laura Poitras. Snowden has been trapped in Moscow since fleeing from Hong Kong.


 


[Obermayer]: Why are you doing this?


[john doe]: I want you to report on the material and to make these crimes public. This story could rival the Snowden documents in importance but you’re publishing in German. You need to partner with the New York Times or a similar caliber English paper.


 


The Süddeutsche Zeitung isn’t what you’d call a natural partner for the New York Times, but we have already worked with the Guardian, the Washington Post and the BBC on investigations such as Offshore Secrets and the Luxembourg Tax Files. I explain this to ‘John Doe’ and he or she seems satisfied.


 


[john doe]: We should discuss what is the best way for me to send you a large amount of material. Any ideas?


 


Honestly? I have no idea. I’ve never had an anonymous source asking to hand over material to me by the gigabyte. I can also hear my son crying upstairs.


 


[Obermayer]: I will have to think about it. How much data are we talking about?


[john doe]: More than anything you have ever seen.


 


It turns out not only to be more than anything I’ve ever seen; it’s bigger than any leak that any journalist has ever seen. It will also mark the beginning of the largest international investigative journalism project of all time. Ultimately, around 400 journalists from over eighty countries will be investigating stories originating from this data. Stories that report on the secret offshore companies of dozens of heads of state and dictators; stories explaining how billions are earned from arms, drug and blood-diamond trafficking and other illegal business; and stories that bring home to readers the scale of tax evasion by the wealthy and super-rich of this world.


And all those stories begin with Mossack Fonseca on that first night.
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Start


The Russian president’s best friend. Businessmen close to the Argentinian president and her late husband and predecessor as head of state. A mysterious German with $500 million? There are worse starting points for an investigation.


Within days of our first contact, it is clear from a discussion with my head of department Hans Leyendecker that this topic will be handled by the same team that has already led a number of similar investigations, meaning the two of us: the ‘Brothers Obermay/ier’ as some of our colleagues have called us ever since our editor-in-chief Kurt Kister coined the phrase at a conference.


Otherwise, we try to keep the circle of those in the know as tight as possible for now. Who knows if the files are genuine, if they’re verifiable and whether they’ll ever produce a good story?


Our plan is to analyse the data closely and then consider how and when we publish our findings. So we read up on Putin’s business interests (by this time we’ve seen his best friend’s name linked to three offshore companies), gather material about the NML hedge fund’s lawsuits against Argentina and carry out research into our mysterious ex-Siemens executive and the $500 million in gold. The only problem is that we keep getting distracted by new firms and possible new stories. That’s because the material has been growing constantly since the night of my first contact with ‘John Doe’, and we repeatedly find new names worth investigating: South American government ministers, German aristocrats, US bankers. Very soon we have over 50 gigabytes of data and several thousand digital folders stored on various USB sticks. Each folder bears a number associated with a particular offshore company. These folders obviously contain files that Mossack Fonseca drew up for the respective firm: certificates, passport copies, lists of shareholders and trustees, invoices, emails. A clear, practical system – for them, and for us.


There are thousands of shell companies. Thousands of people who obviously have a compelling reason for camouflaging their business dealings. Thousands of potential articles. The unique selling point of offshore companies is that they provide anonymity. A nondescript name is presented to the outside world and no one knows who is really behind it.


There are of course many reasons for using an offshore company and of course owning one is not in itself a criminal offence. But the fact is that people often have recourse to an anonymous offshore company because they want to hide something – from the taxman, their ex-wife, their former business partner or the prying eyes of the public. That ‘something’ might be property, bank accounts, paintings, investments, shares or other kinds of securities.


Experience shows that it is usually individuals whose business depends on anonymity who favour the anonymity that shell companies provide. These include gunrunners, people traffickers, drug smugglers and other criminals, as well as investors who do not wish to reveal their true identities and their true intentions, senior politicians who’d like to spirit their wealth abroad (perhaps because they have accumulated it dishonestly) and companies looking to funnel bribes. The list could go on and on.


We are now sitting studying secret data that could potentially bring hundreds of these cases to light, sifting through computer folders no journalist has ever had access to before. We could easily spend weeks floating around in it, not only because we’re always looking for the next big story to break, but also because there’s no such thing as a trivial detail: with every company we examine and every email conversation we read, we learn more about how the Mossack Fonseca law firm operates. There is an incredibly strong temptation to drill down into these secret dealings and thus into the entire mechanism, from the initiation of business to the opening of the account and on to its closure. It’s almost an addiction, and if we didn’t both have families we would probably spend every evening on our laptops, clicking and clicking away. Yet even while keeping halfway regular working hours, it takes us only a few weeks to grasp the basic business model.


This is usually how it works. Contact is made with Mossfon (the common abbreviation for Mossack Fonseca) via an intermediary – for example a bank, a lawyer or an asset manager. These are Mossack Fonseca’s actual ‘clients’: they order the product, they handle communications and they pay the bills. The product is mainly an off-the-peg offshore company. Mossfon offers firms in some twenty jurisdictions, most frequently in the British Virgin Islands and Panama, but also in the Bahamas, Bermuda, Samoa, Uruguay, Hong Kong, the US tax havens of Nevada, Wyoming and Delaware and, more recently, Florida and the Netherlands. The newest name is that of the emirate of Ras Al-Khaimah in the United Arab Emirates. The companies are sold from nearly fifty offices worldwide or from Mossfon’s headquarters in the centre of Panama City, on the top floors of a squat building whose glass façade reflects the emblem of the city, the Revolution Tower.


Mossack Fonseca isn’t the only provider of shell companies headquartered in Panama. Other major players are also based there (although there are hardly any official figures regarding this secretive industry), for instance the law firm Morgan y Morgan, probably Mossfon’s great competitor. It is no coincidence that offshore providers have clustered together in this small Latin American state of all places, squeezed between Costa Rica and Colombia at the point where the Americas meet.


[ ]


Panama has always been an extremely dependent country. Having long been a poor province of Colombia, the country gained its independence in 1903 partly because American bankers and industrialists managed to persuade the then US president Theodore Roosevelt to support Panamanian separatists. US lobbies hoped to make money from the Panama Canal, which was under construction at the time. Roosevelt sent troops to occupy parts of the newly independent state and make it clear to Colombia that it could kiss goodbye to its former province. A nation was created by the grace of the United States and the US flag did indeed fly over the Panama Canal Zone, where big business was to be done. Thousands of American soldiers protected the sovereignty that the Panamanian government granted to the USA in 1903 and which was only returned to Panama in 1999.


The lucrative business with shell companies is based on a law that came into force on 26 February 1927. This law – Law 32 – guarantees the secrecy of estates, money transfers and, most importantly, company owners, and offers so-called ‘sociedades anónimas’ exemption from taxation. This name sounds more mysterious than it actually is, because an ‘anonymous society’ is actually nothing more than a public limited company. The secrecy afforded by Law 32 has changed very little to this day, with the exception of the odd – largely cosmetic – reform driven by efforts to have Panama deleted from a number of black and grey lists of countries that abet money laundering and tax evasion. The favourable environment for the offshore industry has remained more or less unaffected over the years, and the state also benefits, for example from corporation tax from law firms, their employees’ income tax payments, and fees for setting up companies.


Another reason this business is so attractive is because it is as simple as it is lucrative. A standard shell company costs the seller next to nothing and the formalities are quickly dispatched. The buyer has his company in a click of the fingers for only a few hundred US dollars, and can dispose of it again quickly and easily once it has served its purpose. Also, no one will ever find out to whom it belonged, which is ideal for dodgy dealings.


Ideal for Siemens too, we discover. While reading up on Putin, we simultaneously sniff out the trail of Hans-Joachim K., the German with the curious $500 million in an account in the Bahamas. First, we do some research without the data, simply because we don’t have the right software with which to conduct a systematic search of the 50 gigabytes of information. We find K.’s name in an indictment against a past Siemens board. It becomes clear from reading this that K. had for many years run slush funds containing money siphoned off from official Siemens channels so as to be more quickly and easily available, for instance to pay so-called advisers. Hans-Joachim K. names one of these bribery firms, supposedly called Casa Grande. We come across its full name in the transcript of a police interrogation: Casa Grande Development. This is also the title under which it was entered into Panama’s public database of companies, with Mossack Fonseca listed as its ‘registered agent’. Yet the database gives no indication of any connection to Siemens or even K. himself. The company’s directors are given as three women who have almost certainly never done a day’s work for Siemens in their entire lives: Francis Perez, Diva de Donada and Leticia Montoya.1 


This is the mechanism for offshore companies: the firms that sell them – offshore providers like Mossack Fonseca – make sure that there’s a protective screen around the real owners. In this case Mossack Fonseca appoints three directors. We would call Francis Perez, Diva de Donada and Leticia Montoya ‘straw men’ – if they weren’t women, that is. They work for Mossack Fonseca. Their job is to sign the documents placed before them. They sign if the real ‘beneficial’ owner wishes to open an account in the name of his or her shell company (as in the case of Casa Grande Development for Siemens) or if the real owner would like to buy something in the company’s name – a flat, a house or a yacht, say. However, they also sign contracts, loans for millions of dollars and other papers. This means that these directors – known in the jargon as ‘nominees’ or ‘nominee directors’ – act as the company’s official representatives, and the real owner hides behind this façade.2


The real owners (or, if they are more cautious, their lawyers) are generally given a power of attorney by the nominee directors to access the bank account or the safe. In most cases, however, no one but the bank, the nominee directors and Mossack Fonseca knows about this power of attorney. It is this secret yet (when seen in isolation) completely legal arrangement that confirms the company’s true purpose – to stay shut away from the prying eyes of inquisitive public prosecutors, tax officials and fraud investigators.


[ ]


In one of the Excel files that we find in the data we come across Casa Grande Development’s folder number, and we actually have this folder. This is a complete stroke of luck: the Excel file lists over 200,000 active and expunged Mossack Fonseca companies, but we currently only have the documents of a few thousand.


In the folder we find a power of attorney for one of Hans-Joachim K.’s former colleagues at Siemens. This ex-colleague is named as the real owner of the company, but neither he, K. nor Siemens was ever mentioned when Casa Grande Development was handing out millions from the slush funds, entering into contracts or conducting business. The nominee directors signed, and from the outside it was impossible to tell who was really controlling matters. The company was an ideal vehicle for kick-starting the business of Siemens’s South American division anonymously and circumventing both the law and internal oversight.


Even if someone had discovered who owned Casa Grande Development’s shares, they would not have been able to prove any link to Siemens. That is because only so-called bearer shares were issued at first. There is usually no record of who owns these shares. It’s very simple: the person who holds all of a company’s bearer shares – physically, that is, as pieces of paper – owns the company. This is an open invitation to indulge in the kind of dealings where you don’t want to leave any traces behind. Money on the table, bearer shares the other way, transaction complete; the company has a new owner.


If there is a need for even more stringent anonymity, then Mossack Fonseca can provide not only nominee directors but also ‘nominee shareholders’. These are individuals or shell companies that hold shares virtually, on trust. Should Mossack Fonseca be forced to name one or more of a company’s shareholders, for example during an investigation, this does not mean that they are the ultimate owners, not in the slightest. The real owners can hide behind this second protective screen.


The company has become a completely impenetrable entity. Tax investigators and the police, creditors and defrauded business partners, even spouses and children have no way of proving that the company with the peculiar made-up name belongs to any tangible human being. From the outside at least, it is a black box.


Not from the inside, though. Inside, in the computer folders we mine day after day (and often night after night), lie thousands of internal email exchanges between Mossack Fonseca employees. These messages are a seam of gold running through this mountain of data, repeatedly turning up vital nuggets of information about the true owners.


Unfortunately, this is not much help in Hans-Joachim K.’s case. We still have no idea of how, and if, he came by the $500 million. So far, we know only that he left Siemens in 2009 at the latest.


We’ll have frequent cause to return to this case, though. Every time new data arrives we look for new Siemens shell companies and for K. It’s like an incurable fever – we just have to solve this puzzle.
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Vladimir Putin’s mysterious friend


There’s a lot of money at stake. That is about the only thing we realize immediately as we battle our way through the folders of the three offshore companies featuring Sergei Roldugin’s name. The folders contain hundreds of documents, many with page after page of descriptions of share deals it would take us weeks to understand. Yet even in our ignorance we are capable of picking out the sums, and they take our breath away. Here a loan for a few hundred million US dollars, there another one for many billions of rubles. Millions of dollars in ‘advisory fees’ flow from shell company to shell company, and the documents suggest that share packages worth millions change hands twice within twenty-four hours.


We read in the share transaction contracts that some of the deals involve shares in major Russian companies. The fact that these particular companies show up here doesn’t necessarily mean anything, but it may do. Virtually every Russian expert critical of Putin assumes that he’ll leave office as a multi-billionaire – if, that is, he ever does leave office. But where has he stashed his fortune? There is a theory among experts that he gets companies to allocate him shares – companies such as the ones we have just found.


If Putin did indeed own shares in major Russian companies, would he really want people to know about it? Would he hold them under his own name? Certainly not. So then he would need people he could trust. People like Sergei Roldugin?


We know quite a lot about the two men’s relationship, particularly because Roldugin, the virtuoso cellist, is not exactly shy about it. He enjoys talking to journalists and authors about Putin, and of course he gives the president good press. He would be badly advised to do anything else.


The two men have known each other since the 1970s. Roldugin is one of Putin’s circle of friends from his time in St Petersburg – people that Putin later made very, very wealthy. It is therefore conceivable that Roldugin does only represent Roldugin here, for he has owned a small stake in a St Petersburg private bank, Rossiya Bank, since the 1990s. Under Putin’s protection it has grown into one of the largest and most influential banks in the country. Putin made sure that various state enterprises took their money to Rossiya Bank, which in turn belongs for the most part to other Putin confidants besides Roldugin.


Most of these confidants, by the way, are on the US sanctions list announced after Putin’s annexation of the Crimea. Rossiya Bank itself is on the list as the bank of ‘Putin’s innermost circle’, according to the rationale. Managers of precisely this bank administrated several offshore companies ordered from Mossack Fonseca, including two of the three companies for which Sergei Roldugin is named as either a shareholder or the owner. This of course means that Mossack Fonseca is doing business with managers of a company that is subject to US sanctions. This is a gamble with wide-ranging potential consequences. Should the US authorities judge that there has been a breach of sanctions, they could freeze the assets of Mossfon’s subsidiary in the USA, and its owners and executives would no longer be able to travel to the United States without fear of arrest. In the worst-case scenario, Mossfon itself might end up on the US sanctions list.


The precise structure of the Roldugin system would appear to be as follows. A Rossiya Bank representative has a sort of power of attorney in most of the companies, and is thus the contact for a Zurich-based law firm. In turn, this law firm is officially responsible for the offshore companies set up by Mossack Fonseca and informs Mossfon of the end clients’ wishes. Mossack Fonseca’s Geneva subsidiary handles the Zurich law firm. So if Mossack Fonseca in Panama has a question, it turns to its Geneva office, the people in Geneva ask the Zurich lawyers and they get in touch with Rossiya Bank. It’s a long process, but it’s also a practical one, for should the overall set-up come under scrutiny, Mossack Fonseca could argue that it was merely doing business with a reputable Swiss law firm. What is the world coming to if you can’t even trust the Swiss!


From previous years’ emails it is clear that Mossack Fonseca was fully aware of Rossiya Bank’s involvement at the other end of the chain. The critical question as far as we’re concerned is whether Sergei Roldugin and the other men in his network were really acting on their own initiative. He does state in one document that he is the sole and real owner of at least one of these firms, a company by the name of International Media Overseas S.A. based in Panama. This is in papers Roldugin provides when applying for an account with the Zurich branch of a Russian bank in May 2014, only weeks after the US announced its sanctions against Rossiya Bank.


Roldugin declares in the questionnaire that the company’s assets run into billions of rubles, the first transfer will be for 5 million Swiss francs and he expects a long-term income of over 1 million Swiss francs per year. This is the self-same Roldugin who announced to the New York Times a few months later that he didn’t ‘have millions’ and wasn’t a businessman.


Roldugin also explains to the bank where International Media Overseas S.A.’s money comes from, stating that the company owns a 100 per cent stake in a certain Med Media Network Ltd (as indeed it does). Med Media was mentioned in the same New York Times interview with Roldugin. According to the newspaper, the company owns a 20 per cent stake in a major Russian media company called Video International. What the NYT reporters didn’t realize was that there is a link: Roldugin is also one of Video International’s owners. On paper, at least.


We decide to examine the ownership of Video International in more detail, but we defer this task for a little while. More accessible, and at the same time more entertaining, is a questionnaire completed to open an account for one of Roldugin’s companies with the aforementioned bank in Switzerland. One of the questions is: Is the owner of the company a politically exposed person (PEP) or a very important person (VIP)?


Roldugin answers no.


Does the owner have any relationship with a PEP or a VIP?


Roldugin again answers no.


This second answer is a barefaced lie. The best friend of the Russian president, who also happens to be godfather to the president’s daughter, cannot seriously deny having ‘any relationship’ with VIPs or a politically exposed person.


Nowadays, banks systematically enquire about this kind of relationship because the experience of recent decades has shown that most corrupt politicians do not declare their secret bank accounts in their own names but rather in the name of a trusted relative or friend. However, the risk of the bank being regarded as an abetter of thieving heads of state is almost as high, and banks therefore want to find out more about their clients as part of the anti-money laundering drive and the related ‘Know Your Customer’ policy. Of course, they may ultimately decide to accept a customer who is the best friend of a politician, but they must know what they’re doing – in part because they might later be called upon to justify their decision.


[ ]


As we try to follow the Russian trails, the files keep growing, gigabyte after gigabyte. It’s not easy to transfer such large volumes of data, and it’s even more time-consuming if you also wish to encrypt the information. Then we have the additional problem that our source insists on absolute anonymity, which only complicates matters further.


The solution we find after many weeks of head-scratching is awkward but relatively secure. We cannot describe it for reasons of confidentiality. Slowly but surely, the data makes its way to us. Yet as we torment ourselves with technical issues, a single question keeps worming its way into our minds: why would anyone run the risk of passing on such sensitive data for no benefit?


There’s obviously no money, but there’s also no fame for someone who chooses to remain anonymous. There is danger, though.


 


[SZ]: Why are you taking this risk?


[john doe]: I can’t explain my rationale without making my identity clear. But generally speaking, I feel that I must do it because I’m able. It’s too important. There is just a mind-boggling amount of criminal activity going on here – I struggle to even wrap my head around it.


[SZ]: Aren’t you afraid?


[john doe]: Definitely. But I am trying to be careful.


 


Some days we write to each other virtually non-stop via a variety of anonymous, encrypted chats. It’s generally about technical issues. Have we received folder XY? Do we know this or that file format? Otherwise we talk about politics, about Angela Merkel and Greece, about Chávez, Putin, Obama and China, or about our source’s fears. Then we return to discussing gigabytes.


What we don’t realize in these first few weeks, however, is that it’s going to continue like this for months. For months and months.


[ ]


After a preliminary examination we set the Argentinian documents aside. The public prosecutor has identified 123 companies that all seem to have been founded by Mossack Fonseca. That is more than we can handle, certainly now and perhaps ever. However interesting the story might be, we must naturally focus our attention on major German scoops.


At the same time, we don’t want the stories to be ignored or lost in countries where they might be of interest.


That is a compelling argument for a large-scale international collaboration of the kind we participated in during Offshore Secrets, the Luxembourg Tax Files and the HSBC Files.


Of course we promised our source that we would try to get the New York Times on board, even if we’re not likely to be successful at the first attempt.


We call Gerard Ryle, the director of the Washington-based International Consortium for Investigative Journalists, to capture his imagination for our data. The ICIJ is a sort of international club of investigative journalists that you can only join by nomination and invitation. Something like 200 of our colleagues worldwide now belong to this club, and we became members in 2013. To be precise, the ICIJ is an initiative of the Center for Public Integrity (CPI), an American non-profit organization for investigative journalism. The CPI was set up by Charles Lewis, a leading US investigative reporter responsible for countless successes over the past thirty years. Both the CPI and the ICIJ are financed by donations, one of their main donors being the left-leaning billionaire George Soros.


Since it was founded in 1997, the ICIJ has coordinated joint cross-border investigations into global tobacco trafficking, the international trade in body parts and questionable World Bank projects. The idea behind the ICIJ is that journalists achieve more by sharing their material when it is of international relevance. This results in more and better stories, because they are handled by experts in a particular field, often the best investigative reporters in a specific country. Our colleagues from Argentina’s La Nacíon, for example, are deeply involved in the case of NML, the hedge fund that is suing the Argentinian state. We have seen online that the newspaper has been writing about this affair for years, whereas we are starting from scratch.


Our telephone conversation with Gerard Ryle goes well. After a quarter of an hour he’s determined to make it an ICIJ story, even though we cannot name any names on the phone and can only hint at Mossack Fonseca’s implication.


It’s important to say that Gerard Ryle has a soft spot for shell companies. When he took up his position as ICIJ director in 2011, he brought with him a hard drive containing the largest leak any journalist had ever been party to until then. He had been handed 260 gigabytes of information from the inner sanctum of two firms called Portcullis TrustNet and Commonwealth Trust Ltd. The core business of these two firms was – exactly like Mossack Fonseca’s – to sell shell companies. It is no exaggeration to say that Gerard Ryle produced a worldwide scoop from that data. In April 2013, under the headline ‘Offshore Secrets’, nearly 100 journalists from some fifty countries revealed how the world’s rich and powerful used these offshore companies to cover their tracks and hide their true assets. In Germany we worked on the story for the Süddeutsche Zeitung along with our colleagues at the Norddeutscher Rundfunk radio station. The basic model of our data is therefore very similar to that of Offshore Secrets, although we have far less – about 50 gigabytes – when we ring Ryle. However, we have the feeling that our data on individual companies is more comprehensive and, above all, more up to date. During the Offshore Secrets investigations in 2013 we published information gleaned from files dated 2010 or earlier. This time we note with a shudder that we keep finding fresh emails, which means that our source has had access to internal Mossack Fonseca data until very recently. Possibly, indeed probably, the source still has such access.


At the end of our conversation Gerard Ryle promises to fly to Munich in the next few weeks to see the files with his own eyes.


Almost accidentally, during one of our evening browsing sessions, we stumble upon something that we had overlooked until now. There are several documents containing internal memos about many of the brokers, i.e. the banks or asset managers. The general secretiveness of Mossfon staff – abbreviated client names and codenames – suggests that there is something fishy going on,1 but what we read in these memos is of a quite different tenor. They mention brokers with ‘large numbers of clients with undeclared accounts’, a law firm with ‘a separate department for illegal funds’ and that Mossack Fonseca ‘offers solutions’ for withholding tax on payments of interest in Europe.


Reading this, we know we’re on the right track. If we can prove that Mossack Fonseca knowingly helped its clients to evade tax, the law firm will have a real headache. At this juncture we ask ourselves whether Mossack Fonseca has ever been prosecuted for a similar crime, but find no evidence of any lawsuits against the firm.


Around now we become aware of a fact that sucks our attention away from everything else. It concerns the man who made all this secret business possible in the first place and who must have earned an absolute fortune in the process. He is the man who founded Mossack Fonseca, a law firm that has apparently entertained dealings with criminals of all stripes for several decades.


His name is Jürgen Mossack. He’s German.
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The shadow of the past


Jürgen Mossack makes no secret of his background. Quite the opposite, in fact. Google his name and you soon end up on a website presenting thousands of lawyers and their areas of expertise. Jürgen Mossack’s profile says, ‘Born in Fürth, Bavaria, Germany.’


Yet Jürgen Mossack is a completely unknown quantity in Germany, and not a single article has appeared about him in the German press, even though he is at the head of a company linked to some particularly shady characters. And he’s German.


That fact has pushed this story a little closer to the top of our priorities. Or a lot? It doesn’t matter that much. At the very least we now have a hook that will catch people’s attention: ‘A German has helped some of the worst criminals and dictators of our time to hide their tracks.’


 


[john doe]: Is Jürgen Mossack actually known in Germany?


[SZ]: No. No one knows him here.


[john doe]: That will change soon. . .


 


We want to find out more about the man at the centre of our leak, so we start searching, first on the Internet and then in international press databases. We come up with next to nothing. There is the occasional mention of Jürgen Mossack, who is now in his late sixties, but we find no portrait, no in-depth article. The only traces of Mossack online, other than the meagre CV on the lawyers’ website, are trivial details such as his membership of the Panama Rotary Club, the International Maritime Association and various professional bodies concerned with tax law and the like. We also come across a few photos of our man at a range of events, for instance at a meeting with the prime minister and the finance minister of the British Virgin Islands, a major tax haven and hence a natural partner for Mossack Fonseca.


Jürgen Mossack appears to have no interest in the wider public, or at least our archives turn up no interviews with him. However, he does give talks and writes articles in the specialized press, fulminating against radical reforms to the offshore industry.


We decide to proceed methodically and obtain a copy of his birth certificate. This provides official confirmation that Jürgen Mossack was indeed born in Germany – on 20 March 1948 in Fürth’s municipal clinic at precisely 6.25am. His full name at birth was Jürgen Rolf Dieter Herzog. His mother is recorded as Luise Herzog, a saleswoman, his father as Erhard Peter Mossack, a mechanical engineer.


[ ]


Erhard Mossack would appear to have switched from mechanical engineering to journalism in the postwar years. In 1951 the Spiegel mentions a sports reporter by the name of Erhard Mossack, who wrote for Nuremberg’s 8-Uhr-Nachrichten about a mysterious masked freestyle wrestler whom spectators had nicknamed the ‘Viennese Strangler’. This particular Erhard Mossack speculated that the ‘Viennese Strangler’, whose trademark was a chokehold from behind, might actually be the ‘Prague Executioner’, a Czech man alleged to have sent ‘a bunch of Czechs to the German gallows’ during the Nazi occupation. The Spiegel journalist comes to the conclusion that Mossack’s supposition is wrong, however.


It was probably the same Erhard Mossack who emerged as the author of a number of books, one of which was published in 1952 with the belligerent title The Last Days of Nuremberg. The book, a work of non-fiction about Nuremberg during the final days of the war before its eventual capture by the Allies, is easily available from antiquarian booksellers. Contrary to what one might expect from the title, the book expresses no particular sympathies, no political revanchism, no glorification of the Nazi era. More entertaining is a short potboiler from 1955 entitled Smuggled Goods for Tangier, in which the author, Erhard Mossack, relates working as a journalist with international detectives from Interpol’s headquarters in Paris in 1954 to uncover an international car smuggling ring that was operating in Western Europe after the war. The blurb reads: ‘Mossack carried out his own investigations in France and Spain, gradually untangling the confusing trail left by the bandits.’ Mossack supposedly even drove one of the stolen vehicles, a Mercedes 300, back to Germany.


The author’s biography in Smuggled Goods for Tangier also contains this Erhard Mossack’s date of birth – 16 April 1924, the same as Jürgen Mossack’s birth certificate gives for Erhard Mossack – confirming that he is definitely one and the same man. How ironic that some decades later his son should be setting up offshore companies for far worse criminals than smugglers.


In October 1958, three years after his potboiler was published, the register of residents shows that Erhard Mossack has moved to Lutzerath in Rhineland-Palatinate. He signs himself off the register in July 1961, stipulating that he intends to emigrate – ‘probably to the USA’. It is therefore clear that Jürgen Mossack spent the first thirteen years of his life in Germany.


This is backed up by an article published at the beginning of January 2012 in a local edition of the Frankfurter Rundschau. It is a portrait marking the 2010 appointment of a certain Peter Mossack, an IT manager and founder of the Justus von Liebig Darmstadt chapter of the Lion’s Club, a worldwide community organization, as the Republic of Panama’s honorary consul to the federal states of Hesse, North Rhine-Westphalia, Rhineland-Palatinate, Saarland and Baden-Württemberg.


[ ]


Mossack and Panama? Exactly. Peter Mossack isn’t simply Jürgen Mossack’s namesake; he’s his younger brother. He tells the Frankfurter Rundschau that his family emigrated to Panama when he was about six years old. This tallies with his father’s statement in the residents’ register. In his interview with the newspaper he adds that he returned to Germany from Panama after his studies, but goes back to visit his brother ‘every couple of years or so’. His brother has a law firm in Panama and is ‘well-connected’.


Why did the Mossacks leave Germany in the early 1960s? Those who tried their luck in South America after the war were often there to escape deeds they committed under the Third Reich. We make some requests to databases and archives in Germany and the US, and await the results. It sometimes takes weeks or months for the answers to arrive. So far we know only that Erhard Mossack returned to Germany and died in Aichach, near Munich, in 1993.


What is certain is that Erhard Mossack landed in Panama at the beginning of the 1960s with his son Jürgen. We learn from a CV of Jürgen Mossack that we find among our files that he studied at Santa María La Antigua University in Panama City after attending school at the Instituto Pedagógico in Las Cumbres. During his studies he worked part-time at a law firm familiar to us from studying the offshore industry: Arosemena Noriega & Castro. It is there that Mossack is evidently first employed as a paralegal, starting some time in 1970, and later, after his exams in 1973, as a fully fledged lawyer. He then works for two years in London before setting up his own law firm in Panama in 1977 before he has even turned thirty.


Now it’s time for serious business. The country is ruled at the time by a military junta led by the corrupt general Omar Torrijos. Such a regime represents no particular impediment to a law firm specializing in company incorporations. We search for Jürgen Mossack in Panama’s register of companies and find a large quantity of documents testifying to business dealings immediately after he established his law firm. They describe the law firm as a ‘registered agent’ and name Jürgen Mossack himself as a director of numerous offshore companies. Even then, this means only one thing: nominee director.


When the dictator Manuel Noriega comes to power in 1983, the affairs of Jürgen Mossack’s law firm continue as usual; at least, entries in the public registry show no signs of a decline in the number of newly established companies. Under Noriega – who later turns out to be in the pay of various drug dealers – Panama becomes the preferred banking centre of the Colombian Medellín cartel, precisely because it offers such a favourable environment for opaque business deals.


During this time Jürgen Mossack helps at least one of the major drug lords – Caro Quintero, a Mexican businessman as gruesome as he is shrewd. Quintero orders the execution of the US drug investigator Enrique ‘Kiki’ Camarena Salazar in February 1985, prompting a furious manhunt by the US authorities. Quintero is arrested in Costa Rica in April 1985. Mere days earlier, a middleman had used Jürgen Mossack’s law firm to set up a company into which Caro Quintero’s assets could flow unchecked. This was closely followed by a second company, which owns a villa in Costa Rica that is later confiscated and put at the disposal of Costa Rica’s National Olympic Committee (NOC), but to all intents and purposes still belongs to Quintero’s shell company, for which Jürgen Mossack acts as a nominee director.


When, a few years ago, Costa Rica’s NOC officially requests Mossack Fonseca to hand over the villa once and for all, Jürgen Mossack refuses. He explains in writing that even the legendary drug baron Pablo Escobar is ‘a baby’ compared to Caro Quintero and under no circumstances does he want ‘to be among those Quintero visits after he is released’.1


Quintero is indeed released in 2013 after nearly thirty years in jail and he has apparently paid no visit to Jürgen Mossack thus far. Quintero is, however, once more one of the world’s most wanted criminals.


On 1 March 1986 Jürgen Mossack and the Panama-born lawyer Ramón Fonseca merged their businesses, creating the law firm Mossack Fonseca, which is still headed, thirty years after its birth, by the two men who lent it their names.


[ ]


Finding information about Mossack’s partner is a piece of cake; in fact, it’s rather harder to sift through the surfeit of details. This is because Ramón Fonseca Mora, to give him his full name, is not only one of Panama’s leading politicians but also a famous and prize-winning author. Fonseca is currently an adviser to the Panamanian president Juan Carlos Varela with a seat in the cabinet, as well as being a deputy chairman of the governing party, Panameñista.2 In short, Ramón Fonseca is a very big fish in this small country.


The Panamanian press has even speculated that President Varela intended to make Fonseca minister for public security but backed down after pressure from the United States. The US government made it clear that it would be less than pleased to see someone whose law firm is suspected of enabling money laundering appointed as a minister, which suggests that the Americans are quite aware of Mossack Fonseca’s business dealings.


Ramón Fonseca is obviously the type of politician who loves publicity and the limelight. There are countless photos of him at events, he writes comment pieces for newspapers and he frequently posts on Facebook and Twitter, where he has thousands of followers. At the same time he comes across as someone who will not shy away from a fight, even going so far as to challenge his political opponents to settle a dispute as real men purportedly do – with their fists.


His political influence might have something to do with the fact that Ramón Fonseca is a very wealthy man. His business has grown and grown over the years. ‘We’ve created a monster,’ Fonseca said in a TV interview in 2008, probably referring only to the size of his company, Mossfon, which even back then had several hundred staff in dozens of offices around the world.3


Unlike its German proprietor, this monster has left some traces in the press. Latin American newspapers, in particular, have linked Mossack Fonseca very directly to a considerable number of corruption and money laundering scandals. Most articles refer to the suspicions of the Argentinian public prosecutor about the former Argentinian president Cristina Kirchner (as described in the prologue of this book). Depending on the country and the date of publication, this allegation is accompanied by further reported anomalies. The names of the dictators Bashar al-Assad and Muammar Gaddafi frequently crop up, generally without any detailed description of how they might be connected to Mossack Fonseca, and the law firm vehemently denies any links.


We find the longest, most eye-catching article about Mossfon on the online portal of Vice magazine. The publication is best known for entertaining, off-beat stories about the pen friends of serial killers, smoking weed in Palestine or meth consumption in North Korea, but it frequently features well-researched investigative reports. In early December 2014 Vice publishes an article about Mossack Fonseca. It is a furious, fact-filled tirade, a settling of scores with the Panamanian law firm, which the author christens ‘Evil LLC’.


Mossack Fonseca is understandably unhappy with this kind of attention. An email exchange from 2012 reveals just how rattled they are by the articles online. In it, Mossfon employees hire a firm called Mercatrade to carry out what experts call ‘online reputation management’: if someone types in ‘Mossack Fonseca’, they should not be immediately confronted with negative articles on the first few pages of results.


However, for some reason Mercatrade breaks off the business relationship within a few months and terminates the contract.
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