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      Regard your good name as the richest jewel you can possibly be possessed of — for credit is like fire; when once you have kindled it you may easily preserve it, but if you once extinguish it, you will find it an arduous task to rekindle it again.

      — Socrates
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        PART I
      

      
      IDENTITY CRIMES AND CRIMINALS

      

    

  
    
      
        01.
      

      
      YOUR IDENTITY CRISIS

      
        Sarah Gonzalez was fuming in the checkout line at Macy's. The clerk had just informed her that her Visa card had been denied and she couldn't understand why. She'd always been meticulous about paying her bills on time, and this was especially true when it came to paying down her credit cards. She was planning to buy a house next year and was counting on her good credit score to obtain a favorable mortgage. The clerk handed her the telephone so that she could talk to the Visa security representative. She listened, stunned, as he told her that her $10,000 limit was maxed out. “I only had a few hundred dollars on my balance when I last got a bill,” she protested. She began to cry.

      

      Identity theft is the first truly new crime of the Information Age. Just as train robbery followed the invention of the steam engine, identity theft trailed right behind the development of our contemporary society and the revolutionary developments in computers, communications, big business, and big government that came with it.

      DAMAGES

      More than direct financial harm can result from identity theft. Identity problems will almost always end up causing havoc with your credit rating because, while the identity thief may take on almost every aspect of your financial life, he or she most assuredly won't pay your bills.

      Thieves can and do steal income tax refunds, even ones based on falsely filed returns. They can intercept and cash any kind of government or corporate check, be it welfare, Social Security, food stamps, disability, pension, or insurance.

      It doesn't have to be money either. It could be as insubstantial as frequent flyer miles or as solid as property. There have been cases where people have had cars and boats stolen and sold, and some victims have even had their houses and land taken from them.

      All of the damages are not necessarily tangible. One of the most substantial and lasting consequences of identity theft is the damage done to your reputation. After your identity is snatched, the thief becomes you so that you are blamed for whatever they do. In this modern, computer-driven world, your credit report is your reputation.

      As our lives become decentralized because of automated institutions, we no longer meet the people we do business with. Because of this, knowing your authentication secrets is sufficient proof to allow someone else to do anything that you can do. To identify ourselves to these strangers — since we don't know their faces or voices — we use machine-readable real-world identifiers such as name, address, and Social Security number, as well as synthesized ones like user IDs, account numbers, and passwords. These digital tags open the door to contemporary commerce, but they also open the door to identity theft.

      THIS TIME IT'S PERSONAL

      Identity theft is among the most personal of all crimes. If someone uncovers enough of your personal information, they can pretend to be you. Then they can use your identity to take the things that belong to you — your money, your tax refunds, your credit score and cards, your insurance benefits, or your car.

      Our desire for convenience makes the situation worse. While forcing everyone to go into a bank, show two forms of identification, and get fingerprinted might not completely eliminate identity theft, there's no question we'd be a lot safer. Unfortunately, this sort of thing is not convenient. We want to bank by phone or over the Internet.

      All this adds up to relative safety for a thief when he or she tries to pass for you online, as compared to say, forging one of your checks and trying to cash it in a liquor store.

      What kind of data does an identity thief steal? Some are public knowledge, like your name, address, phone number, and birthday. Some are semi-private, such as your employer, previous addresses, work history, educational background, and family members. Some information is private but not hard to find, like your Social Security (SSN), cell phone, or driver's license number. Some data are more difficult to get but worth the effort because of the potential payoff for a thief. In general, the more secret the information a dishonest person is able to steal from you, the greater their reward — and the greater your loss.

      Very private information might include the numbers of your bank accounts, credit card numbers, user IDs, or your passwords. Possession of these allows the thief direct access to money in your existing accounts without having to go through the hassle of opening up new ones. On the other hand, Federal Trade Commission (FTC) statistics indicate that opening up new accounts in the victim's name is the most lucrative for thieves and the most difficult for the victim to deal with.

      Identity theft threatens each of us, every day. Every time we hand a waiter our credit card, throw a bank statement into the trash can instead of shredding it, or let our antivirus protection on our home computer lapse, we expose ourselves to a little bit more risk. Chances are that sooner or later someone somewhere will take advantage of that carelessness.

      YOUR PERSONAL IDENTIFYING INFORMATION IS EASY TO GET

      The basic problem, of course, is that it's not too difficult for others to tap into your personal information. Once someone has your name, address, birth date, driver's license, and some simple family information, he or she can successfully masquerade as you. As far as most of the companies that you do business with are concerned, this person might as well be you! With the addition of some financial information like an account number, an identity thief can conduct transactions, sell your assets, withdraw your money, or open up new credit accounts in your name.

      Once someone gets a little of your identifying information, such as your Social Security or driver's license number, they can easily get past most identity challenge systems and access your accounts. Driver's license numbers are a matter of public record in many states and are even sold in bulk by several. These states make money by packaging a group of their residents' driving records, often including Department of Motor Vehicles (DMV) photos.

      Social Security numbers, unfortunately, exist in far too many databases, both public and private, to remain secret very long. Many cell phone providers use them as account numbers and almost half of all U.S. universities and colleges still use the SSN as a student ID number. In the past, some states used them on driver's licenses, and some financial institutions used them as account numbers. (The former is now illegal, the latter actively discouraged.)

      Think about how many times you've been asked for your Social Security number. All credit reports have them. Most government agencies identify you by your Social Security number, so that it's included in all kinds of government files and documents.

      Companies are using creative new authentication schemes that use less-traditional information, such as asking trivia questions that only you would know. Sometimes you give them these answers when you get a user ID, but some companies discover them independently by hiring third party database vendors to “data-mine” information on you. The problem with these schemes is that they're just temporarily addressing the problem; eventually the answers to these questions will also end up in someone's database and they will be rendered useless as effective challenge questions. Celebrities are especially prone to this kind of attack because so much of their private life is publicized, and this is probably why so many of them get their identity stolen.

      GRIM STATISTICS

      Identity theft has grown into a major problem for businesses and consumers alike. The definitive survey of identity theft in this country was commissioned by the FTC in 2003, with a follow-up study in 2005. According to the original report, 12.7 percent of those surveyed said that their personal information had been misused within the previous five years, and 4.6 percent claimed to be victims of identity theft in the year the survey was conducted. That means that nearly 10 million people had their identity stolen in just that one year. The agency estimated that consumers and businesses lost nearly $53 billion to identity theft during that year.

      The survey found that the median value of goods and services obtained by identity thieves in 2005 was $500. Ten percent of thieves acquired $6,000, while five percent took a median $13,000. We can see from this that most identity thefts are not that financially damaging, but a few cases are disproportionately harmful. It should also be remembered that many of the thieves probably attacked hundreds, even thousands of victims at a time. Identity theft is very lucrative for those who practice it on a large scale.

      The figures showing how difficult it can be to repair the damage can be more important to victims. Ten percent spent fifty-five hours to rebuild the integrity of their personal information, while five percent needed 130 hours.

      These statistics illustrate that identity theft is here to stay. As long as electronic record keeping, online communication, and online purchasing continue to be central to our lives, we can expect that thieves will try to use these conveniences as tools to steal from us.

      HOW DID MY IDENTITY GET STOLEN?

      A digital identity is primarily numbers — Social Security, telephone, weight, height, age, and birth date. In the modern world, we don't often have direct contact with the people we do business with, so we need secure ways to be identified. The easiest method is to see whether we correctly know personal identifiers like Social Security, telephone, or account numbers, or shared secrets like passwords. Sometimes trivia from our life like our first pet's name, elementary school, or mother's maiden name might be asked. And public information like our address or employer can be used as a secondary check.

      This kind of database-driven verification works well no matter where the parties are located. At a time when companies have call centers from Ireland to India, headquarters around the country, and customers across the globe, this sort of identification is ideal. The person on the other end of the phone will never meet you. He just needs to ask you a question and compare your answer to the information on his screen.

      It even works without a person. Challenge questions can be automatically constructed from information stored in a database and used for granting access to sensitive websites like credit card or telephone account management systems. Automated systems can even be run from telephones; voice recognition has gotten quite good in the last few years.

      There are four sections in this book:

      
        	
          The first is descriptive — an introduction to the post-modern crime of identity theft.

        

        	
          The second is prescriptive — how to survive identity theft when it's happened to you.

        

        	
          The third section is defensive — how to avoid getting your identity stolen in the first place.

        

        	
          The fourth section contains resources to help you with identity theft problems, either before or after the theft has occurred.

        

      

      If you're reading this book, in all likelihood you've suffered from identity theft. You're probably hurt, confused, angry, and vulnerable, very much the emotions Sarah Gonzalez felt as she stood weeping into the phone at Macy's. But you need to fight back the tears, and get ready to put your life back together. In this book, you'll discover the tools and resources you need to reclaim your credit and your reputation. And you'll know better how to prevent this sort of thing from ever happening to you again.

      There are many different ways to steal personal information. Some of them are modern versions of well-established con games; some require vast resources and technological expertise. Most of the damage, though, is done by simple thievery — so simple that it's hard to believe it's so effective. Let's look at a few of the quick and easy ways the identity thieves gain access to your personal information.

    

  
    
      
        02.
      

      
      PETTY THIEVERY — AND HOW TO AVOID IT

      Despite the media's emphasis on computer hackers, your identity is more likely to be compromised by a physical theft than by an online hack. There are far too many places in the real world that contain personal information; places like wallets, purses, or mailboxes. Some thieves look for crumpled up credit card receipts outside stores and restaurants; others are institutional garbage pickers or “dumpster divers” who make a living out of finding valuable identification in your trash.

      The typical identity thief is more likely to be an expert at the “social con” than a young, nerdy computer hacker. Many are very personable smooth talkers. They have to be because, sooner or later, they will have to pick up the phone and try to trick someone into giving them more information. Whether they talk someone at the phone company into giving them access to your account, or sweet-talk your health insurance information out of your doctor's office, they rely on the fact that Americans in general are trusting, helpful people who love to share information.

      Not all of the thieves depend on charm, however. Many depend on our laziness, our love of convenience, or our ignorance of even simple security measures. Here are a few examples of how simple it can be to steal your identity.

      OPPORTUNISTS

      
        Randy pushed his janitorial cart between the desks, stopping to empty the wastebaskets and throw away obvious trash. Every once in a while, he'd check over his shoulder nervously and pull out the writing shelf on one of the desks. At 2:30 in the morning, after having tried the same thing at dozens of desks throughout the building, he struck pay dirt just outside an executive VP's office. There was a long list of passwords — to important-sounding systems — taped to a desk drawer. Randy hurriedly copied them down on a memo pad that he carried with him for just this purpose. Pleased with his night's work, he started planning how he'd spend the money he'd get for the list.

      

      Many identity thefts are not the products of crime syndicates or even dedicated professionals. They are, instead, the actions of opportunists.

      Like the citizen walking down the street who decides to keep the cash from a wallet found on the sidewalk, the impulsive identity thief does not act out of premeditation. She may never have considered herself capable of stealing. Yet, when presented with what appears to be a low-risk chance to make some money, she takes advantage of the circumstances.

      These circumstances could include a password carelessly taped to a desk drawer at work or a pre-approved credit card offer addressed to a neighbor that is inadvertently delivered to the wrong address. Perhaps some credit cards dropped in a hotel hallway, or some paperwork left in a car dropped off at a repair shop present the opportunity that could lead to identity theft.

      Regardless of how it happens, the motivation of the thief is always the same — easy money. He or she may not have a criminal background, but they are quick to see a chance to make some easy cash.

      This basic human weakness is the reason we need to lock our doors, update our passwords, and guard our account numbers. It's unlikely that a professional thief will search your desk at work or a criminal gang will ransack your hotel room, but by keeping your valuable personal information secure and out of sight, you can avoid creating an irresistible temptation for the amateur identity thief.

      LONE WOLVES

      
        Terry Shannon started the morning the way he did every Tuesday, by poking through the dumpsters behind the airport hotels, looking for credit card receipts. He had a particularly rewarding morning, finding twelve at the Marriott alone. After a latte and a break, he stopped at the local computer repair shop to visit his “friend” Sid.

        Sid nodded when he came into the store and handed him a homemade CD. Terry surreptitiously slipped him a hundred dollar bill in return. He'd work his way through the information stolen from customers' computers over the weekend, adding the names, addresses, and bank account information to the spreadsheet he called his “Victims” list.

        That afternoon, back at his apartment, he went shopping online for some new clothes and an emerald ring for his girlfriend's birthday. He had the purchases shipped to another “friend's” apartment. Terry paid $800 per month for this privilege. He had never run a big con, but he was a professional identity thief, making close to $100,000 a year, mostly by credit card scamming. He reported the income on his taxes — under a phony business name — because he didn't want to cause any trouble with the IRS. After all, that's how Al Capone got caught!

      

      A few individual crooks use computers to get what they want, but they tend to be amateurs, not computer experts. They are, in the lingo, “script kiddies,” using freely available software developed by real hackers.

      Most want something more easily convertible into cash. They need to make a living from their efforts and are primarily interested in credit cards and bank accounts. They are the masters of the quick kill and don't have time for large-scale scams that take weeks or months to perpetrate. This class of criminal usually spends a lot of time on the run, moving from location to location, setting up temporary mail drops and buying “burners” — pay-as-you-go cell phones — from convenience stores; anything that makes their operations harder to track.

      
        Howie Myers nodded his head in time with the mariachi music as he waited for the server to ring up his credit card. He had been in Tijuana all day and had been using his credit card liberally, but usually it was returned right away — like they did in the States. After twenty minutes, the surly waiter returned and dropped his card and the signature slip onto the table. Howie looked at his card uneasily. It occurred to him how easy it would have been for the waiter to make a copy. He determined that he would pull a copy of his credit report in a couple of weeks and make sure that everything was still okay. He carefully folded the receipt and put it away in his wallet.

      

      Some identity thieves are experts at using credit card skimmers or at making arrangements with store clerks or restaurant staff to harvest customer credit card numbers.

      Some of these professionals specialize in dumpster diving. They haunt residential neighborhoods or office buildings right before garbage pickups so that they can poke through the paper refuse looking for personal information or, even better, login IDs and passwords for online accounts.

      This is an easy and relatively risk-free way to get personal information from individuals or system passwords from businesses. Most people, whether at home or at work, do not adequately destroy their sensitive information. Unless you burn it or run it through a cross-cut shredder, a determined hacker can usually get something out of your paper documents, even if he has to brush aside the coffee grinds to do so.

      It's also common to read about privacy disclosures caused by corporate sloppiness. For example, one newspaper publisher wrapped stacks of its papers in printouts of customer credit card numbers! You almost couldn't design a better — or less traceable — way of giving away sensitive information.

      Another simple form of identity theft is cashing in pre-approved credit card offers sent to the wrong address. A lot of people have old or incorrect addresses still listed on their credit reports. As a result, credit card companies will mail pre-approved offers to the right person but at a wrong address. By simply forging a signature and figuring out the answers to one or two relatively simple questions, an opportunistic identity thief can get a brand new credit card with your name on it and your good credit behind it.

      But it doesn't always take an obviously sensitive piece of paper, like a pre-approved credit card offer, to get you into trouble. Most of us “archive” reams of sensitive personal information — including credit card and bank statements, mortgage applications, receipts that show credit card numbers, etc. — that we move between file cabinets and cellars and closets. What happens when you need to clean out your old files? How secure are they during a move, or when you're having your carpets cleaned?

      INFORMATION BROKERS AND CUSTOMER SERVICE

      Other thieves are middlemen, making a nice secondary income by selling lists of account information stolen from work computers. There have been many insider cases like these involving stock brokerages, credit card processors, direct marketers, and even government employees.

      There are also many well-documented cases of computer repair techs stealing information from the machines they work on. Letting a knowledgeable person have access to your computer is like giving them the combination to your wall safe and leaving the house for the rest of the day. Some of these technicians see a customer's computer as an irresistible temptation — an opportunity for a no-risk scavenger hunt for porn, games, or other valuables. They won't take anything — that you'll notice — but they might make copies of your financial statements, banking files, or, even worse, password lists. With these in hand they're able to directly access your financial accounts, and might be able to withdraw, spend, or transfer your money.

      If your identity hasn't been snagged by one of these simple techniques, it's only because there is a wealth of sensitive information in the world and not enough identity thieves to get around to it all. To make matters worse, this kind of crime is relatively inefficient compared to the more sophisticated, larger-scale scams that are also after your identity. We'll take a look at some of those in the following two chapters. In the meantime, chapter 10 offers a quick list of preventive measures you can take to limit your exposure.

    

  
    
      
        03.
      

      
      SPAMS AND SCAMS — AND HOW TO RECOGNIZE THEM

      The worst identity thieves are not individuals practicing simple scams like those in the previous chapters, but rather large, organized rings; many located in Eastern Europe or Africa. They have turned identity theft into a big business worth many tens of millions of dollars per year. Some countries have become havens for identity thieves the way Somalia has built high sea piracy into a national moneymaker. For example, Nigeria is to identity theft what Florida is to oranges.

      Unlike individual thieves, these gangs frequently have sophisticated technical expertise. They engineer custom viruses (like 2009's Conficker virus) specifically designed to overpower individual computers and either extract financial information from the hard drive or transform the victimized computer into a “zombie,” a computer that a hacker has taken over that can be used later to attack a better-defended, higher-profile target. Gangs are interested in operations that can target thousands or even millions of people at a time. They are willing to play the numbers, using rigged e-mails or websites to catch a few people, here or there, who accidentally stray into their online traps. By tinkering with a few details, a gang can run the same con over and over again for years.
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