

        

            

                

            

        


    

  

    

        [image: manning]

    


    

    

    

    PostgreSQL Mistakes and How to Avoid Them


    

    Jimmy Angelakos
Foreword by Gianni Ciolli








    

    

    

        To comment go to livebook.

    


    

    

        [image: manning]

    


    

    

        Manning


         Shelter Island


    




    

        For more information on this and other Manning titles go to manning.com.

    


  




              

                copyright


                 

 For online information and ordering of this and other Manning books, please visit www.manning.com. The publisher offers discounts on this book when ordered in quantity. For more information, please contact 
 


 

 

   Special Sales Department
 


 

 

   Manning Publications Co.
 


 

 

   20 Baldwin Road
 


 

 

   PO Box 761
 


 

 

   Shelter Island, NY 11964
 


 

 

   Email: orders@manning.com
 


 

 

 ©2025 by Manning Publications Co. All rights reserved.
 


 

 

 No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by means electronic, mechanical, photocopying, or otherwise, without prior written permission of the publisher.
 


 

 

 Many of the designations used by manufacturers and sellers to distinguish their products are claimed as trademarks. Where those designations appear in the book, and Manning Publications was aware of a trademark claim, the designations have been printed in initial caps or all caps.
 


 

 

 Recognizing the importance of preserving what has been written, it is Manning’s policy to have the books we publish printed on acid-free paper, and we exert our best efforts to that end. Recognizing also our responsibility to conserve the resources of our planet, Manning books are printed on paper that is at least 15 percent recycled and processed without the use of elemental chlorine. 
 


 

 

 The authors and publisher have made every effort to ensure that the information in this book was correct at press time. The authors and publisher do not assume and hereby disclaim any liability to any party for any loss, damage, or disruption caused by errors or omissions, whether such errors or omissions result from negligence, accident, or any other cause, or from any usage of the information herein.
 


 

 

  Manning Publications Co.
 20 Baldwin Road
 PO Box 761
 Shelter Island, NY 11964 
 
 


 

 

  Development editor: Katie Sposato
 Technical editor: Simon Pane
 Review editor: Radmila Ercegovac
 Production editor: Andy Marinkovich
 Copy editor: Alisa Larson
 Proofreader: Mike Beady
 Technical proofreader: Frank Moore
 Typesetter and cover designer: Marija Tudor
 


 

 

 ISBN: 9781633436879
 


 

 

 Printed in the United States of America
 




              


            

   

   dedication
 

  
 

   

   For Elpida Anastasiou, my beloved partner, who has brought joy to my life over the past decade. Without her constant support, this book would not have been possible.
 

  
 

   

   Dedicated to the memory of My father, Giannis Angelakos, who sparked my lifelong passion for computing in 1984 by bringing home a Sinclair ZX Spectrum. He was always supportive and believed in me.
 

  
 

   

   Simon Riggs, my mentor, colleague, and friend, who gave me my start in the professional PostgreSQL world. His trust and guidance were an invaluable gift to my growth. 
 

  


 

  

   contents


  


  

   foreword


  


  

   preface


  


  

   acknowledgments


  


  

   about this book


  


  

   about the author


  


  

   about the cover illustration


  


  

   1 Why PostgreSQL matters—and why talking about mistakes does too


  


  

   1.1 Why learning about PostgreSQL matters


  


  

   1.2 Why talking about PostgreSQL mistakes matters


  


  

   1.3 What you will learn


  


  

   1.4 Typical kinds of PostgreSQL mistakes


  


  

   1.4.1 Coming with expectations from other databases


  


  

   1.4.2 Misunderstanding PostgreSQL


  


  

   1.4.3 Misunderstanding the documentation


  


  

   1.4.4 Using relics from the SQL Standard


  


  

   1.4.5 Not following best practices


  


  

   1.5 How this book works


  


  

   1.5.1 Mental models


  


  

   1.5.2 Example mistake


  


  

   1.6 Sample database: Frogge Emporium


  


  

   2 Bad SQL usage


  


  

   2.1 Using NOT IN to exclude


  


  

   2.1.1 Performance implications


  


  

   2.1.2 Alternative


  


  

   2.2 Selecting ranges with BETWEEN


  


  

   2.3 Not using CTEs


  


  

   2.4 Using uppercase identifiers


  


  

   2.5 Dividing INTEGERs


  


  

   2.6 COUNTing NULL values


  


  

   2.7 Querying indexed columns with expressions


  


  

   2.8 Upserting NULLs in a composite unique key


  


  

   2.9 Selecting and fetching all the data


  


  

   2.10 Not taking advantage of checkers/linters or large language models


  


  

   2.10.1 Code checkers/linters


  


  

   2.10.2 Large language models


  


  

   3 Improper data type usage


  


  

   3.1 TIMESTAMP (WITHOUT TIME ZONE)


  


  

   3.2 TIME WITH TIME ZONE


  


  

   3.3 CURRENT_TIME


  


  

   3.4 CHAR(n)


  


  

   3.5 VARCHAR(n)


  


  

   3.6 MONEY


  


  

   3.7 SERIAL data type


  


  

   3.8 XML


  


  

   4 Table and index mistakes


  


  

   4.1 Table inheritance


  


  

   4.2 Neglecting table partitioning


  


  

   4.3 Partitioning by multiple keys


  


  

   4.4 Using the wrong index type


  


  

   5 Improper feature usage


  


  

   5.1 Selecting SQL_ASCII as the encoding


  


  

   5.2 CREATE RULE


  


  

   5.3 Relational JSON


  


  

   5.4 Putting UUIDs everywhere


  


  

   5.5 Homemade multi-master replication


  


  

   5.6 Homemade distributed systems


  


  

   6 Performance bad practices


  


  

   6.1 Default configuration in production


  


  

   6.2 Improper memory allocation


  


  

   6.3 Having too many connections


  


  

   6.4 Having idle connections


  


  

   6.4.1 What is MVCC?


  


  

   6.4.2 The problem with idle connections


  


  

   6.5 Allowing long-running transactions


  


  

   6.5.1 Idle in transaction


  


  

   6.5.2 Long-running queries in general


  


  

   6.6 High transaction rate


  


  

   6.6.1 XID wraparound


  


  

   6.6.2 Burning through lots of XIDs


  


  

   6.7 Turning off autovacuum/autoanalyze


  


  

   6.8 Not using EXPLAIN (ANALYZE)


  


  

   6.9 Locking explicitly


  


  

   6.10 Having no indexes


  


  

   6.11 Having unused indexes


  


  

   6.12 Removing indexes used elsewhere


  


  

   7 Administration bad practices


  


  

   7.1 Not tracking disk usage


  


  

   7.1.1 Deleting the Write-Ahead Log


  


  

   7.1.2 What can eat up your disk space?


  


  

   7.1.3 What can you do?


  


  

   7.2 Logging to PGDATA


  


  

   7.3 Ignoring the logs


  


  

   7.3.1 Bad configuration


  


  

   7.3.2 Performance issues


  


  

   7.3.3 Locks


  


  

   7.3.4 Corruption


  


  

   7.3.5 Security


  


  

   7.4 Not monitoring the database


  


  

   7.5 No tracking of statistics over time


  


  

   7.6 Not upgrading Postgres


  


  

   7.7 Not upgrading your system


  


  

   8 Security bad practices


  


  

   8.1 Specifying psql -W or - -password


  


  

   8.2 Setting listen_addresses = '*'


  


  

   8.3 trust-ing in pg_hba.conf


  


  

   8.4 Database owned by a superuser


  


  

   8.5 Setting SECURITY DEFINER carelessly


  


  

   8.6 Choosing an insecure search path


  


  

   9 High availability bad practices


  


  

   9.1 Not taking backups


  


  

   9.2 No Point-in-Time Recovery


  


  

   9.3 Backing up manually


  


  

   9.4 Not testing backups


  


  

   9.5 Not having redundancy


  


  

   9.6 Using no HA tool


  


  

   10 Upgrade/migration bad practices


  


  

   10.1 Not reading all release notes


  


  

   10.2 Performing inadequate testing


  


  

   10.3 Succumbing to encoding chaos


  


  

   10.4 Not using proper BOOLEANs


  


  

   10.5 Mishandling differences in data types


  


  

   11 PostgreSQL, best practices, and you: Final insights


  


  

   11.1 What type of user are you?


  


  

   11.1.1 The dabbler


  


  

   11.1.2 The cautious steward


  


  

   11.1.3 The oblivious coder


  


  

   11.1.4 The freefaller


  


  

   11.2 Be proactive: Act early


  


  

   11.3 All right, so you inherited a bad database


  


  

   11.3.1 “Historical reasons”


  


  

   11.3.2 What now?


  


  

   11.3.3 First things first


  


  

   11.4 Treat Postgres well, and it will treat you well


  


  

   appendix A Frogge Emporium database


  


  

   A.1 Frogge Emporium database schema


  


  

   A.2 Frogge Emporium database data


  


  

   appendix B Cheat sheet


  


  

   index


  


 

   

   foreword
 

  
 

   

   This book definitely contains what its title promises: there are many examples of mistakes, and there are also suggestions on how to avoid them. The interested reader, however, will find much more than that.
 

  
 

   

   Examples are written in a clear and factual way, and represent scenarios that can really happen. This is not a surprise: I have known Jimmy for many years, and we worked together on many real-world projects, helping customers address the challenges that they faced. At some point, we were both part of the solutions architecture team, which focuses on combining technologies into consistent solutions. That kind of work provides a wide-angle viewpoint, driven by tangible outcomes and by how these outcomes impact the customer’s business, but it also requires attention to detail and top-level hands-on skills. While working in that role, technical skills are gradually reinforced, and you are exposed to a valuable variety of demanding production environments.
 

  
 

   

   While reading PostgreSQL Mistakes and How to Avoid Them, you can recognise the eye of the solutions architect, using theory to filter facts and organize them, while being always ready for a technical deep dive to whatever level of technical detail and practicality that the problem requires.
 

  
 

   

   This book is a recommended read for whoever needs to work with PostgreSQL in production. Job roles such as system administrator, DBA, application developer, application architect, etc., are clearly different from each other in terms of goals and skills required, but they all share the common tract that a detailed PostgreSQL knowledge does help, as, in my experience, many customers have learned over the decades.
 

  
 

   

   Chapter titles clearly refer to relevant topics such as SQL, data types, tables, and indexes, but also more generally to topics such as high availability, performance, administration, security, upgrades, and migrations. One can start from a chapter that they feel more familiar, and then extend the reading to the other chapters, not necessarily in the order presented in the book. More general conclusions are drawn in the last chapter of the book, and to reaffirm its nature as a work tool, the book ends with a few pages (“cheat sheet”) providing a compact summary of the entire book.
 

  
 

   

   I am sure you will find this book very interesting and useful, as I did when I read it. I am grateful to Jimmy Angelakos for the effort he undertook in writing it, which admittedly is a little bit easier in his case, as he could use his experience as a popular speaker at PostgreSQL conferences to explain complex things clearly and pick the right selection of details.
 

  
 

   

   —Dr. Gianni Ciolli, Vice President, Practice Lead for High Availability at EDB
 

  


 

   

   preface
 

  
 

   

   PostgreSQL (or Postgres to its friends) is a general-purpose database management system (or DBMS) that has over 25 years of development behind it and a thriving, active community. We call it “general-purpose” because it is not specialized toward a particular use case. Rather the opposite: the many design choices spanning its long development history have tended to favor balanced behavior so that Postgres can offer equally good performance in many scenarios. This strategy has panned out over time, resulting in an extremely varied user base spanning many application areas, often complemented by specialized extensions.
 

  
 

   

   According to the Stack Overflow 2024 Developer Survey (https://survey.stackoverflow.co/2024), PostgreSQL is the most admired and desired database among developers in general, and professional developers in particular, for the second year in a row. It took over the top popularity spot from MySQL the previous year and shows no signs of slowing down. This popularity is a testament to its growing impact and signals that Postgres is a disruptive force that continues to evolve to meet the demands of the modern database market and software development industries.
 

  
 

   

   I had been aware of PostgreSQL as a fully fledged DBMS with a good reputation since the late 1990s and started experimenting with it in the early 2000s. I started using it professionally around 2008 after being prodded by a friend and colleague. I’ve never looked back or used another database system since.
 

  
 

   

    

    “PostgreSQL’s biggest mistake”
 

   
 

    

    Let’s talk about the elephant in the room—the name. After Ingres, an older database created by Michael Stonebraker, came Postgres (Post-Ingres). The addition of SQL capabilities to Postgres brought along a name change to PostgreSQL, pronounced “post-gress-cue-ell.” Many contributors and community members recognized that this name became an impediment but felt it was too late to change the project’s name. As far as everyone’s concerned, though, “Postgres” is perfectly acceptable and completely equivalent, so we’re going to use both names interchangeably in this book.
 

   
 

    

    Oh, and it’s never “Postgre.”
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   about this book
 

  
 

   

   In February 2023, I gave a talk titled “Don’t Do This” at the annual FOSDEM (https://fosdem.org) conference in Brussels, Belgium. The talk explored some of the common mistakes, pitfalls, and misconceptions that PostgreSQL users can face and discussed possible ways to undo them or work around them. The talk was well received, and I gave it at two further conferences. Afterward, I was left with the impression that there was much more to talk about on this subject. However, the volume of material was such that I no longer felt it fit the conference talk format well. The search for a better medium for this content is what spurred the discussions that eventually led to the writing of PostgreSQL Mistakes, my first book.
 

  
 

   

   Spoiler alert: there are more mistakes than those listed in this book! I like to think that there is literally nothing that you cannot get wrong. But these are the most common or most dangerous mistakes that you are likely to encounter.
 

  
 

   

   This book is a medium to explore the subject, which I feel is more suitable than a single-purpose website, disparate blog posts, answers to forum questions, or a series of conference talks. It can concentrate my thoughts on the proper way to do things in Postgres in a single place, and at the same time, it can dive deeper and go further than any of the aforementioned media. Needless to say, a book doesn’t require the time needed to sift through all related Internet posts or the perseverance to sit through hours of live or awkwardly recorded talks.
 

  
 

   

   The mistakes described in this book have been identified through experience with the PostgreSQL database and its software ecosystem. I have benefited from my daily involvement with Postgres in various capacities while working for two of the foremost PostgreSQL database companies, which has given me insight into how end-user systems are utilized, configured, and maintained, with use cases including both good practices to be followed and bad practices to be avoided. Through many years of deploying, observing, and fixing Postgres systems in the field, I have gained the necessary perspective to write this book.
 

  
 

   

   Of course, no one is an island, and none of this would have been possible without the mentoring, knowledge sharing, and guidance that the PostgreSQL community has so generously provided to me over the years.
 

  
 

   

   Who should read this book
 

  
 

   

   To benefit fully from this book, you should have a general knowledge of relational database system operation and a working grasp of the SQL language. This means being able to design a rudimentary relational database using SQL DDL with a basic understanding of data modeling. Consequently, you should be able to write SQL queries with WHERE clauses and understand the concepts behind indexing.
 

  
 

   

   A basic knowledge of PostgreSQL usage is also expected. You should be able to install and configure a PostgreSQL environment (just the basics; don’t worry about things like performance tuning). What also helps is familiarity with the UNIX command line (specifically Linux). You will find it helpful to be able to run command-line utilities, with an understanding of piping and output redirection.
 

  
 

   

   How this book is organized: A road map
 

  
 

   

   This book is divided into 11 chapters and 2 appendices, each focusing on a critical aspect of PostgreSQL usage, pitfalls, and best practices. The chapters cover a variety of topics, from foundational concepts to advanced topics, while the appendices provide practical resources to support your learning.
 

  
 

   

   Here is a brief overview of each chapter and appendix:
 

  
 

   

   	 Chapter 1: Why PostgreSQL matters —and why talking about mistakes does too—Provides an overview of PostgreSQL and highlights the goals of this book, including how to identify, categorize, and learn from common PostgreSQL mistakes 
 

   	 Chapter 2: Bad SQL usage —Discusses common SQL pitfalls, ways to ensure the correctness of queries, and techniques for improving the performance of complex queries 
 

   	 Chapter 3: Improper data type usage —Explores the implications of choosing the wrong data type, issues with time zones and daylight savings, and data types that are best avoided 
 

   	 Chapter 4: Table and index mistakes —Covers advanced table features like inheritance, the importance of partitioning, and selecting the most effective keys and indexes for your tables 
 

   	 Chapter 5: Improper feature usage —Examines the challenges and risks of misusing PostgreSQL features, such as encoding choices, creating rules, and using NoSQL features inappropriately 
 

   	 Chapter 6: Performance bad practices —Highlights mistakes like using default configurations in production, mishandling connection limits, and mismanaging transactions, indexes, and autovacuum settings 
 

   	 Chapter 7: Administration bad practices —Focuses on administrative oversights, including uncontrolled disk usage, ignoring logs, inadequate statistical analysis, and failing to upgrade PostgreSQL properly 
 

   	 Chapter 8: Security bad practices —Identifies security risks, such as careless handling of passwords, granting excessive access, exposing the database to vulnerabilities, and insecure function usage 
 

   	 Chapter 9: High availability bad practices —Discusses common issues in ensuring database availability, including neglecting backups, misusing recovery features, and failing to prepare for database failures 
 

   	 Chapter 10: Upgrade/migration bad practices —Highlights potential pitfalls during upgrades or migrations, such as skipping versions, inadequate testing, and underestimating differences between database types 
 

   	 Chapter 11: PostgreSQL, best practices, and you: Final insights —Summarizes the lessons learned, offers guidance on proactively avoiding technical debt, and suggests approaches for improving inherited PostgreSQL databases 
 

   	 Appendix A: Frogge Emporium database —Provides a sample schema and data set for hands-on practice with concepts discussed in the book 
 

   	 Appendix B: Cheat sheet —A quick reference for PostgreSQL tips and best practices to help you avoid mistakes and work efficiently 
 

  
 

   

   About the code
 

  
 

   

   This book contains many examples of source code both in numbered listings and in line with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text. Sometimes code is also in bold to highlight code that has changed from previous steps in the chapter, such as when a new feature adds to an existing line of code.
 

  
 

   

   In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. In rare cases, even this was not enough, and listings include line-continuation markers (↪). Additionally, comments in the source code have often been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.
 

  
 

   

   You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/postgresql-mistakes-and-how-to-avoid-them. The complete code for the examples in the book is available for download from the Manning website at www.manning.com, and from GitHub at https://github.com/vyruss/postgresql-mistakes.
 

  
 

   

   liveBook discussion forum
 

  
 

   

   Purchase of PostgreSQL Mistakes and How to Avoid Them includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/postgresql-mistakes-and-how-to-avoid-them. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.
 

  
 

   

   Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.
 

  
 

   

   Author online
 

  
 

   

   Jimmy Angelakos can be found online at the following platforms:
 

  
 

   

   	 YouTube —https://youtube.com/JimmyAngelakos 
 

   	 Mastodon —https://fosstodon.org/@vyruss 
 

   	 Bluesky —https://bsky.app/profile/vyruss.org 
 

   	 LinkedIn —https://linkedin.com/in/vyruss 
 

   	 GitHub —https://github.com/vyruss 
 

   	 Website —https://vyruss.org/computing 
 

   	 Blog —https://vyruss.org/blog 
 

  
 

 

   

   about the author
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   Jimmy Angelakos is a systems and database architect and a recognized PostgreSQL expert with over 25 years of experience working with and contributing to open source tools. He has a wealth of experience gained from his career in software architecture and key roles at 2ndQuadrant and EDB, where he developed deep PostgreSQL expertise. A passionate member of the community, Jimmy is a Contributor to the PostgreSQL project and an active member of PostgreSQL Europe and PostgreSQL US. He regularly shares his insights as a speaker at conferences and events focused on databases and open source software. Jimmy studied computer science at the University of Aberdeen.
 

  


 

   

   about the cover illustration
 

  
 

   

   The figure on the cover of PostgreSQL Mistakes and How to Avoid Them, titled “Le Corse,” or “Man from Corsica,” is taken from a book by Louis Curmer published in 1841. Each illustration is finely drawn and colored by hand. 
 

  
 

   

   In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.
 

  


 

   

   
1  Why PostgreSQL matters—and why talking about mistakes does too

 

  
 

   

   This chapter covers
 

    

    	Learning about PostgreSQL
 

    	Identifying and talking about PostgreSQL mistakes
 

    	Categorizing PostgreSQL mistakes
 

    	Using this book to learn
 

   
 

  
 

   

   Welcome to PostgreSQL Mistakes and How to Avoid Them! Presumably, you got your hands on this book to learn more about PostgreSQL, and that is indeed the book’s purpose. However, it’s not a tutorial book in the traditional sense, nor is it an administration guide—there are good books already on those subjects. This book makes it a point that mistakes do happen, and they are good learning opportunities. In this chapter, we will see why PostgreSQL is important right now, how this book examines PostgreSQL-related mistakes, and why this is a worthwhile endeavor.
 

  
 

   

   
1.1 Why learning about PostgreSQL matters
 

  
 

   

   As we mentioned before, PostgreSQL (aka Postgres) is a disruptive technology that has started unseating giant database vendors from their thrones. It is a robust and reliable feature-rich database and very extensible, and it is gaining more enterprise features with each new release. It has found wide acceptance not only in the database community but also in commercial circles, with hundreds of vendors now offering code contributions, professional support, enhanced capabilities versions, and even hosted, cloud, or database-as-a-service (DBaaS) Postgres offerings. 
 

  
 

   

   Importantly, the PostgreSQL Project is a prime example of community-led and community-driven free software, as expressed in the PostgreSQL license. This license is particularly significant with most every other database vendor adhering to proprietary software and with both established and emerging database efforts switching to non–open source compliant licenses in an attempt to chase profitability by restricting the ways others can make money with their product. On the other hand, you can freely profit from PostgreSQL by selling support, hosting, training, or services; you may even base your own open source or proprietary product on it with no nasty legal surprises hiding around the corner. The lack of vendor lock-in combined with the ability to base your business entirely on Postgres with no licensing restrictions is a powerful differentiator that makes Postgres shine bright in the database field.
 

  
 

   

   This license won’t change. Jonathan Katz of the Core Team pointed out in March 2024: “The PostgreSQL Project began as a collaborative open source effort and is set up to prevent a single entity to take control. This carries through in the project’s ethos almost 30 years later, and is even codified throughout the project policies” (http://jkatz05.com/post/postgres/postgres-license-2024/).
 

  
 

   

   PostgreSQL’s power and extensibility have helped it find use cases in a very wide array of industries and applications. Notably, huge banking, credit, and retail systems are putting it to use in Online Transaction Processing (OLTP) scenarios and taking advantage of its advanced querying and reporting capabilities to perform large-scale business analytics, including Online Analytical Processing (OLAP). Extensions such as PostGIS for Geographic Information Systems (GIS), Citus columnar stores, TimescaleDB for time-series data, and pgvector for vector search added a lot of specialized functionality to further expand its user base. Hotel chains, film studios, shipping firms, insurance companies, state organizations, health institutions, and space agencies are using one form of Postgres or another, and the list goes on. For these uses, robustness, scalability, and reliability are of paramount importance. Of course, this ecosystem is completed by several large and small vendors, consultants, and contractors who enable all these applications with their expertise. 
 

  
 

   

   
1.2 Why talking about PostgreSQL mistakes matters
 

  
 

   

   In line with PostgreSQL becoming more popular with use cases increasing every day, we see a multitude of users either trying to apply practices they’ve learned from using other database management systems (DBMSs) or misunderstanding Postgres features. These practices can be in the form of repeating something that works on another database system or using a feature without a full understanding of its documentation. For example, PostgreSQL supports complex data types like arrays, whereas you would have to insert multiple rows with repeated data in other databases. Sometimes it’s just a case of using the wrong tool for the job—for example, the wrong function or data type. It can even be the case that a choice that you have made works right now but will stop working in the future for various reasons, such as a table becoming much larger. 
 

  
 

   

   These factors and more often lead to costly mistakes if they happen on a production system. It’s better to be aware and catch them early, as these mistakes can also be time-consuming to rectify and may involve a high degree of difficulty or risk, such as changing something on a live system.
 

  
 

   

   It is important to spread the awareness of potential mistakes and pitfalls to
 

  
 

   

   	 Save person-hours spent dealing with their consequences. 
 

   	 Protect the stored data. 
 

   	 Future-proof database designs. 
 

   	 Eliminate antipatterns detrimental to design and performance. 
 

   	 Embrace standard solutions instead of reinventing the wheel. 
 

   	 Build awareness of database best practices elsewhere in your team or organization. 
 

   	 Get the most out of PostgreSQL. 
 

  
 

   

   It’s also important to protect the reputation of your favorite database! Too often have we seen blog posts or articles decrying PostgreSQL because the author didn’t understand the technology. They try to do something in an unorthodox way, fail, and come to the mistaken conclusion that Postgres is an inadequate platform. 
 

  
 

   

   
1.3 What you will learn
 

  
 

   

   PostgreSQL Mistakes and How to Avoid Them will hopefully help you
 

  
 

   

   	 Educate yourself about potential PostgreSQL pitfalls relevant to various aspects of PostgreSQL configuration, administration, and operation. 
 

   	 Learn how to avoid aforementioned pitfalls before their consequences manifest themselves or employ workarounds to correct them.  
 

   	 Gain a wider understanding of fundamental database operating principles and best practices to be applied. 
 

   	 Better understand the differences and nuances that distinguish PostgreSQL from other databases. 
 

   	 Understand the effect of enforcing best practices on PostgreSQL usage and performance 
 

  
 

   

   What it will help you do—or do better—in your everyday life on the job is
 

  
 

   

   	 Save time and effort by recognizing best practices and associated usage patterns. 
 

   	 Be proactive in addressing potential problems before they become damaging. 
 

   	 Shield yourself against accidental or intentional misuse of the database by others by taking preventive measures. 
 

   	 Educate your peers by sharing this knowledge and make everyone’s experience with PostgreSQL more productive and enjoyable. 
 

  
 

   

   
1.4 Typical kinds of PostgreSQL mistakes
 

  
 

   

   Let’s examine some of the different ways that you can inadvertently find yourself doing something in PostgreSQL that turns out to be a mistake.
 

  
 

   

   
1.4.1 Coming with expectations from other databases
 

  
 

   

   Many newcomers to Postgres find themselves confused and frustrated when taking their first steps with the database. One possible reason is that other databases frequently require a lengthy and complicated installation wizard where you have to make important (and often irreversible) decisions before you can start using the database. With Postgres, many users are stunned by the unexpected realization that, in most cases, once you’ve installed it, you’re able to use the database server straight away. No frills—connect your database client to the server, and you can get busy exploring the possibilities. However, doing so comes with a risk: out of the box, Postgres is configured with some “sensible defaults.” How sensible this default configuration is really depends on what you intend to use the database for. The default configuration is almost certainly not suitable for most production usage scenarios. 
 

  
 

   

   Another possible source of confusion is that most DBMSs have their own way of doing things, often diverging from the SQL Standard (the international standard for Structured Query Language; currently ISO/IEC 9075:2023) for historical, business, or implementation reasons. PostgreSQL has its way of doing things as well, and it is generally recognized as the most SQL Standard–compliant database currently available. Consequently, sometimes people come to expect what they’re used to from their previous exposure to other database systems. For example, users may expect that creating a database USER will create a SCHEMA with the same name, with implied ownership of its objects by the same user. Also, although some databases will silently autoconvert between types, such as being able to insert 1s and 0s into a BOOLEAN column, PostgreSQL will tell you that this is an error. It makes sense that users would be surprised to find that none of these things work in Postgres. 
 

  
 

   

   
1.4.2 Misunderstanding PostgreSQL
 

  
 

   

   Postgres is a general-purpose database. Regardless, that doesn’t mean it’s suitable for every single use imaginable. I have witnessed people attempting to use it 
 

  
 

   

   	 As an embedded database 
 

   	 As a distributed database with homebrew replication 
 

   	 As a log server 
 

   	 As bulk video storage for films 
 

   	 For in-memory use cases better suited to Redis 
 

   	 As a graph database (guilty!) 
 

  
 

   

   Yes, it can do all these things to an extent. But you should always be aware of available solutions for the particular niche you are trying to inhabit and weigh the pros and cons of using a generic database solution versus something specialized. 
 

  
 

   

   
1.4.3 Misunderstanding the documentation
 

  
 

   

   PostgreSQL is very richly documented, which is enforced in the governance of the project. It is well established that no patch gets accepted without the submission of accompanying documentation: if you build or change something, you must document it. All documentation material is available at https://postgresql.org/docs/. 
 

  
 

   

   Often, this official documentation is presented in a very technical or academic way (in line with the PostgreSQL Project’s origins). For laypersons used to tutorial-style walkthroughs or notes including more practical applications, the documentation may be hard to follow. As a result, it is possible to misunderstand the nature of a feature or the correct way to utilize it.
 

  
 

   

   It may also be possible to miss important side notes or lack the context that more advanced users may have gained through experience. Sometimes, parts of the documentation feel incomplete because insights, terms, or details that are essential for understanding have to be located elsewhere in the documentation. Finally, you need to make sure you are reading the specific documentation for the version of PostgreSQL you are using to avoid confusion and misunderstandings. 
 

  
 

   

   
1.4.4 Using relics from the SQL Standard
 

  
 

   

   Just because it’s in the official SQL Standard doesn’t mean you have to use it. Many holdovers exist in the standard that either are relevant to an older era, seemed like a good idea at the time, or are forgotten by nearly everyone. Some are poorly defined implementation-wise and work differently in every database system. Some SQL features have been retained for backward compatibility purposes, and the reasons why they are not to be preferred or used at all are broadly understood. A good example of this is the TIME WITH TIME ZONE type, explained in chapter 3. 
 

  
 

   

   
1.4.5 Not following best practices
 

  
 

   

   Best practices for the design, development, administration, and maintenance of IT systems have been established through decades of observation and industry experience. Many systems have commonalities that lend themselves to similar best practices, and it makes sense to apply these to database systems as well. Databases are complex systems that have numerous correctness, performance, and security considerations, and Postgres is no exception to the rule. 
 

  
 

   

   Failing to follow best practices when you are designing your application’s database schema, planning for usage patterns or concurrency, implementing high availability and disaster recovery solutions, and establishing security policies can lead to serious problems. It is a surefire way to trip yourself up somewhere down the road. 
 

  
 

   

   
1.5 How this book works
 

  
 

   

   As I already mentioned, most, if not all, of the mistakes and ideas in this book have come from observation of PostgreSQL installations and their users’ behavior in the field, either first-hand or through documented stories shared by others in the industry or community who were kind enough to do so. 
 

  
 

   

   A story, or narrative, is key to comprehending the setting and context of a theoretical or practical problem. It sets the stage for understanding the mindset of whoever is attempting to solve it and sheds light on their decision-making process. From there, we can get into the general use case and the specific problem at hand. We will see the formation of the resolution attempt and the chain of events that led to the mistake. We will then dive deeper into why it is a mistake, its causes, and its potential consequences down the line. Finally, we will discuss the correct solution and how to implement it. All of this discussion is supplemented, where needed, with actual samples of database schema and data, as well as SQL or PL/pgSQL code, for both erroneous solutions and the right way to do things. The expected output for each case is also provided.
 

  
 

   

   TIP  PL/pgSQL is an easy procedural language for PostgreSQL that can be used to create functions, procedures, and triggers. It adds control structures to the SQL language; can use all user-defined types, functions, and operators; and can perform complex computations.
 

  
 

   

   At the time of writing, the current release is PostgreSQL 17, so that’s the version we are going to use in this book. Of course, the vast majority of the book’s content will be applicable to older recent versions of Postgres as well. Where there are differences, they will be pointed out.
 

  
 

   

   
1.5.1 Mental models
 

  
 

   

   Something useful to always keep in mind is that PostgreSQL is a client-server and multiprocess database management system. Consequently, any client application connects to the database server (or Postgres server) running inside a single host to run queries and retrieve data. This connection is handled by one or more Postgres backend processes running inside the server. Postgres includes other internal processes that may not directly interact with the client. The multiprocess design allows parallelization and utilization of all available CPUs but behaves in some ways that are different from multithreaded database systems. Figure 1.1 shows what this model looks like. 
 

  
 

    

   [image: figure] 

   
Figure 1.1 How the PostgreSQL client-server architecture works


  
 

   

   This book works as follows. We start with a narrative that provides context for our use case. We examine the problem and the resolution attempt that leads to a mistake. Then we determine why this attempt is wrong, its consequences, and potential workarounds. Finally, we come to the correct solution and look at how to implement it. Figure 1.2 shows the process. 
 

  
 

    

   [image: figure] 

   
Figure 1.2 How this book works


  
 

   

   
1.5.2 Example mistake
 

  
 

   

   Let’s now look at a possible mistake to help illustrate briefly how this book walks through the narrative, problem, and resolution steps. Assume that you have a table with hundreds of thousands of customer support tickets, such as the one in this (overly simple) model:
 

  
 

   

    

    CREATE TABLE support.tickets (id int, content text, status smallint);
  

   
 

  
 

   

   NOTE  This example isn’t particularly thrilling and may not even apply exclusively to Postgres, but it shows how this book treats problems according to the mental model presented in figure 1.2.
 

  
 

   

   For our sample data, we will assume that a ticket’s status = 10 means “open”, and status = 20 means “closed”. Let’s insert a few hundred thousand rows of closed tickets:
 

  
 

   

    

    INSERT INTO support.tickets

SELECT id, 'case description text', 20

FROM generate_series(1, 499750) AS id;
  

   
 

  
 

   

   And now let’s insert a few hundred rows of recent, still-open tickets:
 

  
 

   

    

    INSERT INTO support.tickets

SELECT id, 'case description text', 10

FROM generate_series(499751, 500000) AS id;
  

   
 

  
 

   

   For the sake of simplicity, we will assume that parallelization is not possible, so let’s disable it via
 

  
 

   

    

    SET max_parallel_workers_per_gather = 0;
  

   
 

  
 

   

   We will be tracking query duration by enabling timing in psql:
 

  
 

   

    

    \timing

Timing is on.
  

   
 

  
 

   

   Let’s now say that for your customer support application, only the open tickets are relevant. You, therefore, want to count how many of those open tickets you have because you are interested only in them. Let’s try the following.
 

  
 

   

   
Listing 1.1 Trying to solve the problem
 

    

    SELECT count(*)

FROM support.tickets

WHERE status = 10;
  

   
 

  
 

   

   Indeed, this open ticket count returns the correct result. But it is slow:
 

  
 

   

    

    count

-------

   250

(1 row)



Time: 110.036 ms
  

   
 

  
 

   

   Let’s see why it is slow by running EXPLAIN, which shows us how PostgreSQL will execute the query (the query plan):
 

  
 

   

    

    EXPLAIN SELECT count(*)

FROM support.tickets

WHERE status = 10;

                           QUERY PLAN

----------------------------------------------------------------

 Aggregate  (cost=9927.28..9927.29 rows=1 width=8)

   ->  Seq Scan on tickets  (cost=0.00..9927.28 rows=1 width=0)

         Filter: (status = 10)

(3 rows)
  

   
 

  
 

   

   This tells us that to run the Aggregatecount(), PostgreSQL is planning to use a Seq Scan on the table tickets and then Filter the results by status = 10. Sequential scans (also known as full table scans) are slow. So, you think, I’ll create an index. Indexes make everything faster, right?
 

  
 

   

    

    CREATE INDEX ON support.tickets(status);

CREATE INDEX

Time: 732.403 ms
  

   
 

  
 

   

   Now that the index has been created, we try again:
 

  
 

   

    

    SELECT count(*)

FROM support.tickets

WHERE status = 10;

 count

-------

   250

(1 row)



Time: 3.715 ms
  

   
 

  
 

   

   That’s much better. EXPLAIN will confirm why it is much faster now: an Index Only Scan is being used:
 

  
 

   

    

                                      QUERY PLAN

----------------------------------------------------------------------------

 Aggregate  (cost=4.44..4.45 rows=1 width=8)

   ->  Index Only Scan using tickets_status_idx on tickets

   ↪(cost=0.42..4.44 rows=1 width=0)

         Index Cond: (status = 10)

(3 rows)
  

   
 

  
 

   

   However, this index is quite big.
 

  
 

   

   
Listing 1.2 Why doesn’t this work?
 

    

    \x

\di+ support.tickets*

List of relations

-[ RECORD 1 ]-+-------------------

Schema        | support

Name          | tickets_status_idx

Type          | index

Owner         | frogge

Table         | tickets

Persistence   | permanent

Access method | btree

Size          | 3408 kB

Description   |
  

   
 

  
 

   

   Imagine hundreds of millions of tickets in your customer support history, but only around the latest 250 are ever open at the same time. Large indexes, of course, take up more disk space. But they are also slower because there’s more data to traverse, and they slow down write operations because they need to get updated with every INSERT or UPDATE. 
 

  
 

   

   In our case, we only care about the comparatively few open tickets. So we can save on the index size by using what’s known as a partial index and add only the rows that we are interested in: WHERE status = 10. 
 

  
 

   

   We now drop the previous index and create a new partial index.
 

  
 

   

   
Listing 1.3 Correct solution
 

    

    DROP INDEX support.tickets_status_idx;

CREATE INDEX ON support.tickets(status)

WHERE status = 10;
  

   
 

  
 

   

   Look at how much smaller this index is! It makes sense because we’re only indexing around 0.05% of the total rows, right?
 

  
 

   

    

    \di+ support.tickets*

List of relations

-[ RECORD 1 ]-+-------------------

Schema        | support

Name          | tickets_status_idx

Type          | index

Owner         | frogge

Table         | tickets

Persistence   | permanent

Access method | btree

Size          | 16 kB

Description   |
  

   
 

  
 

   

   This shows what the execution time looks like now, after having reduced the index size by a factor of more than 200:
 

  
 

   

    

    SELECT count(*)

FROM support.tickets

WHERE status = 10;

 count

-------

   250

(1 row)



Time: 0.762 ms
  

   
 

  
 

   

   And EXPLAIN now shows the following:
 

  
 

   

    

                                      QUERY PLAN

----------------------------------------------------------------------------

 Aggregate  (cost=4.16..4.17 rows=1 width=8)

   ->  Index Only Scan using tickets_status_idx on tickets

   ↪(cost=0.14..4.16 rows=1 width=0)

(2 rows)
  

   
 

  
 

   

   The operation is still an Index Only Scan but of a much smaller index, so it takes far less time to execute. 
 

  
 

   

   So, we have seen that just plopping an index on a column technically works, but it is not the optimal solution when you consider things such as large data volumes and performance requirements. 
 

  
 

   

   
1.6 Sample database: Frogge Emporium
 

  
 

   

   Every database book needs a sample database schema, and why go with something that’s been floating around the web for decades? Here’s Frogge Emporium, which, as a self-respecting retail chain, will certainly have processes, files, records, archives, and datasets relevant to its business. These can, of course, be represented as relational tables. Some of the tables that its database will have include, among others,
 

  
 

   

   	 branches with 
 

   	 stock, 
 

   	 customers, 
 

   	 suppliers, 
 

   	 products, lots and lots of 
 

   	 orders, 
 

   	 payments with 
 

   	 payment_types 
 

  
 

   

   and more.
 

  
 

   

   See appendix A for the full database schema.
 

  
 

   

   NOTE  The test data generation script in appendix A creates data using the current date and works its way back one year. As a result, your generated test data will reflect the date when you run the script, which means it won’t exactly match the output shown in the examples in this book. This feature is by design to ensure that the script remains dynamic and useful for testing in any time period. 
 

  
 

   

   Summary
 

  
 

   

   	 PostgreSQL is a powerful, free, and standards-compliant database that is disrupting the industry and gaining in popularity every day. 
 

   	 It’s important to learn about and from Postgres mistakes to save time and effort and safeguard your data. 
 

   	 Raising awareness of potential problems benefits everyone. 
 

   	 Understanding how Postgres works and in what ways it is different from other DBMSs allows you to avoid making mistakes, especially if you are coming from another system; not all databases are created equal. 
 

   	 Understanding PostgreSQL’s client-server multi-process architecture is important context for the rest of this book. 
 

   	 Following best practices and examining the documentation carefully will guide you to the correct technical solution to your problem. 
 

   	 This book uses a use-case narrative, accompanied by code, to demonstrate how you can prevent a mistake or recover from one that you’ve made. 
 

  


 

   

   
2  Bad SQL usage

 

  
 

   

   This chapter covers 
 

    

    	Avoiding SQL pitfalls
 

    	Exercising due care with your query results
 

    	Improving performance of complex queries
 

    	Checking your queries for correctness
 

   
 

  
 

   

   Let’s begin our journey into the land of PostgreSQL mistakes with what most relational database users are familiar with: Structured Query Language (SQL). In this chapter, we examine some bad SQL habits that can lead to bad query performance or, even worse, wrong query results. Postgres is very particular about the way it wants queries to be written and, in most cases, follows a strict interpretation of the SQL Standard. As a result, you need to be careful about the way you construct those queries and always check that you are actually getting exactly the results you want.
 

  
 

   

   
2.1 Using NOT IN to exclude
 

  
 

   

   It’s often that we need to specify a condition with a negative expression. No, that doesn’t mean that we are trying to be unpleasant! It’s simply that, sometimes, to define a query, instead of specifying what we want in our results, we specify what we don’t want in our results---the inverse of the desired condition. 
 

  
 

   

    

    Lingo: Predicate
 

   
 

    

    A predicate is simply a conditional expression that resolves to a boolean value: either TRUE or FALSE. A good example of a predicate is the content of our WHERE clause. 
 

   
 

  
 

   

   Negative predicates are expressed with the NOT keyword, and they can be used to invert any SQL expression, including those based around IN. 
 

  
 

   

   
Listing 2.1 Example queries with IN/NOT IN

 

    

    SELECT * FROM (VALUES ('Harper', 'salesperson'),

                      ('Parker', 'driver'),

                      ('Riley', 'electrician'),

                      ('Skyler', 'manager'))

              AS t(first_name, job_title)

WHERE job_title IN ('salesperson', 'driver', 'electrician');

 first_name |  job_title

------------+-------------

 Harper     | salesperson

 Parker     | driver

 Riley      | electrician

(3 rows)





SELECT * FROM (VALUES ('Harper', 'salesperson'),

                      ('Parker', 'driver'),

                      ('Riley', 'electrician'),

                      ('Skyler', 'manager'))

              AS t(first_name, job_title)

WHERE job_title NOT IN ('manager');

 first_name |  job_title

------------+-------------

 Harper     | salesperson

 Parker     | driver

 Riley      | electrician

(3 rows)
  

   
 

  
 

   

   We see that specifying NOT IN can save a bit of typing and make queries simpler to read, especially if you are only looking to exclude a small number of values.
 

  
 

   

   Now let’s assume the folks at Frogge Emporium want to do exactly that. Their problem is that they want to run a promotion, and they need to find all the email addresses of customers from states where they do not have a supplier so that they can send promotional items from the central warehouse. The customer_contact_details table looks like table 2.1. 
 

  
 

   

   
Table 2.1 Sample row from customer_contact_details

 

    

     

      

      	 

        

        id 

       

 

      	 

        

        email 

       

 

      	 

        

        street_address 

       

 

      	 

        

        city 

       

 

      	 

        

        state 

       

 

      	 

        

        country 

       

 

      	 

        

        phone_no 

       

 

     
 

     

     

      

      	  100 

 

      	  jordan.barber@example.com 

 

      	 

      	  Albany 

 

      	  NY 

 

      	  United States of America 

 

      	 

     
 

     

   
 

  
 

   

   The suppliers table looks like table 2.2. 
 

  
 

   

   
Table 2.2 Sample row from suppliers

 

    

     

      

      	 

        

        id 

       

 

      	 

        

        company_name 

       

 

      	 

        

        state 

       

 

      	 

        

        country 

       

 

      	 

        

        phone_no 

       

 

      	 

        

        email 

       

 

     
 

     

     

      

      	  1 

 

      	  Omni Consumer Products 

 

      	  MI 

 

      	  United States of America 

 

      	 

      	  ocp@example.com 

 

     
 

     

   
 

  
 

   

   Therefore, someone at Frogge Emporium comes up with the following query:
 

  
 

   

    

    SELECT email

FROM erp.customer_contact_details

WHERE state NOT IN (SELECT state

                    FROM erp.suppliers);
  

   
 

  
 

   

   They select all emails from customer_contact_details where the customer’s state is not contained in the list of states from all suppliers. However, when it runs, the following happens:
 

  
 

   

    

     email

-------

(0 rows)
  

   
 

  
 

   

   Why does it get zero results when there are certainly customers in states that do not have suppliers?
 

  
 

   

   Let’s say the Frogge Emporium folks know that they don’t have suppliers in Kansas. Here’s an SQL query that checks for at least one customer in a state without suppliers:



OEBPS/Images/CH01_F02_Angelakos.png
Problem

Narrative »| Use case |

Correct
solution

Resolution
attempt

Implementation

Explanation Consequences

Workaround





OEBPS/Images/cover.jpg
Jimmy Angelakos

Toreword by Gianni Ciolli

M MANNING






OEBPS/Images/Jimmy_Angelakos.png





OEBPS/Images/CH01_F01_Angelakos.png
Client application
connects to Postgres
server with a

Database host

PostgreSQL PostgreSQL PostgreSQL
database request. server internal internal
process process process

Postgres also

has some internal
processes running
at all times to take
care of maintenance
tasks, re|

I
I
I
' backend internal
| process process
I

L]
PostgreSQL PostgreSQL PostgreSQL
backend backend internal
process process process

Postgres server spawns
one or more backend
processes to handle the

PostgreSQL PostgreSQL §
request for the client. |






OEBPS/Images/manning_m.jpg





OEBPS/Images/Manning_M_small.png





