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Introduction

Overblown




Upon discovering that Weeki Wachee Springs, his Florida roadside water park, had been included on the Department of Homeland Security’s list of over 80,000 potential terrorist targets, its marketing and promotion manager, John Athanason, turned reflective. “I can’t imagine bin Laden trying to blow up the mermaids,” he mused, “but with terrorists, who knows what they’re thinking. I don’t want to think like a terrorist, but what if the terrorists try to poison the water at Weeki Wachee Springs?”

Whatever his imaginings, however, he went on to report that his enterprise had quickly and creatively risen to the occasion—or seized the opportunity. They were working to get a chunk of the counterterrorism funds allocated to the region by the well-

endowed, anxiety-provoking, ever-watchful Department of Homeland Security.1

Which is the greater threat: terrorism, or our reaction against it? The Weeki Wachee experience illustrates the problem. A threat that is real but likely to prove to be of limited scope has been massively, perhaps even fancifully, inflated to produce widespread and unjustified anxiety. This process has then led to wasteful, even self-parodic expenditures and policy overreactions, ones that not only very often do more harm and cost more money than anything the terrorists have accomplished, but play into their hands.

The way terrorism anxiety has come to envelop the nation is also illustrated by a casual exchange on television’s 60 Minutes. In an interview, filmmaker-provocateur Michael Moore happened to remark, “The chances of any of us dying in a terrorist incident is very, very, very small,” and his interviewer, Bob Simon, promptly admonished, “But no one sees the world like that.” Remarkably, both statements are true—the first only a bit more so than the second. It is the thesis of this book that our reaction against terrorism has caused more harm than the threat warrants—not just to civil liberties, not just to the economy, but even to human lives. And our reaction has often helped the terrorists more than it has hurt them. It is the reactive consequences stemming from Simon’s perspective—or from what journalist Mark Bowden has characterized as “housewives in Iowa…watching TV afraid that al-Qaeda’s going to charge in their front door”—that generate one of the chief problems presented by terrorism.2

International terrorism generally kills a few hundred people a year worldwide—not much more, usually, than the number who drown yearly in bathtubs in the United States. Americans worry intensely about “another 9/11,” but if one of these were to occur every three months for the next five years, the chance of being killed in one of them is 0.02 percent. Astronomer Alan Harris has calculated that at present rates, the lifetime probability that a resident of the globe will die at the hands of international terrorists is 1 in 80,000, about the same likelihood that one would die over the same interval from the impact on the earth of an especially ill-directed asteroid or comet.3

Figure 1: Concerns about terrorism, 2001-2006

How worried are you that you or someone in your family will become a victim of terrorism? Very worried, somewhat worried, not too worried, or not worried at all? (CNN/USA Today/Gallup) Percent very worried or somewhat worried.

How likely do you think it is that there will be another terrorist act in the United States within the next few months: very likely, somewhat likely, not very likely, or not at all likely? (CBS News) Percent not at all likely.
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But such numbers are almost never discussed: Moore’s outburst is exceedingly rare. Instead, most Americans seem to have developed a false sense of insecurity about terrorism.4 Thus, since 9/11, over a period in which there have been no international terror attacks whatever in the United States and in which an individual’s chances of being killed by a terrorist have remained microscopic even if one—or many—did occur, nearly half of the population has continually expressed worry that they or a member of their family will become a victim of terrorism, as Figure 1 shows. Moreover, when asked if they consider another terrorist attack likely in the United States within the next several months, fewer than 10 percent of Americans usually respond with what has proven to be the correct answer: “Not at all likely.” Yet, this group has not notably increased in size despite continual confirmation of its prescience.

That the costs of terrorism chiefly arise from fear and from overwrought responses holds even for the tragic events of September 11, 2001, which constituted by far the most destructive set of terrorist acts in history and resulted in the deaths of nearly 3,000 people. The economic costs of reaction have been much higher than those inflicted by the terrorists even in that record-shattering episode, and considerably more than 3,000 Americans have died since 9/11 because, out of fear, they drove in cars rather than flew in airplanes, or because they were swept into wars made politically possible by the terrorist events.

Moreover, as terrorist kingpin and devil du jour Osama bin Laden has gleefully noted, fear, alarmism, and overreaction suit the terrorists’ agenda just fine because they create the damaging consequences the terrorists seek but are unable to perpetrate on their own. As he put it mockingly in a videotaped message in 2004, it is “easy for us to provoke and bait…. All that we have to do is to send two mujahidin…toraise a piece of cloth on which is written al-Qaeda in order to make the generals race there to cause America to suffer human, economic, and political losses.” His policy, he extravagantly believes, is one of “bleeding America to the point of bankruptcy,” and it is one that depends on overreaction by the target: he triumphally points to the fact that the 9/11 terrorist attacks cost al-Qaeda $500,000, while the attack and its aftermath inflicted, he claims, a cost of more than $500 billion on the United States. Shortly after 9/11, he crowed, “America is full of fear from its north to its south, from its west ot its east. Thank God for that.”5

Presenting an Unconventional Conventional Wisdom

In exploring these issues, this book develops three themes, in this order: (1) terrorism’s threat, while real, has been much overblown, something that aids terrorist aims; (2) this process is a familiar one since, with the benefit of hindsight, we can see that many international threats have been considerably inflated in the past; and (3) applying these lessons, policy toward terrorism should very substantially focus on reducing the damaging fears and overreactions terrorism so routinely fosters.

In the process, I present a considerable number of propositions that, it seems to me, should be—but decidedly aren’t—the conventional wisdom on this subject. These propositions are certainly susceptible to debate and to reasoned criticism, but it seems to me that they, rather than their hysterical if attention-grabbing opposites, ought to be the base from which the discussion proceeds. At the very least, they should be part of the policy discussion mix, but they seem almost entirely to have been ignored.

Among these propositions are the following:


	In general, terrorism, particularly international terrorism, doesn’t do much damage when considered in almost any reasonable context.

	Although airplanes can still be blown up, another attack like the one on 9/11 is virtually impossible. In 2001 the hijackers had the element of surprise working for them: previous hijackings (including one conducted by Muslim terrorists six months earlier) had mostly been fairly harmless as the perpetrators generally landed the planes somewhere and released, or were forced to release, the passengers. After the 9/11 experience, passengers and crew will fight to prevent a takeover, as was shown on the fourth plane on 9/11.

	The likelihood that any individual American will be killed in a terrorist event is microscopic.

	Just about any damage terrorists are likely to be able to perpetrate can be readily absorbed. To deem the threat an “existential” one is somewhere between extravagant and absurd.

	The capacity of al-Qaeda or of any similar group to do damage in the United States pales in comparison to the capacity other dedicated enemies, particularly international communism, have possessed in the past.

	Lashing out at the terrorist threat is frequently an exercise in self-flagellation because it is usually more expensive than the terrorist attack itself and because it gives the terrorists exactly what they are looking for.

	Chemical and radiological weapons, and most biological ones as well, are incapable of perpetrating mass destruction.

	The likelihood that a terrorist group will be able to master nuclear weapons any time soon is extremely, perhaps vanishingly, small.

	Although murderous and dedicated, al-Qaeda is a very small and very extreme group, and it is unlikely by itself to have the capacity for taking over any significant government.

	Al-Qaeda’s terrorist efforts on 9/11 and in the years since have been substantially counterproductive.

	Although additional terrorist attacks in the United States certainly remain possible, an entirely plausible explanation for the fact that there have been none since 2001 is that there is no significant international terrorist presence within the country.

	Policies that continually, or even occasionally, focus entirely on worstcase scenarios (or worst-case fantasies) are unwise and can be exceedingly wasteful.

	In fact, much, probably most of the money and effort expended on counterterrorism since 2001 (and before, for that matter) has been wasted.

	Seeking to protect all potential targets against terrorist attack is impossible and foolish. In fact, just about anything is a potential target.

	Terrorism should be treated essentially as a criminal problem calling mainly for the application of policing methods, particularly in the international sphere, not military ones.

	Because terrorism probably presents only a rather limited threat, a viable policy approach might center around creating the potential to absorb its direct effects and to mitigate its longer range consequences while continuing to support international policing efforts, particularly overseas.



The Role of the Terrorism Industry

One reason these propositions have gone almost entirely unconsidered is that the fears and anxieties created by the 9/11 experience have been so deftly orchestrated and overblown by members of the terrorism industry: politicians, experts, the media, academics, the bureaucracy, and risk entrepreneurs who profit in one way or another by inflating the threat international terrorism is likely to present. For example, in 2003, while Homeland Security czar Tom Ridge was bravely declaring that “America is a country that will not be bent by terror” or “broken by fear,” General Richard Myers, chairman of the Joint Chiefs of Staff, was ominously suggesting that if terrorists were able to engineer an event that managed to kill 10,000 Americans, they would successfully “do away with our way of life.”6

The sudden deaths of that many Americans—although representing fewer than 0.004 percent of the population—would indeed be horrifying and tragic, the greatest one-day disaster the country has suffered since the Civil War. But the United States is hardly likely to be toppled by dramatic acts of terrorist destruction, even extreme ones. The country can readily absorb considerable damage if necessary, and it has outlasted far more potent threats in the past. To suggest otherwise is to express contempt for America’s capacity to deal with adversity.

The only way terrorist acts could conceivably “do away with our way of life” would be if, bent and broken, we did it to ourselves in reaction. As broadcaster Edward R. Murrow put it in a different context, “No one can terrorize a whole nation, unless we are all his accomplices.” The process would presumably involve repealing the Bill of Rights, boarding up churches, closing down newspapers and media outlets, burning books, abandoning English for North Korean, and refusing evermore to consume hamburgers.

As it is now, terrorism policy constantly seeks to enhance this (rather unlikely) possibility by stoking fear and by engaging in costly, terrorist-encouraging overreaction. For example, the hastily assembled and massively funded Department of Homeland Security officially intones on the first page of its defining manifesto, “Today’s terrorists can strike at any place, at any time, and with virtually any weapon.” This warning may be true in some sense, of course (depending on how “virtually” is defined), but it is also fatuous and misleading. “Telling Kansan truck drivers to prepare for nuclear terrorism is like telling bullfighters to watch out for lightning. It should not be their primary concern,” aptly notes analyst Benjamin Friedman. “For questionable gains in preparedness, we spread paranoia” and facilitate the bureaucratically and politically appealing notion that “if the threat is everywhere, you must spend everywhere,” while developing and perpetrating the myth, or at least the impression, that the terrorists are omnipotent and omnipresent.7

The department has also urged people to stock up on duct tape and plastic sheeting so they can (almost certainly inadequately) seal off their homes in the wildly unlikely event that a significant chemical or biological attack happened to transpire in their neighborhood. Meanwhile, although it has yet to uncover a single true terrorist cell in the United States, the FBI has warned the citizenry, apparently seriously, to be wary of people bearing almanacs—which, they helpfully explain, contain information of great value to your average diabolical terrorist, such as the location of bridges.8

An Alternative Approach to Terrorism

By contrast, a sensible approach to terrorism would support international policing while seeking to reduce terrorism’s principal costs—fear, anxiety, and overreaction—not to aggravate them. In the process it would stress that some degree of risk is an inevitable fact of life, that the country can, however grimly, absorb just about any damage terrorism can inflict (it now “absorbs” 40,000 traffic deaths per year, almost all of which could be prevented by imposing a thirteen-mile-per-hour speed limit), and that seeking to protect every imaginable terrorist target (such as Weeki Wachee Springs) is impossible and absurd.

Moreover, there are important economic benefits to such a policy. Effectively it can encourage people to get on airplanes and spend money while their terrified counterparts cower at home, decorate their cars with flag decals, and loudly, defiantly, and pointlessly bellow anthems about “the Home of the Brave.” One day we might even begin to consider a heretical possibility, one that may or may not be true but that fits the evidence gathered so far: that the massive Homeland Security apparatus in the United States is persecuting some, spying on many, inconveniencing most, and taxing all to defend against an internal enemy that scarcely exists.

In my view, then, the focus should be on treating terrorism as a criminal activity of rather limited importance and on reducing anxieties and avoiding policy overreaction. These tasks, however, may be exceedingly difficult because fears, once embraced, are not all that susceptible to rational analysis and because the terrorism industry will likely continue assiduously to cultivate those fears.

Lessons Overlearned:

The Persistence of Exaggeration and Overreaction

“At the summit of foreign policy,” political scientist Warner Schilling once observed, “one always finds simplicity and spook.”9 This book deals with the results of that proposition as it pertains to American foreign policy over the past several decades: the tendency to exaggerate foreign threats and then, partly in consequence, to overreact to them. It then applies that experience to the current era, specifically to the extravagant, sometimes even hysterical fears international terrorism has fostered and to the expensive and sometimes counterproductive policies those fears have inspired. Analyzed are responses to Pearl Harbor (an event often compared to 9/11), anxieties over the threat presented by domestic and foreign communism, fears about the imminence of thermonuclear war, apprehensions over challenges posed by various “rogue states,” most of which eventually faded into insignificance (remember Castro?), absurd insecurities engendered by the Iran hostage crisis and the Japanese economic challenge, and concerns about “ethnic warfare” that was supposed to engulf the world.

In all this, I do not wish to suggest that all fears are unjustified or that international threats are never under estimated. In fact, I suspect that some of the tendency to overestimate threats in the period after World War II derives from the fact that the dire threat presented by Adolf Hitler’s Germany had been underappreciated in the period before it. This underestimate, however, was premised in part and in turn on an overestimate: the exaggerated supposition that the next major war would obviously lead to human annihilation, an assumption that led to the logical, but profoundly misguided, conclusion that Hitler could not possibly be willing to risk, much less start, such a war.10 The postwar proclivity toward exaggeration and overreaction may also stem in part from the traumatic prewar experience with Japan, when there was a tendency to underestimate its capacity and, in particular, its willingness to take risks. Nor do I wish to argue that every overreaction is wasteful or foolish to the same degree; historical comparisons suggest that the inflation of the terrorist threat may be unusually excessive.

Political scientist Robert Jervis has suggested that “those who remember the past are condemned to making the opposite mistakes.”11 It is a central burden of this book that the prewar experience with Hitler and with Japan may have been too well remembered and that, despite the alarmism of prominent members of the terrorism industry, today’s tiny bands of international terrorists hardly present a Hitlerian threat. Accordingly, our present anxieties are much inflated, and it is time to think again.

Judge Richard Posner notes that “when a nation is surprised and hurt there is a danger that it will overreact,” but, he continues, “it is only with the benefit of hindsight that a reaction can be separated into its proper and excess layers.”12 It will be seen in this book that unpleasant surprises very frequently, though not always, lead to two responses that are serially connected and often prove to be unwise. First, the surprise is treated not as an aberration, but as a harbinger indicating that things have suddenly become much more dangerous and threatening, will remain so, and will become worse—an exercise that might be called “massive extrapolation.” Second, there is a tendency to lash out at the threat without a great deal of thought about alternative policies, including and especially ones that might advocate simply letting it be.

Posner is certainly correct to argue that we can be sure only in hindsight about whether a reaction has been excessive, but very frequently that retrospective evaluation is never made. For example, now that we know how the cold war came out, it seems a reasonable, and potentially profitable, exercise to consider whether the fears, anxieties, reactions, and expenditures the Soviet challenge inspired were, in fact, wise and sensible, or perhaps even necessary. Moreover, even taking into consideration the emotions of the time and the limitations of knowledge and intelligence information that policymakers inevitably labor under, data interpretations and policy options that should at least have occurred to responsible decision makers at the time—if only to be rejected for one reason or another—often never percolated into their consciousness at all. In the case of terrorism, for instance, I just presented a substantial list of plausible interpretations and options that have been almost entirely ignored in the extensive public discussion on (or endless yammering about) terrorism that has taken place since September 11, 2001. Thus, simplicity and spook very frequently have prevailed in the past, and they seem to be doing so now.

Accordingly, this book liberally and unapologetically applies hindsight to evaluate reactions to such surprises as Pearl Harbor, the Korean War, Sputnik, hostage taking in the Middle East, and the eruption of ethnic conflict in Europe. Not all threats that could potentially have been seized upon have evoked anxiety and overreaction. For example, the American public and its leaders have remained remarkably calm about the potential damage that could be inflicted by the planet’s intersection with large meteors or comets, and (perhaps more pertinently) they do not seem to be exercised all that much by advertised dangers stemming from global warming or genetically modified food.13 But it does appear that every foreign policy threat in the past several decades that has come to be accepted as significant has then eventually been unwisely exaggerated.

It does not automatically and necessarily follow, of course, that because foreign policy threats have been inflated in the past, we are doing so now. However, this book finds a significant pattern of overextrapolation and overreaction, not to mention simplicity and spook, that has often led to policies that were unwise, costly, unnecessary, and sometimes massively counterproductive. And we seem to be at it yet again, perhaps now more than ever.









Part I

Terrorism’s Impact











Chapter 1

The Limited Destructiveness

of Terrorism




For all the attention it evokes, terrorism, in reasonable context, actually causes rather little damage, and the likelihood that any individual will become a victim in most places is microscopic. Those adept at hyperbole like to proclaim that we live in “the age of terror.” However, the number of people worldwide who die as a result of international terrorism is generally a few hundred a year, tiny compared to the numbers who die in most civil wars or from automobile accidents. In fact, until 2001 far fewer Americans were killed in any grouping of years by all forms of international terrorism than were killed by lightning. And except for 2001, virtually none of these terrorist deaths occurred within the United States itself. Indeed, outside of 2001, fewer people have been killed in America by international terrorism than have drowned in toilets or have died from bee stings.

Even with the September 11 attacks included in the count, however, the number of Americans killed by international terrorism since the late 1960s (which is when the State Department began its accounting) is about the same as the number killed over the same period by lightning, or by accident-causing deer, or by severe allergic reactions to peanuts. In almost all years the total number of people worldwide who die at the hands of international terrorists is not much more than the number who drown in bathtubs in the United States.1

Some of this is a matter of definition. When terrorism becomes really extensive we generally no longer call it terrorism, but war or insurgency, as has happened in Iraq.2 But Americans and others in the developed world are mainly concerned about random or sporadic acts of terrorism within their homeland, not sustained warfare. Moreover, even using an expansive definition of terrorism and including domestic terrorism in the mix, it is likely that far fewer people were killed by terrorists in the entire world over the past 100 years than died in any number of civil wars during that time.

However, those who fear terrorism essentially argue that this experience is irrelevant. Spurred by the dramatic destruction of 9/11, they insist that we have now entered a new era. Soon, they conclude, terrorists will be able to deploy “weapons of mass destruction.” Moreover, the spectacular success of the 9/11 attacks is taken to suggest that international terrorists, al-Qaeda in particular, are diabolically clever and capable, and that the kind of destruction they visited on September 11, 2001, will soon come to be typical. The events of that day are taken as a harbinger. Are these two widely accepted arguments valid?

Terrorism and Weapons of Mass Destruction

Because no weapons more complicated than box cutters were employed on September 11, it would seem that the experience ought to be taken to suggest that the scenario most to be feared is not the acquisition by terrorists of devices of mass destructiveness, but one in which terrorists are once again able, through skill, careful planning, suicidal dedication, and great luck, to massively destroy with ordinary, extant devices. Some of the anxiety about WMD, perhaps, derives from the post–September 11 anthrax scare, even though that terrorist event killed only a few people.

Not only were the 9/11 bombings remarkably low-tech, but they were something that could have happened long ago: both skyscrapers and airplanes have been around for a century now. In addition, the potential for destruction on that magnitude is hardly new: a tiny band of fanatical, well-trained, and lucky terrorists could have sunk or scuttled the Titanic and killed thousands.3

Nonetheless, terrorism analyses tend to focus on lurid worst-case scenarios, a great portion of them involving weapons of mass destruction, a concept that, especially after the cold war, has been expanded to embrace chemical and biological and sometimes radiological as well as nuclear weapons.4 Although chemical, radiological, and most biological weapons do not belong in the same category of destructiveness as nuclear weapons, all members of the WMD list are similar in that their acquisition and deployment present enormous difficulties, especially for terrorists.

Nuclear Weapons

Nuclear weapons can indeed inflict massive destruction, and an atomic bomb in the hands of a terrorist or rogue state could kill tens of thousands of people or even, in exceptional circumstances, more. But it is also essential to note that making such a bomb is an extraordinarily difficult task. As the Gilmore Commission, a special advisory panel to the president and Congress, stresses, building a nuclear device capable of producing mass destruction presents “Herculean challenges.” The process requires obtaining enough fissile material, designing a weapon “that will bring that mass together in a tiny fraction of a second, before the heat from early fission blows the material apart,” and figuring out some way to deliver the thing. And the Commission emphasizes that these merely constitute “the minimum requirements.” If each is not fully met, the result is not simply a less powerful weapon, but one that can’t produce any significant nuclear yield at all or can’t be delivered.5

Moreover, proliferation of these weapons has been remarkably slow. During the cold war there were many dire predictions about nuclear proliferation that proved to be greatly exaggerated. Among these was the nearly unanimous expectation in the 1950s and 1960s that dozens of countries would soon have nuclear weapons. For example, a report in 1958 predicted “a rapid rise” in the number of atomic powers by the mid-1960s, and a couple of years later, John Kennedy observed that there might be “ten, fifteen, twenty” countries with a nuclear capacity by 1964. In 1985 Time magazine devoted a cover story to the claim that “the nuclear threat is spreading” and worried that “the rate of proliferation could grow rapidly worse” thanks to what it ominously called “phantom proliferators.” Yet, twenty years later, the only clear addition to the nuclear club is Pakistan. Similar alarms were issued in the early 1990s, in the aftermath of the cold war. Well over a decade ago, it was argued that Japan and Germany would, by natural impulse, soon come to yearn for nuclear weapons. The Japanese and the Germans themselves continue to seem viscerally uninterested, though problems with North Korea could alter that perspective for Japan.6

It is also worth noting that, although nuclear weapons have been around now for well over half a century, no state has ever given another state—even a close ally, much less a terrorist group—a nuclear weapon (or chemical, biological, or radiological one either, for that matter) that the recipient could use independently. For example, during the cold war, North Korea tried to acquire nuclear weapons from its close ally, China, and was firmly refused.7 Donors understand that there is always the danger the weapon will be used in a manner the donor would not approve—or even, potentially, on the donor itself. There could be some danger from private profiteers, like the network established by Pakistani scientist A. Q. Khan. However, its activities were rather easily penetrated by intelligence agencies, and it was closed down abruptly after 9/11.

Warnings about the possibility that small groups, terrorists, and errant states could fabricate nuclear weapons have been repeatedly uttered at least since 1946, when A-bomb maker J. Robert Oppenheimer agreed that “three or four men” could smuggle atomic bomb units into New York and “blow up the whole city.” Such assertions proliferated after the 1950s, when the “suitcase bomb” appeared to become a practical possibility. And it has now been over three decades since terrorism specialist Brian Jenkins published his warnings that the “widespread distribution of increasingly sophisticated and increasingly powerful man-portable weapons will greatly add to the terrorist’s arsenal” and that “the world’s increasing dependence on nuclear power may provide terrorists with weapons of mass destruction.”8 We continue to wait.

Under the stimulus of 9/11, dire warnings about nuclear terrorism have escalated. Of particular concern in this are Russia’s supposedly missing suitcase bombs, even though a careful assessment has concluded that it is unlikely that any of these devices has indeed been lost and that, regardless, their effectiveness would be very low or even nonexistent because they require continual maintenance. As CIA adviser and arms inspector Charles Duelfer has stressed, the development of nuclear weapons requires thousands of knowledgeable scientists and large physical facilities.9

In 2004, political scientist Graham Allison opined that a dedicated terrorist group could get around the problems in time and eventually steal, produce, or procure a “crude” bomb, and he boldly declared that, unless his policy recommendations (which include a dramatic push toward war with North Korea) are carried out, “a nuclear terrorist attack on America in the decade ahead is more likely than not.” It is anticipated that it might well take ten years of dedicated effort even for a state like Iran to develop a nuclear weapon, but Allison thinks that terrorists would be happy with one that is “large, cumbersome, unsafe, unreliable, unpredictable, and inefficient.” In support of his prediction Allison cites the “world’s most successful investor” and “legendary odds maker,” Warren Buffett, as declaring a nuclear terrorist attack to be inevitable. Contacted by the Wall Street Journal, however, Buffett says he was worrying about any nuclear explosion, not just one set off by terrorists, and that he was talking about something that might come about over the next century, not within a ten-year period.10

Given the destructive capacity of nuclear weapons, it definitely makes sense to expend some policy effort to increase the difficulties for any would-be nuclear terrorists, particularly by seeking to control the world’s supply of fissile material. But the difficulties for the terrorists persist, and their likelihood of acquiring the weapon any time soon remains very low—even assuming they try hard. Moreover, no terrorist group, including al-Qaeda, has shown anything resembling the technical expertise necessary to fabricate a bomb.

Allison’s dire forecast is far more likely to be remembered if it proves true than if, much more probably, it goes the way of C. P. Snow’s once-heralded alarmist broadside published nearly a half century ago:

We are faced with an either-or, and we haven’t much time. The either is acceptance of a restriction of nuclear armaments…. The or is not a risk but a certainty. It is this. There is no agreement on tests. The nuclear arms race between the United States and the U.S.S.R. not only continues but accelerates. Other countries join in. Within, at the most, six years, China and several other states have a stock of nuclear bombs. Within, at the most, ten years, some of those bombs are going off. I am saying this as responsibly as I can. That is the certainty.


Doomsayers have been wryly advised to predict catastrophe no later than ten years into the future but no earlier than five because that would be soon enough to terrify their rapt listeners but far enough off for people to forget if the doomsaying proves to be wrong.11 Allison and Snow seem to have gotten the point.

Chemical Weapons

Chemical arms do have the potential, under appropriate circumstances, for panicking people; killing masses of them in open areas, however, is beyond their modest capabilities. Although they obviously can be hugely lethal when released in gas chambers, their effectiveness as weapons has been unimpressive, and their inclusion in the WMD category is highly dubious unless the concept is so diluted that bullets or machetes can also be included.12

Biologist Matthew Meselson calculates that it would take fully a ton of nerve gas or five tons of mustard gas to produce heavy casualties among unprotected people in an open area one kilometer square. Even for nerve gas this would take the concentrated delivery into a rather small area of about 300 heavy artillery shells or seven 500-pound bombs. This would usually require a considerable amount of time, allowing many people to evacuate the targeted area. A 1993 analysis by the Office of Technology Assessment of the U.S. Congress finds that a ton of sarin nerve gas perfectly delivered under absolutely ideal conditions over a heavily populated area against unprotected people could cause between 3,000 and 8,000 deaths. Under slightly less ideal circumstances—if there is a moderate wind or if the sun is out, for example—the death rate would be one-tenth as great. Or, as the Gilmore Commission put it later, it would take a full ton of sarin gas released under favorable weather conditions for the destructive effects to become distinctly greater than could be obtained by conventional explosives. Nuclear weapons are considered weapons of mass destruction because a single bomb can generate great devastation. By contrast, for chemical weapons to cause extensive damage, many of them must be used, just like conventional weapons.13

Discussions of chemical weapons often stress their ability to cause casualties, both dead and wounded. This glosses over the fact that historically most of those incapacitated by chemical weapons have not actually died. But clearly, to be classified as weapons of mass destruction they must destroy, not simply incapacitate. In World War I only some 2 or 3 percent of those gassed on the Western Front died; by contrast, wounds caused by traditional weapons were some 10 or 12 times more likely to prove fatal.14 Troops wounded by gas also tend to return to combat more quickly than those wounded by bullets or shrapnel, and to suffer less. Against well-protected troops, gas is almost wholly ineffective except as an inconvenience. Moreover, the weapons degrade over time. In 2006, two Republican lawmakers triumphantly announced that 500 chemical weapons had been found in Iraq. These, as it turned out, dated from before the 1991 war against that country, and the weapons were now, as one expert put it, “less toxic than most things that Americans have under their kitchen sink.”15

Although gas was used extensively in World War I, it accounted for less than 1 percent of the battle deaths. In fact, on average it took well over a ton of gas to produce a single fatality. In the conclusion to the official British history of the war, chemical weapons are relegated to a footnote, which asserts that gas “made war uncomfortable…to no purpose.”16

Since that war, gas was apparently used in rather limited amounts in the 1930s by Italy in Ethiopia and by Japan in China, as well as by Egypt in the civil war in Yemen in the mid-1960s. Chemical weapons were used more significantly against substantially unprotected Iranians by Iraq in their 1980–88 war, but of the 27,000 gassed through March 1987, Iran reported that only 262 died.17 The most notable use of chemical weapons by a terrorist group was Aum Shinrikyo’s release in 1995 of sarin nerve gas into an enclosed space: a Japanese subway station. Although a more skillful effort conceivably might have done more damage, that attack inflicted thousands of casualties, but only twelve deaths.

One episode during the Iran-Iraq war is often taken to indicate the extensive destructive potential of chemical weapons: the chemical attack in 1988, apparently by Iraqi forces, on Halabja, an Iraqi town that had been the site of considerable battles between Iranians and Kurds working on their side, and the Iraqis. It is sometimes said that 5,000 people were killed by chemical munitions dropped from a single airplane during a single pass in daylight. There are a number of problems with this assessment. To begin with, attacks on the city took place over several days and involved explosive munitions as well, and there is a possible confusion over deaths caused by chemical weapons and those caused by other means. Additionally, all the reports from journalists who were taken to the town by the Iranians shortly after the attack indicate that they saw at most “hundreds” of bodies, and, although some of them report the 5,000 figure, this number is consistently identified as coming from Iranian authorities, who obviously had a great incentive to exaggerate. Moreover, the Iranians apparently claimed that an additional 5,000 were wounded by the chemical weapons, even though experience suggests that an attack killing 5,000 would have injured far more—actually vastly more—than that. A Human Rights Watch report on the events has an appendix in which other Iraqi chemical attacks in Kurdish areas are evaluated; in two of these attacks it is suggested that 300 or 400 might have been killed, while all the other estimates are under 100, most under twenty.18

An event potentially of more direct relevance involves the massive emission of deadly gas from a chemical plant in Bhopal, India, in 1984 that killed thousands in the surrounding neighborhood. Even two decades later, the incident is shrouded in controversy, but the explanation put forward for the tragedy by the chemical company, Union Carbide, could, if valid, hold cautionary lessons for contemporary considerations about terrorism. The company’s line is that the event was not an accident, that there were adequate safety devices and procedures in place. Rather, it was the result of deliberate sabotage—or, one might say, terrorism—by a single disgruntled employee who removed a meter and then forced water into a large tank of deadly gas, causing it to heat up and then spew out something like forty tons of toxic gas into the atmosphere.19 Casualties were particularly high in part because the surroundings were so heavily populated and because warning and evacuation procedures were not in existence or were poorly executed.

The incident is clearly not one in which a weapon of mass destruction was detonated—no chemical weapon carries a payload of forty tons—but rather one like 9/11, in which craft and stealth were used to transform existing objects into weapons. The lesson from this incident, of course, is not to work to prevent terrorists from obtaining weapons of mass destruction, but to make sure that procedures and processes in chemical plants are safe not only from accidental release of chemicals, but from deliberate and diabolical manipulation by knowledgeable and dedicated insiders.

Biological Weapons

Properly developed and deployed, biological weapons could indeed, if thus far only in theory, kill hundreds of thousands, perhaps even millions of people. The discussion remains theoretical because biological weapons have scarcely ever been used. Belligerents have eschewed such weapons with good reason: they are extremely difficult to deploy and to control. Terrorist groups or rogue states may be able to solve such problems in the future with advances in technology and knowledge, but, notes scientist Russell Seitz, while bioterrorism may look easy on paper, “the learning curve is lethally steep in practice.” The record so far is unlikely to be very encouraging. For example, Japan reportedly infected wells in Manchuria and bombed several Chinese cities with plague-infested fleas before and during World War II. These ventures (by a state, not a terrorist group) may have killed thousands of Chinese, but they apparently also caused considerable unintended casualties among Japanese troops and seem to have had little military impact.20

For the most destructive results, biological weapons need to be dispersed in very low-altitude aerosol clouds. Because aerosols do not appreciably settle, pathogens like anthrax (which is not easy to spread or catch and is not contagious) would probably have to be sprayed near nose level. Moreover, 90 percent of the microorganisms are likely to die during the process of aerosolization, and their effectiveness could be reduced still further by sunlight, smog, humidity, and temperature changes. Explosive methods of dispersion may destroy the organisms, and, except for anthrax spores, long-term storage of lethal organisms in bombs or warheads is difficult: even if refrigerated, most of the organisms have a limited lifetime. The effects of such weapons can take days or weeks to have full effect, during which time they can be countered with medical and civil defense measures. And their impact is very difficult to predict; in combat situations they may spread back onto the attacker. In the judgment of two careful analysts, delivering microbes and toxins over a wide area in the form most suitable for inflicting mass casualties—as an aerosol that can be inhaled—requires a delivery system whose development “would outstrip the technical capabilities of all but the most sophisticated terrorist.” Even then effective dispersal could easily be disrupted by unfavorable environmental and meteorological conditions.21

After assessing, and stressing, the difficulties a nonstate entity would find in obtaining, handling, growing, storing, processing, and dispersing lethal pathogens effectively, biological weapons expert Milton Leitenberg compares his conclusions with glib pronouncements in the press about how biological attacks can be pulled off by anyone with “a little training and a few glass jars,” or how it would be “about as difficult as producing beer.” He sardonically concludes, “The less the commentator seems to know about biological warfare the easier he seems to think the task is.”22

Radiological Weapons

Radiological weapons, or “dirty bombs,” are often called the poor man’s nuclear weapon, but, unlike the rich man’s version, they are incapable of inflicting much immediate damage. Moreover, although a dirty bomb would be easier to assemble than a nuclear weapon, note Michael Levi and Henry Kelly of the Federation of American Scientists, the construction and deployment of one “is difficult” and would “require considerable skill.” Among the problems: bombers risk exposing themselves to doses of radiation so lethal that even suicidal operatives might not live long enough to deliver and set off the device.23

Most analysts tend to consider radiological devices to be more nearly weapons of mass “disruption” than of mass destruction. This is because, although the sudden release of additional radiation into the environment by a nuclear device would kill few, if any, people outright (perhaps some who happen to be standing near the explosion itself), it might engender panic or mass disorientation. It could also raise radiation levels in an area into ranges officially considered unacceptable, thereby in principle necessitating expensive evacuation and decontamination procedures. But it would be almost impossible to disperse radioactive material from a dirty bomb so that victims would absorb a lethal dose before being able to leave the area.24

Moreover, the Environmental Protection Agency has been extremely conservative in setting its levels for unacceptable radiation. To begin with, following fairly common practice, it has extrapolated down in a linear fashion from high levels known to be harmful without any conclusive evidence that this procedure is justified. Indeed, there is considerable debate about whether raising radiation levels slightly above background levels has any health effect at all; some scientists, in fact, think it may actually be good for health. The levels conventionally deemed unacceptable are actually within the error range for determining background levels: estimates for the average background radiation routinely endured by people in the United States range from 300 to 360 millirems (mrems) per year, yet the EPA has ordained that a rise of 15 mrem above background levels is unacceptable. The only slightly less conservative Nuclear Regulatory Agency allows 25 mrem. For comparison, moving from the Gulf Coast to Denver increases radiation exposure by some 21 mrem due to increased exposure to cosmic radiation, and by an additional 63 mrem due to increased radon in the soil. Nonetheless, Denver does not seem to suffer elevated cancer rates.25

The EPA has deemed any enhancement of radiation to be unacceptable—that is, to be considered “contamination”—if, following this controversial extrapolation, the radiation would in principle increase an individual’s chances of getting cancer by 1 in 10,000 if that individual continued to live in the affected area nonstop for 40 years. As one’s chances of dying from cancer are about 20 percent already, the dirty bomb under most scenarios might then raise the rate for such a stationary individual from 20 percent to 20.01 percent, though there are controversial scenarios that suggest a rise to 21 percent or higher.26

The danger of small rises in radiation levels has been further questioned by an exhaustive study by eight United Nations agencies, completed some twenty years after the event, of the effects of the 1986 Chernobyl nuclear reactor meltdown in the Soviet Union. The accident, which released a huge amount of radiation into the atmosphere, resulted in the deaths of around fifty people, most of them underprotected emergency workers. Thyroid cancer rates among children rose, but almost all of the children were treated successfully, and only nine died. The UN study concludes that even in the longer term, cancer rates may rise among the affected population by less, possibly far less, than 1 percent. In addition, there was no spike in fertility problems or in birth defects. Similarly, extensive studies of the survivors of the 1945 atomic bomb attacks in Japan find that, although cancer rates are somewhat elevated, the experience has made little or no difference in mortality or in birth defect rates.27

The Growth of Science

Commentator Michael Ignatieff, a leading member of the terrorism industry, seems certain that in the future terrorists will be able to acquire and deploy chemical, biological, or nuclear weapons. He cheers himself up very slightly by noting with relief that, at least so far, terrorists have used only conventional weaponry which, he points out, has been available for over a hundred years. But, of course, the same could be said for chemical and biological weapons, as the basic knowledge about their destructive potential goes back many decades, even centuries in some respects. The English, for example, made some efforts to spread smallpox among American Indians in the French and Indian War.28

Not only has the science about chemical and biological weapons been quite sophisticated for more than a century, but that science has become massively more developed over that period. Moreover, governments (not just small terrorist groups) have spent a great deal of money over decades in an effort to make the weapons more effective. Yet, although there have been great improvements in the lethality, effectiveness, and deployment of conventional and nuclear weapons during that time, the difficulties of controlling and dispersing chemical and biological substances seem to have persisted.

Perhaps dedicated terrorists will, in time, figure it out. However, the experience in the 1990s of the Japanese cult Aum Shinrikyo suggests there are great difficulties. The group had some 300 scientists in its employ and an estimated budget of $1 billion, and it reportedly tried at least nine times over five years to set off biological weapons by spraying pathogens from trucks and wafting them from rooftops, hoping fancifully to ignite an apocalyptic war. These efforts failed to create a single fatality; in fact, nobody even noticed that the attacks had taken place. It was at that point that the group abandoned its biological efforts in frustration and instead turned to the infamous sarin chemical attack.29

As two analysts stress, there have been so few biological (and chemical) terrorist attacks because they would require overcoming several major technological hurdles. Among them: gaining access to specialized ingredients, acquiring equipment and know-how to produce and disperse the agents, and creating an organization that can resist infiltration or early detection by law enforcement.30

In the meantime, the science with respect to detecting and ably responding to such attacks is likely to grow. Although acknowledging that things could change in the future, the Gilmore Commission has concluded, “As easy as some argue that it may be for terrorists to culture anthrax spores or brew up a concoction of deadly nerve gas, the effective dissemination or dispersal of these viruses and poisons still presents serious technological hurdles that greatly inhibit their effective use.”31

Imagining Elephants

Some spectacularly bad advice is furnished in a Turkish proverb: “If your enemy be an ant, imagine him to be an elephant.” Following this approach, one would become wary about being stomped, but not about the possibility that the enemy could scurry up a tree or burrow into the sand. In fact, the process would make it impossible even to see the enemy.

Two careful reports issued in the late 1990s, one from the Gilmore Commission, the other from the General Accounting Office, warn about imagining elephants. They stressed the great difficulties a terrorist group would have in acquiring and developing devices with the capacity to cause mass casualties, and they pointedly warned against wallowing in the worst-case scenarios that were so common even then.32 Although the 9/11 attackers did not use sophisticated weapons and although the subsequent anthrax terrorism killed only a very few people, those events have caused these sensible warnings to become much neglected.

If chemical and biological attacks are so easy and attractive to terrorists, it is impressive that none has so far been committed in Chechnya or in Israel. Although there have been plenty of terrorist attacks in the world since 2001, all (thus far, at least) have relied on conventional methods. In addition, it seems to be a general historical regularity that terrorists tend to prefer weapons that they know and understand, not new, exotic ones. Indeed, the truly notable innovation for terrorists over the past few decades has not been in qualitative improvements in ordnance at all, but rather in a more effective method for delivering it: the suicide bomber.33 And this innovation has applied processes that are essentially sociological, not technical.

Moreover, there is little evidence that terrorists have made much, if any, progress in obtaining any kind of weapon of mass destruction, no matter how defined. However, the continual obsession about WMD has had the perverse effect of recommending at least some of them to the terrorists: as Ayman al-Zawahiri, Osama bin Laden’s right-hand man, said of biological weapons, “We only became aware of them when the enemy drew our attention to them by repeatedly expressing concerns that they can be produced simply with easily available materials.” Servicing this interest, a number of Pakistani scientists once apparently had wide-ranging—if, according to them, “academic”—discussions with bin Laden concerning nuclear, chemical, and biological weapons. Conceivably, these talks might eventually have led to something more extensive, but contacts were severed after, and because of, the events of 9/11.34 In the meantime, al-Qaeda’s scientific capacities seem to be very limited indeed.

September 11: Harbinger or Aberration?

It should also be kept in mind that 9/11 was an extreme event. Before that day—and in the years since—no more than a few hundred have ever been killed in a single terrorist attack. The economic destruction on September 11 was also unprecedented, of course.

It once was widely assumed that this precedent-shattering event represented the wave of the future. Thus in 2004 Charles Krauthammer characterized the post-9/11 period as one in which, “contrary to every expectation and prediction, the second shoe never dropped,” and Allison has noted that following 9/11, “no one” in the American national security community believed that those attacks were an “isolated occurrence.” As Rudy Giuliani, New York’s mayor on 9/11, reflected in 2005, “Anybody—any one of these security experts, including myself—would have told you on September 11, 2001, we’re looking at dozens and dozens and multiyears of attacks like this. It hasn’t been quite that bad.” No, not nearly. Precisely what Giuliani’s “security experts” were basing their expert opinion on is not entirely clear, but such popular, if knee-

jerk, expectations, predictions, and beliefs may well continue to be confounded. As it happens, extreme events often remain exactly that: aberrations, rather than harbingers.35

For example, a bomb planted in a piece of checked luggage apparently by agents of Muammar Qaddafi’s Libya was responsible for the explosion that caused a Pan Am jet to crash into Lockerbie, Scotland, in 1988. Since that time, tens of billions of pieces of luggage have been transported on American carriers and none has exploded to down an aircraft. (Moreover, millions of passengers who checked bags at hotels and retrieved them before heading to the airport have routinely lied to an airline agent when answering the pointlessly obligatory question about whether their luggage had at all times been in their possession.)

This doesn’t mean that one should cease worrying about luggage on airlines, but it does suggest that extreme events do not necessarily assure repetition—any more than Timothy McVeigh’s Oklahoma City bombing of 1995 has. Some sort of terrorist laced Tylenol capsules with cyanide in 1982, killing seven people; however, this frightening and much publicized event (which generated 125,000 stories in the print media alone and cost the manufacturer more than $1 billion) failed to inspire much in the way of imitation. The alarming release of poison gas in the Tokyo subway in 1995 by Aum Shinrikyo was once dubbed “a turning point in the history of terrorism.”36 Yet, the apocalyptic group appears to have abandoned the terrorism business, and its example has not been followed.

These observations should not be taken to suggest, of course, that all extreme events prove to be the last in their line. At the time, World War I, known as the Great War for two decades, was the worst war of its type. Yet an even more destructive one followed. Moreover, though Aum Shinrikyo and Qaddafi may be under control, al-Qaeda and like-minded terrorist groups are unlikely to die out any time soon. Like the communists during the cold war, they appear to be in it for the long haul: September 11, after all, marked terrorists’ second attempt to destroy the World Trade Center.

Much of the current alarm is generated from the knowledge that many of today’s terrorists simply want to kill, and kill more or less randomly, for revenge or as an act of what they take to be war. At one time, it was probably safe to conclude that terrorism was committed principally for specific political demands or as a form of political expression, and therefore, in the oft-cited observation of Brian Jenkins, that “terrorists want a lot of people watching and a lot of people listening, and not a lot of people dead.”37 Now many of them do seem to want a lot of people dead. In addition, the suicidal nature of many attacks, though not new, is unsettling partly because deterring the would-be perpetrator by threatening punishment becomes impossible. And, of course, terrorism itself will never go away: it has always existed and always will.

But the central question remains: Will such spectacularly destructive terrorist acts become commonplace and escalate in their destructiveness? We should certainly not assume that al-Qaeda is finished with attacks within the United States. Nonetheless, the record suggests that al-Qaeda will find it difficult to match or top the accomplishment of 9/11, and that terrorism’s destructiveness, despite the creative visions of worst-case scenarists, may well fail to escalate dramatically. September 11, like the Trojan horse and Pearl Harbor, could prove to be so unique and surprising that “their very success precludes their repetition,” in the words of Russell Seitz, and therefore “al-Qaeda’s best shot may have been exactly that.” The extreme destruction of September 11 has also raised the bar for al-Qaeda, thereby reducing the impact of less damaging attacks.38 (On the other hand, the attention-generating terrorist attacks in Madrid in 2004 and London in 2005 suggest that terrorists can get much of the desired effect at a far lower level of damage. That might be comparatively good news: even if they try, they may be content with that.)
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