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Preface


The comforting belief that democratic freedoms have history on their side and will eventually prevail everywhere has always been tinged with wishful thinking. World events of the past two or three decades have shown that we can no longer take these things for granted. Universal human rights, democratic practice and the rule of law have powerful enemies, and China under the Chinese Communist Party is arguably the most formidable. The Party’s program of influence and interference is well planned and bold, and backed by enormous economic resources and technological power. The wide-ranging campaign of subverting institutions in Western countries and winning over their elites has advanced much further than Party leaders might have hoped.


Democratic institutions and the global order built after the Second World War have proven to be more fragile than imagined, and are vulnerable to the new weapons of political warfare now deployed against them. The Chinese Communist Party is exploiting the weaknesses of democratic systems in order to undermine them, and while many in the West remain reluctant to acknowledge this, democracies urgently need to become more resilient if they are to survive.


The threat posed by the CCP affects the right of all to live without fear. Many Chinese people living in the West, along with Tibetans, Uyghurs, Falun Gong practitioners and Hong Kong democracy activists, are at the forefront of the CCP’s repression and live in a constant state of fear. Governments, academic institutions and business executives are afraid of financial retaliation should they incur Beijing’s wrath. This fear is contagious and toxic. It must not be normalised as the price nations have to pay for prosperity.


Every Western democracy is affected. As Beijing is emboldened by the feebleness of resistance, its tactics of coercion and intimidation are being used against an increasingly broad spectrum of people. Even for those who do not feel the heavy hand of the CCP directly, the world is changing, as Beijing’s authoritarian norms are exported around the globe.


When publishers, filmmakers and theatre managers decide to censor opinions that might ‘hurt the feelings of the Chinese people’, free speech is denied. A simple tweet that upsets Beijing can cost someone their job. When university leaders pressure academics to temper their criticisms of the CCP, or ban the Dalai Lama from their campuses, academic freedom is eroded. When Buddhist organisations pledge their loyalty to Xi Jinping, and spies are placed in church congregations, religious freedom is under threat. With Beijing’s growing system of surveillance, including cyber intrusions and filming citizens attending lawful protests, personal privacy is violated. Democracy itself is assailed when CCP-linked organisations and Party proxies corrupt political representatives, and when Beijing co-opts powerful business lobbies to do its work.


The what, why and how of the CCP’s influence, interference and subversion in North America and Western Europe (hereafter the West) is the subject of this book. The CCP’s activities in Australia (detailed in Silent Invasion) and New Zealand receive occasional mention. But it’s important to keep in mind that the CCP’s enterprise is geared towards reordering the entire world, and that while the form varies, the experience of the West is very similar to that of countries around the globe. It’s hard to think of any nation that has not been extensively targeted, from Samoa to Ecuador, from the Maldives to Botswana. CCP influence in the global South is in urgent need of detailed study and exposure, but is outside the scope of this book.


The CCP works hard to convince people in China and abroad that it speaks for all Chinese people. It yearns to be seen as the arbiter of all things Chinese, and insists that for Chinese people, wherever they are, to love the country means to love the Party, and only those who love the Party truly love the country. It claims that the Party is the people, and any criticism of the Party is therefore an attack on the Chinese people.


It is disturbing to find so many people in the West falling for this ruse and labelling critics of CCP policies racist or Sinophobic. In so doing they are not defending Chinese people, but silencing or marginalising the voices of those Chinese opposed to the CCP, and the ethnic minorities who are persecuted by it. At worst, they are agents of influence for the Party. In this book, then, we draw a sharp distinction between the Chinese Communist Party and the Chinese people. When we use the word ‘China’ we do so as shorthand for the political entity ruled by the CCP, in the same way that one might say, for example, that ‘Canada’ voted in favour of a resolution at the United Nations.


Conflating the Party, the nation and the people leads to all kinds of misunderstanding, which is just what the CCP wants. One consequence is that overseas Chinese communities have come to be regarded by some as the enemy, when in fact many are the foremost victims of the CCP, as we shall see. They are among the best informed about the Party’s activities abroad and some want to be engaged in dealing with the problem.


The distinction between the Party and the people is also vital to understanding that the contest between China and the West is not a ‘clash of civilisations’, as has been claimed. We face not some Confucian ‘other’, but an authoritarian regime, a Leninist political party replete with a central committee, a politburo and a general secretary backed by enormous economic, technological and military resources. The real clash is between the CCP’s repressive values and practices, and the freedoms enshrined in the UN’s Universal Declaration of Human Rights: the freedom of speech, assembly, religion and belief; freedom from persecution; the right to personal privacy; and equal protection under the law. The CCP rejects each of these, in words or in deeds.


People who live in close proximity to China understand this much better than do most in the West. It is this understanding that has fuelled the recent protests in Hong Kong, and led to the re-election in January 2020 of Taiwan’s President Tsai Ing-wen. In a landslide vote, the people of Taiwan used the ballot box to say no to the CCP.


Some on the left, despite their history of defending the oppressed, find reasons to blind themselves to the nature of China’s government under Xi Jinping. They have forgotten how totalitarianism can overpower human rights. Even so, anxiety about the CCP’s activities crosses political boundaries, not least within the US Congress where Democrats and Republicans have formed an alliance to challenge Beijing. The same applies in Europe. Despite their other disagreements, people from the left and the right can agree that China under the CCP is a grave threat not only to human rights, but to national sovereignty.


The reasons why so many people in the West downplay or deny the threat posed by the CCP is a theme of this book. One reason is of course financial interest. As Upton Sinclair put it, ‘It is difficult to get a man to understand something when his salary depends on his not understanding it.’ Another reason, especially in the case of some on the left, is ‘whataboutism’. China may be doing some unpleasant things, goes this argument, but what about the United States? The tactic is more effective with Donald Trump in the White House, but whatever criticisms one might have of the US and its foreign policy, both historically and today—and we are strong critics—they do not in any way diminish or excuse the extreme violation of human rights and suppression of liberties by the CCP regime.


And for all its faults, the United States, like other democracies around the world, continues to have an effective opposition; elections that change the government; courts that are largely independent of the state; a media that is diverse, unconstrained and often highly critical of the government; and a thriving civil society that can organise against injustices. China under the CCP has none of these. The autocratic tendencies of some politicians in Western democracies are indeed worrying, but they are restrained by the system in which they operate. Very little restrains Xi Jinping’s autocratic impulses—even less now that he and his allies have dismantled the political accord set up by the Party to prevent the rise of another supreme leader like Mao Zedong. So while there’s much that is wrong in the West and democracies in general, the political model offered by the CCP is not the answer.


Ignorance explains some of the difficulty the West is having in coming to grips with the threat of the CCP, as does the fact that it has not previously had to contend with such an adversary. During the Cold War, no Western country had a deep economic relationship with the Soviet Union. Conscious of the economic and strategic importance of China, many nations are trying to get smarter about the country at the very time Beijing is pouring money into helping us ‘better understand China’. Receiving information straight from the horse’s mouth might seem a sensible route, but, as we will show, this is a bad mistake.
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An overview of the CCP’s ambitions


The Chinese Communist Party is determined to transform the international order, to shape the world in its own image, without a shot being fired. Rather than challenging from the outside, it has been eroding resistance to it from within, by winning supporters, silencing critics and subverting institutions.


Whereas analysts on both sides of the Atlantic continue to agonise over whether to label China an opponent or even an enemy, the CCP decided this matter thirty years ago. In the post-Soviet world, it saw itself surrounded by enemies that it needed to defeat or neutralise. While the CCP and its supporters in the West like to speak of a ‘new Cold War’ being waged against China, the Party itself has all along been engaged in an ideological struggle against ‘hostile forces’. For the CCP, the Cold War never ended.


The reshaping of alliances and the remoulding of the way the world thinks about it are essential to the Party securing continued rule at home, as well as to its reach and eventually making China the number one global power. The Party’s plans have been explained at length in speeches and documents. Its implementation strategy is to target elites in the West so that they either welcome China’s dominance or accede to its inevitability, rendering resistance futile. In some nations, mobilising the wealth and political influence of the Chinese diaspora, while at the same time silencing critics within it, is central to the strategy.


Backed by its enormous economic clout, China engages in arm-twisting, diplomatic pressure, united front and ‘friendship’ work, and the manipulation of media, think tanks and universities—all these tactics overlap and reinforce each another. Some people claim that Beijing’s influence around the word is no different to that of any other country. While not everything the Party does in this respect is unique, the scope, degree of organisation, and eagerness to use coercion distinguish the CCP’s actions from other nations’ diplomatic activities.


As the world’s largest factory and second-biggest economy, China has been a magnet for Western businesses and many Western politicians. Some industries are heavily dependent on access to China’s huge market, and Beijing is willing to use this dependence as a political weapon. In the words of one close observer, ‘If you don’t do what Beijing’s political leaders want they will punish you economically. They put the economic vise on politicians around the world. They have been doing it for years and it works.’1


At times, the vice has been tightened in conspicuous ways. After the arrest of Huawei executive Meng Wanzhou in Canada in 2018, for example, imports of Canadian soybeans, canola and pork were blocked. Beijing reacted in a similar way in 2017 when South Korea, in response to aggression from the North, began installing an American antiballistic missile system. Beijing took forty-three retaliatory measures, including banning Chinese tourist groups to South Korea, driving a large Korean conglomerate out of China, barring K-pop stars, and blocking imports of electronics and cosmetics.2 Beijing was still punishing South Koreans in October 2019 when it demanded that the prestigious Eastman School of Music at the University of Rochester, in New York State, exclude three Korean students from its top orchestra if it wanted a planned tour of China to go ahead.3 Citing the damage to Eastman’s reputation in China if the tour were to be cancelled, the dean agreed to leave the Koreans behind. Only after an outcry by students and alumni did the school decide to cancel the tour.4


When Daryl Morey, general manager of the Houston Rockets basketball team, tweeted his support for Hong Kong protesters in late 2019, Beijing’s backlash was instantaneous.5 (The torrent of criticism on Twitter appears to have come from trolls and fake accounts in China.6) The televising of Rockets games to its huge fan base in China was suspended. Sponsors withdrew. Beijing raged that Morey had ‘hurt the feelings of the Chinese people’. The state broadcaster, China Central Television, redefined freedom of speech to exclude ‘challenging national sovereignty and social stability’.7 Desperate to protect its growing market in China, the US National Basketball Association issued a fawning apology that read as if written by the CCP’s Central Propaganda Department.8


While only a few examples of extreme punishment are needed in order to sow fear in everyone, Beijing prefers to keep its threats vague and thus deniable, to keep the targets guessing. As Perry Link puts it, vagueness frightens more people because no-one can rule themselves out, and those in the frame therefore ‘curtail a wider range of activity’.9


Beijing has become the world’s master practitioner of the dark arts of economic statecraft, in part because in recent decades Western nations’ commitment to free-market policies makes them reluctant to manipulate trade for political reasons. That’s why the world was shocked when Donald Trump launched a trade war against China in 2018. While he is wrong on many other things, Trump is right that Beijing has been systematically violating the principles of international economic engagement and getting away with it.


Beijing’s vast program of infrastructure investment abroad, known as the Belt and Road Initiative, is the ultimate instrument of economic statecraft or, more accurately, economic blackmail. It provides an outlet for China’s construction industry and enormous capital reserves, while at the same time supplying the investment needs of other countries who are short of capital and excluded from mainstream sources of finance. The offer of low-interest loans is hard to resist, especially when they come without environmental or other conditions.10


However, the objectives of the BRI, also known as the New Silk Road (see the list of acronyms on page 277), go well beyond providing an outlet for surplus Chinese capital or helping poorer nations develop; the initiative is Beijing’s primary mechanism for reordering the global geopolitical system.11 Xi Jinping’s signature policy is now so closely integrated with almost all Chinese government activity abroad—commercial, technological, academic, cultural—that it cannot be separated from the PRC’s overall diplomatic engagement.


Xi Jinping has repeatedly referred to the BRI as essential to his vision of constructing ‘a community of common destiny for humankind’.12 While the idea might sound good to Western ears, its aim is a Sinocentric world; that is, the one envisaged by the hawks elevated by Xi to the top leadership positions. They view a China-led world order as an essential part of the ‘great rejuvenation of the Chinese people’.13


So the BRI is the most powerful vehicle by which Beijing is changing the postwar international order.14 In a revealing 2015 speech, defence strategist and retired PLA major-general Qiao Liang described the BRI purely as the vehicle for China to achieve dominance over the United States. It represents, he stated, China’s new and irresistible form of globalisation, the success of which will be measured by the renminbi displacing the dollar as the world currency, leaving the United States ‘hollowed out’.15 While Qiao is a pusher of boundaries, the geostrategic rationale of the BRI is also made plain elsewhere, such as the leaked minutes of a 2019 Chinese–Malaysian meeting on a BRI project, which noted that despite the project’s ‘political nature’, the public had to see it as market-driven.16


The adjective most frequently attached to the BRI is ‘vast’, and when China’s top diplomat, Yang Jiechi, said in April 2019 that the BRI ‘does not play little geopolitical games’, he was speaking the truth.17 The former editor of the Far Eastern Economic Review, Nayan Chanda, describes the BRI as ‘an overt expression of China’s power ambitions in the 21st century’.18


Like other so-called parallel institutions created by the Chinese government, such as the Asian Infrastructure Investment Bank, the BRI pretends to pose no challenge to countries’ existing institutions, while incrementally realigning their interests and shifting the global balance of power. A key part of the CCP’s thinking on global and regional power dynamics is the identification of a ‘main contradiction’ and a ‘main enemy’ to unite against. On a global scale, that enemy is the United States, which needs to be split from its allies and isolated.


Brexit, dissension in the European Union and the election of Donald Trump have created a strategic opportunity for Beijing to weaken the transatlantic alliance and further erode European unity. Long seen by the CCP as the largely irrelevant junior partner of the United States, Europe is now viewed as the great prize. By winning over Europe, the CCP hopes to convince the world that China is the ‘champion of multilateralism’ and a much-needed counterweight to US hegemony and unilateralism.19 Beijing wants to mobilise European support for its initiatives in the developing world. (Although we won’t be covering them in this book, similar strategies of breaking up existing alliances play out in other parts of the world.)


Despite all the news stories about ‘debt diplomacy’, ‘global connectivity’ and ‘win-win cooperation’, it’s apparent that the BRI’s goal of strategic rebalancing is to be achieved not only by the political influence that goes with infrastructure investment, but also by a subtle and multi-pronged program of global thought management. The BRI is about the projection of power through controlling the terms of the debate. (We develop this argument in chapter six.) It no longer makes sense to confine discussion of the BRI to business and economics, because it sprouts everywhere, from the Silk Road network of think tanks, media agreements, and ties between cultural institutions, to the establishment of sister cities and ‘people-to-people exchanges’, all of which are incorporated into BRI memoranda of understanding.


Today, the CCP remains deeply anxious about ‘ideological infiltration’ by hostile forces bent on regime change in China. As a manual published by the Central Propaganda Department in 2006 explained, ‘when hostile forces want to bring disarray to a society and overthrow a political regime, they always start by opening a hole to creep through in the ideological field and by confusing people’s thought’.20 This Cold War mentality is vital to an understanding of the CCP’s international activities, which are first and foremost the global extension of the Party’s desire for regime security.


In the face of this threat of ideological infiltration, the CCP decided that the best form of defence is attack. Thus when its leaders talk of making the international order more ‘democratic’, ‘open’ and ‘diverse’, this is code for an order in which ‘authoritarian systems and values have global status equal to liberal democratic ones’, as Melanie Hart and Blaine Johnson express it.21


In April 2016 the Global Times, the Party’s pugnacious tabloid, gave its readers a glimpse into the mindset of the CCP when it justified the internet-censoring Great Firewall as a temporary defensive tool that ‘quelled Western intentions to penetrate China ideologically’.22 That is to say, once the CCP has reshaped global opinion, once its values, political system and policies have gained worldwide acceptance, the threat to the CCP of Western ideas will be overcome and the Great Firewall may no longer be needed. The Party believes it is now powerful enough to transform the global conversation.23


Beijing also seeks to ensure that the world community shuns Chinese dissidents and proponents of an independent Taiwan. It wants international support for the idea that the CCP is the sole party fit to rule China. It also craves recognition that its political and economic system is superior to Western democracy and the liberal-capitalist economic order, and that CCP-ruled China, in contrast to the United States, is a responsible global actor working for the greater good of humankind.


Some have argued that this attempt to export the Party’s ideology is bound to fail, but it’s an argument that no longer holds, as we shall see. For others, Beijing’s claim to be a responsible world power, and its criticism of the United States as an ‘irresponsible global rogue’, have appeal in the light of evidence from the Snowden leaks, the calamitous invasion of Iraq, and Donald Trump’s call for regime change in Venezuela, among other events. The irony of Trump is that he has been pushing back hard against China’s economic power while at the same time playing into the CCP’s hands by isolating the US from its allies, making them more vulnerable to Party interference. China’s rising influence in Europe has been welcomed by those who distrust America, as well as by some Eurosceptics who view China as a counterweight to the European Union or Europe’s larger, more powerful countries.


Beyond these camps, others are questioning the effectiveness of democracy and expressing admiration for China’s system of authoritarian government. Others still, including squads of Western journalists on all-expenses-paid tours, are awed by China’s high-speed growth and technological progress, forgetting that other countries grew just as fast during their economic catch-up phases, and ignoring the fact that it was the CCP itself that prevented China from progressing at all for several decades. While many in the West repeat the CCP’s claim to have lifted 700 million people out of poverty, it is more accurate to say that for three decades after the founding of the PRC in 1949 the CCP kept hundreds of millions in poverty, and it was only when it granted basic freedoms—to own property, to start a business, to change jobs, to move one’s place of residence—that the Chinese people lifted themselves out of poverty.
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A Leninist party goes out to the world


The CCP’s Cold War mentality


One of the Chinese Party-state’s favourite rhetorical tools to deflect criticism is to accuse its opponents of ‘McCarthyism’ or having a ‘Cold War mindset’. Hua Chunying, a foreign affairs spokesperson, frequently uses the latter term, along with another favourite, ‘zero sum thinking’.1 In 2019 the nationalistic Global Times proclaimed that the nation’s telecom equipment giant, Huawei, had become a victim of ‘high-tech McCarthyism’.2 The Chinese ambassador to the United Kingdom, Liu Xiaoming, has described American freedom of navigation exercises in the South China Sea as ‘gunboat diplomacy, motivated by a Cold War mentality’.3 Even condemnations of China’s abysmal human rights record are rejected as rooted in the same thinking.4


The charge of a Cold War mentality is often echoed in the West. In March 2019, at a global symposium at Peking University, Susan Shirk, deputy assistant secretary of state in the Clinton administration, warned of a looming ‘McCarthyite Red Scare’ directed against China in the United States.5 According to Shirk, a ‘herding instinct’ is driving Americans to see China threats everywhere, with potentially disastrous consequences.6


This is not only unfortunate for its casual dismissal of legitimate concerns, but also ironic, because there are few people more beset by a Cold War mentality than the leadership of the CCP itself, and under Xi Jinping this thinking has reached new heights. In December 2012, as the new general secretary of the Party, Xi gave a speech warning that China, despite its economic growth, should not forget the lessons learned from the fall of the Soviet Union. He identified three particular failures that had doomed the Soviet empire, allowing it to collapse overnight. First, the leaders of the Communist Party of the Soviet Union had failed to control the military. Second, they had failed to control corruption. Third, by abandoning its guiding ideology, especially under Mikhail Gorbachev, the CPSU had removed the barriers to ideological infiltration by ‘Western hostile forces’. The CPSU had sealed its own fate.7


For astute observers, Xi’s speech was the first sign that the hope that he would be a liberal reformer—further opening up China and allowing it to integrate into the international order—would prove unjustified.8


In March 2019 the CCP’s flagship theory journal Qiushi (‘Seeking Truth’) published an excerpt from another of Xi’s speeches, given in January 2013 to the 300 members of the Party’s Central Committee. Its theme was ‘upholding and developing socialism’, and he told cadres that even though the Chinese system would eventually triumph over the capitalist system, they must prepare for ‘long term cooperation and struggle between the two systems’. He repeated his warning that a major reason for the Soviet Union’s collapse was that ‘they had completely negated the history of the Soviet Union and the history of the CPSU; they negated Lenin and negated Stalin; they engaged in “historical nihilism” [i.e., were critical of the Party’s own past] and brought chaos to their ideology’.9


Xi’s words were not mere rhetoric; they were followed up with decisive actions. In April 2013 the Party’s Central Committee prepared a communiqué titled ‘Notice on the Current State of the Ideological Sphere’, better known as Document No. 9. This notorious bulletin, distributed to leading cadres at or above the prefectural level, outlined seven ‘false ideological trends’ they were no longer permitted to support—Western constitutional democracy, ‘universal values’, civil society, neoliberalism, Western principles of journalism, historical nihilism, and doubting the socialist nature of socialism with Chinese characteristics.10 The Party was categorically rejecting democracy and universal human rights, and the circulation of the notice was soon followed by a harsh crackdown on those promoting them in China. Document No. 9 was only the beginning of the CCP’s renewed attempt to eradicate ideas it believed would threaten its grip on power.11 The CCP seemed to be following a dictum attributed to Stalin: ‘Ideas are more powerful than guns. We would not let our enemies have guns, why should we let them have ideas?’


In October 2013 an internal documentary, likely produced by the PLA’s National Defense University and entitled Silent Contest, was leaked.12 This ninety-minute film repeated the charge that the United States was trying to bring about regime change through ‘ideological infiltration’ of China. It pointed the finger at foreign NGOs like the Ford Foundation, as well as ‘turned’ Chinese academics who represented an ‘inside threat’. After the leak, the Global Times tried to present the documentary as the view of a few nationalistic military academics.13 Yet aggressive campaigns against ‘heterodox thinking’ at Chinese universities, the tightening of control over media, and new legislation, such as the foreign NGO law of 2018 that severely curbed the activities of international NGOs, all echoed the warning made in Silent Contest, suggesting that the documentary presented the CCP’s take on ideological threats to the Party.14


However, most Western observers continued to ignore the deeply ideological nature of the Xi regime, and this is only now slowly changing. In August 2017 John Garnaut, a former Beijing correspondent and adviser to the Australian government, who has a deep understanding of the workings of the Party, gave an internal speech to senior Australian officials that laid out Xi’s return to the thinking of Stalin and Mao.15 While Xi Jinping has stressed ideology more than his predecessors, Garnaut pointed out that the real turning point occurred in 1989, when Party leaders were shocked by student protests in Tiananmen Square and used violence to suppress them. And five months later, they were even more deeply disturbed by the fall of the Berlin Wall, which triggered the collapse of the mighty Soviet bloc. They began to focus on ‘ideological security’ as an indispensable component of regime security.16 As Anne-Marie Brady has shown, these events prompted the Party to massively expand its propaganda and ideological work.17 The primary emphasis was on political indoctrination at home, including ‘patriotic education’ in Chinese schools and the prevention of ‘hostile ideas’ reaching China.


In 1990 Joseph Nye introduced the concept of soft power.18 To Party leaders, his ideas were proof that America planned to undermine China ideologically. Excerpts from Nye’s book Bound to Lead were almost immediately translated into Chinese, and were published by the Military Affairs Translations Press in January 1992. In the preface, the military editors explained that they had ‘specially invited’ Beijing’s professional translators to render it into Chinese quickly to expose America’s plans.19 They informed readers that Nye was proposing to intensify cultural and ideological inflows to China, the former Soviet Union and the Third World in order to make these countries accept the American values system. America was planning to further its world domination not only politically, but also culturally and ideologically, and Chinese people needed to understand that the struggle against the American plot of ‘peaceful evolution’ would be long-lasting, complex and intense.20


The idea that China was facing a life-or-death contest against hostile Western forces who were trying to cause chaos in China became entrenched within the CCP. In 2000 Sha Qiguang, an official from the Office of External Propaganda, which externally goes by the name of State Council Information Office, went so far as to argue that the West had been engaged in a ‘smokeless Third World War’ against China for the previous ten years.21 ‘Ideological subversion’ is not seen as an abstract danger, in other words. The 2014 Sunflower Movement in Taiwan and Hong Kong’s Umbrella Movement in the same year were interpreted as Western plots to destabilise China.22 So, of course, were the Hong Kong protests that began in 2019, despite the vast crowds marching for democratic freedoms.


Neither China’s admission to the World Trade Organization in late 2001 nor its growing interdependence with Western economies alleviated anxieties about ideological infiltration. If anything, the period between 2000 and 2004, which saw the first Colour revolutions in Eastern Europe, made the CCP more paranoid. It commissioned a series of studies on the fall of the Soviet Union.23 In 2004 the Party conceded for the first time that its continued grip on power was not assured. It began to realise that it needed more reliable and permanent sources of legitimacy than economic performance, which could fail, and nationalism, which could backfire if the Party could not deliver on the expectations of hyper-nationalistic citizens.24


Party leaders saw that, despite China’s economic clout, it lacked the power to shape the international debate—that is, how other nations thought about China, its system and its role in the world. In the international court of public opinion, the Party concluded, ‘the West was strong, and China was weak’.25 That had to change; it needed ‘discourse power’ (huayuquan) and an image to match its status.26


‘Big external propaganda’


In 1993 a young professor at Shanghai’s Fudan University, Wang Huning, who had toured a number of American campuses a few years earlier, picked up on the concept of soft power, and in an article in Journal of Fudan University introduced the idea to a broader circle of Chinese scholars of international relations.27 Initially seen as something to defend against, soft power was later redefined as something China could deploy itself. In 2017 Wang was unexpectedly helicoptered by Xi Jinping into the Party’s top leadership body, the seven-member Standing Committee of the Politburo. As one of Xi’s most trusted lieutenants, and officially the fifth most powerful man in China, Wang is China’s chief ideologue, in charge of propaganda and thought work.28


Wang Huning is building on work carried out over decades. In the earlier stages, reframing international support for the CCP and its ideas and policies formed part of the Party’s reflection on how it could rise to become a global power without running into resistance from the established powers.29 In December 2003, in a little publicised speech, then Party general secretary Hu Jintao declared that ‘creating a favourable international public opinion environment’ is important ‘for China’s national security and social stability’.30 The CCP adopted an all-of-society approach to propagating China abroad, known as ‘big external propaganda’, by involving more departments as well as larger sections of the population in its external propaganda effort.31


For the CCP to feel safe, its message needs to become ‘the loudest of our times’.32 The domestic motive behind the work at gaining global legitimacy, reshaping the global order and directing global conversations doesn’t make it any less consequential. On the contrary, the fact that it’s tied to regime security means the stakes for the Party could not be higher.


If the concepts of ideological infiltration and a new Cold War of ideas have been a consistent theme since the 1990s, the ways in which the Party has tried to neutralise perceived threats have changed substantially, and become much more aggressive. As early as 2005, in an article titled ‘On external propaganda and building the ability of the Party to rule’, a Party theorist explained how reshaping international public opinion could help avert the undermining of the CCP at home. It described the propaganda China was targeting at foreigners as ‘the vanguard of the [struggle] against “peaceful evolution”’; it was helping to discredit the messages of hostile forces before they reached China.33


The financial crisis of 2008–09 was viewed by Party leaders and Chinese scholars as an opportunity for China to become a globally influential voice, and to present the Chinese political-economic model as an alternative to the Western order. Party analysts highlighted how the crisis revealed the weaknesses of financial deregulation and lack of oversight. By comparison, they argued, China’s more careful reforms could prevent such a meltdown. This led to the first extensive discussion in Chinese academic circles of the ‘China model’ as a globally exportable alternative to Western models of governance.34


Under Xi Jinping, these efforts have taken on a new quality. While previous generations of leaders avoided using the term ‘China model’, the CCP is now openly promoting what it calls ‘the China case’ and ‘Chinese wisdom’ to other countries.35 During the 2019 National People’s Congress, Colin Linneweber, an American working for China’s official state news agency, Xinhua, proclaimed that ‘it is widely acknowledged that a key to China’s success is its system of democracy’.36 While on a visit to Paris in 2019, Xi Jinping offered ‘the China case’ and the Belt and Road Initiative as solutions to the erosion of trust and cooperation in the international community.37


As the National Endowment for Democracy has argued, authoritarian powers like China do not rely on soft power but on sharp power, the exercising of coercive and manipulative influence.38 Indeed, this shows up in Chinese debates on the subject, which are always more concerned with the power aspect than with the soft.


It would be a mistake to be complacent about the CCP’s efforts to promote ‘democracy with Chinese characteristics’, and the various other concepts with Chinese characteristics (human rights, the legal system and so on), or to believe that these efforts are doomed to fail because that system lacks appeal. For one thing, large parts of the Party’s target audience in developing countries and in the West don’t know much about China other than its economic achievements. Some believe that Western governments and media ‘distort China’. Others, as recent surveys show, are attracted to more authoritarian government, and some of the CCP’s talking points may actually resonate well with them, as the Party exploits crises in democracies to illustrate China’s strengths. Brexit and the election of Donald Trump in 2016 were both seized on to support the claim that democracy inevitably results in chaos and inefficiency.39


The Party rules


In July 2021 the Chinese Communist Party will turn one hundred. It has grown from a little more than a dozen members in 1921 to 90 million, with its own military force of 2 million personnel, and a multitude of organisations trying to control every aspect of Chinese society. It has a state apparatus that allows it to walk the international stage on terms that seem normal to the rest of world. Yet in the debate about China’s influence in the world, many in the West write the Party out of the story.


One of the biggest challenges in dealing with China is precisely this political illiteracy of foreign interlocutors, especially when combined with the proliferation of Party-linked influence organisations that mask their ties. The international community has repeatedly failed to understand the comprehensive role the CCP plays in China. To grasp just how much the Party dominates all other institutions, note that the People’s Liberation Army is not a national army, but the armed wing of the CCP.40 Executives of state-owned enterprises are appointed by the Organisation Department of the CCP. Chinese media are not state-owned but Party-owned, with the controlling share belonging to the CCP’s propaganda apparatus.


Too many Westerners routinely speak of China as if the Party does not exist, but focusing on the Party is indispensable for any understanding of the political entity we are dealing with. China’s influence abroad is, as we’ve seen, an extension of the Party’s domestic goals, an adaptation of its domestic strategies and agencies. These actions make sense only when viewed through the lens of the Party’s distinctiveness and history.


There have been times since the creation of the People’s Republic of China when Chinese institutions and people interacted with foreigners more freely. Xi Jinping has reversed the trend of gradual loosening. At the 19th Party Congress in 2017 he famously used a quotation from Mao to explain the role of the Party in China: ‘Government, military, society and schools, north, south, east and west—the party rules everything’. These were not empty words. Half a year later, at its 2018 annual meeting, the National People’s Congress announced a series of changes that saw several government organisations dissolved and merged into Party departments.41 Every delegation permitted to leave China is accompanied by at least one Party official whose explicit job it is to keep an eye on everybody else.42


The CCP is a Leninist party founded with the specific purpose of becoming the ‘revolutionary vanguard’ of the Chinese people. As such it was set up as the central organisation, penetrating all sections of Chinese society and placed above all other institutions, including the military and state agencies. The most important and powerful organisations involved in influence work have always been part of the Party bureaucracy, not the Chinese government, which acts more as an extended arm of the CCP. The Propaganda Department, the International Liaison Department, and the United Front Work Department are all Party organisations.


The task of the United Front Work Department (considered in the next section) is to liaise with all forces outside the CCP, such as recognised religious organisations and other interest groups. It’s also tasked with guiding the 50–60 million people of Chinese heritage abroad. The line between its domestic and overseas work is blurred because of the diaspora’s family and business links to China.


By comparison, the International Liaison Department (see chapter four) is in charge of liaising with political parties abroad.43 It serves ‘as a kind of “radar” for identifying up-and-coming foreign politicians before they attain national prominence and office’.44 In May 2018 Xi gave a speech emphasising Party leadership over China’s foreign affairs work.45 As Anne-Marie Brady points out: ‘This change reveals how the CCP’s revolutionary and transformative foreign policy agenda and methods are now being fused with the Chinese state’s more mainstream foreign policy activities such as trade, investment and top-level diplomatic meetings. The last time that these two aspects were joined was in the 1940s before the CCP came to power.’46


Of course, state organs continue to be involved in influence work but they are under tight Party control, serving the Party’s interests and carrying out its orders. While some previous leaders tried to separate Party and state and gradually reduce the role of the CCP to a few core functions, Xi Jinping has decisively reversed the trend.


The same is true for the economy. Private businesses have long been obliged to establish Party cells, but it is only under Xi that this requirement has been widely enforced again. All large and medium-sized firms, including foreign-owned enterprises, are required to set up Party organisations inside their businesses.47 While corporations operating internationally, like Huawei, Alibaba and Tencent, have put a great deal of effort into showing their independence from the CCP, the gap between private and state-owned businesses in China is steadily narrowing.


The united front


An understanding of CCP influence activity in the West is impossible without an understanding of the CCP’s united front work, the objective of which is to induce, co-opt and coerce those outside the Party to form a ‘united front’—or coalition of groups that act in ways that suit the Party’s interests—and to undermine those it designates as enemies.48 (Note that we refer to United Front groups, upper case, if they belong to the United Front Work Department’s network of organisations, and united front groups, lower case, if their influence work comes under the wider umbrella of Party and Party-linked organisations.)


The united front strategy was inspired by Leninist theory. Developed in the 1920s and put into practice during the civil war in the 1930s and 1940s, its aim was to win over smaller parties and ethnic minorities. As Anne-Marie Brady puts it, it is about ‘forging the broadest possible coalition of interests so as to undermine the “chief enemy”’.49 Mao Zedong described united front work as one of the three ‘magic weapons’ of the Chinese Communist Party.50 After the founding of the PRC, the broad strategy, and the relevant agencies within the Party structure, continued to be used to co-opt and subdue ethnic and religious minorities, and to retain the support of independent and marginalised groups.


The Party sees the united front strategy as a science, one based on Marxist-Leninist fundamentals that is adjusted as it is put into practice.51 Party theorists have developed a set of united front theories covering such fields as political parties, intellectuals outside the Party, ethnic groups, religious organisations, private companies and overseas Chinese communities. In 2015 the Ministry of Education approved a postgraduate degree program in United Front Studies, and Shandong University produced its first batch of graduates in 2018.52


Overseen by the CCP’s United Front Work Department, work is carried out by a sprawling infrastructure of Party agencies, and organisations linked to the Party, and forms the core of the Party’s overseas influence and interference activity. (More detail, including an organisational chart, is provided in chapter seven.) United front work is not confined to the activities of the UFWD but is the responsibility of every Party member.53


United front work intensified when Xi Jinping became Party general secretary in 2012.54 Speaking in 2014 of work among overseas Chinese (known as qiaowu), he declared: ‘As long as the overseas Chinese are united, they can play an irreplaceable role in realizing the Chinese Dream of National Rejuvenation as they are patriotic and rich in capital, talent, resources and business connections.’55 Elevated to ‘a new level of ambition’, in the words of Brady,56 united front activity has been shaped into an even more potent ‘magic weapon’ than Mao imagined, notably in countries where the ethnic Chinese population is relatively large and successful.


In recent years, united front work has increasingly been oriented towards promoting a more favourable view of the PRC in the mainstream of Western nations, and it’s these activities that are explored throughout this book. Efforts to shape thinking and attitudes have mostly been directed at elites, countering negative perceptions of CCP rule and highlighting the positives. As we will see, influential Westerners keen to engage with Chinese culture or get to know Chinese businesspeople may find that the organisation they are dealing with is a covert part of the united front structure of the Party and that they are being worked on.


Political leaders are a natural target, the more so if, for electoral reasons, they want to engage with their local Chinese community. United front activity is particularly prevalent in hometown and cultural groups and in the business community, including Chinese chambers of commerce, where influence operations have been supercharged by the rapid growth in trade and investment. Western business executives welcome the opportunities to get to know and work with Chinese-heritage businesspeople. United front operatives in the business community gather information to feed to China’s consulates, and cultivate relationships with a view to promoting opinions sympathetic to the PRC. Many leading Western business figures now serve as megaphones for Beijing’s message to their governments and the wider public, not least in warning about ‘damaging the relationship’, and the risks of retaliation when statements are made that may upset Beijing. (A similar story is told about university elites in chapter twelve.)


Espionage may not appear to fall under the rubric of foreign influence operations because in the West, spies steal secrets for military and strategic benefit. But China’s espionage activities are closely integrated into Beijing’s influence operations. Information on the personal lives, health status, political affiliations and sexual proclivities of Western leaders, businessmen, university chiefs and opinion-makers is used to build personal profiles, and at times to coerce targets. The Party’s united front operatives pass information to intelligence agents and vice versa. United front activity as it relates to Beijing’s spying is considered in detail in chapter eight.


Double-hatting and double-plating


When foreigners fail to recognise the ubiquitous role of the Party and are mistaken about who they are dealing with, it’s not solely their fault; the CCP actively attempts to obfuscate. A leading tactic is the front group. In Western countries, hundreds of organisations for ethnic Chinese people have been formed, each with direct or indirect links to the network operated by the United Front Work Department. They may be expressly political, such as those with ‘peaceful reunification’ in their names, but more often they are business groups, professional associations, or cultural and community organisations. These are explored in detail in chapter seven, but it’s worth stressing that the covert nature of united front work often makes it difficult to identify them, even if one understands the operation of united front work.


In addition, within the official structures of the CCP, it’s common for individuals to wear several different hats, and for organisations to use different nameplates depending on the setting. For example, Zheng Bijian, the man who coined the idea of China’s ‘peaceful rise’, is variously introduced as ‘a Chinese thinker’, as the chair of the China Reform Forum (‘a nongovernmental and non-profit academic organization’), and as an ‘adviser to China’s leaders’.57 From these positions he has befriended a wide range of global political and intellectual leaders. The titles are all misleading because his other positions describe much more accurately who he really is inside the CCP, and that is a very senior and trusted cadre. From 1992 to 1997 Zheng served as the deputy head of the CCP’s Central Propaganda Department, and from 1997 to 2002 he served as executive vice president (in effect, the top leader) of the Central Party School. And he was a leading member of the Chinese People’s Political Consultative Conference (CPPCC).58


To take another example, Lu Jianzhong is a member of the National People’s Congress and chairman of the Silk Road Chamber of International Commerce. But he also introduces himself as chairman of the board of Xi’an Tang West Market Culture Industry Investment Co., vice president of China’s International Chamber of Commerce, vice chairman of the China International Studies Foundation, or chairman of the Shaanxi Association for the Promotion of Chinese Culture.59


While this double-hatting is intended as a smokescreen for foreigners, it also has an unintended advantage: it allows us to roughly reconstruct where a particular organisation is located in the Chinese bureaucracy. Typically, if a person is concurrently chair of organisation B and vice chair of organisation A, one of the organisations is under the direct leadership of the other. In some cases, A and B are simply different name-plates for the same organisation. For instance, until recently, the head of the China Association for International Friendly Contact concurrently served as the deputy head of the Liaison Department of the General Political Department of the PLA, suggesting an institutional link.60


The government’s State Council Information Office, under that name, holds government press conferences and generally acts, as far as the outside world can see, as if it were a part of the government rather than the Party. However, internally it is known as the Central Office of External Propaganda of the CCP, and official Chinese sources confirm that it is under the leadership of the Party, specifically the Central Propaganda Department (since the latest major institutional overhaul, in 2018).61


These practices of double-hatting and double-plating are normal in China, and at times the CCP relies on the ignorance of foreigners to mask its control. For example, in 1997 a new academy tasked with carrying out cultural united front work overseas was set up within the Central Institute of Socialism, a united front training school directly under the command of the UFWD. Aware that a name with the word ‘socialism’ in it would be ‘inconvenient’ internationally, the CCP settled on the Academy of Chinese Culture for use abroad.62


China’s media and other organisations involved in external propaganda have been instructed to avoid presenting themselves as government organs (let alone Party ones) when dealing with foreigners, and to ‘appear with their business face’.63 The Foreign Language Bureau of the CCP, for instance, interacts with the outside world under its ‘commercial nameplate’, the China International Publishing Group (CIPG).


As we’ll see, the PLA and the Ministry of State Security also use front organisations for intelligence gathering. In some cases, such as the China Association for International Friendly Contact, the link to the PLA or MSS is known. However, the latter uses businesspeople as intermediary contacts with foreigners, and also uses research institutions like the Shanghai Academy of Social Sciences as a front to approach them.64


The people and their friends and enemies


Other fronts for engaging with foreigners are the so-called people’s organisations. ‘The people’ and their ‘friendship’ with foreigners are concepts with special meanings in Chinese politics—meanings that few in the West understand. The Party’s cynical, opportunistic concept of friendship was explained in 2017 by Xi Jinping, who told cadres that their friends outside the Party are not their ‘own personal resources’, but should be made ‘friends for the Party’ or ‘for the public good’. He went on to say, ‘Of course, friendships made outside the party will develop into personal friendships. But personal friendships must comply with the work for the public good. Principles, discipline, and rules must be maintained.’65


Anne-Marie Brady’s 2003 book Making the Foreign Serve China is an indispensable guide to understanding the ‘external friendship’ system developed by the CCP.66 She writes that political friendship is ‘an application of united front principles to divide the enemy by focusing on contradictions and uniting all forces that can be united around a common goal’. In the language of the CCP, ‘friendship’ does not refer to an intimate personal bond, but to a strategic relationship. The Party’s terminology of friendship ‘is a means to neutralise opposition psychologically and to reorder reality’. Foreign friends, writes Brady, are those willing and able to promote China’s interests.67


In China, civic organisations are never independent but always tied into the Party system through united front organisations. Just as in the United Kingdom no community organisation can use the word ‘royal’ in its title without official permission, in China no community group would include the words ‘people’ or ‘friendship’ in its title without Party approval.


Other words that sound benign, such as ‘benevolent’, ‘peace’, ‘development’, ‘understanding’ and ‘unity’, when used in nameplates indicate Party-controlled, united front organisations. The Chinese People’s Association for Friendship with Foreign Countries, the China Council for the Promotion of Peaceful National Reunification, and the Chinese Association for International Friendly Contact are all examples that will come up throughout this book.


In his 1937 essay ‘On contradiction’, Mao defined two types—‘contradictions among the people’ (renmin neibu maodun) and ‘contradictions between the people and the enemies of the people’ (di wo maodun).68 The idea of the people and the enemies of the people shows up in many different forms, on both the domestic and international level. In his speech at the 2013 National Work Conference for Propaganda and Ideology, Xi Jinping identified three zones in the Chinese ideological sphere: red (CCP stronghold), grey (middle ground) and black (negative public opinion, the ‘enemy’ zone).69 Xi instructed the Party to hold the red zone, reach out to the grey zone so as to incorporate it into the red zone, and fight the black zone.70 In its approach to international relations, the CCP divides foreigners into those already sympathetic to the Party; the ‘political middle’, who are the main target of influence work; and hardliners who cannot be convinced.71


In dealing with debate and dissent, the CCP again identifies three categories for contentious issues, each requiring a different approach: academic issues, misunderstandings (defined as ‘problems of ideological grasp’), and political issues. Academic issues are those for which the Party has not outlined a clear position.72 It therefore allows more open discussion and exchange on these, which represent, in Mao’s sense, conflicts among the people. Misunderstandings, the second category, are issues on which the CCP has a clear stance on what is correct but for which it assumes no malicious or premeditated intent on the part of a person or group who voices a position diverging from it. In these cases, the CCP tries to convince by patiently explaining the correct position. In Mao’s terminology, misunderstandings are a conflict among the people.


The third category, political issues, consists of those for which the CCP has identified a correct position but which ‘hostile forces’ at home and abroad are trying to undermine by intentionally spreading falsehoods. Once malicious intent and premeditation are assumed, the person or group expressing the incorrect position falls into the ‘enemy’ camp and needs to be repudiated firmly. Under Xi, Party theorists have moved more and more issues into the political category.73


The idea of premeditation is used to classify political actions. When groups assert that a protest was spontaneous, they do so in order to avoid their activity being labelled political, and led by hostile forces, or ‘black hands’ (heishou). And the CCP often labels pro-CCP demonstrations ‘spontaneous’ in order to pre-empt charges that it orchestrated or implicitly encouraged them. For example, in 2019 the Chinese consulate general in Auckland, New Zealand praised the ‘spontaneous patriotism’ of students from mainland China who attacked Hong Kong protesters at the University of Auckland.74 Conversely, the CCP makes sure to label those protests it disapproves of as ‘not having occurred spontaneously’, and being ‘orchestrated’ by ‘foreign hostile forces’.75


Importantly, when confronted by a contradiction between the people and the enemies of the people, there are no limits to what the CCP can do. It will do whatever it can to stop ‘enemies of the people’, who have no rights. In the ideological cosmos of the CCP, these people impede the progress of human history and therefore need to be dealt with by any means necessary. This distinction between the people and its enemies is used by the Party to justify its extremely brutal treatment of dissidents and other ‘troublemakers’, such as human rights lawyers and Falun Gong practitioners.76 Tellingly, the distinction between ‘contradictions among the people’ and ‘contradictions between the people and the enemies’ has been formally re-introduced into Party regulations under Xi Jinping.77


The 5 per cent rule and quiet diplomacy


So how is the population divided between ‘the people’ and ‘the enemies of the people’? Mao declared that ‘95 per cent of people are good’; that is, they are on the people’s side and therefore on the side of the CCP, the Party being the ‘vanguard of the people’ after all. China’s political system is notorious for setting quotas, and this declaration about the 95 per cent affected domestic campaigns during the Mao period, when quotas for ‘bad’ people who were to be purged were often set at 5 per cent.78 The official verdict on the Tiananmen movement remains that ‘a tiny handful of people exploited student unrest to launch a planned, organized and premeditated political turmoil’.79


This kind of framing is also common in the international setting. Since China is good, and the overwhelming majority of the people are good, it is impossible for a large number of people ever to be against China. Beijing’s propaganda generally presents China as being in line with what the majority of the world thinks. Anyone who opposes the CCP must by default be in a tiny minority. For instance, in response to a letter demanding the freeing of Canadians Michael Kovrig and Michael Spavor, detained by the CCP, a foreign ministry spokesperson wrote in the China Daily: ‘If every Chinese citizen sent an open letter to Canadian leaders, their voice would be more resounding, and would certainly join with the mainstream voice of the international community, which is on the side of justice. … The handful of people behind the open letter are intentionally creating an air of panic.’80 (The emphasis is ours, both here and in the following paragraph.)


When, on the basis of intelligence advice, the Australian government cancelled the permanent residency visa of businessman Huang Xiangmo, he told the Global Times that ‘the anti-China group [in Australia] is only a very small handful of people’.81 The Chinese embassy in Sweden issued a statement in 2019 in which it lamented that a ‘very small handful of people’ posed as China experts to spread their anti-China sentiment.82 And according to a Chinese government spokesperson, it is ‘futile for a handful of Hong Kong people collaborating with foreign forces to intervene in Hong Kong affairs’.83


The actual number of people who oppose CCP policies, be they at home or abroad, doesn’t matter—the CCP will always claim it is small, as this is vital to its claim to legitimacy. However, especially in the international context, where the Party has nothing close to an information monopoly, this kind of framing requires other opponents of CCP policy to remain quiet when not directly attacked. If they were to speak up on behalf of those attacked, it would contradict the Party’s narrative. This explains why the CCP has been so forcefully pushing the idea that quiet diplomacy behind the scenes is more effective than vocal diplomacy. Unfortunately, many around the world have fallen for this ploy, allowing themselves to be manipulated.


During the 2016 South China Sea dispute, the official CCP narrative was that elites in the United States (the enemy of the people) manipulated the Philippines (which, as a country in the developing world, is by default part of ‘the people’) into bringing a claim to the international tribunal in The Hague. The United States was the ringleader while Filipinos were misled or coerced. The same narrative has been used in the battle over Huawei’s participation in 5G, where the United States is portrayed by China as the sole instigator of an unjust ‘war against Huawei’, fought for ulterior motives.


Although small in number, hostile forces can have a large impact if they succeed in misleading or manipulating the people, and the CCP views these forces as a dark version of itself—a small group of people smart enough to manipulate others, but which uses its powers to mislead rather than to lead people in the correct direction, as the CCP claims to.


Linked to the idea that 95 per cent of people are good and therefore on the side of the Party is the political act of declaring one’s allegiance with the CCP. As David Shambaugh explains it, to declare allegiance (biaotai), by repeating a particular slogan (kouhao) or other political phrase, is in China an important ‘ritualistic, rhetorical, and significant political act’.84


The practice of biaotai is also becoming more common among foreigners. The CCP demands, for example, repeated verbal commitments from foreign interlocutors regarding the ‘One China Policy’, each repetition of which adds to the Party’s sense of its legitimacy. Members of the Silk Road Think Tank Network must declare that they commit to ‘the common understanding that the Belt and Road Initiative is an important endeavor to promote world economic growth’.85 Whether they know it or not, these international think tanks and organisations—including Chatham House, the Elcano Royal Institute, and the German Development Institute, among many others—are engaging in acts of biaotai. Repeating someone else’s wording to express political loyalty is not unknown in other parts of the world, but it is taken to an extreme in China under the CCP; we will give several other examples later.


In ‘On contradiction’, Mao made another argument that continues to shape the thinking of the CCP. Groups of people can be allies in one situation, defined by time, place or issue, and the main adversary in another. China’s biggest global adversary at present is the one standing in the way of ‘the irresistible historical trend toward multipolarity’, the United States.86 This conflict is classified as one between the people and an enemy of the people (di wo maodun), meaning the US cannot be won over. So why then does the CCP still try to win over the American public and specific American interest groups? Because the US is only the enemy when looking at the power balance in the world as a whole (zhengti). Inside American society itself, only a ‘small number’ are true enemies, regressive forces of world history; the majority are part of ‘the people’. Some of the latter may have been misled in their thinking, but as long as the CCP continues to patiently explain the truth to them, they can be won over, as opposed to those who try to hold onto American dominance and thereby stand against the ‘irresistible historical trend towards multipolarity’, a euphemism for US decline.87


CCP operating procedures


As a rule, the CCP tries not to antagonise too many people at the one time, especially when acting in a situation where the majority of people oppose the Party’s point of view. If several countries do something the CCP dislikes, it will often single out one or two for criticism, either as a test balloon or as a deterrent to others. In some cases it will even stay silent altogether. This is informed by the idea that the 95 per cent are still potential allies; it also helps ensure that the majority of people don’t feel pressured by the CCP.


Another working rule enunciated by Mao for united front work is expressed in the slogan ‘round outside, square within’ (wai yuan nei fang).88 Alternatively translated as ‘firmness of principles, flexibility of strategy’, this approach allows certain concessions to be made for strategic purposes, as long as the most important principles are not lost sight of.


A further principle indicative of the CCP’s flexibility is the practice of strategically allowing some friendly forces to venture criticism so that they gain credibility. Known as ‘big help with a little badmouth’ (xiao ma da bangmang), the idea derives from the CCP’s observation of the newspapers under the Nationalists (Kuomintang) prior to 1949.89 By criticising the Nationalists on small issues while supporting them on the big questions, the press managed to present itself as objective and balanced, despite being firmly in the Nationalists’ camp. Today, the CCP’s approach to the South China Morning Post (owned since 2016 by the Alibaba Group) should be understood as applying the principle of xiao ma da bangmang. The Post can go only so far in any criticism of the Party.


The fact that so many businesspeople in the West are making money in their dealings with China, or hope to, gives the CCP powerful lobby groups there. A few hints from Chinese officials about how well a relationship has been going is usually enough to prompt business groups or billionaires to pressure their government to do nothing to upset Beijing; this tactic is known as yi shang bi zheng (literally, ‘using business to pressure government’). Examples are legion—Taiwanese tourism operators marched in the street because Beijing slashed tourist numbers from China, Australian mining tycoons urged Canberra not to make a statement about the death of dissident writer Liu Xiaobo, and US business organisations have pressured Donald Trump to end the trade war. Often, business groups act pre-emptively, before Beijing makes threats.


Prior to taking power in China in 1949, the CCP was forced to retreat from the cities and establish bases in the countryside. It later incorporated the lessons learned from this in the strategy of ‘using the countryside to surround the cities’ (nongcun baowei chengshi). This slogan should not be understood only in the literal sense; the idea is to go to areas where the CCP’s enemies are weak or not well represented, organise the population there and then use them to encircle the enemy’s strongholds. In global terms, the CCP has drawn a parallel between ‘the countryside’ and ‘the developing world’. That is to say, the developing world is seen as a region in which it is comparatively easy for the CCP to establish itself. Once enough developing countries are on China’s side, it becomes easier for the CCP to chip away at the developed world’s grip on power.


A similar idea is expressed in the slogan ‘using the local to surround the centre’ (difang baowei zhongyang), or moving from the periphery to the centre, from the small to the big, from the fringe to the mainstream.90 This is a tried and tested strategy of CCP influencing abroad, and also of Party-owned media like Xinhua or Chinese companies like Huawei. By winning over smaller or more marginal groups, usually more easily convinced, CCP-affiliated institutions slowly make their way towards the mainstream. This principle, noted throughout this book, helps explain the emphasis Beijing places on local councils and sister-city relationships in the West.
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Political elites at the centre: North America


Making friends


When considering Beijing’s structure of influence in the West, we need to look at the world the way Beijing does: by studying where the centres of power lie in each country, and determining who are the elites in business, politics, academia, think tanks, media and cultural institutions. Information is collected on who they have connections with and who their friends and family members are.1 Business and personal links in China are especially useful. Front groups associated with the United Front Work Department and the PLA are then tasked with selecting people to get close to.2


The elite power map for the United States will be unlike the one for Germany, for example, which in turn will not resemble those for Canada and Britain. But the targets will include past, present and future political leaders at each level of government—national, provincial or municipal. High-level officials who advise and influence political leaders are also of great interest.


The Party allocates foreigners to various categories, according to Richard Baum.3 The first is ‘first-category “friend”’, someone who agrees with the Party on everything; they are often quoted in the official media. The second is ‘friendly personage’, someone who is relied upon but not really trusted, like businesspeople; they are open to manipulation as they have an interest in appearing friendly. The third category, which often includes scholars and journalists, are ‘those who really love China but know all the vices of Chinese communism’. These people are beyond influence. The fourth category is made up of ‘those people who love China but hate Chinese communism’.4 They are classed as ‘enemies’ and are discredited whenever the opportunity arises. The final category is reserved for those who either ‘didn’t know or didn’t care much about China’. These people are potentially useful because they can always be invited to a film or cultural event and will hopefully leave with a positive impression.


Invitations are also made to those targeted as potential friends of China—to a conference, a reception or a cultural occasion, events organised by apparently neutral charities or academic organisations, where warm feelings are cultivated. Gifts may be given, setting up a sense of obligation and reciprocity. A free trip to China might follow, during which the target is worked on intensively in a carefully scripted program of meetings and tours. While the hosting organisations are often front groups allied to the UFWD or the Liaison Department of the Political Work Department of the CMC, state-owned companies can also serve in these roles, and, in the Xi Jinping era, private corporations too.


In his memoir, George H.W. Bush proved just how easy it is for naive Western politicians to walk into the trap of ‘friendship’: ‘When Deng called me a lao pengyou, an old friend of China, I felt the phrase was not just the usual flattery, but a recognition that I understood the importance of the US-China relationship and the need to keep it on track.’5 Deng then gave Bush ‘a rare insight into his thoughts’ on Sino-Soviet relations.


Those who believe they have been entrusted with the inner thoughts of top leaders often proceed to act as Beijing’s messengers, urging others to have ‘greater understanding’, ‘to see it from China’s perspective’ and ‘adopt a more nuanced position’. Former Australian prime minister Paul Keating, appointed along with Henry Kissinger to the international advisory council of the China Development Bank, hinted that he had access to the private thoughts of the top leadership, including meetings with President Xi. Keating is one of the regime’s most committed advocates, describing human rights as ‘Western values’ that do not apply in China, and praising the CCP government as ‘the best government in the world in the last thirty years. Full stop.’6


A former senior US State Department official, Susan Thornton, also positions herself as a friend of China. In a widely read attack on the United States’ pushback against Beijing in 2019, she argued that the breakdown in relations was the fault of the US and that with good diplomacy China could be coaxed into becoming a responsible global citizen.7 Beijing, she wrote, was working hard to provide more ‘international public goods’. Thornton claims that ‘the China Dream is to be more like the United States’, and that senior Party officials are more concerned with getting their children into top US universities than seeing their country dominate the United States.


Susan Thornton is one of the principal authors of a July 2019 open letter, signed by roughly one hundred concerned American scholars, foreign policy experts and business representatives, repudiating the tougher position taken by the Trump administration on China.8 While acknowledging that China’s behaviour has in recent times been ‘troubling’, the signatories called for a continuation of the cooperative and welcoming stance of previous decades. For them, nothing has happened to undo the belief that, as China is drawn into the global economic order, the forces of political liberalisation at home are becoming stronger and must sooner or later prevail. The fact that the very opposite has been taking place, that the authoritarians under Xi have been vastly strengthened by the integration of China into the global economy, has passed these signatories by.


Tellingly, the letter speaks only of ‘China’, with no mention of the Chinese Communist Party. The signatories believe that ‘China’ has no interest in replacing the United States as the global leader. For them, ‘China’ is not a serious ‘economic enemy’ or a security risk. They believe that the real problem is the United States, with its adversarial posture and exaggerated sense of the threat posed by the PRC. President Trump’s aggressive stance, they argue, is weakening those in China who want a ‘moderate, pragmatic and genuinely cooperative’ relationship with the West.


Naturally, this intervention by US experts arguing for a continuation of the warm and fuzzy approach that the CCP has for years been cultivating was applauded by Party officials. The foreign ministry described the letter as ‘rational and objective’.9 The Global Times interviewed one of the five initiators of the letter, Michael Swaine, a senior fellow at the Carnegie Endowment for International Peace (an institution that provided nine of the signatures).10 Swaine condemned America’s ‘cold war’ response and ‘extreme policy’ approach to China, saying China does not want to overthrow the international order, only introduce some reforms to it.


In one of the most effective rebuttals, John Pomfret argued that the letter is in the tradition of the United States’ ‘profoundly paternalistic’ view of China, which is based on the belief that the natural superiority of the American system will coax China’s leaders into emulating it.11 As for China’s liberal leaders in waiting, in whose lap the letter-writers place their hopes, Xi has converted, purged, imprisoned or otherwise silenced them.


The sad case of John McCallum


Over its history, the CCP has developed sophisticated techniques of psychological manipulation of friends and enemies alike. They have been applied to excellent effect on a wide range of people in Western countries identified for their value to the Party. The aim, once again, is to draw them into alignment with Beijing’s political objectives, often by convincing them that they have a special relationship with China. As China scholar James Jiann Hua To writes, this kind of psychological work is ‘an effective tool for intensive behavioural control and manipulation’ while at the same time appearing ‘benign, benevolent and helpful’.12


When Huawei’s chief financial officer, Meng Wanzhou, was arrested in Canada in December 2018, on an extradition request from the United States, she was accused of bank fraud, among other things. At the height of the angry diplomatic fight that ensued—in which Beijing made dire threats to Ottawa rather than Washington and jailed two Canadian citizens on trumped-up charges—Canada’s ambassador to China, John McCallum, gave a press conference to Chinese-language media in Ontario in which he offered advice to Meng as to how she could mount the best legal defence against extradition.13 McCallum, already well known as a friend of China—he’d recently said that Canada had more in common with China than with the United States—listed what he saw as serious flaws in the extradition case.14


Some suggested the ambassador sounded as if he were speaking for the government of China rather than defending Canada’s position.15 In Beijing, the Global Times praised McCallum for his ‘truth-telling’ and reproached Canadians for their lack of ‘moral righteousness’.16 After widespread criticism of McCallum at home, his former chief of staff characterised his speech as a ‘verbal miscue’ and defended him as ‘a fundamentally decent and optimistic man’, a longstanding Sinophile who’d travelled often to China over three decades—all of which goes a long way towards explaining how the ambassador could have fallen victim to the CCP’s psychological techniques.17


A few days later McCallum followed up his advice to Meng on how to fight her extradition by saying it would be good for Canada to release her, thereby privileging the pacification of Beijing over Canada’s legal obligation to the United States. Prime Minister Justin Trudeau was forced to sack him, leaving observers to puzzle over how such an experienced politician and diplomat could misfire so badly.


Others like McCallum who are targets of the CCP are wooed not by inducements, but by playing to their vanity and their desire to be agreeable. As one headline writer sardonically put it, ‘I think that Chinese official really likes me!’18


One who did recognise why McCallum was saying the things he did in support of Meng Wanzhou was former Mexican ambassador to Beijing, Jorge Guajardo. He had been groomed in the same way.19 Envoys new to Beijing are isolated from senior Chinese officials. After a time, a message is sent that a high-ranking official wishes to meet them. They meet and are told they have a ‘unique understanding of the nuance and delicacy of the party’s position’. They begin to see themselves as ‘special’. They are granted rare access to top leaders and believe they’ve been entrusted with an unusual insight into the inner workings of Chinese politics. Of course, other envoys are being groomed to believe the same. As special friends of China, the envoys’ advice to their masters back home reflects their unique insight, and is exactly the advice Beijing wants them to communicate.20


Self-belief coupled with the need to feel important opens people to seduction. The CCP’s expert manipulation of vanity was identified by a previous Canadian ambassador to China, David Mulroney: ‘You and you alone are sufficiently gifted and experienced to understand the situation and explain it to your government. The fate of the bilateral relationship is in your hands.’21 Far more so than with any other country, diplomats in China become convinced that ‘the most important thing in the world is maintaining good relations’.22 They are persuaded that China is difficult for foreigners to understand, and instead of explaining their countries’ viewpoint to China, ambassadors see their role as explaining China’s position to their governments, and so they become a conduit for the CCP’s messaging. That was McCallum’s mistake.


This situation is unlike the Cold War, in which loyal citizens were ‘turned’ and began to work consciously for the other side. It’s far more effective if those arguing the CCP’s case believe in their hearts that they remain loyal but have come to the view that China’s position is in the best interests of their own country. (It was therefore inept for one of the most popular newspapers in China to declare in a headline, when McCallum gave his support to Meng, that the Canadian ambassador had ‘changed sides’.23)


The conviction that maintaining good relations with Beijing is paramount is rife in foreign affairs departments across the Western world, and colours the advice they give their ministers on a daily basis. For these officials, calm relations with plenty of bilateral meetings are regarded as successful diplomacy; in truth, they put the CCP in the box seat. When Beijing cancels meetings and puts diplomats in the freezer, Western officials are inclined to panic and advise their governments to relent.


Influence in Washington D.C.


In the targeting of anyone who may have the ear of a political leader, official and unofficial advisers, civil servants, party colleagues, donors, friends, spouses and other family members, business associates and military brass are all fair game. Influence operations become much easier when there is a financial reward for the target, and business dealings therefore facilitate China’s influence in the United States in a way the old Soviet Union could only dream of. Think tanks, especially those headed by former political or business leaders, are seduced through donations and research cooperation. (This topic is covered in chapter eleven, with other avenues for influencing Washington’s decision-makers considered in earlier chapters. While it’s not possible to provide a full account of CCP influence in Washington, we aim to give a strong sense of its dimensions.)


In 2018 the well-connected Washington Post columnist Josh Rogin pointed out that China had been building networks of influence in the United States over many years, and that the US government ‘is preparing for the possibility that the Chinese government will decide to weaponize’ them to get what it wants.24 (Although Beijing is not known to use Russian-style ‘active measures’ in the West, deploying them is only a matter of political calculation.) One of the CCP’s most audacious penetration operations, Chinagate in 1996, saw a top intelligence operative meeting a naive President Clinton in the White House, along with donations to the Clinton campaign made through people with ties to the Chinese military. (See chapter eight.)


Beijing has been working to gain influence in the US Congress since the 1970s. Through the activities of the CCP’s International Liaison Department, and Party-linked bodies like the China Association for International Friendly Contact (considered later), China has made some influential friends.25 Nevertheless, Congress has for the most part remained sceptical of China, although its voice has been muted at times by the influence of ‘pro-China’ members.26 The president, the White House, the bureaucracy, think tanks and business lobby groups have all been targeted by Beijing, to good effect.


Until recently, almost all players in Washington D.C. and beyond were convinced by the ‘peaceful rise of China’ trope, and the value of ‘constructive engagement’. The common belief was that as China developed economically, it would naturally morph into a liberal state. This view was not without foundation, because the more liberal factions within the CCP did struggle with the hardliners, but in the US it reinforced a kind of institutional naivety that was exploited by Beijing. Many of those who stuck to this view even after the evidence pointed firmly to the contrary had a strong personal investment in defending Beijing.


In May 2019 Joe Biden distinguished himself from all of the other candidates for the Democratic Party’s presidential nomination by ridiculing the idea that China is a strategic threat to the United States. ‘China is going to eat our lunch? Come on, man,’ he told a campaign crowd in Iowa City.27 Biden had for years adopted a soft approach to China. When President Obama’s secretary of state, Hillary Clinton, was taking a tougher position towards China’s adventurism in Asia, Vice President Biden was urging caution. Biden had formed a warm personal relationship with Xi Jinping when Xi was vice president and president-in-waiting.28


In his second term, Obama replaced Clinton as secretary of state with the more accommodating John Kerry. The dynamics help to explain why Obama’s 2012 ‘pivot to Asia’ was a damp squib. The United States stood back while China annexed islands and features in the South China Sea and built military bases on them, something Xi had promised Obama he would not do. Breaking the promise has given China an enormous strategic advantage.


Joe Biden cleaves to the belief, now abandoned by many China scholars and most Washington politicians, that engagement with China will entice it into being a responsible stakeholder. The University of Pennsylvania’s D.C. think tank—named, for him, the Penn Biden Center for Diplomacy and Global Engagement—aims to address threats to the liberal international order, yet China is absent from the threats identified on its website: Russia, climate change and terrorism.29 Biden has spoken about China’s violation of human rights but still clings to the idea of China’s ‘peaceful rise’.


So does it matter if Joe Biden has a different view of China? It does, because there is evidence that the CCP has been currying his favour by awarding business deals that have enriched his son, Hunter Biden. One account of this is given by Peter Schweizer in his 2019 book Secret Empires.30 Some of his key claims were subsequently challenged and Schweizer refined them in an op-ed in the New York Times (famous for fact-checking).31 In short, when Vice President Biden travelled to China in December 2013 on an official trip, his son flew with him on Airforce Two. While Biden senior was engaging in soft diplomacy with China’s leaders, Hunter was having other kinds of meetings. Then, ‘less than two weeks after the trip, Hunter’s firm … which he founded with two other businessmen [including John Kerry’s stepson] in June 2013, finalized a deal to open a fund, BHR Partners, whose largest shareholder is the government-run Bank of China, even though he had scant background in private equity’.32


The Bank of China is owned by the state and controlled by the CCP. Hunter Biden’s exact role in the company is disputed, but one expert has said that his share in it would be worth around $20 million.33


However, the point here is not the ethics of the Bidens (as the news media have framed it34) but the way in which the CCP can influence senior politicians. This ‘corruption by proxy’, in which top leaders keep their hands clean while their family members exploit their association to make fortunes, has been perfected by the ‘red aristocracy’ in Beijing. In the crucial years 2014 and 2015, Beijing was aggressively expanding into the South China Sea while Obama, Kerry and Biden were sitting on their hands.


The billionaire businessman and former New York mayor Michael Bloomberg was a late entrant in the contest to become the 2020 Democratic Party candidate for US president. He is the most Beijing-friendly of all aspirants. With extensive investments in China, he opposes the tariff war and often speaks up for the CCP regime. His media company has suppressed stories critical of CCP leaders, and Bloomberg himself claimed in 2019 that ‘Xi Jinping is not a dictator’ because he has to satisfy his constituency.35 The Washington Post’s Josh Rogin argued that ‘his [Bloomberg’s] misreading of the Chinese government’s character and ambitions could be devastating for U.S. national security and foreign policy. He would be advocating for a naive policy of engagement and wishful thinking that has already been tried and failed.’36


Republicans too have seen the influence of money from China. Since 2015, Kentucky Senator Mitch McConnell has been Senate majority leader and the most powerful man in Washington after the president. Once a hardliner, in the 1990s he became a noted China dove (although in 2019, in a likely instance of ‘big help with a little badmouth’, he voiced support for Hong Kong protesters37). In 1993 he married the daughter of one of his donors, Chinese-American businessman James Chao. Elaine Chao went on to serve as secretary of labor under President George W. Bush and in 2017 was sworn in as President Trump’s transportation secretary. She wasted no time organising a trip to China that included meetings between members of her family and Chinese government officials, a plan that was spiked only when the State Department raised ethical concerns.38


James Chao has excellent guanxi—connections—in China, including his classmate Jiang Zemin, the powerful former president of China. Chao became rich through his shipping company, Foremost Group, which flourished due to its close association with the state-owned behemoth the China State Shipbuilding Corporation. McConnell, after his marriage to Chao’s daughter, was courted by the highest CCP leaders, and his in-laws were soon doing deals with Chinese government corporations.39


In 2008 James Chao made a gift of several million dollars to his daughter and her husband, making Mitch McConnell one of the richest members of Congress. Since the 1990s he has been working to shift the Republicans to a more China-friendly position.40 In 1999, when Republicans strongly backed a resolution pledging support for Taiwan, McConnell was missing in action. He has opposed measures to punish China for human rights violations and currency manipulation. For her part, Elaine Chao was dismissive of a report in 2000 calling out China’s espionage activity, refusing to acknowledge that China could pose any threat to the United States.41


The White House


When Donald Trump occupied the Oval Office in February 2017, the US government’s attitude towards China began to change, although more slowly than might have been expected given Trump’s red-hot rhetoric on the campaign trail. Throughout much of his first year in office, the administration was hedging its bets. One of the new president’s first acts was to can the Trans-Pacific Partnership, a trade agreement between twelve Pacific-rim nations that would have served as a counterweight to China’s increasing economic dominance. Powerful voices in the White House, people with deep China connections, were urging a conciliatory approach.


Wilbur Ross, the new commerce secretary, had extensive investments in China, and one of his companies was partnered with a state-owned Chinese corporation (under pressure, Ross appears to have divested in 2019).42 While in China in 2017 he talked up a partnership between Goldman Sachs and the state-owned investment fund China Investment Corp, to provide up to $5 billion to buy into US manufacturers, including sensitive assets.43 (Readers might consult this book’s index to grasp the outsized role Goldman Sachs plays in Beijing’s influence operations.)


Trump’s director of the National Economic Council, Gary Cohn, had been president of Goldman Sachs, which was heavily involved with Chinese banks, giving Cohn a personal stake in their success. Among his financial interests in China before his appointment was a multimillion-dollar stake in a huge Party-controlled bank, the Industrial and Commercial Bank of China, which he helped to buy assets in the US. The bank is reported to be the largest commercial tenant in Trump Tower.44 Having worked at furthering US–China trade and investment links, Cohn also has deep connections with Chinese financial and political elites.


Trump’s treasury secretary, Steven Mnuchin, had also once worked for Goldman Sachs and held stocks in the company, worth several million dollars, which he divested soon after taking office. Mnuchin quickly became the leading China dove in the White House, working to head off or derail moves to impose tariffs and other sanctions.45


Donald Trump’s own family had high hopes of enriching themselves in China. When Trump appointed his son-in-law, Jared Kushner, as White House senior adviser, Kushner held substantial investments in Blackstone, an investment company owned by Trump’s friend Stephen Schwarzman which was heavily invested in China. In 2018 it was reported that Kushner’s real estate company was being investigated over a scheme to lure Chinese investors to buy into apartment towers with the promise of obtaining visas to live in the United States.46


Ivanka Trump, the president’s daughter, owns valuable trademarks in China, some of which were granted after her father won office. She was executive vice president of Trump Hotels, which planned to build some twenty to thirty hotels in China.


Initially, President Trump referred often to his ‘great friend’ Xi Jinping,47 but in 2018 the atmosphere in Washington D.C. turned sour. ‘Constructive engagement’ was replaced with an adversarial approach. The structures of influence the CCP had built proved impotent, but not for want of trying. In March 2019 the journal Mother Jones broke a tawdry story about a Chinese-American Trump donor named Cindy Yang, who operated brothels in Florida. She was reported to be arranging visas for rich Chinese, and working hard to get close to Trump, without much success. She did, however, get the president’s sister, Elizabeth Trump-Grau, to participate in an event at the Mar-a-Lago resort. Yang was active in CCP united front organisations, notably the Florida branch of the China Council for the Promotion of Peaceful National Reunification. She also held a position on the National Committee of the Asian American Republican Party. Known as the ‘Asian GOP’, its aim, according to executive director Cliff Zhonggang Li, was to ‘promote Chinese-American political participation’, words that signal engagement in the CCP’s huaren canzheng work (literally, ‘ethnic Chinese participation in politics’, explained in chapter seven).48
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