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The Strategic Studies Institute publishes national security and strategic research and analysis to influence policy debate and bridge the gap between military and academia.
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The Center for Strategic Leadership contributes to the education of world class senior leaders, develops expert knowledge, and provides solutions to strategic Army issues affecting the national security community.
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The Peacekeeping and Stability Operations Institute provides subject matter expertise, technical review, and writing expertise to agencies that develop stability operations concepts and doctrines.
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The School of Strategic Landpower develops strategic leaders by providing a strong foundation of wisdom grounded in mastery of the profession of arms, and by serving as a crucible for educating future leaders in the analysis, evaluation, and refinement of professional expertise in war, strategy, operations, national security, resource management, and responsible command.
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The U.S. Army Heritage and Education Center acquires, conserves, and exhibits historical materials for use to support the U.S. Army, educate an international audience, and honor Soldiers—past and present.
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The Strategic Studies Institute (SSI) is part of the U.S. Army War College and is the strategic-level study agent for issues related to national security and military strategy with emphasis on geostrategic analysis.

The mission of SSI is to use independent analysis to conduct strategic studies that develop policy recommendations on:

•   Strategy, planning, and policy for joint and combined employment of military forces;

•   Regional strategic appraisals;

•   The nature of land warfare;

•   Matters affecting the Army’s future;

•   The concepts, philosophy, and theory of strategy; and,

•   Other issues of importance to the leadership of the Army.

Studies produced by civilian and military analysts concern topics having strategic implications for the Army, the Department of Defense, and the larger national security community.

In addition to its studies, SSI publishes special reports on topics of special or immediate interest. These include edited proceedings of conferences and topically oriented roundtables, expanded trip reports, and quick-reaction responses to senior Army leaders.

The Institute provides a valuable analytical capability within the Army to address strategic and other issues in support of Army participation in national security policy formulation.
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FOREWORD

BY MALCOLM W. NANCE

Change came rapidly and dramatically to the Russian Federation after the dissolution of the Soviet Union in 1991. A loss of national direction and purpose for many Russians came with the ideological collapse of communism. The following decade of painful transition brought with it a fledgling democracy, open borders, freedom of religion, and a massive influx of western products. Liberty and self-determination for the Russian people also brought massive corruption. Wholesale looting and cashiering of Soviet assets soon enveloped the country. Everything from entire regional electrical power grids, shipyards, airports, and military bases to supermarkets, farms, and shoe factories was sold, stolen, or misappropriated. The influx of billions in western investment led to an outflow of illicit cash and with it the feeling that Russia was becoming a failing mafia state.

The election of Vladimir Putin as president in 2000 brought about a financial, cultural, and historical realignment based on his promise of a resurgent Russian Federation determined to ascend to global leadership. Russian global power waned after the dissolution of the Soviet Union, and Putin openly rejected the framework of the United States and Europe and its expansion of the NATO security alliance into Eastern Europe. Under his leadership, Russia made strides in harnessing economic power through the sale of petrochemicals and weapons. The perceived strength of Vladimir Putin’s autocratic rule has given Russia a slim advantage in reimagining the geopolitical sphere to its liking. This aggressive forward posture presents a challenge to identifying Russian Federation disruptive methods and actions that operate just below open hostility.

Vladimir Putin has set a path for a rising Russia that applies all dimensions of military, intelligence, and diplomatic power to achieve its strategic goals by disrupting geopolitical norms. Putin is attempting to rebalance the world by raising, encouraging, and quite possibly engineering the rise of autocratic regimes. If the American election of 2016 has taught politicians, diplomats, and intelligence analysts anything, it is that Russia will directly confront the role of NATO, push back the alliance’s membership in Eastern Europe, and weaken the political and economic relationships between traditional American and western allies. Russian clandestine power has moved from the shadows to the forefront of their national power projection in order to protect their interests.

Putin’s Russia has demonstrated capability to not only influence political events but to apply military and intelligence power to directly intervene in situations to its advantage. The 2014 Crimea crisis commenced with a series of covert intelligence actions, political propaganda, and cyberwarfare operations that culminated in an open armed invasion of the Ukraine to seize the Crimean peninsula.

Absent from the international conversation over how to confront the new Russian challenge has been the ability of the West to develop and prioritize a response at a level below open hostility to asymmetric challenges such as cyber-attack, propaganda, and other forms of hybrid warfare. The multifaceted deterrence approach offered within this volume is the most likely to be successful.

The United States consistently misinterprets Russia’s goals and ambition to achieve them. This volume clearly reveals that the unforgivable error when dealing with Russia, particularly since their 2016 cyberwarfare attack on the American electorate, is that it must not be seen through the lens of western norms. Understanding Russia’s culture and history and comprehending the Slavic experience that guides their decision-making are critical to any approach. This US Army War College study, Resurgent Russia: An Operational Approach to Deterrence, is one of the first doctrinal studies that identifies Russia’s use of asymmetric political and propaganda warfare. It reveals that Russia manipulates the global information battlespace by injecting carefully crafted political and psychological warfare data into the global news and social media to achieve a national goal by which all others are balanced: information dominance.

Malcolm W. Nance is a career US Intelligence officer and a counterterrorism and national security analyst for MSNBC News. He is also author of The Plot to Hack America: How Putin’s Cyberspies and Wikileaks Tried to Steal the 2016 Election.


FOREWORD

As noted in the U.S. Army Operating Concept,1 senior leaders and planners face a very complex, unpredictable world. Witness for example, Russia entering the fight against the Islamic State, and then its subsequent alleged withdrawal of forces from Syria. Russia’s actions certainly caught many by surprise—but should they have? Predicting Russia’s actions is indeed challenging, and the task has been made more so since many Russian experts, linguists, and scholars have left government service in recent decades. This post-Cold War trend may be changing though, as Russian actions are becoming increasingly important to policymakers, strategists, and military leaders. Some leaders have gone as far as saying that Russia is the only existential threat to the United States—mostly due to its nuclear arsenal. Nevertheless, Russia’s actions over the past few years have shown that the United States needs to devote greater attention to Russia, its intentions, and its leaders.

This monograph is one small—but important—step in that direction. In direct support of the U.S. European Command (EUCOM) and U.S. Army Europe (USAREUR), six U.S. Army War College students from the resident class of 2016 spent much of this past academic year investigating whether and how the U.S. Army is prepared to respond to various forms of aggression from Russia. Lieutenant General Ben Hodges, USAREUR Commander, Mr. Michael Ryan, EUCOM Director for Interagency Partnering, and their staffs in Wiesbaden and Stuttgart, Germany, gave generously of their time, and we are grateful to have had the opportunity to support them through scholarship. In conducting research in Washington, Brussels, Mons, Stuttgart, and Wiesbaden, the student research team confirmed that, in fact, the United States has implemented a wide range of actions to counter Russia’s actions. Yet their research brought to light questions over whether those actions are properly focused, particularly as it pertains to deterrence, as well as against a threat not entirely like that faced during the Cold War. This monograph seeks to flesh out the answer to these and other questions by exploring Russia’s intentions, laying out a more modern approach to deterrence, and presenting recommendations and policy options for senior leaders within the Department of Defense (DoD) and across the interagency.

The Strategic Studies Institute (SSI) is pleased to publish this monograph. We are confident that the research, analysis, and recommendations expressed within will contribute importantly to the ongoing debate over national security and America’s role in Europe.
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DOUGLAS C. LOVELACE, JR.

Director

Strategic Studies Institute and U.S. Army War College Press



ENDNOTES - FOREWORD

1. Department of the Army, U.S. Army Operating Concept, Win in a Complex World, TRADOC Pamphlet 525-3-1, Fort Eustis, VA: U.S. Department of the Army, October 31, 2014.
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SUMMARY

Over the past century, U.S. relations with Russia have evolved from ally to enemy to strategic partner to competitor. The political landscape and national interests of the Russian Federation have changed since the breakup of the Soviet Union. As a result, relations between Russia and the United States today are strained, largely because of Russia’s actions in Ukraine. Understanding Russia’s intentions has been challenging and difficult in the past for the United States. This monograph argues that Russia’s foreign policy is driven by four overarching factors: Russian President Vladimir Putin’s approach to the world around him; the Kremlin’s desire for centralized control of the population; Russia’s desire to protect its homeland through an outside “buffer zone;” and an enduring distrust of the West.

Given these drivers of Russian foreign policy, deterring Russia without provoking conflict or creating a spiraling security dilemma is a difficult task. Russia’s actions in Crimea and eastern Ukraine have put the Baltic States and Eastern Europe on edge. The primary challenge for the United States and the North Atlantic Treaty Organization (NATO) is to deter both a conventional threat and an ambiguous1 threat as Russia works toward achieving its objectives. The most dangerous scenario facing the West is a Russian advance into Alliance territory with conventional forces, but many assume this is not very likely. Alternatively, an indirect Russian approach using ambiguous warfare to fracture the Alliance and increase Russia’s influence in Europe is far more likely.

In attempting to devise solutions that would address both a conventional and an ambiguous threat, this monograph theorizes that based on current force structure, NATO lacks the capability to defeat a surprise Russian conventional attack into the Baltic States or Eastern Europe, regardless of the likelihood of such a scenario. However, this does not preclude the need to enhance conventional capabilities, modify force posture, and develop additional capabilities to counter both conventional and ambiguous threats, which will in turn underpin credible deterrence against Russian aggression.

To develop such capabilities requires a concerted effort on the part of NATO, the European Union (EU), and their member states, with the United States playing a key role. Yet Washington cannot afford, through its efforts, to reassure allies to the point where they solely rely on the United States to ensure their security. Therefore, European NATO members should continue searching for more effective ways to increase capabilities and progressively increase their defense budgets. Meanwhile, the United States and its allies must employ a coordinated, whole of government effort to address capabilities beyond the scope of the military, such as law enforcement, that are critical to addressing an ambiguous threat. Additionally, the United States European Command (EUCOM) and the United States Army Europe (USAREUR) must more effectively align their security cooperation activities to support capability development, especially through NATO’s defense planning process.

In doing these things, the United States and NATO must be careful that reassurance and deterrence activities, and associated policies, do not provoke further Russian aggression, or lead to a new security dilemma. To that end, any policy or strategy toward Russia must understand Russian intentions and the likelihood of a conventional attack—balanced against the reality of potential ambiguous activities and Russian influence in Europe.

In light of the key considerations outlined above, this monograph offers the following recommendations:

•   The Department of Defense (DoD) should assign, allocate, and apportion forces versus aligning them, in support of EUCOM’s Theater Campaign Plan and contingency plans.

•   The U.S. Army should assign a Joint Task Force (JTF)-capable two-star headquarters (HQ) to USAREUR.

•   The U.S. Army should establish a rotational allocation of an Armored Brigade Combat Team (ABCT) that provides a continuous armor presence in Europe.

•   The U.S. Army should ensure its units receive the requisite security cooperation, and/or foreign internal defense-specific training for conventional units.

•   The National Guard’s State Partnership Program should focus more explicitly on building and maintaining allies’ resiliency in the face of ambiguous warfare.

•   EUCOM should re-examine its theater security cooperation (TSC) process to more effectively nest efforts between EUCOM and USAREUR.

[image: images]   EUCOM and USAREUR should more effectively make use of NATO capability targets, part of the NATO Defense Planning Process, to define the types of activities that will focus on lacking capabilities.

[image: images]   EUCOM should reduce the number of exercises in order to focus on high-quality, fully integrated NATO operations.

[image: images]   EUCOM should synchronize country-specific sections of its Theater Campaign Plan (TCP) with the U.S. Embassy Integrated Country Strategies.

•   EUCOM and USAREUR should ensure staffs are trained, particularly those involved in security cooperation, to conduct strategic and operational planning, and to understand the nesting of national security objectives with Alliance capability targets.

•   The Joint Staff and the U.S. Army should improve manning levels of appropriate staff expertise to plan and manage the inform and influence activities at EUCOM, subordinate units, and within the proposed two-star HQ.

•   The DoD and Department of State (DoS) should ensure they have effective mechanisms to coordinate information campaigns, and make necessary adjustments as the information environment evolves.

•   The DoD should reconsider its representation at the U.S. Mission to the EU in order to enhance its ability to synchronize efforts with NATO and EUCOM.

•   Washington needs to build a concerted effort among interagency partners to identify areas where the United States can assist European NATO members develop capabilities to deter Russia’s ambiguous warfare.

•   NATO should re-examine its Supreme Allied Commander Europe’s (SACEUR) authority to reposition forces in Europe.

•   NATO should move toward a NATO multinational logistics capability.

•   NATO should streamline the timeline for approvals of counter-Russia actions.

•   NATO should reinitiate dialogue with Russia.

ENDNOTES - SUMMARY

1. The use of the term “ambiguous” rather than the more common term of “hybrid” is discussed in Chapter 1, and is the term used throughout this monograph.


METHODOLOGY

The research for this project began with an in-depth study of available literature, to include a relatively vast amount of recent publications on Russia’s resurgence and U.S. responses. It also included a series of research discussions with various staff civilian and military personnel at the Army Staff, the Office of the Secretary of Defense Staff, the U.S. Department of State, the U.S. Military Delegation to the North Atlantic Treaty Organization (NATO), the U.S. Mission to NATO, the NATO International Staff, the U.S. National Military Representative to Supreme Headquarters Allied Powers Europe (SHAPE) staff, the SHAPE staff, the United States Army Europe (USAREUR) staff, and the United States European Command (EUCOM) staff. The research also included discussions and vetting of initial findings with members of various Washington, DC-based think tanks.


INTRODUCTION

The post-Cold War peace dividend in Europe seems to be coming to an end. Russia is demonstrating its military might, and a very savvy ability to influence European politics, economics, and the media. Meanwhile, much of Europe remains dependent on Moscow for energy security, creating vulner-abilities that affect civilians as well as military activities and operations. Elsewhere, the refugee crisis and recent terrorist attacks in Paris and Brussels have put Europe on edge. In the face of a major threat from returning foreign fighters, several Schengen agreement countries have recently reinstituted border controls.
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