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preface


  I’ve been fortunate to have worked with data and machine learning for about a decade now. My background is in machine learning, and my PhD was focused on applying machine learning in wireless networks. I have published papers (http://mng.bz/zQR6) at leading conferences and journals on the topic of reinforcement learning, convex optimization, and classical machine learning techniques applied to 5G cellular networks.


  After completing my PhD, I began working in the industry as a data scientist and machine learning engineer and gained experience deploying complex AI solutions for customers across multiple industries, such as manufacturing, retail, and finance. It was during this time that I realized the importance of interpretable AI and started researching it heavily. I also started to implement and deploy interpretability techniques in real-world scenarios for data scientists, business stakeholders, and experts to get a deeper understanding of machine-learned models.


  I wrote a blog post (http://mng.bz/0wnE) on interpretable AI and coming up with a principled approach to building robust, explainable AI systems. The post got a surprisingly large response from data scientists, researchers, and practitioners from a wide range of industries. I also presented on this subject at various AI and machine learning conferences. By putting my content in the public domain and speaking at leading conferences, I learned the following:


  
    	
      I wasn’t the only one interested in this subject.

    


    	
      I was able to get a better understanding of what specific topics are of interest to the community.

    

  


  These learnings led to the book that you are reading now. You can find a few resources available to help you stay abreast of interpretable AI, like survey papers, blog posts, and one book, but no single resource or book covers all the important interpretability techniques that would be valuable for AI practitioners. There is also no practical guide on how to implement these cutting-edge techniques. This book aims to fill that gap by first providing a structure to this active area of research and covering a broad range of interpretability techniques. Throughout this book, we will look at concrete real-world examples and see how to build sophisticated models and interpret them using state-of-the-art techniques.


  I strongly believe that as complex machine learning models are being deployed in the real world, understanding them is extremely important. The lack of a deep understanding can result in models propagating bias, and we’ve seen examples of this in criminal justice, politics, retail, facial recognition, and language understanding. All of this has a detrimental effect on trust, and, from my experience, this is one of the main reasons why companies are resisting the deployment of AI. I’m excited that you also realize the importance of this deep understanding, and I hope you learn a lot from this book.
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about this book


  Interpretable AI is written to help you implement state-of-the-art interpretability techniques for complex machine learning models and to build fair and explainable AI systems. Interpretability is a hot topic in research, and only a few resources and practical guides cover all the important techniques that would be valuable for practitioners in the real world. This book aims to address that gap.


  
Who should read this book


  Interpretable AI is for data scientists and engineers who are interested in gaining a deeper understanding of how their models work and how to build fair and unbiased models. The book should also be useful for architects and business stakeholders who want to understand models powering AI systems to ensure fairness and protect the business’s users and brand.


  
How this book is organized: a roadmap


  The book has four parts that cover nine chapters.


  Part 1 introduces you to the world of interpretable AI:


  
    	
      Chapter 1 covers different types of AI systems, defines interpretability and its importance, discusses white-box and black-box models, and explains how to build interpretable AI systems.

    


    	
      Chapter 2 covers white-box models and how to interpret them, specifically focusing on linear regression, decision trees, and generalized additive models (GAMs).

    

  


  Part 2 focuses on black-box models and understanding how the model processes the inputs and arrives at the final prediction:


  
    	
      Chapter 3 covers a class of black-box models called tree ensembles and how to interpret them using post hoc model-agnostic methods that are global in scope, such as partial dependence plots (PDPs) and feature interaction plots.

    


    	
      Chapter 4 covers deep neural networks and how to interpret them using post hoc model-agnostic methods that are local in scope, such as local interpretable model-agnostic explanations (LIME), SHapley Additive exPlanations (SHAP), and anchors.

    


    	
      Chapter 5 covers convolutional neural networks and how to visualize what the model is focusing on using saliency maps, specifically focusing on techniques such as gradients, guided backpropagation, gradient-weighted class activation mapping (Grad-CAM), guided Grad-CAM, and smooth gradients (SmoothGrad).

    

  


  Part 3 continues to focus on black-box models but moves to understanding what features or representations have been learned by them:


  
    	
      Chapter 6 covers convolutional neural networks and how to dissect them to understand representations of the data that are learned by the intermediate or hidden layers in the neural network.

    


    	
      Chapter 7 covers language models and how to visualize high-dimensional representations learned by them using techniques like principal component analysis (PCA) and t-distributed stochastic neighbor embedding (t-SNE).

    

  


  Part 4 focuses on fairness and bias and paves the way for explainable AI:


  
    	
      Chapter 8 covers various definitions of fairness and ways to check whether models are biased. It also discusses techniques for mitigating bias and a standardizing approach of documenting datasets using datasheets that will help improve transparency and accountability with the stakeholders and users of the AI system.

    


    	
      Chapter 9 paves the way for explainable AI by understanding how to build such systems and also covers contrastive explanations using counterfactual examples.

    

  


  
About the code


  This book contains many examples of source code. In most cases, source code is formatted in a fixed-width font like this to separate it from ordinary text.


  In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. In rare cases, even this was not enough, and listings include line-continuation markers (➥). Additionally, comments in the source code have often been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.


  You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/interpretable-ai. The complete code for the examples in the book is available for download from the Manning website at https://www.manning.com/books/interpretable-ai and from GitHub at http://mng.bz/KBdZ.


  
liveBook discussion forum


  Purchase of Interpretable AI includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/interpretable-ai/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.
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  Ajay Thampi has a strong background in machine learning. His PhD focused on signal processing and machine learning. He has published papers at leading conferences and journals on the topics of reinforcement learning, convex optimization, and classical machine learning techniques applied to 5G cellular networks. Ajay is currently a machine learning engineer at a large tech company, primarily focused on responsible AI and fairness. In the past, Ajay was a lead data scientist at Microsoft, where he was responsible for deploying complex AI solutions for customers across multiple industries such as manufacturing, retail, and finance.


  
about the cover illustration


  The figure on the cover of Interpretable AI is “Marchante d’Orange de Mourcy,” or “An orange merchant,” taken from a collection by Jacques Grasset de Saint-Sauveur, published in 1797. Each illustration is finely drawn and colored by hand.


  In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.


  
Part 1. Interpretability basics


  This part will introduce you to the world of interpretable AI. In chapter 1, you will learn about different types of AI systems, interpretability and its importance, white-box and black-box models, and how to build interpretable AI systems.


  In chapter 2, you will learn about characteristics that make white-box models inherently transparent and black-box models inherently opaque. You’ll learn how to interpret simple white-box models, such as linear regression and decision trees and then switch gears to focus on generalized additive models (GAMs). You’ll also learn about the properties that give GAMs high predictive power and how to interpret them. GAMs have very high predictive power and are highly interpretable too, so you get more bang for your buck by using GAMs.


    


  
1 Introduction


  This chapter covers


  
    	
Different types of machine learning systems


    	
How machine learning systems are built


    	
What interpretability is and its importance


    	
How interpretable machine learning systems are built


    	
A summary of interpretability techniques covered in this book

  


  Welcome to this book! I’m really happy that you are embarking on this journey through the world of Interpretable AI, and I look forward to being your guide. In the last five years alone, we have seen major breakthroughs in the field of artificial intelligence (AI), especially in areas such as image recognition, natural language understanding, and board games like Go. As AI augments critical human decisions in industries like healthcare and finance, it is becoming increasingly important that we build robust and unbiased machine learning models that drive these AI systems. In this book, I wish to give you a practical guide to interpretable AI systems and how to build them. Through a concrete example, this chapter will explain why interpretability is important and will lay the foundations for the rest of the book.


  
1.1 Diagnostics+ AI—an example AI system


  Let’s now look at a concrete example of a healthcare center called Diagnostics+ that provides a service to help diagnose different types of diseases. Doctors who work for Diagnostics+ analyze blood smear samples and provide their diagnoses, which can be either positive or negative. This current state of Diagnostics+ is shown in figure 1.1.
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    Figure 1.1 Current state of Diagnostics+

  


  The problem with the current state is that the doctors are manually analyzing the blood smear samples. With a finite set of resources, diagnosis, therefore, takes a considerable amount of time. Diagnostics+ would like to automate this process using AI and diagnose more blood samples so that patients get the right treatment sooner. This future state is shown in figure 1.2.
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    Figure 1.2 Future state of Diagnostics+

  


  The goal for Diagnostics+ AI is to use images of blood smear samples with other patient metadata to provide diagnoses—positive, negative, or neutral—with a confidence measure. Diagnostics+ would also like to have doctors in the loop to review the diagnoses, especially the harder cases, thereby allowing the AI system to learn from mistakes.


  
1.2 Types of machine learning systems


  We can use three broad classes of machine learning systems to drive Diagnostics+ AI: supervised learning, unsupervised learning, and reinforcement learning.


  
1.2.1 Representation of data


  Let’s first see how to represent the data that a machine learning system can understand. For Diagnostics+, we know that there’s historical data of blood smear samples in the form of images and patient metadata.


  How do we best represent the image data? This is shown in figure 1.3. Suppose the image of a blood smear sample is a colored image of size 256 × 256 pixels consisting of three primary channels: red (R), green (G), and blue (B). We can represent this RGB image in mathematical form as three matrices of pixel values, one for each channel and each of size 256 × 256. The three two-dimensional matrices can be combined into a multidimensional matrix of size 256 × 256 × 3 to represent the RGB image. In general, the dimension of the matrix representing an image is of the following form: {number of pixels vertically} × {number of pixels horizontally} × {number of channels}.
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    Figure 1.3 Representation of a blood smear sample image

  


  Now, how do we best represent the patient metadata? Suppose that the metadata consists of information such as the patient identifier (ID), age, sex, and the final diagnosis. The metadata can be represented as a structured table, as shown in figure 1.4, with N columns and M rows. We can easily convert this tabular representation of the metadata into a matrix of dimension M × N. In figure 1.4, you can see that the Patient Id, Sex, and Diagnosis columns are categorical and have to be encoded as integers. For instance, the patient ID “AAABBCC” is encoded as integer 0, sex “M” (for male) is encoded as integer 0, and diagnosis “Positive” is encoded as integer 1.
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    Figure 1.4 Representation of tabular patient metadata

  


  
1.2.2 Supervised learning


  The objective of supervised learning is to learn a mapping from an input to an output based on example input-output pairs. It requires labeled training data where inputs (also known as features) have a corresponding label (also known as a target). How is this data represented? The input features are typically represented using a multidimensional array data structure or mathematically as a matrix X. The output or target is represented as a single-dimensional array data structure or mathematically as a vector y. The dimension of matrix X is typically m × n, where m represents the number of examples or labeled data and n represents the number of features. The dimension of vector y is typically m × 1 where m again represents the number of examples or labels. The objective is to learn a function f that maps from input features X to the target y. This is shown in figure 1.5.
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    Figure 1.5 Illustration of supervised learning

  


  In figure 1.5, you can see that with supervised learning, you are learning a function f that takes in multiple input features represented as X and provides an output that matches known labels or values, represented as the target variable y. The bottom half of the figure shows an example where a labeled dataset is given, and through supervised learning, you are learning how to map the input features to the output.


  The function f is a multivariate function—it maps from multiple input variables or features to a target. Two broad classes of supervised learning problems follow:


  
    	
      Regression—The target vector y is continuous. For example, predicting the price of a house at a location in U.S. dollars is a regression type of learning problem.

    


    	
      Classification—The target variable y is discrete and bounded. For example, predicting whether or not an email is spam is a classification type of learning problem.

    

  


  
1.2.3 Unsupervised learning


  In unsupervised learning, the objective is to learn a representation of the data that best describes it. There is no labeled data, and the goal is to learn some unknown pattern from the raw data. The input features are represented as a matrix X, and the system learns a function f that maps from X to a pattern or representation of the input data. This is depicted in figure 1.6. An example of unsupervised learning is clustering, where the goal is to form groups or clusters of data points with similar properties or characteristics. This is shown in the bottom half of the figure. The unlabeled data consists of two features and the datapoints are shown in 2-D space. There are no known labels, and the objective of an unsupervised learning system is to learn latent patterns present in the data. In this illustration, the system learns how to map the raw data points into clusters based on their proximity or similarity to each other. These clusters are not known beforehand because the dataset is unlabeled and, hence the learning is entirely unsupervised.
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    Figure 1.6 Illustration of unsupervised learning

  


  
1.2.4 Reinforcement learning


  Reinforcement learning consists of an agent that learns by interacting with an environment, as shown in figure 1.7. The learning agent takes an action within the environment and receives a reward or penalty, depending on the quality of the action. Based on the action taken, the agent moves from one state to another. The overall objective of the agent is to maximize the cumulative reward by learning a policy function f that maps from an input state to an action. Some examples of reinforcement learning are a robot vacuum cleaner learning the best path to take to clean a home and an artificial agent learning how to play board games like chess and Go.
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    Figure 1.7 An illustration of reinforcement learning

  


  The bottom half of figure 1.7 illustrates a reinforcement learning system. The system consists of a robot (agent) in a maze (environment). The objective of the learning agent is to determine the optimum set of actions to take so that it can move from its current location to the finishing line (end state), indicated by the green star. The agent can take one of four actions: move left, right, up, or down.


  
1.2.5 Machine learning system for Diagnostics+ AI


  Now that you know the three broad types of machine learning systems, which system is most applicable for Diagnostics+ AI? Given that the dataset is labeled, and you know from historical data what diagnosis was made for a patient and blood sample, the machine learning system that can be used to drive Diagnostics+ AI is supervised learning.


  What class of supervised learning problem is it? The target for the supervised learning problem is the diagnosis, which can be either positive or negative. Because the target is discrete and bounded, it is a classification type of learning problem.


  
    Primary focus of the book


    This book primarily focuses on supervised learning systems where labeled data is present. I will teach you how to implement interpretability techniques for both regression and classification types of problems. Although this book does not explicitly cover unsupervised learning or reinforcement learning systems, the techniques learned in this book can be extended to them.

  


  
1.3 Building Diagnostics+ AI


  Now that we’ve identified that Diagnostics+ AI is going to be a supervised learning system, how do we go about building it? The typical process goes through three main phases:


  
    	
      Learning

    


    	
      Testing

    


    	
      Deploying

    

  


  In the learning phase, illustrated in figure 1.8, we are in the development environment, where we use two subsets of the data called the training set and the dev set. As the name suggests, the training set is used to train a machine learning model to learn the mapping function f from the input features X (in this case, the image of the blood sample and metadata) to the target y (in this case, the diagnosis). Once we’ve trained the model, we use the dev set for validation purposes and tune the model based on the performance on that dev set. Tuning the model entails determining the optimum parameters for the model, called hyperparameters, that give the best performance. This is quite an iterative process, and we continue doing this until the model reaches an acceptable level of performance.
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    Figure 1.8 Process of building an AI system—learning phase

  


  In the testing phase, illustrated in figure 1.9, we now switch over to the test environment where we use a subset of the data called the test set, which is different from the training set. The objective is to obtain an unbiased assessment of the accuracy of the model. Stakeholders and experts (in this case, doctors) would at this point evaluate the functionality of the system and performance of the model on the test set. This additional testing, called user acceptance testing (UAT), is the final stage in the development of any software system. If the performance is not acceptable, then we go back to phase 1 to train a better model. If the performance is acceptable, then we move on to phase 3, which is deploying.
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    Figure 1.9 Process of building an AI system—testing phase

  


  Finally, in the deploying phase, we now deploy the learned model into the production system where the model is now exposed to new data that it hasn’t seen before. The complete process is illustrated in figure 1.10. In the case of Diagnostics+ AI, this data would be new blood samples and patient information that the model will use to predict whether the diagnosis is positive or negative with a confidence measure. This information is then consumed by the expert (the doctor) and in turn the end user (the patient).
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    Figure 1.10 Process of building an AI system—complete

  


  
1.4 Gaps in Diagnostics+ AI


  Figure 1.10 shows some major gaps in the Diagnostics+ AI system. This AI system does not safeguard against some common issues for which the deployed model does not behave as expected in the production environment. These issues could have a detrimental effect on the business of the diagnostics center. The common issues follow:


  
    	
      Data leakage

    


    	
      Bias

    


    	
      Regulatory noncompliance

    


    	
      Concept drift

    

  


  
1.4.1 Data leakage


  Data leakage happens when features in the training, dev, and test sets unintentionally leak information that would otherwise not appear in the production environment when the model is scored on new data. For Diagnostics+, suppose we use notes made by the doctor about the diagnosis as a feature or input for our model. While evaluating the model using the test set, we could get inflated performance results, thereby tricking ourselves into thinking we’ve built a great model. The notes made by the doctor could contain information about the final diagnosis, which would leak information about the target variable. This problem, if not detected earlier, could be catastrophic once the model is deployed into production—the model is scored before the doctor has had a chance to review the diagnosis and add their notes. Therefore, the model would either crash in production because the feature is missing or would start to make poor diagnoses.


  A classic case study of data leakage is the KDD Cup Challenge (https://www.kdd.org/kdd-cup/view/kdd-cup-2008) of 2008. The objective of this machine learning competition based on real data was to detect whether a breast cancer cell was benign or malignant based on X-ray images. A study (http://kdd.org/exploration_files/KDDCup08-P1.pdf) showed that teams that scored the most on the test set for this competition used a feature called Patient ID, which was an identifier generated by the hospital for the patient. It turned out that some hospitals used the patient ID to indicate the severity of the condition of the patient when they were admitted to the hospital, which, therefore, leaked information about the target variable.


  
1.4.2 Bias


  Bias is when the machine learning model makes an unfair prediction that favors one person or group over another. This unfair prediction could be caused by the data or the model itself. There may be sampling biases in which systematic differences exist between the data sample used for training and the population. Systemic social biases, which the model picks up on, may also be inherent in the data. The trained model could also be flawed—it may have some strong preconceptions despite evidence to the contrary. For the case of Diagnostics+ AI, if there is sampling bias, for instance, the model could make more accurate predictions for one group and not generalize well to the whole population. This is far from ideal because the diagnostics center wants the new AI system to be used for every patient, regardless of which group they belong to.


  A classic case study of machine bias is the COMPAS AI system used by U.S. courts to predict future criminals. The study was conducted by ProPublica (http://mng.bz/7Ww4). (The webpage contains links to the analysis and dataset.) ProPublica obtained the COMPAS scores for 7,000 people who had been arrested in a county in Florida in 2013 and 2014. Using the scores, they found out that they could not accurately predict the recidivism rate (i.e., the rate at which a convicted person reoffends)—only 20% of the people who were predicted to commit violent crimes actually did so. More importantly, they uncovered serious racial biases in the model.


  
1.4.3 Regulatory noncompliance


  The General Data Protection Regulation (GDPR; https://gdpr.eu/) is a comprehensive set of regulations adopted by the European Parliament in 2016 that deals with how data is collected, stored, and processed by foreign companies. The regulation contains article 17 (https://gdpr-info.eu/art-17-gdpr/)—the “right to be forgotten”—where individuals can request a company collecting their data to erase all their personal data. The regulation also contains article 22 (https://gdpr-info.eu/art-22-gdpr/), under which individuals can challenge decisions made by an algorithm or AI system using their personal data. This regulation presses the need for providing an interpretation or explanation for why the algorithm made a particular decision. The current Diagnostics+ AI system does not comply with both sets of regulations. In this book, we are more concerned with article 22 because there are a lot of online resources on how to be compliant with article 17.


  
1.4.4 Concept drift


  Concept drift happens when the properties or the distribution of the data in a production environment has changed when compared to the historical data used to train and evaluate the model. For Diagnostics+ AI, this could happen if new profiles of patients or diseases emerge that aren’t captured in the historical data. When concept drift happens, we observe a dip in the performance of the machine learning model in production over time. The current Diagnostics+ AI system does not properly deal with concept drift.


  
1.5 Building a robust Diagnostics+ AI system


  How do we address all the gaps highlighted in section 1.4 and build a robust Diagnostics+ AI system? We need to tweak the process. First, as shown in figure 1.11, we add a model understanding phase after the testing phase and before deploying.


  
    [image: ]


    Figure 1.11 Process of building a robust AI system—understanding phase

  


  The purpose of this new understanding phase is to answer the important how question—how did the model come up with a positive diagnosis for a given blood sample? This involves interpreting the important features for the model and how they interact with each other, interpreting what patterns the model learned, understanding the blind spots, checking for bias in the data, and ensuring those biases are not propagated by the model. This understanding phase should ensure that the AI system is safeguarded against the data leakage and bias issues highlighted in sections 1.4.1 and 1.4.2, respectively.


  The second change is to add an explaining phase after deploying, as shown in figure 1.12. The purpose of the explaining phase is to interpret how the model came up with the prediction on new data in the production environment. Interpreting the prediction on new data allows us to expose that information, if needed, to expert users of the system who challenge the decision made by the deployed model. Another purpose is to come up with a human-readable explanation so that it can be exposed to wider end users of the AI system. By including the interpretation step, we will be able to address the regulatory noncompliance issue highlighted in section 1.4.3.
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    Figure 1.12 Process of building a robust AI—explaining phase

  


  Finally, to address the concept drift issue highlighted in section 1.4.4, we need to add a monitoring phase in the production environment. This complete process is shown in figure 1.13. The purpose of the monitoring phase is to track the distribution of the data in the production environment as well as the performance of the deployed model. If any change occurs in data distribution or model performance dips, we will need to go back to the learning phase and incorporate the new data from the production environment to retrain the models.


  
    Primary focus of the book


    This book primarily focuses on the interpretation step in the understanding and explaining phases. I intend to teach you various interpretability techniques that you can apply to answer the important how question and address the data leakage, bias, and regulatory noncompliance issues. Although explainability and monitoring are important steps in the process, they are not the primary focus of this book. It is also important to distinguish between interpretability and explainability. This is addressed in the following section.
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    Figure 1.13 Process of building a robust AI system—complete

  


  
1.6 Interpretability vs. explainability


  Interpretability and explainability are sometimes used interchangeably, but it is important to make a distinction between the two terms.


  Interpretability is all about understanding the cause and effect within an AI system. It is the degree to which we can consistently estimate what a model will predict given an input, understand how the model came up with the prediction, understand how the prediction changes with changes in the input or algorithmic parameters, and finally, understand when the model has made a mistake. Interpretability is mostly discernible by experts who are building, deploying, or using the AI system, and these techniques are building blocks that will help us get to explainability.


  Explainability, on the other hand, goes beyond interpretability in that it helps us understand in a human-readable form how and why a model came up with a prediction. It explains the internal mechanics of the system in human terms, with the intent to reach a much wider audience. Explainability requires interpretability as a building block and also looks to other fields and areas, such as human-computer interaction (HCI), law, and ethics. In this book, I will focus more on interpretability and less on explainability. We have a lot to cover within interpretability itself, but it should give you a solid foundation to be able to later build an explainable AI system.


  You should be aware of four different personas when you consider interpretability. They are the data scientist or engineer who is building the AI system, the business stakeholder who wants to deploy the AI system for their business, the end user of the AI system, and finally the expert or regulator who monitors or audits the health of the AI system. Note that interpretability means different things to these four personas, as described next:


  
    	
      For a data scientist or engineer, it means gaining a deeper understanding of how the model made a particular prediction, which features are important, and how to debug issues by analyzing cases where the model did badly. This understanding helps the data scientist build more robust models.

    


    	
      For a business stakeholder, it means understanding how the model made a decision so as to ensure fairness and protect the business’s users and brand.

    


    	
      For an end user, it means understanding how the model made a decision and allowing for meaningful challenge if the model made a mistake.

    


    	
      For an expert or regulator, it means auditing the model and the AI system and following the decision trail, especially when things went wrong.

    

  


  
1.6.1 Types of interpretability techniques


  Figure 1.14 summarizes various types of interpretability techniques. Intrinsic interpretability techniques are related to machine learning models with a simple structure, also called white-box models. White-box models are inherently transparent, and interpreting the internals of the model is straightforward. Interpretability comes right out of the box for such models. Post hoc interpretability techniques are usually applied after model training and are used to interpret and understand the importance of certain inputs for the model prediction. Post hoc interpretability techniques are suited for white-box and black-box models, that is, models that are not inherently transparent.
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    Figure 1.14 Types of interpretability techniques

  


  Interpretability techniques can also be model-specific or model-agnostic. Model-specific interpretability techniques, as the name suggests, can be applied only to certain types of models. Intrinsic interpretability techniques are model-specific by nature because the technique is tied to the specific structure of the model being used. Model-agnostic interpretability techniques, however, are not dependent on the specific type of model being used. They can be applied to any model because they are independent of the internal structure of the model. Post-hoc interpretability techniques are mostly model-agnostic by nature.


  Interpretability techniques can also be local or global in scope. Local interpretability techniques aim to give a better understanding of the model prediction for a specific instance or example. Global interpretability techniques, on the other hand, aim to give a better understanding of the model as a whole—the global effects of the input features on the model prediction. We cover all of these types of techniques in this book. Now let’s take a look at what specifically you will learn.


  
1.7 What will I learn in this book?


  Figure 1.15 depicts a map of all the interpretability techniques you will learn in this book. When interpreting supervised learning models, it is important to distinguish between white-box and black-box models. Examples of white-box models are linear regression, logistic regression, decision trees, and generalized additive models (GAMs). Examples of black-box models include tree ensembles, like random forest and boosted trees, and neural networks. White-box models are much easier to interpret than black-box models. On the other hand, black-box models have much higher predictive power than white-box models. So, we need to make a trade-off between predictive power and interpretability. It is important to understand the scenarios in which we can apply white-box and black-box models.


  In chapter 2, you’ll learn about characteristics that make white-box models inherently transparent and black-box models inherently opaque. You’ll learn how to interpret simple white-box models, such as linear regression and decision trees, and then we’ll switch gears to focus on GAMs. GAMs have high predictive power and are highly interpretable, too, so they offer more bang for the buck than GAMs. You’ll learn about the properties that give GAMs power and how to interpret them. At the time of writing, there are not a lot of practical resources on GAMs to give a good understanding of the internals of the model and how to interpret them. To address this gap, we pay a lot of attention to GAMs in chapter 2. The rest of the chapters focus on black-box models.


  We can interpret black-box models in two ways. One way is to interpret model processing, that is, to understand how the model processes the inputs and arrives at the final prediction. Chapters 3 to 5 focus on interpreting model processing. The other way is to interpret model representations, which is applicable only to deep neural networks. Chapters 6 and 7 focus on interpreting model representations with the goal of understanding what features or patterns have been learned by the neural network.
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    Figure 1.15 Map of interpretability techniques covered in this book

  


  In chapter 3, we focus on a class of black-box models called tree ensembles. You’ll learn about their characteristics and what makes them “black box.” You will also learn how to interpret them using post hoc model-agnostic methods that are global in scope. We will focus specifically on partial dependence plots (PDPs), individual conditional expectation (ICE) plots, and feature interaction plots.


  In chapter 4, we focus on deep neural networks, specifically the vanilla fully connected neural networks. You’ll learn about characteristics that make these models black box and also how to interpret them using post hoc model-agnostic methods that are local in scope. You’ll specifically learn about techniques such as local interpretable model- agnostic explanations (LIME), SHapley Additive exPlanations (SHAP), and anchors.


  In chapter 5, we focus on convolutional neural networks, which is a more advanced form of architecture used mainly for visual tasks such as image classification and object detection. You’ll learn how to visualize what the model is focusing on using saliency maps. You’ll also learn techniques such as gradients, guided backpropagation (backprop for short), gradient-weighted class activation mapping (grad-CAM), guided grad-CAM, and smooth gradients (SmoothGrad).


  In chapters 6 and 7, we focus on convolutional neural networks and neural networks used for language understanding. You’ll learn how to dissect the neural networks and understand what representations of the data are learned by the intermediate or hidden layers in the neural network. You’ll also learn how to visualize high-dimensional representations learned by the model using techniques like principal component analysis (PCA) and t-distributed stochastic neighbor embedding (t-SNE).


  The book ends on the topic of building fair and unbiased models and learning what it takes to build explainable AI systems. In chapter 8, you’ll learn about various definitions of fairness and how to check whether your model is biased. You’ll also learn techniques to mitigate bias using a neutralizing technique. We discuss a standardizing approach to documenting datasets using datasheets that help improve transparency and accountability with the stakeholders and users of the system. In chapter 9, we pave the way for explainable AI by teaching how to build such systems, and you’ll also learn about contrastive explanations using counterfactual examples. By the end of this book, you will have various interpretability techniques in your toolkit. When it comes to model understanding, there is, unfortunately, no silver bullet. No one interpretability technique is applicable for all scenarios. You, therefore, need to look at the model using a few different lenses by applying multiple interpretability techniques. In this book, I help you identify the right tools for the right scenarios.


  
1.7.1 What tools will I be using in this book?


  In this book, we will implement the models and the interpretability techniques in the Python programming language. The main reason I chose Python is because most of the state-of-the-art interpretability techniques are created and actively developed in this language. Figure 1.16 gives an overview of the tools used in this book. For representing data, we will be using Python data structures and common data science libraries such as Pandas and NumPy. To implement white-box models, we will use the Scikit-Learn library for simpler linear regression and decision trees, and pyGAM for GAMs. For black-box models, we will use Scikit-Learn for tree ensembles and PyTorch or TensorFlow for neural networks. For interpretability techniques used to understand model processing, we will use the Matplotlib library for visualization and open source libraries that implement techniques such as PDP, LIME, SHAP, anchors, gradients, guided backprop, grad-CAM and SmoothGrad. To interpret model representations, we will employ tools that implement NetDissect and tSNE and visualize them using the Matplotlib library. Finally, for mitigating bias, we will use PyTorch and TensorFlow to implement the bias-neutralizing technique and GANs for adversarial debiasing.
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    Figure 1.16 An overview of the tools used in this book

  


  
1.7.2 What do I need to know before reading this book?


  This book is primarily focused on data scientists and engineers with experience programming in Python. A basic knowledge of common Python data science libraries such as NumPy, Pandas, Matplotlib, and Scikit-Learn will help, although this is not required. The book will show you how to use these libraries to load and represent data but will not give you an in-depth understanding of them, because it is beyond the scope of this book.


  The reader must be familiar with linear algebra, specifically vectors and matrices, and operations on them, such as dot product, matrix multiplication, transpose, and inversion. The reader must also have a good foundation in probability theory and statistics, specifically on the topics of random variables, basic discrete and continuous probability distributions, conditional probability, and Bayes’ theorem. Basic knowledge of calculus is also expected, specifically single-variable and multivariate functions and specific operations on them such as derivatives (gradients) and partial derivatives. Although this book does not focus too much on the mathematics behind model interpretability, having this basic mathematical foundation is expected of data scientists and engineers interested in building machine learning models.


  Basic knowledge of machine learning or practical experience training machine learning models is a plus, although this is not a hard requirement. This book does not cover machine learning in great depth because a lot of resources and books do justice to this topic. The book will, however, give you a basic understanding of the specific machine learning models being used and also show you how to train and evaluate them. The main focus is on the theory related to interpretability and how you can implement techniques to interpret the model after you have trained it.


  
Summary


  
    	
      Three broad types of machine learning systems exist: supervised learning, unsupervised learning, and reinforcement learning. This book focuses on interpretability techniques for supervised learning systems that include both regression and classification types of problems.

    


    	
      When building AI systems, it is important to add interpretability, model understanding, and monitoring to the process. If you don’t, you could experience disastrous consequences such as data leakage, bias, concept drift, and a general lack of trust. Moreover, with the GDPR, we have legal reasons for including interpretability in our AI processes.

    


    	
      It is important to understand the difference between interpretability and explainability.

    


    	
      Interpretability is the degree to which we can consistently estimate what a model will predict, understand how the model came up with the prediction, and understand when the model has made a mistake. Interpretability techniques are building blocks that will help you get to explainability.

    


    	
      Explainability goes beyond interpretability in that it helps us understand how and why a model came up with a prediction in a human-readable form. It makes use of interpretability techniques and also looks to other fields and areas, such as human-computer interaction (HCI), law, and ethics.

    


    	
      You need to be mindful of different personas using or building the AI system, because interpretability means different things to different people.

    


    	
      Interpretability techniques can be intrinsic or post hoc, model-specific or model-agnostic, local or global.

    


    	
      Models that are inherently transparent are called white-box models, and models that are inherently opaque are called black-box models. White-box models are much easier to interpret but generally have lower predictive power than black-box models.

    


    	
      Black-box models offer two broad classes of interpretability techniques: one that’s focused on interpreting the model processing and another that’s focused on interpreting the representation learned by the model.

    

  


  
2 White-box models


  This chapter covers


  
    	
Characteristics that make white-box models inherently transparent and interpretable


    	
How to interpret simple white-box models such as linear regression and decision trees


    	
What generalized additive models (GAMs) are and their properties that give them high predictive power and high interpretability


    	
How to implement and interpret GAMs


    	
What black-box models are and their characteristics that make them inherently opaque

  


  To build an interpretable AI system, we must understand the different types of models that we can use to drive the AI system and techniques that we can apply to interpret them. In this chapter, I cover three key white-box models—linear regression, decision trees, and generalized additive models (GAMs)—that are inherently transparent. You will learn how they can be implemented, when they can be applied, and how they can be interpreted. I also briefly introduce black-box models. You will learn when they can be applied and their characteristics that make them hard to interpret. This chapter focuses on interpreting white-box models, and the rest of the book will be dedicated to interpreting complex black-box models.


  In chapter 1, you learned how to build a robust, interpretable AI system. The process is shown again in figure 2.1. The main focus of chapter 2 and the rest of the book will be on implementing interpretability techniques to gain a much better understanding of machine learning models that cover both white-box and black-box models. The relevant blocks are highlighted in figure 2.1. We will apply these interpretability techniques during model development and testing. We will also learn about model training and testing, especially the implementation aspects. Because the model learning, testing, and understanding stages are quite iterative, it is important to cover all three stages together. Readers who are already familiar with model training and testing are free to skip those sections and jump straight into interpretability.


  When applying interpretability techniques in production, we also need to consider building an explanation-producing system to generate a human-readable explanation for the end users of your system. Explainability is, however, beyond the scope of this book, and the focus will be exclusively on interpretability during model development and testing.
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    Figure 2.1 The process to build a robust AI system, focusing mainly on interpretation

  


  
2.1 White-box models


  White-box models are inherently transparent, and the characteristics that make them transparent are


  
    	
      The algorithm used for machine learning is straightforward to understand, and we can clearly interpret how the input features are transformed into the output or target variable.

    


    	
      We can identify the most important features to predict the target variable, and those features are understandable.

    

  


  Examples of white-box models include linear regression, logistic regression, decision trees, and generalized additive models (GAMs). Table 2.1 shows the machine learning tasks to which these models can be applied.


  Table 2.1 Mapping of a white-box model to a machine learning task


  
    
      
      
    

    
      
        	
          White-box model

        

        	
          Machine learning task(s)

        
      


      
        	
          Linear regression

        

        	
          Regression

        
      


      
        	
          Logistic regression

        

        	
          Classification

        
      


      
        	
          Decision trees

        

        	
          Regression and classification

        
      


      
        	
          GAMs

        

        	
          Regression and classification

        
      

    
  


  In this chapter, we focus on linear regression, decision trees, and GAMs. In figure 2.2, I have plotted these techniques on a 2-D plane with interpretability on the x-axis and predictive power on the y-axis. As you go from left to right on this plane, the models go from the low interpretability regime to the high interpretability regime. As you go from bottom to top on this plane, the models go from the low predictive power regime to the high predictive power regime. Linear regression and decision trees are highly interpretable but have low to medium predictive power. GAMs, on the other hand, have high predictive power and are highly interpretable as well. The figure also shows black-box models in gray and italic. We cover those in section 2.6.
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    Figure 2.2 White-box models on the interpretability versus predictive power plane

  


  We start off with interpreting the simpler linear regression and decision tree models and then go deep into the world of GAMs. For each of these white-box models, we learn how the algorithm works and the characteristics that make them inherently interpretable. For white-box models, it is important to understand the details of the algorithm because it will help us interpret how the input features are transformed into the final model output or prediction. It will also help us quantify the importance of each input feature. You’ll learn how to train and evaluate all of the models in this book in Python first, before we dive into interpretability. As mentioned earlier, because the model learning, testing, and understanding stages are iterative, it is important to cover all three stages together.


  
2.2 Diagnostics+—diabetes progression


  Let’s look at white-box models in the context of a concrete example. Recall the Diagnostics+ AI example from chapter 1. The Diagnostics+ center would now like to determine the progression of diabetes in their patients one year after a baseline measurement is taken, as shown in figure 2.3. The center has tasked you, as a newly minted data scientist, to build a model for Diagnostics+ AI to predict diabetes progression one year out. This prediction will be used by doctors to determine a proper treatment plan for their patients. To gain the doctors’ confidence in the model, it is important not just to provide an accurate prediction but also to be able to show how the model arrived at that prediction. How would you begin this task?
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    Figure 2.3 Diagnostics+ AI for diabetes

  


  First, let’s look at what data is available. The Diagnostics+ center has collected from around 440 patients data that consists of patient metadata such as age, sex, body mass index (BMI), and blood pressure (BP). Blood tests were also performed on these patients, and the following six measurements were collected:


  
    	
      LDL (bad cholesterol)

    


    	
      HDL (good cholesterol)

    


    	
      Total cholesterol

    


    	
      Thyroid-stimulating hormone

    


    	
      Low-tension glaucoma

    


    	
      Fasting blood glucose

    

  


  The data also contains the fasting glucose levels for all patients one year after the baseline measurement was taken. This is the target for the model. How would you formulate this as a machine learning problem? Because labeled data is available, where you are given 10 input features and one target variable that you have to predict, you can formulate this problem as a supervised learning problem. The target variable is real valued or continuous, so it is a regression task. The objective is to learn a function f that will help predict the target variable y given the input features x.


  Let’s now load the data in Python and explore how correlated the input features are with each other and the target variable. If the input features are highly correlated with the target variable, then we can use them to train a model to make the prediction. If, however, they are not correlated with the target variable, then we will need to explore further to determine whether there is some noise in the data. The data can be loaded in Python as follows:

  from sklearn.datasets import load_diabetes         ①
diabetes = load_diabetes()                         ②
X, y = diabetes[‘data’], diabetes[‘target’]        ③
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