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Introduction

In the early hours of September 6, 2007, Israel launched an audacious raid near the small town of Al Kibar, in a desert region of eastern Syria where the Euphrates River cuts across mostly barren land. The target was identified as a soon-to-be-completed nuclear reactor, hidden inside an ordinary, nondescript building. The attack was authorized before the reactor was operational in order to prevent the potential release of dangerous radioactive material if it were bombed later.

Israeli jets destroyed the reactor but the act initially went unreported. In 1981, when Israel destroyed Iraq’s Osirak reactor near Baghdad, Israel trumpeted its actions. Now Israel was silent, as was the United States. Even Syria was tight-lipped, making only a brief announcement that its air defenses had forced Israeli planes to flee its air space. U.S. officials confirmed the attack but provided no further details about the target, and no official condemnation was issued.1 While in Israel several months later, President George W. Bush commended his Israeli hosts for the strike, but still declined to comment publicly about the nature of the raid.2

For its part, the Israeli government imposed heavy censorship on Israeli reporters trying to dig up information.3 Admission of Israeli’s involvement in the strike could lead to international condemnation and might push Syria into military retaliation. In an interview with the BBC three weeks after the raid, Syrian President Bashar al-Assad would only say that Israeli jets had attacked an unused “building under construction related to the military … there’s no people in it, there’s no army, there’s nothing in it.”4

In mid-September Glenn Kessler of The Washington Post had reported the troubling news that Israel had provided the United States with evidence of North Korea’s cooperation with Syria on building a nuclear facility.5 Several experts charged Kessler with perpetuating rumors, insisting that the site was nonnuclear, and was likely a missile, chemical weapons, or radar installation. A North Korean foreign ministry official quickly dismissed the accusation as “sheer misinformation.”6 The level of mistrust following the Bush administration’s disastrous hyping of Iraq’s weapons of mass destruction (WMD), and the media’s often uncritical reporting of those claims, was so high that Kessler was accused of reporting unsubstantiated intelligence information from Bush administration hard-liners. These same hard-liners, the argument went, aimed at destroying ongoing U.S. negotiations with North Korea to limit its nuclear weapons programs, which were reaching fruition.

Kessler noted that the Israeli raid was the subject of “some of the tightest censorship in years,” making confirmation difficult. George Friedman, chief executive officer of Stratfor, a leading private intelligence organization, said that Israel and the United States had “worked hard to create a mystery wrapped in a riddle.”7 Following weeks of searching for possible nuclear sites, the organization I work for, ISIS (the Institute for Science and International Security), located the probable site of Israel’s attack. Using commercial satellite imagery of the site before the attack, we were able to determine that the building destroyed was consistent in appearance with a North Korean reactor.8 For the next six months, our analysis remained the only independent assessment of the attacked site. To see this analysis and other satellite images, photographs, documents, and drawings discussed in Peddling Peril, please visit www.isis-online.org/peddlingperil.

Finally, in April 2008, striking proof emerged that the target was in fact a nuclear reactor, and the evidence showed that North Korea had almost surely collaborated with the Syrians in building it. The Central Intelligence Agency (CIA) released a dramatic video complete with a matter-of-fact voice-over that explained that the carefully camouflaged nuclear reactor was clearly built with North Korean technology. The most powerful pieces of evidence were photographs obtained by Israel in late 2006 showing the interior and exterior of the reactor building at different stages of construction. The most recent photo, taken in 2006, shows what looks like the top of a North Korean—style reactor, a gas-graphite model based on a North Korean design. It’s not an exact copy, but one closely modeled on the five megawatt electric reactor at Yongbyon nuclear center. Sometime in 2002 or 2003, the facade and roof of the building were altered to deceive spy satellites.

U.S. intelligence officials asserted that the reactor was within weeks or months of operation when it was bombed. When operating close to full power, this reactor would be able to produce enough plutonium for a nuclear weapon every one to two years. Start-up could have quickly followed the completion of the water cooling system, which was finished in the summer of 2007. Since none of the photos of the inside of the reactor building were taken in 2007, the extent of progress at the time of the Israeli strike cannot be authoritatively determined.

The full extent of North Korean assistance is still unclear, but it apparently included design and engineering expertise, the supply of reactor components, and help in procuring other reactor components and equipment illicitly, likely from Europe, China, and Japan. It probably involved direct transfer of nuclear equipment from North Korea to Syria. North Korea also used its own trading companies, some with offshore offices, to buy items in a foreign country illicitly for sale to Syria, in essence serving as a smuggling service for Syria’s secret nuclear program.

The relationship between North Korea and Syria has been an open secret in intelligence circles for years. The North Koreans have provided Syria with a steady stream of missile components and military technologies, particularly for liquid-fueled rockets, and have recently assisted with the development of modern solid fuel rockets.9 One of North Korea’s most important sources of income is the export of missiles and conventional arms to Egypt, Iran, and Pakistan, along with Syria.

How had Syria gotten so far in its reactor project, right in Israel’s backyard, without being detected by the world’s foremost intelligence agencies and the International Atomic Energy Agency (IAEA), whose mission is to detect secret nuclear facilities? And how was North Korea’s assistance, which involved numerous international purchases and shipments, likewise missed for so many years? Despite long-standing suspicions, until this reactor was revealed no one could prove North Korea was engaging in nuclear proliferation. Israel’s raid temporarily ended the threat, but how long will it be before Syria tries again? Israeli’s bombing of Iraq’s Osirak reactor in 1981 merely intensified Saddam Hussein’s work on nuclear weapons and led Iraq to institute even greater secrecy measures. The final outcome of the Syrian raid has yet to be determined but it demonstrates how persistent illicit trade in nuclear technology is, and how motivated the many players on the world stage—governments, private companies who reap enormous profit, and terrorist groups—truly are. The revelation on September 25, 2009, that Iran was illegally hiding another nuclear facility, this time deep in a mountain near the holy city of Qom, underscores the threat of Iran obtaining nuclear weapons. Two of the most underappreciated (and terrifying) facets of global nuclear proliferation are how much it has depended on nuclear smuggling to thrive, and how inadequate our ability is to detect or prevent the construction of secret nuclear facilities.

[image: image]

SINCE THE START of the nuclear age, experts have worried about the proliferation of nuclear weapons. After the United States acquired nuclear technology essentially from scratch with the Manhattan Project, the Soviet Union stole atomic secrets from that project and tested its own bomb in 1949. Britain, the next nuclear power, acquired technology with help from the United States, while France followed suit by acquiring help wherever it could.

The prevailing view up to the 1960s was that only the most developed (i.e., first world) states had the ability to build nuclear weapons. Then China detonated a nuclear explosive in 1964. The relatively new state of Israel followed, building its first bomb in 1967. Unlike the first five nuclear weapon states, Israel kept its success a secret, fearing harsh reactions from its main enemy Egypt, and from its increasingly important ally, the United States, which did not want to see nuclear weapons in the volatile Middle East.

During the 1960s, nuclear proliferation fears reached new heights. President John F. Kennedy said that more than twenty nations might have nuclear weapons by the early 1970s. Tom Lehrer, a satiric folk singer, captured the mood of the time in “Who’s Next,” a song that wondered, in the midst of the American civil rights struggle, whether we would “stay serene and calm when Alabama gets the bomb.”

Those pessimistic forecasts did not materialize; proliferation happened more slowly than expected. Of the more than thirty countries that have sought nuclear weapons, only ten are known to have succeeded.10 Of these ten, South Africa remains the only country that has subsequently dismantled its weapons program. While nine countries with nuclear weapons is an alarming statistic, particularly since more are trying, it is far less than predicted.

Why were these early projections so wrong? Part of the reason is the underlying assumption that any country with the necessary technical infrastructure would build nuclear weapons, regardless of their security needs. Instead, many countries feared that nuclear weapons could worsen their security or bankrupt their treasuries. In 1949, Canada, a country that had participated in the Manhattan Project and after the war developed the capability to make nuclear weapons, decided not to move forward. Sweden also abandoned its quest for the bomb by the early 1960s after building a nuclear weapons production infrastructure. Many other states also did the same.

Another reason was that countries with stronger security incentives to build nuclear weapons faced more problems than expected in developing the sufficient technical infrastructure to do so. They needed facilities to produce and separate plutonium or enrich uranium up to the level needed in nuclear weapons, commonly called highly enriched uranium. While successfully building these facilities is a daunting technical feat, building up a nuclear weapons capability is a much trickier, costlier process than popular belief suggests. China overcame this limitation because the Soviet Union provided it with an entire set of facilities to produce nuclear explosive materials, plutonium and highly enriched uranium. The Soviet Union later changed its mind on the deal, albeit too late to stop China, but it did not make that mistake again. Israel was also an exception, secretly buying both a reactor and a plutonium separation plant from France.

A final reason was the 1968 Nuclear Non-Proliferation Treaty (NPT), which aims to stop any more countries from getting nuclear weapons. This treaty was possible only because the United States and the Soviet Union decided that preventing nuclear proliferation was in both their strategic interests. The NPT was difficult to negotiate and contained many loopholes. It was a delicate balancing act between commitments to foreswear nuclear weapons in exchange for access to peaceful nuclear energy and promises that the nuclear weapons states would disarm. It was a compromise many states resisted as inadequate.

The NPT formally recognized the five states that had tested nuclear weapons by 1968—Britain, China, France, the Soviet Union, and the United States—as acknowledged nuclear weapon states with special rights. However, the treaty required all signatories not to proliferate. China and France did not sign the treaty until 1992, and China helped Pakistan develop nuclear weapons and is suspected of helping North Korea. It also secretly provided a nuclear reactor to Algeria, which stopped its nuclear weapons effort in the early 1990s after U.S. intelligence’s discovery of the project led to intense international condemnation.

The NPT contained a fundamental loophole that both signatories and nonsignatories exploited. The treaty legitimized the sale of civil nuclear facilities, some of which could make nuclear explosive materials, if the recipient state or private company promised to place these facilities under IAEA inspections and not to misuse them to make nuclear weapons. India, which refused to sign the NPT, conducted an underground nuclear explosion in 1974 using plutonium produced in a reactor that had been provided by Canada, ostensibly for peaceful purposes. Unable to build nuclear facilities on its own, India had sought nuclear weapons under the cover of civil nuclear energy development. India called its test a “peaceful nuclear explosion,” but few were fooled by this misnomer.

The Indian test led the United States to reevaluate the wisdom of moving forward with several commercial deals, mostly involving European allies, that would sell civil nuclear facilities to a range of countries suspected of seeking nuclear weapons, including Taiwan, South Korea, South Africa, Pakistan, Argentina, and Brazil. The United States exerted enormous diplomatic pressure on its allies Britain, France, and Germany not to sell these facilities themselves. Of particular worry was the selling of plutonium separation plants, or “reprocessing” plants. The separated plutonium could be recycled into a nuclear power reactor as fuel, but it could also be used in nuclear weapons.

While the United States accelerated its effort to prevent the sale of whole facilities that could make nuclear explosive materials, other countries found new loopholes to exploit. South Africa was the first to realize nuclear facilities could be bought piecemeal. It pursued this strategy in the late 1960s and early 1970s, regularly shopping in Europe for sensitive equipment, components, and materials for its uranium enrichment and other nuclear weapon production facilities. Some commercial purchases were important subcomponents of these facilities; some were “dual-use” items that could be used either in a nuclear facility or in other, nonnuclear industries. The ambiguity surrounding such dual-use goods made controlling their export that much more difficult. Under the NPT, European supplier states could sell these sensitive and dual-use subcomponents without any commitment by the buyer to use them only for civil purposes or to place a resulting facility under IAEA inspections.

Pakistan’s Abdul Qadeer Khan took advantage of this loophole on an unprecedented scale. A.Q. Khan stole the secrets of how to construct European gas centrifuges which then allowed Pakistan to buy the individual pieces for a gas centrifuge plant in Europe, Japan, and the United States. With China providing nuclear weapon designs and its initial weapon-grade uranium, Pakistan succeeded in obtaining nuclear weapons by 1984. Khan would then go much further, selling secrets and nuclear weapons capabilities to Iran, Libya, and North Korea.

The reality of the last thirty years is that states that have sought to join the “nuclear club” have done so almost exclusively through illicit trade. Surprisingly, governments and business have too frequently overlooked or downplayed this pathway to the bomb. Revelations about nuclear smuggling have complicated international diplomacy, embarrassed major corporations, and jeopardized profit margins.

Peddling Peril details a state’s journey to the bomb by starting with the story of A.Q. Khan. After Khan committed industrial espionage in the Netherlands, the Dutch government missed a critical opportunity to arrest him before he fled back to Pakistan. Within a few short years, Khan secretly assembled the necessary parts for a gas centrifuge plant via an ingenious network, a tangled web of companies and contacts that formed a global network to outfit Pakistan’s nuclear weapons pro- gram.

The middle chapters chart the Khan network’s shift to proliferation. That network was able to do what only states had done before—sell complete nuclear facilities, and the know-how for making nuclear weapons. Khan’s network set out in the 1980s to sell fellow Muslim countries and targets of opportunity the bomb, but early efforts to deal with Iran, Libya, Iraq, South Africa, and perhaps Egypt were largely unsuccessful. By the 1990s, though, the network landed a major sale to Libya valued at over $100 million that came close to arming Muammar Qaddafi with nuclear weapons. To make this sale, Khan mobilized his entire overseas network, stretching from Switzerland to South Africa, through Turkey and Dubai to Malaysia. The Khan network sold North Korea vital gas centrifuges and teamed up with that dictatorship to proliferate nuclear technology together. It also provided Iran with essential centrifuge components which still plague the international community today. The network’s singular failure was Syria, which balked at its offer to sell centrifuges in 2001.11

Khan likely lost out in this sale to North Korea, which after decades of illegally obtaining items for its own nuclear weapons program, saw the money-making potential in nuclear trafficking. Peddling Peril covers North Korea’s assistance to Syria, but who are its other customers? And will Iran follow in North Korea’s footsteps and become a major international supplier to pariah states who desire nuclear weapons?

Sultan Bashiruddin Mahmood, one of Khan’s longtime rivals in Pakistan’s nuclear weapons program, also had ambitions to spread nuclear weapons technology throughout the Muslim world. A devout fundamentalist and resentful of his own government, he held talks with senior al Qaeda personnel including Osama bin Laden, to help that terrorist organization get nuclear weapons. Only the fall of the Taliban in 2001 stalled this effort. Mahmood’s subsequent detention was the first warning bell of a dangerous threat that Pakistan’s own nuclear assets could cause enormous damage through theft by terrorists or a takeover of the country by fundamentalist forces.

Peddling Peril recounts efforts to stop these traffickers. Iran’s two-decade march toward nuclear weapons, along with Khan’s vital assistance, were first exposed by the IAEA, the United Nations nuclear watchdog organization located in Vienna. Khan’s network was finally busted after a ten-year, joint CIA/MI6 intelligence operation. Key to this operation’s success was the CIA’s recruitment in 2003 of the Swiss businessman Friedrich Tinner, along with his sons Marco and Urs. “The Three Tinners” were key network members the CIA cornered and pressured to turn against Khan. This intelligence operation was so successful that it helped convince Libya to dismantle its clandestine nuclear weapons program.

Busting Khan’s network went little further than an initial rounding up of its members. Few members served much jail time; ironically, the Tinners spent more time in jail than almost anyone else in the network. After five years, a myriad of national prosecutions in Britain, Germany, Japan, Malaysia, South Africa, South Korea, Switzerland, and Turkey did not serve the cause of justice or create the deterrence needed to stop others from pursuing nuclear smuggling. While the successes against the Khan network represent outstanding accomplishments, they depended largely on luck and strategies such as military intervention and cargo seizures that constitute the last line of defense. Sorely missing are successful strategies to detect and stop illicit trade before it occurs. Bolstering these first lines of defense is critical to preventing illicit nuclear trade.

I explore a model for such a strategy by looking in depth at the German company Leybold, which transformed itself from a major exporter to dangerous nuclear programs in the 1970s and 1980s into a leader in preventing nuclear proliferation worldwide. It now serves as a valuable lookout for illicit trade by Pakistan, Iran, and other countries seeking nuclear weapons.

Peddling Peril’s portrayal of the hidden world of nuclear trafficking, which begins with A.Q. Khan, forces us to ask a simple question: why has illicit nuclear trade, something so critical to nuclear proliferation, flourished for so long? Looking at Khan’s beginnings might provide us with the answer.



ONE
 [image: image]
Out of the Cold

December 1975 was a busy time at the tiny single terminal at Amsterdam’s Schiphol airport. Amid the holiday travelers was a young man traveling with his wife and two small daughters. To any casual observer, this handsome, personable man appeared no different from any of the other harried vacationers and tourists.

In fact, Dr. Abdul Qadeer Khan was fleeing to Pakistan, having pulled off history’s most dangerous act of nuclear espionage.

Khan was “coming out of the cold”1 just as Dutch authorities were growing suspicious of his activities in the fall of 1975. A pioneer in nuclear smuggling who laid the foundation for pariah governments to acquire nuclear weapons, the Pakistani scientist was an unlikely spy. Born in 1936 into an educated Muslim family of military men, magistrates, and teachers, Khan’s middle-class childhood (he loved ice hockey, fishing, and kite flying) ended with the political and religious turmoil created by Indian independence. With the partition of the South Asian subcontinent in 1947, the large Muslim minority in his home state of Bhopal found itself part of Hindu-dominated India. His older brothers and sisters left for the safe haven of Pakistan. Abdul Qadeer stayed behind to finish high school. At sixteen, he headed to Karachi to join his siblings, making the hard journey alone, first by train, then barefoot across a four-mile stretch of desert that burned blisters on his feet.

Reunited with his family, he pursued his dream of becoming a teacher like his father, earning a bachelor’s degree in mathematics and physics. After a brief turn as an inspector of weights and measures, Khan left in 1961 to study at the Technical University of Berlin, then to the Netherlands to study engineering at the Delft Technological University. The engaging, charismatic Khan developed close relationships with his professors and classmates wherever he studied, making international connections that would serve him well during his rise to notoriety.

It was also in the Netherlands that Khan met and married a Dutch woman named Hendrina Reterink in March 1964. Khan was a devoted family man who enjoyed making dinner for his wife and, later, his two young daughters, cooking pilaf, kebabs, meat curry, and parathas, a flatbread fried in butter. His neighbors and colleagues were fond of Khan, an avid street volleyball player. One friend recalled that he was “a great source of pleasure in all social gatherings.”

In 1965, while he was studying in Holland, war broke out between India and Pakistan over Kashmir, a dispute that ended in a stalemate. Deeply disturbed by a documentary he saw that blamed Pakistan for the conflict, Khan embarked on a solitary letter-writing campaign to Dutch newspapers to set the record straight. His letter-writing skills would ultimately prove to be a catalyst that changed both Khan’s and Pakistan’s future.

In 1971, a pivotal year for Khan, he obtained a doctorate in metallurgy from the University of Leuven in Belgium, and war broke out again between India and Pakistan. When Pakistan was created in 1947, its eastern and western halves were separated by thousands of miles of Indian territory. Growing pressures in East Pakistan, which later became Bangladesh, for greater autonomy from West Pakistan triggered a bloody crackdown by the army. Millions of East Pakistani refugees streamed into India to escape the violence and the destruction caused the previous year by the Bhola cyclone, the deadliest tropical cyclone on record. Televised images of the utter devastation, along with George Harrison’s Concert for Bangladesh in August 1971, led to an outpouring of support for Bangladesh. For Khan, though, the portrayal of his countrymen as murderers embittered him toward the West.

Further humiliation arrived when Pakistan’s army was routed in December 1971. The Indo-Pakistani war lasted two weeks, culminating with the mass surrender of Pakistan’s army and the loss of East Pakistan in the face of rapidly advancing Indian troops. Khan and his fellow countrymen had believed that they were a martial race—“one Pakistani can handle ten Indians.” This myth had survived the 1965 stalemate, but the loss in 1971 created an identity crisis for both Pakistan and Khan.

In May 1972, Khan and his family moved to Zwanenburg, a quiet Amsterdam suburb, and he began a new job at a technical consulting firm, Physical Dynamic Research Laboratory [Fysisch Dynamisch Onderzoek-Technische Adviseurs] (FDO). FDO was part of Werkspoor Amsterdam, an important private contractor to the secretive Ultra-Centrifuge Nederland (UCN). UCN controlled all Dutch gas centrifuge work and was a partner with British and German companies in the URENCO uranium enrichment consortium. Founded in 1971, URENCO combined the resources of countries with the ambition to build commercial gas centrifuge facilities but without the sufficient funding to do so alone. These gas centrifuges produce low enriched uranium for nuclear reactors, but could also be used to make highly enriched uranium (HEU) for nuclear weapons. HEU was the fissile material used in the “Little Boy” bomb dropped on Hiroshima.

Compared to other methods, a gas centrifuge plant is one of the cheapest ways to produce HEU for nuclear weapons. The core of a centrifuge is an ingeniously designed rapidly rotating tube, or “rotor,” in which uranium gas spins. The spinning separates the lighter, rare isotope uranium-235 from the more plentiful and less useful uranium-238. In nature, uranium contains less than one percent uranium-235. When centrifuges increase the fraction of uranium-235 in the uranium to a level of 3 or 4 percent, the enriched material can be used in nuclear reactors. When the fraction of uranium-235 exceeds 20 percent, it is called HEU and is usable in nuclear explosives. Bomb makers typically want HEU enriched to at least 80 to 90 percent uranium-235, because at that level the bomb will need far less of it. A crude nuclear weapon requires several hundred kilograms of 20 percent enriched material, but needs only 15 to 20 kilograms of HEU enriched to 90 percent uranium-235, commonly called weapon-grade uranium. If the weapon must be small enough to fit under an aircraft or on top of a ballistic missile, the amount of HEU used matters.

Khan was hired as a metallurgist at FDO by A. Langstraat, a fellow engineering student at Delft Technological University who liked Khan and had since become head of FDO’s Metallurgy Department.2 He also came highly recommended by his professors, but there was a problem: Khan’s hiring was a violation of URENCO’s rules, set in part by the United States which at the time had a virtual monopoly on the supply of enriched uranium. If a nonnational were to work in a top secret gas centrifuge consortium, with the range of classified centrifuge information routinely found at FDO, his application would need to be submitted to the “Joint Committee,” run by the three governments involved in the URENCO partnership. (Nonnationals of the three countries were not allowed access without special permission.) According to a classified 1979 Dutch report, it was “highly unlikely” that the Ministry of Economic Affairs (the Dutch ministry responsible for the enrichment work) would have approved Khan’s employment.3

Yet the report makes clear that FDO was willing to take advantage of URENCO’s nascent security rules. To avoid Khan’s application being sent to the Joint Committee, FDO explained that Khan’s area of work would be limited to metallurgical research, and that FDO experts had “estimated” that Khan would only have access to information classified lower than the level that would require Joint Committee approval.4 Khan’s supporters in FDO also told UCN security officers that Khan had already lived in Europe for eleven years and wished to settle down permanently in the West, preferably in the Netherlands. An investigation at the time by BVD, the Dutch domestic security service, turned up nothing suspicious on Khan despite the inherent risk of hiring a Pakistani at a time when his country most wanted sensitive nuclear information. FDO, UCN, and Dutch government officials never followed through to ensure that Khan actually applied for citizenship, but whether the story about settling in the Netherlands originated with Khan or his advocates, Khan was deeply attached to Pakistan and had never taken steps to sever those ties.

Mr. L.L. Strappers, a senior security officer at the Ministry of Economic Affairs, granted Khan a security clearance for only low-level Dutch centrifuge information. He was not authorized to see centrifuge information from the Netherlands’ partners, Britain and Germany. However, once Khan started working at FDO, his friendliness and helpfulness allowed him to quickly strike up relationships with his new colleagues. When returning from annual vacations in Pakistan, he always brought little presents for his co-workers. In addition, Khan became known as a key “materials expert” for the entire UCN centrifuge project,5 and his colleagues ignored his lack of security clearance to see sensitive information. Later, when Khan violated basic security rules, they ignored that too.6 Collectively, FDO and UCN had no established procedures to block Khan from seeing a wide variety of classified centrifuge information from all three countries.

Khan’s expertise led to visits to the Almelo enrichment plant near the Dutch-German border and many other sensitive UCN facilities. URENCO relied on an excellent network of high-tech European contractors to make centrifuge parts and supply vital equipment and as part of Khan’s job he visited several URENCO suppliers, contacts that would later be invaluable when Khan shopped for his own centrifuge program. Because Khan was fluent in Dutch and German, he was also assigned by FDO in 1974 to help translate the overwhelming number of German documents FDO accumulated. His work took him to the restricted facility known as the “brain box,” a temporary building located next to the factory at Almelo. There he had access to scores of highly classified centrifuge designs and manufacturing documents and was treated as a fully accredited member of the team.

Through his work at FDO, Khan obtained detailed designs of the Dutch SNOR and CNOR centrifuges, and the German G2 centrifuge. He also gained information about the more advanced Dutch M4 centrifuge, and most likely the German G4 centrifuge. Khan was so confident of how much he’d learned that he confided to a colleague he commuted to work with that he knew all the secrets of the centrifuge project and was himself capable of making a centrifuge.7

In less than a decade, Khan would make good on his boast. He christened Pakistan’s first and second generation centrifuges—duplicate versions of the Dutch and German centrifuges whose designs he had access to—P1 and P2.

[image: image]

THERE IS NO doubt that Khan had the means and the opportunity to become a spy. But why did he do it? The official Dutch investigation in 1979 concluded he was unlikely to have been a plant by the Pakistani government. URENCO officials speculated he was recruited by Pakistani officials early in his employment at FDO and told to stay in the Netherlands for a couple of years to collect information and experience.8

Khan—who likes to talk—tells his story this way.

When India detonated its first nuclear device (code-named “Smiling Buddha”), in 1974, the memories of the Indo-Pakistani war were still fresh. In his mind, his country had been dismembered and its people humiliated. Now nuclear weapons were in the hands of a mortal enemy. A bolder approach than writing letters to Dutch newspapers was required. In an emotional letter to Pakistan’s Prime Minister Zulfikar Ali Bhutto in September 1974, delivered via Pakistan’s ambassador in Belgium, Khan argued that no less than the survival of his country was at stake. “Why was a long struggle made for the creation of Pakistan and why were hundreds of thousands of mothers, sisters and brothers martyred at the hands of the Hindus? … We must chalk out a line of action and start work on it immediately, as it is the demand of our security and welfare.”9 He volunteered his help in meeting this national emergency.

“He seems to be talking sense,” Bhutto scribbled in the margin of Dr. Khan’s letter. Bhutto referred the letter with his comments to the head of the Pakistan Atomic Energy Commission (PAEC), Munir Ahmad Khan. Munir Khan had been trying, without success, to obtain a reprocessing plant from France to separate plutonium.10 Munir asked his point man in Europe, S.A. Butt, a science and technology minister in the Pakistani embassy in Brussels, to verify Khan’s claims. “I checked on A.Q. Khan,” Butt said, “and reported that he was really engaged in pioneering work on centrifuge technology and can be helpful in Pakistan’s nuclear program.”11

Bhutto had reason to be excited, having started his country on the path to nuclear weapons. Pakistani nuclear scientists were faced with difficulties in purchasing overseas facilities to make plutonium. The unknown, European-educated Khan offered Bhutto another way. Pakistan could produce an atomic weapon based not only on plutonium but on highly enriched uranium as well. Khan’s offer held out the prospect of help from someone with up-to-date scientific knowledge, access to critical new technology, and a list of European companies happy to supply the equipment. Still, it was a monumental gamble requiring years of hard work, hundreds of millions of dollars, and an enormous amount of faith placed in a young, unproven scientist. It was a gamble Bhutto was willing to take.

Bhutto asked Khan to meet him in Karachi.12 When he returned to Pakistan during his Christmas break in 1974, Khan laid out his plan to Bhutto, who asked him to meet with Munir Khan. Khan met Munir Khan and his officers and advised them on how to proceed in obtaining a centrifuge plant.13 According to later accounts by both Khan and the Pakistani government, he offered minimal direct assistance during the meeting, implying that he stole no sensitive centrifuge information while he was in the Netherlands and that he developed the P1 and P2 based only on general information.14

How much of Khan’s story is myth? URENCO’s conjecture of what transpired reveals that Khan may have been recruited in a less heroic manner. Butt was actively seeking assistance for Pakistan’s fledgling nuclear weapons effort and may well have heard about this young talented Pakistani engineer and approached him directly. Why did he choose Khan? There is some evidence that Khan was gathering information before meeting Bhutto in 1974. The secret Dutch government report on Khan states that a UCN employee told Dutch investigators that during his visits to several suppliers in Germany and Switzerland in 1974, he discovered that Khan had also made inquiries at these firms, which were supplying Dutch centrifuge components to URENCO.15 At the time, he wondered whether FDO was engaged in a centrifuge project itself, independent of URENCO. He did not even consider the possibility that one of FDO’s employees was providing secrets to a foreign government.

After meeting A.Q. Khan in January 1975, Munir Khan recommended that Bhutto establish a secret gas centrifuge program.16 The centrifuge project was code-named the Directorate of Industrial Liaison (DIL). At the same time, Munir started a program to find the resources to make “hex”—uranium hexafluoride, the feed gas for a gas centrifuge that is difficult both to produce and handle. He also created a team dedicated to building an atomic bomb out of HEU. (Producing the HEU would prove Munir’s greatest challenge.)

Armed with URENCO’s technology, Khan realized that he could buy a centrifuge plant and the means to make centrifuges piece by piece on the international market, and many suppliers would gladly help him do it for a fat profit. “With years of experience working on similar projects in Europe,” he wrote later on, “my contacts there with the various manufacturing firms were an invaluable asset to me.”17 Khan deserves credit for acknowledging Pakistan didn’t have the technological infrastructure to build the components needed for a centrifuge plant. Doing so would have “cost an enormous amount of time,” he wrote, and he was “sure that the [centrifuge] project would have been aborted at the very early stages because of this.”18 He was correct—centrifuges require highly precise manufacturing and advanced metallurgy generally unavailable to developing countries. Pakistan’s industries were unable to produce the specialized metals needed for centrifuges, and they lacked the equipment and technicians able to produce the high-quality components of a centrifuge.

Rounding out Munir Khan’s team was Sultan Bashiruddin Mahmood, an exuberant thirty-three-year-old fundamentalist who was placed in charge of the gas centrifuge project.19 Munir Khan placed Butt, already at the Pakistani embassy in Belgium, in charge of procurement for the new project.20 Thus, PAEC launched its secret operation in Europe to purloin gas centrifuge information and procure parts for centrifuges from European companies.

Work started almost immediately, with Khan leading the way from his post at FDO. “A.Q. Khan did some daring things, risking his job and imprisonment,” said Butt.21 He reportedly flooded Butt, through an unknown intermediary, with steady streams of secret information on designing and building centrifuges, as well as lists of suppliers.22

Khan brought to his home in Zwanenburg from FDO entire packets of drawings of classified centrifuge components. He also “spontaneously” offered his wife’s services to FDO as a translator from Dutch to English for classified centrifuge documents.23 Astonishingly, the company agreed despite her not having any security clearance at all. He began receiving visitors from both the Pakistani embassies in Belgium and France at his home.24 When Mahmood visited Europe in 1975 to shop for equipment and materials for the centrifuge program, Khan traveled to Belgium to meet both him and Butt.25

PAEC decided to build its P1 model based on the designs from a Dutch centrifuge, this type being considerably easier to construct than the German model centrifuges for which Khan had designs. Butt and Khan started to seek out URENCO’s suppliers and began to order components. In August 1975, Butt telephoned Emerson Electric Industrial Controls Ltd., a U.S.-owned company, seeking information about frequency converters, an important component that powers a centrifuge and keeps it spinning at a precisely specified speed. He told the company he worked at Belgo-Nucleaire, a famous Belgian nuclear company, and asked about buying a specialized converter. Emerson became suspicious because this type of converter had been developed by the Dutch company Comprimo specifically for URENCO, and Belgo-Nucleaire had no known use for it. When Emerson informed Comprimo, its officials could not find any explanation for the order and UCN was notified.26 Then in the fall of 1975, the French company Metalimphy received an order from the Pakistani embassy in Brussels for some equipment that company officials could see was drawn from a specific UCN report.27 UCN determined that Khan appeared to be connected to this order.

Khan’s questionable behavior that fall during NUCLEX (an industry wide nuclear exhibition) in Basel, Switzerland, was finally enough to raise flags. He was overheard by officials at UCN asking suspicious questions of various UCN suppliers. Khan also reconnected with Henk Slebos, an old Dutch friend from his student days at Delft Technological University. Slebos would become a lifetime friend and a key ally in finding many sensitive items for Khan’s centrifuge plant.

Security officials at UCN notified the Ministry of Economics. “It seems to me I have found a spy,” said a ministry official to Ruud Lubbers, the minister of economics.28 Lubbers, who had become minister in 1973, decided not to order Khan’s arrest right away. This being 1975 he “did not think about proliferation at that very moment, to be honest.”29 Lubbers viewed Khan as a commercial threat to URENCO, worrying that its secrets would fall into the hands of its American and Japanese competitors. He likely also worried about adverse reactions from his British and German partners and the Dutch public, which at the time was increasingly antinuclear.

Lubbers ordered BVD to follow Khan, who had been reassigned to a less information sensitive job at FDO. His superiors tried to convince Khan that his new job was a high priority, but it is probable he didn’t believe them. Now aware his actions were being closely scrutinized by authorities, he acted much more cautiously. BVD agents were unable to find any clear evidence of espionage.

However, the wheels were already in motion for at least one order for centrifuge parts. Sometime toward the end of 1975, possibly at the NUCLEX conference, Khan asked R.W.Y. van Blijenburgh of Van Dorne’s Transmissie (VDT), which provided superstrong maraging steel parts to UCN, whether his company could produce certain types of steel tubes for one of Khan’s “connections.”30 Khan already knew van Blijenburgh because of his regular contact with FDO. Based on the technical details Khan provided, van Blijenburgh made a sketch, which was submitted to VDT’s drawing office to prepare an official drawing.31 The official drawing, dated November 21, 1975, was derived from classified UCN information for experimental versions of two Dutch centrifuges.32 The tubes Khan requested were the raw materials of a particularly tricky part of a centrifuge known as a bellows, a Russian invention that prevents longer and more powerful centrifuges from breaking as they gain speed during start-up.

Austrian engineer Gernot Zippe had brought this type of bellows to URENCO. He had been captured by Soviet forces at the end of World War II and forced to work on the Russian centrifuge program until 1953. After being allowed to return to the West in 1956, he shared his new knowledge with faltering European centrifuge efforts, allowing them to make huge strides forward. Zippe’s bellows and longer centrifuges were critical to producing enriched uranium at a price competitive with the more established U.S. programs. This invention would make it more affordable to enrich uranium for nuclear reactors and nuclear weapons, ironically increasing the likelihood of the very kind of nuclear proliferation Khan sought to exploit.

Pakistan would likely have encountered significant difficulty in attempting to make these parts without assistance. The tubes had to be cut into sections, then skilled machinists would carefully thin a portion of the cylinder which was placed in a machine that would create an inward facing bulge in the thinned section. Even the most capable machinists faced high rates of manufacturing error. In response to Khan’s request, VDT produced a written proposal to make the tubes.

Nobody responded to the proposal. Khan left the Netherlands on December 15, 1975, with his family “on holiday” and returned to Pakistan. Lubbers believed that Khan “understood the signal” of being denied access to the centrifuge project and “came in out of the cold.”33 A month later, in January 1976, Khan’s wife, Henny, returned to the Netherlands to meet Frits Veerman, one of Khan’s close co-workers at FDO. Khan asked Veerman in a letter to go to Khan’s office on a Saturday, collect all of Khan’s materials from his filing cabinet and hand them over to Henny.34 In that same letter, Khan asked Veerman to give Henny the home address of a mutual colleague who was an expert in the mass production of centrifuge components. He also asked Veerman to contact his brother, Abdul Lateef Khan, who was also living in the Netherlands, about making arrangements to visit Pakistan. Veerman refused these requests but later learned that Khan had nonetheless contacted their colleague.35

The Dutch government acted as though Khan’s departure ended the case. It did not launch an investigation to determine what Khan could have stolen. Worse, it did not inform its partners Britain and Germany about Khan’s breach of security, despite its treaty obligations to do so. This not only allowed Khan to steal secrets, it also enabled him to benefit from that theft of centrifuge information for years to come. Khan was now free to procure materials and know-how for his centrifuge program from all over the world. One of the very few early opportunities to stop him was lost.

After Khan’s arrest in 2004, Lubbers tried to shift blame to the CIA. “Certainly, at the time he [Khan] was already known to U.S. intelligence services who were following his movements,” he claimed.36 He told the Japanese television network NHK in 2005 in a rambling interview that “Washington requested—the Dutch people—services to inform them fully, but not to take any action so that they could follow Mr. Khan and try to find out what network was developing.”37

In the 1980s and 1990s, the CIA would certainly be guilty of letting Khan operate in order to gather more information, but it seems unlikely they were aware of Khan in 1975. A former CIA official who served as their station chief in the Netherlands in 1975 categorically denies Lubbers’ statements.38 He did not even know Khan’s name at that time, and was not briefed about Khan’s activities by the BVD (Dutch intelligence). He added that the CIA could not have followed Khan, even if it had wanted to, because he lacked the resources to set up such an operation. Only the BVD had the resources to set up round-the-clock surveillance on Khan, and “the Dutch BVD did not like the CIA operating inside Holland” without permission. He said that the CIA and BVD cooperated closely on many operations, running “compatible operations” on China, terrorism, and the Eastern Bloc, but never on Khan. “If someone had come up with Khan as a target in my day,” he said, “I would have loved it.”39

Stunned senior U.S. government officials didn’t learn about Khan’s centrifuge project until 1978, only weeks after Washington finally convinced France to cancel the sale of a plutonium separation plant to Pakistan. By then, Khan was well on his way to building the bomb, and U.S. efforts could only slow him down.

As for Khan, he had one last letter to write.

Not long after his departure, he sent word to his colleagues that he had become ill. In a letter dated January 26, 1976, Khan submitted his resignation, citing his desire to live in Pakistan. Despite suspicions about his spying, FDO sent him a testimonial regretting his departure. They wished him the best of luck, both in his future career and “perhaps for the benefit of your country.”40



TWO
 [image: image]
Pakistan Gets the Bomb

A fundamental weakness in the Pakistani centrifuge project was its lack of enough trained people and centrifuge “know-how.” Although A.Q. Khan had acquired a vast amount of secret centrifuge technology and components in the Netherlands, building a centrifuge plant in Pakistan required more outside help. Khan would prove adept at finding that help, but a more important step needed to be taken first: wresting control of the project from Munir Khan.

A.Q. Khan has stated that he intended to return to the Netherlands in early January 1976, but Bhutto asked him to stay and save the centrifuge program.1 However, without access to the Dutch centrifuge program and realizing he was under suspicion of espionage, Khan most likely had little choice but to stay in Pakistan and seek a prominent position in the centrifuge program.

In early 1976, PAEC had already identified a workable centrifuge design and placed several orders in Germany and Switzerland for parts. These were notable benchmarks given that the program’s main pipeline for information had been cut off a few months prior. Yet in a letter to Prime Minister Bhutto, A.Q. Khan complained about the project’s progress, blaming Sultan Bashiruddin Mahmood and Munir Ahmad Khan.2 It was a self-serving claim aimed to deflect any accusations about time lost due to Khan’s removal from FDO but also geared at seizing control of the program.

A.Q. Khan was reportedly upset that Munir Khan had not given him a senior enough position in the Pakistan Atomic Energy Commission. A.Q. Khan’s aim was to sow discord. In April 1976, A.Q. Khan wrote Bhutto that the project would not be able to provide the material for a nuclear weapon by 1980, as promised.3 In a subsequent meeting with Bhutto, Khan is reported to have cited Munir Khan as a key problem.

Bhutto sided with A.Q. Khan. On July 17, 1976, Khan took over the project, renamed the Engineering Research Laboratories (ERL). While Munir remained in control of many parts of the Pakistani nuclear weapons program, including the development of the nuclear weapon itself and the effort to produce plutonium for nuclear weapons, ERL did not come under Munir Khan’s PAEC and had its own budget. Signaling trouble later, it also had a weak oversight board of senior Pakistani officials with little knowledge of centrifuges and little penchant to control Khan. He was free to pursue his quest for nuclear weapons with a huge budget and minimal governmental oversight.

As the Khans fought over who would control the resource-rich centrifuge effort with dueling philosophies (Munir ran an honest, slower-moving program; A.Q. Khan led an accelerated, corrupt one), A.Q. Khan launched an aggressive effort to find highly trained personnel, luring European-educated Pakistani scientists with high salaries while also obtaining their assurance not to reveal the program to outsiders.4 He also continued contacting his old colleagues at FDO in 1976 and 1977 asking for information, materials, and on occasion, centrifuge components. In exchange for traveling to Pakistan, they would receive a handsome fee. And there was plenty of money to go around. During 1977 and 1978, European suppliers transferred considerable amounts of funds to the personal savings account of Henny and her mother at the Rabo-Bank in Bergen op Zoom. Monies totaling NLG 400,000 (or about $200,000) were subsequently transferred to Khan in Pakistan from the Swiss vacuum firm VAT and Leybold-Heraeus in Hanau, Germany. Dutch investigators speculated that these payments were personal commissions for providing these companies with Pakistani orders.5

Khan’s efforts became so brazen that FDO management became alarmed, and sent a confidential letter on July 29, 1977, to its employees warning them of immediate dismissal and possible criminal prosecution if they complied with such requests. Several of Khan’s ex-FDO colleagues refused to help him with sensitive issues that were plaguing his project. Even his closest ex-associates, such as Frits Veerman, had no interest in assisting him to build centrifuges if it meant divulging company secrets. Yet as long as he kept his project secret, FDO and UCN were willing to ignore a wide range of warning signs that Khan was building a secret gas centrifuge plant. Despite their initial efforts, FDO management did not follow through and inform the Dutch branch of URENCO or the Dutch government about Khan’s contacts with its employees and the warning letter it wrote in response.6
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