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front matter

  


  Self-Sovereign Identity offers a new perspective on one of the most important challenges of society and computing: safely managing our digital identities. As early adopters and leaders in this area, Drummond Reed and Alex Preukschat are uniquely able to introduce the technology and potential of SSI. In this book, you’ll enjoy not just their insights, but also the experiences of many other leading practitioners.


  Most of what we call “identity” isn’t. It’s identifiers. It’s how some organization identifies you: as a citizen, a driver, a member, a student. Those organizations may issue you an “ID” in the form of a passport, license, or membership card, but that isn’t your identity. It’s their identifier. Your identity—how you are known to yourself and to others—is something else: something much more personal and under your control as a self-sovereign human being.


  Self-sovereign identity (SSI) gives you control over what others need to verify about you, on a need-to-know basis. Simply put, it replaces identifiers with verifiable credentials. And, in the process, it greatly simplifies and speeds up the way identity works in the digital world for both individuals and organizations.


  It’s early in the evolution of SSI; but not so early that we can’t get answers to the questions of how it’s going to work and where it’s going. Both of those questions are of massive importance and why this book is essential at this juncture in the history of digital technology. Reading and learning what’s being shared here might be the most leveraged thing you do this decade.


  But before you start, it should help to visit how identity already works in the natural world where we live and breathe. True, it can get complicated, but it’s not broken. For example, if an Inuit family from Qikiqtaaluk wants to name their kid Anuun or Issorartuyok, they do, and the world copes. If the same kid later wants to call himself Steve, he does. Again, the world copes. So does Steve.


  Much of that coping is done by Steve not identifying himself unless he needs to and then not revealing more than what’s required. In most cases, Steve isn’t accessing a service but merely engaging with other people, in ways so casual that no harm comes if the other person forgets Steve’s name or how he introduced himself. In fact, most of what happens in the social realms of the natural world is free of identifiers and free of recollection.


  How we create and cope with identity in the natural world has lately come to be called self-sovereign, at least among digital identity obsessives such as myself. And there are a lot of us now. (Search for self+sovereign+identity and see how many results you get.)


  Self-sovereign identity starts by recognizing that the kind of naming we get from our parents, tribes, and selves is at the root level of how identity works in the natural world—and that this is where we need to start in the digital world, as well. In the simplest possible terms, we need to be in control of it.


  Our main problem with identity in the digital world is that we started with no personal control at all. Everything we did with identity began with organizations’ need to put names in databases. This served the administrative convenience of those organizations—and our convenience only to the degree that we are known separately to all the organizations that know us.


  If we want to make SSI work on the internet, we have to respect the deeply human need for self-determination. That means we need to provide individuals with new ways to obey Kim Cameron’s seven laws of identity (explained in chapter 1), most notably individual control and consent, minimum disclosure for a constrained use, and justifiable parties.


  Put as simply as possible, we need to give administrative systems no more personal information than they require. We call that information verifiable credentials. Note that these are still not identities. They are nothing more or less than what the other party needs to know.


  This book explains how all this works. The authors of those explanations are pioneers and explorers working to make new systems while helping old ones adapt. The main point you need to keep in mind as you read the book is this: it’s personal.


  Self-sovereign identity isn’t about administrative systems. It’s about you and me and how we selectively disclose personal information to others on a need-to-know basis, and being able to do that at scale. Getting to scale requires lots of help and alignment from the world’s incumbent identity systems. But those systems by themselves are not self-sovereign. You and I are. That’s the key. And it’s the only one that will open the true future of digital identity.


  


  —Doc Searls


  
preface


  On February 4, 2021, the following graphic appeared in the New York Times, under the headline “Pack your ‘Vaccine Passport’”:


  The article, written by travel reporter Tariro Mzezewa, starts by explaining this new concept:


  A vaccination pass or passport is documentation proving that you have been vaccinated against Covid-19. Some versions will also allow people to show that they have tested negative for the virus, and therefore can more easily travel. The versions being worked on now by airlines, industry groups, nonprofits and technology companies will be something you can pull up on your mobile phone as an app or part of your digital wallet.


  [image: PREF_UN01_Preukschat]



  Illustration by Lloyd Miller


  The technology described in that paragraph—more formally known as verifiable credentials—is precisely the subject of this book. As the article goes on to explain, the worldwide rollout of COVID-19 vaccinations has triggered an avalanche of demand for verifiable digital credentials that will enable individuals to easily, safely, and privately prove they have received a COVID-19 test result or vaccination.


  One of the most visible of these initiatives is the World Health Organization (WHO) Smart Vaccination Certificate Working Group (https://www.who.int/groups/smart-vaccination-certificate-working-group). When co-author Drummond Reed was invited in January 2021 to participate in this working group, he was asked if he knew of written materials the working group could read to quickly come up to speed on the open standards, open source code, governance frameworks, and real-world deployments of verifiable credentials.


  Given that this book—a product of two years of work by over 45 contributing authors—was just entering the final stages of production, Drummond recommended several of the most relevant chapters. Manning obliged by providing WHO with a digital version of the requested chapters within 24 hours so they could be ready for the first meeting of the working group held February 3-5, 2021.


  This anecdote illustrates the extraordinary way in which the COVID-19 pandemic is catapulting verifiable credentials and self-sovereign identity (SSI) technology into the internet mainstream. Just as pharmaceutical manufacturers were called upon to compress the normal four- to five-year vaccination development process into a matter of months, verifiable credential developers and integrators are being asked to compress a typical four- to five-year technology adoption cycle into a matter of months.


  It is entirely possible that by the time you read this book, you will have received a “jab” and at the same time—or shortly thereafter—downloaded a digital wallet app, scanned a QR code, and received a verifiable digital credential that you can use to prove the precise vaccination you received.


  In short, you will already be using SSI. And so will millions of other people around the world, to help reopen global travel and our economies.


  We hope this is just the tip of the iceberg for what SSI can do—for all of us. And that will be just the very beginning of the SSI story.


  Of course, we could not have anticipated this when we began work on this book over two years ago. But neither was it a cosmic coincidence. Rather, it was an outcome of the mutual trajectories of our careers. Here is a little about our own stories.


  


  Alex Preukschat


  In 2014, driven by my interest in cryptocurrencies, I published the world’s first graphic novel about Bitcoin, called Bitcoin: The Hunt for Satoshi Nakamoto. Over the next several years, it was published in English, Spanish, Russian, Korean, and Brazilian Portuguese. Then, in 2017, I published Blockchain: The Industrial Revolution of the Internet (Spanish title: Blockchain: la revolución industrial de internet) (Gestión, 2017). This became the reference book about blockchain in the Spanish-speaking world. Shortly after that, inspired by David Birch’s book Identity Is the New Money (London Publishing Partnership, 2014), I was motivated to begin working in the decentralized digital identity space. I connected with one of the leading companies in that space, where I had the opportunity to begin collaborating with identity evangelist Drummond Reed and cryptographic SSI pioneer Jason Law.


  Realizing the enormous potential of this new space being called self-sovereign identity or SSI, I founded SSIMeetup.org with Drummond’s and Jason’s support. It was an open community-based platform to share knowledge about SSI with the world. Everything on SSIMeetup is available via a Creative Commons Share-Alike (CC BY SA) license that allows free usage with attribution. I began doing webinars with leaders in the SSI space.


  With each webinar I did, and the resulting discussion on social media, I realized the growing role that decentralized digital identity was going to play in the world. It unified everything I had been doing since 2006—understanding money, learning about blockchain, and discovering the power of a new type of digital identity.


  That’s when I had the inspiration to invite Drummond to join forces to create what we hoped would become the reference book about SSI—one that would explain this fascinating topic not just to developers, but to business people, policymakers, university students, and myriad others who could start to put SSI to work in their everyday lives.


  Decentralized digital identity encompasses much more than the word identity means by itself. Decentralized digital identity is at the crossroads of the free software / open source world, peer-to-peer technologies, cryptography, and game theory. In the same way that Bitcoin taught us that these disciplines could be recombined to create something new, decentralized digital identity recombines them into something so unique and powerful that some are calling it “the Internet for identity.”


  While Bitcoin touches on one of the pillars of society—money—identity is even more fundamental. Human lives are too short to fully recognize and appreciate the cycles and changes of mankind, but exponential technologies like blockchain, artificial intelligence, biotech, and many others have accelerated the pace of change much faster than ever before in history. And while we crave change because of the opportunities it provides, we also fear it because of what we might lose in life as we know it.


  SSI is one of the expressions of how the world as we know it may be completely reshaped. The outcome of that reshaped world is very hard to predict. It could fulfill the most beautiful of utopian dreams for a better and more balanced society. It could also become a dystopian nightmare.


  Of course, the former is my hope for SSI. However, I’m not sure exactly how we will get there and which technologies will create the future “identity stack.” What I do know is that it is crucial for as many of us as possible to be involved and understand the opportunities to create that world together. So I have poured my heart and soul into bringing together some of the finest identity evangelists, thinkers, pioneers, and business people I could find, to share their visions of this future.


  Each of them speaks in their own voice and shares their own vision—and they are by no means all the same. Much of what you will learn from this book is the different paths and tools they advocate for building that vision. But they share the belief that SSI can become a game-changing tool in your life—personally, professionally, economically, even politically. In short, if you take this path and one day look back at it, I think you’ll be glad you did.


  


  Drummond Reed


  Alex is one persuasive dude. Ever since this technology—nay,—movement that we now call SSI started to really take hold in 2018, I have been busier than at any time in my life. And here Alex was asking me to help him put together an entire book on this subject—when I couldn’t even find the time to write the papers and blog posts about SSI that were part of my day job at Evernym (and my night job at that time as a trustee of the Sovrin Foundation).


  Was he crazy? On the other hand, the webinars I had started giving on his SSIMeetup.org site were proving to be surprisingly popular, and Alex made a compelling case that someone needed to pull together a complete book about SSI to support its growth and transition into the internet mainstream. What finally convinced me was his argument that I would only need to contribute a few chapters about the areas I was most deeply involved with; for the rest of the book, we would curate contributions from other experts across the growing SSI industry and other industries adopting SSI.


  We were about a year into that effort—with much of our own content written and many chapters from contributing authors already received—when the COVID-19 pandemic hit. Suddenly our worlds (and everyone else’s) were turned upside down. We halted work on the book and, for a time, were not even sure if we would be able to continue. Then, after a few months, we realized that not only was SSI continuing to move ahead in the market, but also the need for verifiable digital credentials as a new tool for dealing with proof of COVID-19 testing—and soon vaccinations—might lead to even greater demand for SSI-based solutions.


  Even so, when we restarted work on the book in the late summer of 2020, we had no idea of the tsunami of demand for SSI that was about to be unleashed by the COVID-19 earthquake. Once the arrival of the first vaccinations became imminent in late 2020, the market demand for an easy, fast, hard-to-forge solution for individuals to be able to prove their health status went through the roof. Within weeks, multiple initiatives to issue digital vaccination credentials were announced, including the World Health Organization (WHO) Smart Vaccination Certificate, IATA Travel Pass, Vaccination Credentials Initiative, AOK Pass, and Good Health Pass Collaborative.


  Suddenly it was clear to everyone that SSI was about to go mainstream—and that by the end of 2021, verifiable digital credentials would be in the digital wallets of tens of millions of people around the world, being used multiple times every day for travel, work, sports, and other situations where proof of health status was needed for public safety.


  Of course, I am heartbroken that a global public health crisis was what catapulted SSI into the limelight. But if SSI can play a part in helping us deal with the tremendous human and economic pain caused by this once-a-century pandemic, then I want to do anything I can to help. And if publishing this book can assist governments, public health authorities, healthcare providers, companies, universities, cities, and other communities around the world in understanding and implementing SSI more quickly, then I am all the more thankful that Alex persuaded me to help write it.
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about this book


  Welcome to Self-Sovereign Identity! Our goal in this book is to first introduce you to the basic concept of self-sovereign identity (SSI) and give you a solid understanding of why we’ve reached a watershed in the evolution of internet identity. The rest of the book is designed to help you deepen and broaden that understanding.


  We do that not just through our voices, but also through the voices of leading SSI experts from around the world. They share their perspectives on various aspects of SSI: the technology, the business and legal implications, the social impact, and even the philosophy.


  We bring you specific examples of how SSI might be used to solve real market problems so you can see how it might be applied in your work, family, company, school, industry, city, or country. We also hope this book will open the discussion for other stakeholders and perspectives from society.


  
Who should read this book


  Our philosophy in composing this book is that successful developers, product managers, and business leaders will benefit from a holistic overview of a foundational new technology in order to see the bigger picture, understand the cross-disciplinary currents, and assimilate upcoming major market shifts into their work. SSI is one of those cases that demands a mix of visions and skill sets to shape it into the future we want for the world.


  The target audience of this book is quite varied. We expect all these people to be interested in different parts of the book:


  
    	
      Architects and developers

    


    	
      Product managers

    


    	
      User experience (UX) designers

    


    	
      Business and government leaders

    


    	
      Legal professionals

    


    	
      Privacy, decentralization and blockchain enthusiasts

    

  


  For this reason, we have structured the book in four major parts:


  Part 1 provides an overall introduction to SSI—where it came from, how it works, and its major features and benefits. This should be applicable to all audiences interested in SSI.


  Part 2 is specifically designed for technical professionals who want a deeper understanding of the major components and design patterns of SSI architecture without having to go quite all the way down to the code level.


  Part 3 goes in the other direction: it focuses on the cultural and philosophical origin story of SSI and what this means about its ultimate impact on the internet and society. This part is especially relevant for readers interested in privacy and those who want to understand the origins of the SSI and decentralization movements.


  Part 4 explores what SSI means for business and government through industry experts who convey how it applies to their specific market vertical. This part is especially relevant for architects and product managers who need to convey to their business leaders why SSI matters to their business units—be it opportunity, threat, or disruption.


  


  Chapter 1 introduces the basic concept of SSI and explains how and why it represents the third era of digital identity for the internet. The three remaining chapters in part 1 are as follows:


  
    	
      Chapter 2 —Introduces digital credentials, wallets, agents, decentralized identifiers, blockchains, and governance frameworks

    


    	
      Chapter 3 —Presents seven examples of how the building blocks can be put together to solve hard problems of digital trust

    


    	
      Chapter 4 —Discusses 5 categories summarizing the 25 key benefits of SSI infrastructure

    

  


  We recommend reading these chapters sequentially as they apply to anyone interested in SSI, regardless of whether your focus is technical, product, business, or policy.


  In part 2, we dive deeper into SSI technology for those readers who want to seriously understand how it works. While these chapters do not go quite all the way down to the code level (with the exception of some code examples in chapters 7 and 8), they cover all major aspects of SSI architecture and should provide a solid technical introduction for architects, developers, system administrators, and anyone who wants to understand the SSI “stack.” The topics are as follows:


  
    	
      Chapter 5 —SSI architecture—the big picture

    


    	
      Chapter 6 —Basic cryptography for SSI

    


    	
      Chapter 7 —Verifiable credentials

    


    	
      Chapter 8 —DIDs (decentralized identifiers)

    


    	
      Chapter 9 —Digital wallets and digital agents

    


    	
      Chapter 10 —Decentralized key management

    


    	
      Chapter 11 —SSI governance frameworks

    

  


  In part 3, we broaden the focus to look at SSI as a movement that crosses traditional industry boundaries and encompasses larger technological, legal, social, or political infrastructure. We explore how the decentralization technologies powering SSI are rooted in even larger shifts of philosophy, society, and culture. We discuss the various points of view—historical, political, sociological—on what is and is not considered SSI and why. We hope this part is relevant for all readers, but if your focus is primarily on SSI technology or business solutions you can choose to skip it. Here are the topics:


  
    	
      Chapter 12 —Controlling your identity with open source

    


    	
      Chapter 13 —Cypherpunks: the origin of decentralization

    


    	
      Chapter 14 —Identity for a peaceful society

    


    	
      Chapter 15 —Centralization vs decentralization believers

    


    	
      Chapter 16 —The evolution of the SSI community

    


    	
      Chapter 17 —Identity is money

    

  


  In part 4, we look at how SSI will impact different categories of business, industry, and government—with chapters written by individual experts in each of these verticals. Most chapters end with a SSI Scorecard summary (defined in Chapter 4) assessing the impact of SSI on that particular vertical market:


  
    	
      Chapter 18 —Explaining SSI value to business

    


    	
      Chapter 19 —The Internet of Things Opportunity

    


    	
      Chapter 20 —Animal care and guardianship just became crystal clear

    


    	
      Chapter 21 —Open democracy and e-voting

    


    	
      Chapter 22 —Supply-chain management powered by SSI in Pharma

    


    	
      Chapter 23 —Canada: Enabling Self-Sovereign Identity

    


    	
      Chapter 24 —From eIDAS to SSI in the European Union

    

  


  Finally, we have a set of appendices that provide additional tools and perspectives to help you further explore SSI:


  
    	
      Appendix A —A roster of 11 additional chapters that appear in the liveBook edition of this book to continue the exploration we begin in part 4 of vertical market applications of SSI as explained by experts in each market.

    


    	
      Appendix B —A list of famous essays about SSI, published on the web, that go deep into special topics on SSI and decentralized digital trust infrastructure.

    


    	
      Appendix C —“The Path to Self-Sovereign Identity,” by Christopher Allen. This is the original landmark essay about SSI written by the co-author of the SSL protocol that finally standardized encryption on the web.

    


    	
      Appendix D —“Identity in the Ethereum Blockchain Ecosystem,” by Fabian Vogelsteller and Oliver Terbu. This is another landmark essay about SSI from one of the best-known developers in the Ethereum ecosystem together and the identity product lead at ConsenSys.

    


    	
      Appendix E —“The Principles of SSI.” We conclude the book with a listing of the 12 foundational principles of SSI developed by a global community project hosted by the Sovrin Foundation and published in 15 languages in December 2020.

    

  


  
About the code


  The technical chapters of this book are mainly in part 2. Because of the wide-ranging architectural and design choices possible for SSI, the book in general does not go down to the code level. The exception is examples of verifiable credentials in JSON and JSON-LD in chapter 7 and DIDs and DID documents in chapter 8. However we also include numerous references to the major open source projects working on SSI components around the world, most of which are highly accessible.


  


liveBook discussion forum


  Purchase of Self-Sovereign Identity includes free access to a private web forum run by Manning Publications where you can make comments about the book, ask technical questions, and receive help from the author and from other users. To access the forum, go to https://livebook.manning.com/#!/book/self-sovereign-identity/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://live book.manning.com/#!/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the authors can take place. It is not a commitment to any specific amount of participation on the part of the authors, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the authors some challenging questions lest their interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  
Other online resources


  All chapters have references that can be relevant for further reading. We especially recommend the references in chapter 16, which covers the evolution of the internet identity and SSI communities.


  Throughout the book, we have included references to SSIMeetup.org webinars whenever there is a webinar with more information about the corresponding chapter. You can also sign up for more updates related to the book at IdentityBook.info.


  We especially recommend following these communities to stay current in the SSI space:


  
    	
      W3C Verifiable Credentials Working Group, https://www.w3.org/groups/ wg/vc

    


    	
      W3C Decentralized Identifier (DID) Working Group, https://www.w3.org/ 2019/09/did-wg-charter.html

    


    	
      W3C Credentials Community Group, https://www.w3.org/community/creden tials

    


    	
      Decentralized Identity Foundation, https://identity.foundation

    


    	
      Sovrin Foundation, https://sovrin.org

    


    	
      Trust over IP (ToIP) Foundation, https://trustoverip.org

    


    	
      COVID-19 Credential Initiative, https://www.covidcreds.org
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Part 1 An introduction to SSI

  


  Although it started in 2015, self-sovereign identity (SSI) as a technology, industry, and movement is still very young. Many people working directly in the digital identity industry are likely to be familiar with it, but to those working in other industries—especially outside of tech—it may be a brand-new concept.


  Part 1 gives you everything you need to know to become conversant in SSI, no matter where you are coming from. It is organized into four chapters:


  
    	
      Chapter 1 begins with the fundamental reasons we need digital identity and why the first two generations of solutions (centralized identity and federated identity) have not solved the problem. It explains the origins of SSI as a new internet identity model based on blockchain, cloud, and mobile computing technology and paints a picture of the impact SSI is already having in e-commerce, finance, healthcare, and travel.

    


    	
      Chapter 2 introduces the seven basic building blocks of SSI—including digital credentials, digital wallets, digital agents, and blockchains—at a level that should be comfortable for non-technologists.

    


    	
      Chapter 3 takes the seven building blocks from Chapter 2 and shows how they can be put together to solve different scenarios in digital trust.

    


    	
      Chapter 4 introduces the SSI Scorecard as a tool for systematically evaluating the major features and benefits of SSI (a tool we use again in part 4 to evaluate the impact of SSI on various industries and market verticals).

    

  


  
    
1 Why the internet is missing an identity layer—and why SSI can finally provide one

  


  Alex Preukschat and Drummond Reed


  Self-sovereign identity—commonly abbreviated SSI—is a new model for digital identity on the internet: i.e., how we prove who we are to the websites, services, and apps with which we need to establish trusted relationships to access or protect private information. Driven by new technologies and standards in cryptography, distributed networks, cloud computing, and smartphones, SSI is a paradigm shift for digital identity similar to other technology paradigm shifts: for example, the shift from keyboard-driven user interfaces (e.g., MS-DOS) to graphical user interfaces (e.g., Windows, Mac, iOS), or the shift from dumb phones to smartphones.


  However, the SSI paradigm shift is deeper than just a technology shift—it is a shift in the underlying infrastructure and power dynamics of the internet itself. In this way, it is closer to other infrastructure paradigm shifts such as those in transportation:


  
    	
      The shift from horse travel to train travel

    


    	
      The shift from train travel to automobile travel

    


    	
      The shift from automobile travel to airplanes and jet travel

    

  


  Each of these shifts in technology resulted in deeper, structural changes to the shape and dynamics of society and commerce. The same is true of the paradigm shift to SSI. While the details are evolving rapidly, the “big picture” of SSI that has already emerged is remarkably coherent and compelling—and this is what is driving adoption.


  In this book, we endeavor to explain this SSI paradigm shift in the most approachable way possible. Our motivation is not to impose our vision of the world on you but to humbly convey the technological, business, and social movements that have come together to make SSI possible. Our starting point is this claim:


  The Internet was built without an identity layer.


  —Kim Cameron, Chief Architecture of Identity, Microsoft [1]


  What did Kim Cameron—Microsoft’s chief architect for identity from 2004 to 2019—mean by that quote? What is an “identity layer?” Kim gives an answer in his groundbreaking series of essays called “The Laws of Identity,” published on his blog over a series of months in 2004 and 2005:


  The Internet was built without a way to know who and what you are connecting to. This limits what we can do with it and exposes us to growing dangers. If we do nothing, we will face rapidly proliferating episodes of theft and deception that will cumulatively erode public trust in the Internet.


  Kim was saying that when the internet was initially developed in the 1960s and 1970s by the U.S. military (sponsored by the Defense Advanced Research Projects Agency, or DARPA), the problem it was designed to solve was how to interconnect machines to share information and resources across multiple networks. The solution—packet-based data exchange and the TCP/IP protocol—was so brilliant that it finally enabled a true “network of networks” [1]. And the rest, as they say, is history.


  What Kim was driving at, however, is that with the internet’s TCP/IP protocol, you only know the address of the machine you are connecting to. That tells you nothing about the person, organization, or thing responsible for that machine and communicating with you. (Hackers have demonstrated how to change a computer’s hardware [MAC] or IP address before it is sent to remote network devices. This makes it nearly impossible to rely on, or trust, current network-level identifiers.)


  This seems like a fairly easy problem to solve—after all, people and organizations built the internet, and we control (or at least we think we do) all the “things” that are using it. So, how hard could it be to design a simple, standard way to identify the person, organization, or thing you are dealing with over the internet?


  The answer turns out to be: very, very hard.


  Why? In a nutshell, the original internet was not very big. The people using the network were mostly academic computer scientists. Most of them knew each other, and they all needed access to expensive machines and sophisticated technical skills to participate. So even though the internet was designed to be decentralized and to have no single points of failure, early on it was effectively a relatively small club.


  Needless to say, that has changed completely. There are now billions of people and multiple billions of devices on the internet, and almost all of them are strangers. In this environment, the unfortunate truth is that there are many, many people who want to deceive you about who or what you are dealing with over the internet. Identity (or the lack of it) is one of the primary sources of cybercrime.


  
1.1 How bad has the problem become?


  Recall the final sentence of Kim Cameron’s 2005 prediction about the internet’s missing identity layer: “If we do nothing, we will face rapidly proliferating episodes of theft and deception that will cumulatively erode public trust in the Internet.”


  Despite all the efforts to solve the internet identity problem, the lack of a breakthrough solution has proved Kim’s prognosis true in spades. Never mind that by 2017, the average business user had to keep track of 191 passwords [2] or that username/password management has become the most hated consumer experience on the internet. That’s just an inconvenience.


  Where’s the foul? The deeper damage is in cybercrime, fraud, economic friction, and the ever-growing threats to our online privacy.


  The litany of statistics goes on and on:


  
    	
      IBM President and CEO Ginni Rometty described cybercrime as “the greatest threat to every profession, every industry, every company in the world” [3].

    


    	
      Global cybercrime damages are predicted to cost $6 trillion annually by 2021 [4].

    


    	
      Over 90% of American consumers believe they have lost control of how their personal information is collected and used by all kinds of entities [5].

    


    	
      In 2016, three billion Yahoo accounts were hacked in one of the biggest breaches of all time [6].

    


    	
      80% of hacking-related breaches are due to compromised user passwords [7].

    


    	
      The Equifax breach has cost the company over $4 billion in total [8].

    


    	
      According to a 2014 study from Ctrl-Shift, the cost of identity-assurance processes exceeds £3.3 billion per annum in the UK alone [9].

    

  


  Our failure to solve the internet identity problem is reaching the breaking point. Either we fix it, or the very future of the internet is in doubt.


  
1.2 Enter blockchain technology and decentralization


  Like many disruptive innovations, breakthroughs can come from unexpected places. When Satoshi Nakamoto first published Bitcoin: A Peer-to-Peer Electronic Cash System in October 2008 [10], no one expected it could also inspire a fundamental transformation in how we think about identity and trust online.


  Yet identity and money have been very closely intertwined for centuries—a history explored in rich and entertaining detail in David Birch’s 2014 book Identity is the New Money [11] (read chapter 17 on money and identity for more details). So it is not surprising that by 2015, when Bitcoin’s decentralized blockchain model had started to capture the attention of industry and the world press, it finally came to the internet identity community’s attention.


  At the Spring 2015 Internet Identity Workshop (IIW), a three-day gathering of internet identity experts that has been held twice a year every year since 2004, several sessions were held on “blockchain identity.” That kicked off an informal group to study how best to apply blockchain tech to the challenges of user-centric identity management that IIW had been working on for over a decade. At the Fall 2015 event, that group reported out in a series of sessions that caught fire within the IIW community.


  Two months later, the U.S. Department of Homeland Security Science & Technology division published a Small Business Innovation Research (SBIR) grant topic entitled “The Applicability of Blockchain Technology to Privacy Respecting Identity Management” [12]. It said:


  The potential applicability of blockchain technology goes beyond crypto-currencies (which is simply an application built on top of that technology) to many other uses such as smart contracts, provenance and attribution, distributed validation of information, and more.


  This SBIR topic is focused on determining and demonstrating if classic information security concepts such as confidentiality, integrity, availability, non-repudiation and provenance as well as privacy concepts such as pseudonymity and selective disclosure of information can be built on top of the blockchain to provide a distributed, scalable approach to privacy respecting identity management.


  Here was a U.S. government agency proposing that the same principles of blockchain technology that power Bitcoin could potentially solve critical problems with the internet’s missing identity layer. And it was not alone. The European Union was exploring decentralized digital identity via a number of initiatives (see the International Association for Trusted Blockchain Applications, https://inatba.org; the EU Blockchain Observatory & Forum, https://www.eublockchainforum.eu; and the European SSI Framework [eSSIF], https://ssimeetup.org/understanding-european-self-sovereign-identity-framework-essif-daniel-du-seuil-carlos-pastor-webinar-32), the Chinese government was making Blockchain technologies a national priority [13], and Korea was creating public/private consortia specifically for decentralized identity (http:// didalliance.org). And they were all doing this for the same reason: the possibility of moving from centralized to decentralized digital identity systems.


  But why was decentralization so important?


  
1.3 The three models of digital identity


  That question is best answered by the evolutionary progression of internet identity models.


  note This way of describing the evolution of internet identity was first proposed by Timothy Ruff in 2018: “The Three Models of Digital Identity Relationships,” Everynym, https://medium.com/evernym/the-three-models-of-digital-identity-relationships-ca0727cb5186.


  
1.3.1 The centralized identity model


  The first model is the easiest to explain. It is the model we have long used with almost all identifiers and credentials such as government ID numbers, passports, identity cards, driving licenses, invoices, Facebook logins, Twitter handles, and so on. All of these are issued by centralized governments or service providers like banks or telecom companies. This centralized model is so prevalent in the real world that it can be divided into two types:


  
    	
      Scandinavian model —Private companies (financial and telecom firms) provide a centralized digital identity service to interact with the government (TUPAS in Finland, BankID in Sweden, and so on)

    


    	
      Continental model —In Europe, governments provide digital identity services to companies allowing interaction with their citizens.

    

  


  note These centralized models are described in the excellent 2016 World Economic Forum report “A Blueprint for Digital Identity” at http://www3.weforum.org/docs/WEF_A_Blueprint_for_Digital_Identity.pdf.


  The centralized model is also the original form of internet identity—and the one that, in many cases, we still use today. You establish an identity by registering an account (typically a username and password) with a website, service, or application. For this reason, the model is also called account-based identity.
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  Figure 1.1 The relationship of an individual to a website (or application) under the internet’s original centralized, account-based identity model


  In figure 1.1, “You” are a dotted circle because, in the world of centralized identity, the real You doesn’t exist without an account in some centralized system. The real You is given permission to plug into a website, service, or application because the Org is lending you credentials that represent you with limited controls and permissions. At the end of the day, those credentials belong to the Org. If you delete all your accounts at these centralized providers, your ability to access services will be revoked. The You in figure 1.1 will disappear from the internet completely. Yet all the data about you will still belong to the Org, outside of your control.


  That is only one of the many problems with centralized identity. Others include the following:


  
    	
      The burden of remembering and managing all the usernames and passwords (and, in some cases, other multi-factor authentication tools such as one-time codes) falls entirely on you.

    


    	
      Every site enforces its own security and privacy policies, and they are all different (a classic example is the maddingly different rules about passwords: minimum length, special characters allowed, and so on).

    


    	
      None of your identity data is portable or reusable anywhere (users are warned to never reuse passwords).

    


    	
      These centralized databases of personal data are giant honeypots that have led to some of the biggest data breaches in history.

    

  


  
1.3.2 The federated identity model


  To alleviate some of the pain points of centralized identity, the industry developed a new model called federated identity. The basic idea is simple: insert a service provider called an identity provider (IDP) in the middle (figure 1.2).
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  Figure 1.2 The three-way relationship involved in the federated identity model


  Now you can just have one identity account with the IDP, and it, in turn, can log you in and share some basic identity data with any site, service, or app that uses that IDP. The collection of all the sites that use the same IDP (or group of IDPs) is called a federation. Within a federation, each of the Orgs is often called a relying party (RP).


  Three generations of federated identity protocols have been developed since 2005—Security Assertion Markup Language (SAML), OAuth, and OpenID Connect—and they have all had some real success. Using these protocols, single sign-on (SSO) is now a standard feature of most corporate intranets and extranets.


  Federated identity management (FIM) also started to catch on in the consumer internet, where it began to be called user-centric identity. Using protocols like OpenID Connect, social login buttons from Facebook, Google, Twitter, LinkedIn, etc. are now a standard feature on many consumer-facing websites (figure 1.3).
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  Figure 1.3 Examples of the proliferation of social login buttons that try to ease the pain of internet identity for mere mortals


  Despite all the work that has gone into federated identity since 2005, it has still failed to provide us with the internet’s missing identity layer. There are numerous reasons:


  
    	
      There isn’t one IDP that works with all sites, services, and apps. So users need accounts with multiple IDPs—and pretty soon, they start forgetting which IDP they used with which site, service, or app.

    


    	
      Because they have to serve so many sites, IDPs must have “lowest common denominator” security and privacy policies.

    


    	
      Many users—and many sites—are uncomfortable with having a “man in the middle” of all their relationships that can surveil a user’s login activity across multiple sites.

    


    	
      Large IDPs are some of the biggest honeypots for cybercrime.

    


    	
      IDP accounts are no more portable than centralized identity accounts. If you leave an IDP like Google, Facebook, or Twitter, all those account logins are lost.

    


    	
      Due to security and privacy concerns, IDPs are not in a position to help users securely share some of their most valuable personal data: passports, government identifiers, health data, financial data, etc.

    

  


  
1.3.3 The decentralized identity model


  A new model, inspired by blockchain technology, first surfaced in 2015. (The FIDO [Fast IDenfication Online] Alliance started in 2013; however, it uses a hybrid approach where connections are peer-to-peer but key management is performed centrally by the FIDO Alliance rather than by a blockchain.) This model no longer relied on either centralized or federated identity providers but was fundamentally decentralized. It accelerated rapidly, assimilating new developments in cryptography, distributed


  databases, and decentralized networks. It began spawning new decentralized identity standards such as verifiable credentials (VCs) and decentralized identifiers (DIDs) that we explain in more detail in chapter 2 and part 2 of this book.


  However, the most important difference in this model is that it is no longer account-based. Instead, it works like identity in the real world: i.e., it is based on a direct relationship between you and another party as peers (figure 1.4). Neither of you “provides,”


  “controls,” or “owns” the relationship with the other. This is true whether the other party is a person, an organization, or a thing.
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  Figure 1.4 The peer-to-peer relationship enabled by the decentralized identity model—returning people to direct, private connections secured by public/private key cryptography


  In a peer-to-peer relationship, neither of you has an “account” with the other. Rather, you both share a connection. Neither of you fully “owns” this connection. It is like a string that you are both holding—if either one of you lets go, the string will drop. But as long as you both want it, the connection will persist.


  Peer-to-peer connections are inherently decentralized because any peer can connect to any other peer anywhere—exactly how the internet works. But how does this become an identity layer? And why does it need blockchain technology?


  The answer lies in public/private key cryptography: a way of securing data via mathematical algorithms based on cryptographic keys held by each party. Instead of using blockchain technology for cryptocurrency, identity management uses it for decentralized public key infrastructure (DPKI). In the next few chapters, we’ll go into this in greater detail. But in essence, blockchain technology and other decentralized network technologies can give us a strong, decentralized solution for


  
    	
      Exchanging public keys directly to form private, secure connections between any two peers

    


    	
      Storing some of these public keys on public blockchains to verify the signatures on digital identity credentials (aka verifiable credentials) that peers can exchange to provide proof of real-world identity

    

  


  Ironically, this means the best overall analogy for the decentralized identity model is, in fact, exactly how we prove our identity every day in the real world: by getting out our wallet and showing the credentials we have obtained from other trusted parties. The difference is that with decentralized digital identity, we are doing this with digital wallets, digital credentials, and digital connections (figure 1.5).
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  Figure 1.5 The essence of decentralized digital identity: turning physical identity credentials in our physical wallets into digital credentials in digital wallets


  
1.4 Why “self-sovereign”?


  As the decentralized digital identity model started to catch on, it quickly developed the moniker self-sovereign identity and then the acronym SSI. Initially, this term was quite controversial due to its connotations [14]. What made the term so “sticky” [15]—to the point that it is now the standard term for this new identity model used by top industry analyst firms and leading digital identity conferences around the world? (The European Identity Conference, hosted every spring by the EU analyst firm Kuppinger Cole, has a track called “Self-Sovereign Identity.”)


  Let’s start with the word sovereign. This is not a word most of us use in everyday speech, so it has some cachet by itself. By definition, it is a powerful word—sometimes used as a direct synonym for king or head of state, but today also meaning autonomous or independent. The other frequent connotation is sovereign nation or sovereign state. The Dictionary.com definition of sovereignty is


  the quality or state of being sovereign, or of having supreme power or authority; the status, dominion, power, or authority of a sovereign; royal rank or position; royalty.


  Add the word self in front of it, and suddenly the meaning stands out: “a person who is neither dependent on nor subjected to any other power or state.” Given that, what individual would not want to be “self-sovereign”? Conversely, what government might not have serious concerns about its citizens flocking en masse to a new technology called “self-sovereign”?


  But of course, the term we are discussing is not self-sovereign but self-sovereign identity. When you apply that term to a person, following our logic, it literally translates to


  A person’s identity that is neither dependent on nor subjected to any other power or state.


  Aha. Now we can finally understand why the term caught on. When it comes to expressing personal identity, many individuals worldwide will find that definition attractive. And many self-sovereign nations might gladly help endow their citizens with the power of self-sovereign identity—especially because, as we see in chapter 23, government-issued identity does not compete with self-sovereign identity. The two are highly complementary.


  But we can also see why the term might be controversial—why, despite its power, it sometimes gets in the way of understanding the value of the decentralized identity model. Unfortunately, the term also tends to perpetuate two of the most persistent myths about SSI:


  
    	
      Self-sovereign identity is self-asserted identity. That is, you are the only one who can make identity assertions about yourself. This, of course, is not true, any more than you could be the issuer of all the credentials in your physical wallet today. Most of the information about your identity comes from other trusted sources—that’s the reason other parties are willing to rely on it.

    


    	
      Self-sovereign identity is just for people. While the SSI model is very much informed by individuals’ needs for security, privacy, and personal data control, the SSI model applies equally for organizations and things. In fact, it applies to anything that needs identity on the internet.

    

  


  Since the acronym SSI is now in such wide use within the internet identity industry, that is the term we use throughout this book. (Co-author Alex Preukschat named his webinar series SSI Meetup for the same reason: https://ssimeetup.org.)


  
1.5 Why is SSI so important?


  In many ways, answering this question is the whole point of this book. The chapters in front of you lay out how and why SSI will affect almost everything we do on the internet, day in and day out. Some of these changes may actually be as deep and profound as the internet itself was in the 1980s and 1990s—and the web was after that.


  Today, many of us take those two technological advances for granted. Yet if you stop to think about it (if you were even alive back then), the work lives, social lives, and even political lives of billions of people have been radically transformed by the internet and the web. If that seems like an exaggeration, stop to consider that 7 out of the 10 most valuable companies in the world today would not exist without the internet and the web [16].


  Forecast We predict that the impact of SSI technology—and the uncounted new patterns of trusted interactions it will enable across all walks of life—will be equally profound.


  The fundamental reason is grounded in what we just explained about the term self-sovereign identity: it represents a shift in control. We started out trying to find a solution to the internet’s missing identity layer; we ended up discovering that solving those problems required a shift in control from the centers of the network—the many “powers that be”—to the edges of the network—where all of us exist and interact as peers. This shift in control is wonderfully captured in figure 1.6 from Tim Bouma, co-author of chapter 23.


  In the centralized and federated identity models, the locus of control is with the issuers and verifiers in the network. In the decentralized SSI identity model, the locus of control shifts to the individual user, who can now interact with everyone else as a full peer.
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  Figure 1.6 The shift in control that happens in the transition from centralized or federated identity models to the self-sovereign model. Only the latter puts the individual at the center.


  This is why SSI is about more than technology. It has important business, legal, and social dimensions as well.


  Up to this point, we have referred to SSI as if it were a single movement—one driven by communities like IIW (described earlier), Rebooting the Web of Trust (RWOT, https://www.weboftrust.info/), MyData (https://mydata.org), and the W3C Decentralized Identifier (https://www.w3.org/2019/did-wg) and Verifiable Credentials Working Groups (https://www.w3.org/2017/vc). However, as SSI becomes more mainstream, we predict that different flavors and visions of SSI will be implemented. These differences will depend on the needs, wants, and priorities of different communities implementing SSI. The key will be how different SSI architectures become interoperable the same way the internet made different local networks interoperable. Only if this happens will there be one unified SSI infrastructure.


  
1.6 Market drivers for SSI


  One way to understand the momentum of SSI—and differences in SSI architectures—is to look at what is driving demand. For the business-minded reader, some of these categories might come across as foreign or ideological, but our aim is to reflect what we observe in the market. The drivers fall into three broad categories:


  
    	
      Business efficiency and customer experience —This market is focused on security, cost savings, and convenience. As we discuss in chapter 4, this is the primary market demand driving SSI in its early stages. Corporations, governments, universities, NGOs—they all want to improve data security, increase compliance with privacy and data-protection regulations, reduce costs by improving workflows, and be more competitive by offering their customers a better user experience.

    

  


  These applications of SSI are primarily a disruption to the existing identity and access management (IAM) marketplace. Like most disruptive technologies, they will give rise to new companies, new business models, and new subsegments within the IAM market.


  
    	
      Resistance to the surveillance economy —This is a reaction to the prevailing business model and tactics of some of the most dominant companies on the internet today. As has been widely covered in the media, the web’s predominant business model (Web 2.0) is digital advertising. This has led to a worldwide industry that Harvard professor Shoshan Zuboff calls “surveillance capitalism.” The backlash to this model has become the market driver for certain governments, privacy-conscious individuals, and a select number of corporations that want to do more than just ride the next wave of technological innovation and growth—they also want to strategically weaken the business model of the global aggregators, resellers, and distributors of personal data.

    

  


  Demand in this segment is a mix of ideology (e.g., privacy advocates), consumer sentiment, and strategic positioning. Governments such as the European Union with its General Data Protection Regulation (GDPR) are leading this movement because it puts them on a more level playing field with the internet giants, particularly as exponential technology changes continue to disrupt the “old world.”


  
    	
      Sovereign individual movement —This movement is driven by people who want to take back more control over their lives and data. Perhaps the best way to describe this SSI market driver is that it aims to do for decentralized identity what Bitcoin aims to achieve for decentralized money. Permissionless cryptocurrency technologies like Bitcoin want to create fully decentralized economies that do not rely on any central parties for their operation. Individuals in this market segment want to apply the same philosophy to digital identity, opting for SSI architectures that maximize decentralization. To understand their motivations, we recommended reading The Sovereign Individual by James Dale Davidson and William Rees-Mogg [17]. Ironically, it was published in 1997, well before Bitcoin and decentralization became mainstream subjects. However, the book makes its authors look prescient about the decentralization movement—a subject we explore in greater detail in part 3.

    

  


  Because the biggest initial driver of SSI adoption is the first category of business efficiency and customer convenience, let’s look at a few examples in specific market segments—some of which also shed more light on the other two market drivers.


  
1.6.1 E-commerce


  Figure 1.7 shows the staggering growth of e-commerce. Every e-commerce transaction today involves a digital identity of some kind—either centralized or federated. What happens when consumers are equipped with SSI digital wallets with which they can do all of the following?


  
    	
      Enjoy passwordless registration and logins at any SSI-enabled website or service

    


    	
      Automatically receive a warning if the site or service they are connecting to cannot present its own trustworthy digital credentials

    


    	
      Provide payment directly from their digital wallet without having to fool with “checkout,” third-party wallet providers, or external payment gateways

    

  


  [image: CH01_F07_Preukschat]



  Figure 1.7 The growth in e-commerce sales over the past decade


  
    	
      Automatically maintain a private personal log of digital receipts—and provide proof of their purchases to any merchant or recommendation engine of their choice

    

  


  Not only will the average consumer’s experience of e-commerce be transformed, but the additional friction that SSI will wring out of the global digital economy could potentially be measured in hundreds of billions of dollars.


  
1.6.2 Banking and finance


  According to Citi’s 2018 Mobile Banking Study, almost one-third of all U.S. adults are now using mobile banking. It’s the most popular mobile app after social networking. When it comes to Millennials, the number is almost two-thirds [18].


  Nearly all of this mobile banking activity is from dedicated apps provided by banks, credit unions, and other financial institutions directly to their customers. Some of these are award-winning for their usability, security, and privacy features. But most are still dedicated apps with their own logins/passwords that work with a single provider. (Initiatives like Itsme (https://www.itsme.be/en) in Belgium provide a regional solution.)


  What happens when individuals gain an SSI digital wallet that does the following?


  
    	
      Can work with any financial institution that supports SSI, and can access financial services from the entire marketplace of providers without the friction of filling out the same forms over and over

    


    	
      Can provide digital credentials from trusted third parties that are required to pass KYC (know your customer) and AML (anti-money laundering) checks required of every financial institution

    


    	
      Can digitally share all the information—digitally signed by trusted issuers—necessary to apply for a loan or mortgage in seconds

    


    	
      Can do single-party or multi-party digital signatures to authorize important transactions—up to millions of dollars—with cryptographically-protected audit trails

    

  


  note SSI digital wallets are also being explored as solutions for regulatory-compliant exchange of cryptocurrencies and central bank digital currencies (CBDC).


  These breakthrough benefits are not fictional—some of them are being delivered in production. For example, the global credit union industry has formed a consortium to introduce MemberPass™, the world’s first global digital credential of credit union membership (www.culedger.com).


  
1.6.3 Healthcare


  Practice Fusion, the largest cloud-based electronic health record (EHR) provider in the United States, provides the following statistic about EHR adoption in 2014:


  Less than a decade ago, nine out of ten doctors in the U.S. updated their patients’ records by hand and stored them in color-coded files. By the end of 2017, approximately 90% of office-based physicians nationwide will be using electronic health records (EHRs). [19]


  Unfortunately, Healthcare IT News reports that the average hospital has 16 different EHR vendors in use at affiliated practices [20]. It goes on to sum up the problem this way:


  Achieving interoperability among different EHR platforms is so difficult, in fact, that the Centers for Medicare and Medicaid Services working with the Office of the National Coordinator for Health IT, the federal agency charged with leading public and private healthcare organizations toward interoperability, essentially retooled the meaningful use EHR incentive program to focus on enabling a more unified view of patient data. Health IT shops across America, meet “promoting interoperability.” [20]


  Keep in mind that all this is in the context of healthcare IT systems for doctors, hospitals, and medical institutions. It doesn’t even contemplate how the patient could participate in a “unified view” of their own healthcare data. How much easier would the whole EHR portability problem be if patients could use their own SSI digital wallets to do the following?


  
    	
      Instantly obtain copies (on their phone, or securely stored in a private cloud) of their EHR records immediately after any medical procedure

    


    	
      Securely and privately share their EHR in seconds with the doctors and nurses of their choice

    


    	
      Provide secure, legally valid, auditable consent for medical procedures—for themselves, family members, dependents, etc.—directly from their smartphone or other networked device

    


    	
      Have a lifetime history of vaccinations, allergies, immunities, etc., available in a verifiable electronic record to share in seconds—in person or remotely—with schools, employers, doctors, nurses, or anyone who needs to verify it

    

  


  Again, this list is not theoretical. The first major network for the patient-centric exchange of SSI digital credentials for healthcare, Lumedic Exchange, was announced in November 2020 and will go into national deployment in the U.S. in 2021 (https://www.lumedic.io/perspectives/introducing-lumedic-connect). This list doesn’t even mention how your personal EHR might be used by your own apps on your own devices for your own healthcare, or the impact of being able to securely and anonymously share your medical data with universities and medical researchers who can use it to advance the state of public health for all of us. (Dive into these topics in chapter 22 on health and supply-chain management in the pharmaceutical industry.)


  
1.6.4 Travel


  Anyone who has traveled internationally knows the fear in the pit of your stomach when you deplane and take the (often very long) walk to customs. The questions flood your mind: “How long will the line be?” “What if it takes hours?” “Will I miss my connecting flight?”


  Governments and airport authorities worldwide have been wracking their brains, trying to figure out how to remove that particular friction from international travel. Programs like Global Entry and CLEAR in the U.S., Nexus in Canada, Registered Traveller in the UK, and others worldwide are designed to do a deep check of your identity credentials, enroll your biometrics, and thereby give you a fast track through customs. But these programs cost tens of millions of dollars to set up and tens or hundreds of dollars to enroll in and require dedicated facilities and personnel in every airport.


  How much simpler will international travel be when you can travel with a smartphone holding an SSI digital wallet that can do the following?


  
    	
      Produce instant proof of any digital credential you possess in a single QR code on your phone, just like a mobile boarding pass

    


    	
      At the same time, receive a new credential of having passed through security and/or customs at that particular airport, thereby building a private, verifiable audit trail of your travel that you alone can provide at subsequent checkpoints in your trip

    


    	
      Do all of this with privacy by design —specifically by using cryptographic proofs that disclose only the information required to meet government regulations at each checkpoint

    


    	
      Have all the travel documents you need—airline tickets, train tickets, hotel reservations, dinner reservations—flow automatically into your digital wallet, so they are always there when you need them

    

  


  It might sound more like the world of Harry Potter than our world today, but this particular SSI magic carpet ride is the goal of a growing number of airports, travel consortia, and government agencies worldwide. It has been accelerated by the massive impact of the global COVID-19 pandemic—see the November 2020 announcement of the International Air Transport Association (IATA) Travel Pass (https://www.iata.org/en/programs/passenger/travel-pass/). But there are still significant hurdles we need to overcome before a global digital travel credential is a reality.


  
1.7 Major challenges to SSI adoption


  As authors, we believe the SSI paradigm shift is already underway. However, we do not believe it is without significant challenges. At a 2019 event called “The Future of Digital Identity,” hosted by Citi Ventures, Vinod Baya, director and head of emerging technology at Citi, pointed out that there are three major challenges to the adoption of SSI [21]:


  
    	
      Building out the new SSI ecosystem

    


    	
      Decentralized key management

    


    	
      Offline access

    

  


  
1.7.1 Building out the new SSI ecosystem


  Some of the benefits of SSI (see chapter 4) can be realized by individual companies or communities. However, the full network effects will only be experienced when multiple industries, governments, and other ecosystems start accepting each other’s digital credentials. This, in turn, depends on achieving real interoperability between the essential components of SSI, as we discuss in chapter 2 and more deeply in part 2. For example, we will need digital credentials to work across different digital wallets from different vendors—some of which will also integrate digital money (fiat or cryptocurrency, for example). While this infrastructure is underway, it is still not mature, and there is much work to be done before it will be fully ready for internet scale.


  
1.7.2 Decentralized key management


  As we explained earlier, the key to SSI is literally keys—cryptographic key pairs where the SSI identity holder holds the private keys in their own digital wallet. Loss of those private keys is tantamount to the complete loss of the holder’s digital identity. Key management has always been the Achilles heel of the adoption of cryptography and public key infrastructure (PKI). It has been so difficult that many experts believe it can only be handled by large enterprises and centralized service providers such as banks or government agencies.


  The growth of cryptocurrencies has already led to some significant advancements in decentralized key management, and the rise of SSI is leading to much more research in this area. We believe this is one of the primary hurdles to the ultimate market success of SSI, which is why we cover core innovations in decentralized key management in great detail in chapter 10.


  
1.7.3 Offline access


  SSI is based on digital credentials shared over a digital network. Yet there are many situations where we need to be able to prove our identity without having internet access or a digital device. For example, the Canadian Mounted Police might need to verify a driver’s license in the far north where internet access is simply not available. So SSI solutions need to be able to work offline or with intermittent or indeterminate connectivity. This is a major engineering challenge being tackled by SSI architects, but it is not yet a solved problem.


  Moreover, beyond the technical challenges for the adoption of SSI, there are also risks involved with the adoption of any exponential technology. (See Singularity University’s “An Exponential Primer” at https://su.org/concepts.) SSI is not an exception to those challenges. For SSI to deliver its promises and mitigate the risks, the architectural choices made in the early stages of the infrastructure will be critical. This infrastructure is also currently missing the broader expertise needed for a subject as complex as identity. Many of the experts driving SSI have a technical background—and the legal aspects of SSI have attracted some highly internet-proficient lawyers—yet people from all disciplines and spheres of society are needed: sociologists, psychologists, anthropologists, economists, and so on. We hope the involvement of these and others outside the technology community will increase over time.


  
    
      	
        
          SSI Resources


          For more free content to learn about SSI, please go to IdentityBook.info and SSI Meetup.org/book.
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2 The basic building blocks of SSI

  


  Drummond Reed, Rieks Joosten, and Oskar van Deventer


  To help describe the core components of SSI architecture, we enlisted two of the leaders in SSI in Europe: Rieks Joosten and Oskar van Deventer of TNO, the Netherlands Organization for Applied Scientific Research. Rieks is a senior scientist focused on business information processes and information security. Oskar is a senior scientist for blockchain networking. Together, they are two of the founders of the European SSI Framework Laboratory (ESSIF-Lab).


  As we explained in chapter 1, SSI is relatively new, having only emerged onto the internet stage in 2016. At one level, SSI is a set of principles about how identity and personal data control should work across digital networks. At another level, SSI is a set of technologies that build on core concepts in identity management, distributed computing, blockchain or distributed ledger technology (DLT), and cryptography.


  In many cases, these core concepts have been established for decades. What’s new is how they are put together to create a new model for digital identity management. The purpose of this chapter is to quickly familiarize you from a conceptual point of view with seven basic building blocks of SSI before we show how they are applied to different example scenarios in chapter 3. These seven building blocks are as follows:


  
    	
      Verifiable credentials (aka digital credentials)

    


    	
      The trust triangle: issuers, holders, and verifiers

    


    	
      Digital wallets

    


    	
      Digital agents

    


    	
      Decentralized identifiers (DIDs)

    


    	
      Blockchains and other verifiable data registries

    


    	
      Governance frameworks (aka trust frameworks)

    

  


  Note that we go into much deeper technical detail about most of these building blocks in part 2 of the book. In this chapter, we want to introduce them at a level that anyone with a basic familiarity with digital technology can understand.


  
2.1 Verifiable credentials


  In chapter 1, we summarized the essence of decentralized identity as “to move the utility and portability of physical identity credentials to our digital devices.” This is why the concept at the very heart of SSI is verifiable credentials (VCs).


  First, what exactly do we mean by the term credential? It obviously refers to the pieces of paper or plastic (or, in some cases, metal) that you carry around in your wallet to prove your identity: for example, driving licenses, government IDs, employment cards, credit cards, and so on (figure 2.1).
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  Figure 2.1 Common examples of credentials—not all of which fit in a traditional wallet


  But as this figure illustrates, not all credentials fit in your physical wallet. The term credentials extends to any (tamper-resistant) set of information that some authority claims to be true about the subject of the credential—and which in turn enables the subject to convince others (who trust that authority) of these truths. For example:


  
    	
      A birth certificate issued by a hospital or vital statistics agency proves when and where you were born and who your parents were.

    


    	
      A diploma issued by a university proves you have an educational degree.

    


    	
      A passport issued by a government of a country proves you are a citizen.

    


    	
      An official pilot’s license proves you are authorized to fly a plane.

    


    	
      A utility bill proves you are a registered customer of the utility that issued the bill.

    


    	
      A power of attorney issued by the appropriate authority within a jurisdiction proves that you can legally perform certain actions on behalf of another person.

    

  


  All of these are examples of credentials about a human subject. But VCs are not limited to humans. For example, a veterinarian could issue a VC about the vaccinations for a pet (see chapter 20). A farmer could issue a VC about the feed supply for a head of livestock. Or a manufacturer could issue credentials about an IoT sensor device (see chapter 19).


  Every credential contains a set of claims about the subject of the credential. Those claims are made by a single authority, which in SSI is called the issuer of the credential. The entity (person, organization, or thing) to whom the credential is issued, i.e., the one who will keep it in their digital wallet, is called the holder of the credential. Note that the subject of the credential is usually the same as the holder, but there are important exceptions to this rule-of-thumb, as discussed in chapter 7.


  The claims in a credential can state anything about the subject, such as attributes (age, height, weight, etc.), relationships (mother, father, employer, citizenship, or others), or entitlements (medical benefits, library privileges, membership rewards, legal rights, and so on).


  To qualify as a credential, the claims must be verifiable in some way. This means a verifier must be able to determine the following:


  
    	
      Who issued the credential

    


    	
      That it has not been tampered with since it was issued

    


    	
      That it has not expired or been revoked

    

  


  With physical credentials, this is typically accomplished through some proof of authenticity embedded directly in the credential (like a watermark, hologram, or other special printing feature) or via a claim stating the expiration date. It can also be done by checking directly with the issuer that the credential is valid, accurate, and current. But this manual verification process can be difficult and time-consuming—a significant reason why there is a worldwide black market in falsified credentials.


  This brings us to one of the fundamental advantages of VCs: using cryptography and the internet (and a standard protocol), they can be digitally verified in seconds or even milliseconds. This verification process can answer the following four questions:


  
    	
      Does the credential contain the data the verifier needs in a standard format the verifier expects?

    


    	
      Does it include a valid digital signature from the issuer (thus establishing its origin and that it has not been tampered with in transit)?

    


    	
      Is the credential still valid—that is, not expired or revoked?

    


    	
      If applicable, does the credential (or its signature) provide cryptographic proof that the holder of the credential is the subject of the credential?

    

  


  note Cryptographic proofs of various kinds—including zero-knowledge proofs (ZKPs)—play a critical role in verifiable credentials. See chapter 6 for details.


  Figure 2.2 is based on an illustration from Manu Sporny, co-editor of the W3C Verifiable Credentials Data Model 1.0 specification (https://www.w3.org/TR/vc-data-model), showing how a digital credential can be structured to answer these four questions. The first part of the VC package is a unique identifier for the credential—just like the unique number that appears on your driving license or passport. The second part is metadata describing the credential itself, such as the expiration date for a driving license. The third part is the claims contained in the credential—in figure 2.2, these are all the other items of data (name, date of birth, sex, hair color, eye color, height, weight). The equivalent of the credential subject’s signature (the one that appears below the person’s picture in the driving license) is a digital signature created using cryptography.
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  Figure 2.2 A mapping of three of the four core components of a W3C verifiable credential to the physical equivalent. The fourth component—the issuer’s digital signature—can only be produced in a physical credential by some form of watermark, hologram, or other hard-to-forge seal.


  
2.2 Issuers, holders, and verifiers


  Figure 2.3 illustrates the terminology defined by the W3C Verifiable Claims Working Group for the three primary roles involved with the exchange of VCs (from appendix G of the Sovrin Foundation Glossary V2, https://sovrin.org/library/glossary):


  
    	
      Issuers are the source of credentials. Every credential has an issuer. Most issuers are organizations such as government agencies (passports), financial institutions (credit cards), universities (degrees), corporations (employment credentials), NGOs (membership cards), churches (awards), etc. However, individuals can also be issuers, and so can things—for example, a properly equipped sensor could issue a digitally signed credential about a sensor reading.

    


    	
      Holders request VCs from issuers, hold them in the holder’s digital wallet (discussed in the next section), and present proofs of claims from one or more credentials when requested by verifiers (and approved by the holder). Although we most commonly think of individuals as holder/provers, holders/provers can also be organizations using enterprise wallets or things in the sense of the Internet of Things (IoT).

    


    	
      Verifiers can be anyone—person, organization, or thing—seeking trust assurance of some kind about the subjects of credentials. Verifiers request proofs from holders/provers of one or more claims from one or more VCs. If the holder agrees (and the holder always has that choice), the holder’s agent responds with a proof the verifier can then verify. The critical step in this process is the verification of the issuer’s digital signature, typically accomplished using a DID, discussed in more detail later in this chapter.
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  Figure 2.3 The primary roles involved with the exchange of VCs. Digital signature verification is the part of the process enabled by public or private blockchain networks.


  note The working group has the name “W3C Verifiable Claims Working Group” even though the specification it is creating is called “Verifiable Credentials Data Model 1.0.” For more details on the terminology and standards for verifiable credentials, see the Verifiable Credentials Primer (https://github.com/WebOfTrustInfo/rwot8-barcelona/blob/master/topics-and-advance-readings/verifiable-credentials-primer.md) and the W3C Verifiable Credentials Data Model 1.0 (https://www.w3.org/TR/verifiable-claims-data-model).


  The relationship between issuers, holders/provers, and verifiers is often referred to as the trust triangle because it is fundamentally how human trust relationships are con-


  veyed over a digital network. Figure 2.4 illustrates how VCs only convey trust if the verifier trusts the issuer. This does not mean the verifier must have a direct business or legal relationship with the issuer. It just means the verifier is willing to make a business decision (“Will I accept this credit card?” “Will I board this airline passenger?” “Will I admit this student?”) based on the level of trust assurance the verifier has in the issuer.


  Note that the trust triangle describes only one side of a business transaction. In many business transactions, both parties request information from the other. So in a single transaction, both parties play the roles of holder and verifier. Also, many business transactions result in a new credential issued from one party to the other—or even two new credentials, one in each direction.


  [image: CH02_F04_Preukschat]



  Figure 2.4 The “trust triangle” at the heart of all human trust relationships in the SSI ecosystem


  An example is shown in figure 2.5, which describes the series of steps a consumer goes through when buying an expensive holiday trip from a travel company:


  
    	
      The consumer wants to verify that the travel company has insurance against bankruptcy.

    


    	
      The travel site wants to verify that the consumer is older than 18.

    


    	
      After payment, the travel site sends the tickets to the consumer.

    


    	
      After the trip, the consumer confirms that they are a satisfied customer of the travel company.

    

  


  Each of these pieces of information can be transmitted as a VC with a digital signature from the issuing party. It shows how both parties intermittently perform all roles in the trust triangle.
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  Figure 2.5 A typical multistage transaction where multiple VCs are used and created and both parties play the roles of issuer, holder, and verifier


  
2.3 Digital wallets


  In the offline world, we typically store credentials in a physical wallet—it keeps them all in one place, protects them by keeping them close to our body, and makes them easy to carry around and access when we need them. The job of a digital wallet is no different:


  
    	
      Store your credentials, keys/keycards, bills/receipts, etc.

    


    	
      Protect them from theft or prying eyes.

    


    	
      Keep them handy—easily available and portable across all your devices.

    

  


  Unfortunately, there have been so many attempts at digital wallets over the years that many developers stopped using the term. But two trends have brought the concept back into vogue. The first is mobile wallets, particularly those built-in to the operating systems of smartphones to hold credit cards, tickets, boarding passes, and other typical financial or travel credentials (figure 2.6).
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  Figure 2.6 Two of the most popular smartphone mobile wallets: Apple Wallet and Google Pay. They are widely used because they come built-in to every Apple and Google phone.


  The second is cryptocurrency wallets. Every purchaser of a cryptocurrency like bitcoin, ether, litecoin, and others needs one of the following:


  
    	
      A server-side wallet, aka custodial wallet or cloud wallet, in which keys are stored by a broker such as Coinbase

    


    	
      A client-side wallet, aka non-custodial wallet or edge wallet, which is either a dedicated hardware wallet (figure 2.7) or an app that runs on one or more of the user’s devices (smartphone, tablet, laptop, etc.)
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  Figure 2.7 A typical dedicated hardware wallet for cryptocurrencies. This one, the Ledger Nano S, has its own secure display.


  For SSI, any of these general forms of a wallet will work. But there are also some significant differences between cryptocurrency wallets and SSI wallets. In chapter 9, we go deep into these features; but at a high level, these are the two most distinguishing features:


  
    	
      An SSI digital wallet should implement open standards for portable, self-sovereign VCs and other sensitive private data.

    


    	
      An SSI wallet works with a digital agent to form connections and perform credential exchange (discussed in the next section).

    

  


  Instead of proprietary wallets from different vendors, where each wallet uses that vendor’s own APIs and VC designs, for full-fledged SSI, we need general-purpose digital wallets that function much more like the real-world wallets we carry in our pockets or purses. In other words


  
    	
      The wallet should accept any standardized VC just like you can fit any paper or plastic credential of the right size into your physical wallet.

    


    	
      You can install the wallet on any device you regularly use, just like you can put your physical wallet in any pocket or purse you choose. Unlike physical wallets, however, many users will want their digital wallets to automatically stay “in sync” across their different devices the same way many email and messaging apps keep messages in sync across multiple devices today.

    


    	
      You can back up and move the contents of your wallet to other digital wallets as needed —even from different vendors—just like you can move your physical credentials from one physical wallet to another.

    


    	
      You should have the same basic experience no matter what wallet you use —even across different wallets from different vendors—because this is critical to being able to use your wallets safely and securely.

    

  


  note For more about interoperability and standardization across SSI digital wallets, please see chapter 9. That chapter also answers the other most frequently asked question about digital wallets: “What happens if I lose my phone?” (Without spoiling the punch line, the answer is that by automatically maintaining an encrypted backup, your digital wallet will actually be more secure from loss, theft, or hacking than any physical wallet you carry.)


  Equifax VP Identity Adam Gunther, former executive director for Blockchain Trusted Identity at IBM, expresses this last point as, “one wallet, one experience” [1]—one standard way of managing your VCs and trust relationships no matter what wallet or device you are using. Not only will it be the easiest experience for end users, but it will also be the safest approach because it makes it much harder to try to fool or “phish” an identity owner into doing the wrong thing.


  Kim Cameron, former chief identity architect at Microsoft, thought this was so important that he made “Consistent Experience across Contexts” the last of his seven Laws of Identity [2]. He compared it to learning how to drive. The worldwide automotive industry has standardized the controls for driving (e.g., steering wheel, accelerator, brakes, turn signals) across all makes and models of cars to minimize the learning experience and maximize safety for drivers. The reasons are obvious: a car that does not operate the way a driver normally expects could end up killing the driver or others. We need the same level of attention to the safety of our digital lives.


  
2.4 Digital agents


  Another major difference between digital wallets and physical wallets is how they operate. A physical wallet is “operated” directly by a person—the owner. They set it up, add credentials received from issuers, select credentials to be presented to a verifier when a proof is required, and move the wallet from pocket-to-pocket or purse-to-purse as needed.


  Because people don’t “speak” in binary data, digital wallets require software to operate them. In SSI infrastructure, this software module is called a digital agent. As figure 2.8 illustrates, you can think of an agent as a digital guardian that “wraps” around your digital wallet to protect it and makes sure only you, the person responsible for your VCs and cryptographic keys, can use them.
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  Figure 2.8 In SSI infrastructure, every digital wallet is “wrapped” by a digital agent that acts as a software guardian, making sure only the wallet’s controller (typically the identity holder) can access the stored VCs and cryptographic keys.


  In SSI infrastructure, an agent has a second job in addition to helping identity owners manage their wallets. Using instructions from their owners, agents “speak” to each other over the internet to form connections and exchange credentials. They do this via a decentralized, secure messaging protocol designed from the ground up for private communication between digital agents. (Read more about this protocol, DIDComm, in chapter 5.)


  Figure 2.9 is a high-level overview of how agents and their wallets form connections and communicate in the SSI ecosystem. There are two general categories of agents based on where they are located. Edge agents operate at the edge of the network, on an identity holder’s local devices. Cloud agents operate in the cloud, where they are hosted either by standard cloud computing platform providers or specialized cloud service providers called agencies.
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  Figure 2.9 An overview diagram of the role of agents and wallets in the SSI ecosystem. Identity owners interact both directly with edge agents operating on local devices and indirectly with cloud agents operating remotely in the cloud. Source: Appendix F of the Sovrin Glossary (https://sovrin.org/wp-content/uploads/Sovrin-Glossary-V3.pdf).


  Cloud agents can also be designed to store and synchronize other data on behalf of an identity owner: files, photos, financial records, medical records, asset records, etc. Unlike traditional cloud storage, the data is all encrypted by the identity holder; thus these are called secure data stores (SDS; see the Secure Data Storage Working Group at the Decentralized Identity Foundation, https://identity.foundation/working-groups/secure-data-storage.html). Together with digital wallets, SDS can serve as the backbone for digital life management applications and services that process and maintain digital identity data of all kinds for the lifetime of an individual—and beyond: i.e., an SDS can be of great assistance in the management and settlement of a digital estate after its owner has passed away.


  So the next question is, how do agents find each other to connect and communicate on behalf of their identity owners?


  
2.5 Decentralized identifiers (DIDs)


  What made the internet possible was a new addressing system that allows any device on the internet to connect with and send data packets to any other device on the internet. Figure 2.10 is a diagram of an IP (Internet Protocol) version 4 address.
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  Figure 2.10 Example of an IP address: the addressing format that lets any device on the internet talk to any other device on the internet


  As we explained in the opening pages of this book, knowing the IP address of a machine on the internet doesn’t tell you anything about the identity of the person, organization, or thing controlling that machine. To do that, the controller (the identity holder) needs to be able to provide proof about their identity, attributes, relationships, or entitlements. And that proof has to be verifiable in some way.


  We’ve had technology for creating digital proofs for decades now: public/private key cryptography. (We explain the basics of public/private key cryptography in chapter 6.) The owner of a private key uses it to sign messages, and anyone else can verify this signature using the owner’s corresponding public key. The signature verification shows that the signature was created by the owner of the private key and the message has not been tampered with since.


  However, to rely on this verification, the verifier must know the correct public key for the owner. So, for decentralized messaging between digital agents and wallets to be secure—and for agents to be able to send cryptographically verifiable proofs of VCs to each other—we need a strong, secure, scalable way for identity holders and their agents to prove ownership of their public keys.


  For the past few decades, the solution to that problem has been public key infrastructure (PKI): the system of obtaining public key certificates from a small set of certification authorities (CAs) around the world. However, as chapter 8 explores in depth, conventional PKI is too centralized, too expensive, and too heavyweight to meet the demands of a worldwide SSI infrastructure in which every single participant is managing multiple sets of cryptographic keys.


  Just as with the internet’s IP addresses, the answer was a new type of identifier. Only this new class of identifiers needed to be designed from the ground up for digital agents and their public keys. And because it had to be extremely secure, these new identifiers required the following four properties:


  
    	
      Permanent —The identifier needs to be able to never change, no matter how often the identity owner moves, uses different service providers, or uses different devices.

    


    	
      Resolvable —The identifier needs to be able to retrieve not just the current public key or keys for the identity owner but also the current addresses to reach the owner’s agent or agents.

    


    	
      Cryptographically verifiable —The identity holder needs to be able to prove, using cryptography, that they or it have control of the private key associated with that identifier.

    


    	
      Decentralized —Unlike X.509 certificate trees that rely on centralized registries under the control of single authorities, this new type of identifier must be able to avoid single points of failure by using decentralized networks such as blockchains, distributed ledgers, distributed hash tables, distributed file systems, peer-to-peer networks, etc.

    

  


  The last of these four properties gave this new address its name: decentralized identifiers (DIDs). Given its different purpose, a DID has a much different structure than an IP address. An example DID is shown in figure 2.11.
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  Figure 2.11 An example of a decentralized identifier (DID) and the associated public and private keys. A DID functions as the address of a public key on a blockchain or other decentralized network. In most cases, a DID can also be used to locate an agent for the DID subject (the entity identified by the DID).


  Just as the original research for the internet was sponsored by a U.S. government agency (DARPA), the original research and development for the first DID specification was sponsored by a contract with the U.S. Department of Homeland Security (DHS). Published in late 2016, it was subsequently contributed to the W3C Credentials Community Group (CCG) to start the process of becoming an official standard. (See chapter 8 for more about DIDs, DID documents, DID methods, and the DID specification.) That process resulted in the launch of the W3C DID Working Group (https://www.w3.org/2019/did-wg) in September 2019.
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