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PRAISE FOR SECRET WEAPON


“One man and only one man sounded the alarm trying to warn Congress and the American people about what really happened during the financial collapse of 2008. That man is Kevin Freeman. What he has uncovered is chilling—financial terrorism that can happen again and bring this nation’s economy and the world economy to their knees. Why did no one listen? Why do the media and the Washington powerbrokers choose to ignore Mr. Freeman and hope that he will just go away? Well, they are in for a rude awakening, because this book is their worst nightmare and America’s greatest hope.”


—Steve Malzberg, 
national radio talk show host


 



“Our military leaders recognize that military strength is dependent on economic strength. Our enemy’s leaders recognize our strength in kinetic warfare and our weakness in economic warfare and financial terrorism. As a thought-leader regarding these issues, Kevin Freeman has been persistent in his education efforts at the highest levels in the defense and intelligence establishment. His basic thesis—that economic warfare can be as potent as kinetic conflict—is an important truth that needs to be grasped.”


—Harry E. Soyster, 
Lt. Gen. USA (Ret.), former Director of the Defense Intelligence Agency


 



“Kevin Freeman is preeminent among the handful of Americans who appreciate the important nexus between finance and national security. His path-breaking research reveals that, unfortunately, our enemies understand this nexus all too well—and are exploiting our national ignorance and vulnerabilities in this arena to inflict grave damage on our economy and the common defense.”


—Frank Gaffney Jr., 
founder and President of the Center for Security Policy


 



“When most of us think of acts of terrorism we imagine car bombs or hijacked airliners. Kevin Freeman compels us to think again. He explores the dimly understood world of financial terrorism that ultimately underwrites the steady progress of jihad against America and its allies. If you want to know what our enemies have already figured out, read this book.”


—Fred Grandy, 
former member of Congress and Senior Fellow at the Center for Security Policy 


 



“The complexity of warfare is staggering. Attacks against the United States are all too often framed only in terms of a kinetic strike against military forces, infrastructure, or most recently, a cyber-attack. Kevin Freeman goes right to the heart of the issue: the strength of the United States lies in the U.S. economy, it has been attacked, and such attacks can cripple us. Some believe this undoable, unimaginable, or unthinkable. Our adversaries are using every tool to defeat us, and we must protect ourselves.”


—David G. Reist, 
BGen. USMC (Ret.), Vice President of the Potomac Institute for Policy Studies


 



“When nations contend for power, they use all the means at their disposal. If they are building weapons and making threats of war, there are likely to be other things going on, too. This would include economic things, things designed to upset the wealth and therefore the power of their potential enemies. This is an old way of fighting, even if the means of prosecuting it are new. Kevin has suggested what some of these new ways are. It makes a chilling story.”


—Larry P. Arnn, 
President of Hillsdale College


 



“Kevin Freeman’s detailed analysis of the 2008 U.S. economic market downturn is the elephant in the room with regards to America’s financial and national security troubles. His exposure of the U.S. markets’ continuing vulnerabilities to hostile foreign entities is chilling and requires study and due diligence by those charged with defending America’s financial system. This book is another major indicator that America’s enemies are fighting a total war and our national security apparatus is asleep at the wheel.”


—John Guandolo, 
Vice President of the Strategic Engagement Group and 
former Special Agent in the FBI Counterterrorism Division


 



“Secret Weapon is an incredibly informative look into the financial crisis of September 2008. Terrorism takes on many forms, and Kevin Freeman has exposed the threat of financial terrorism to our economic system. This groundbreaking work is a must-read for all Americans to fully grasp the extent of the economic warfare being waged against the United States.”


—E. J. Kimball, 
President of the Strategic Engagement Group and 
former Foreign Policy Counsel to U.S. Congresswoman Sue Myrick


 



“Forget against whom our nation has declared war. Recall with renewed commitment who has sworn war against us. Kevin Freeman’s witness to the latter is a quantum leap in national security threat analysis.”


—Patrick Maloy, 
Major USMC (Ret.)


 



“Understanding the serious implications to our country’s national security and our economic system, Kevin Freeman has undertaken a personal crusade to inform our policymakers, lawmakers, and military leaders at his own expense. I personally have accompanied Mr. Freeman to numerous meetings to inform them of the existence of the study and its implications. These meetings included members or their senior staffs of Congress (both the House of Representatives and the Senate), the Inspector General of the Security Exchange Commission, and several former high government officials who had served in previous presidential administrations.”


—Steve Zidek, 
Assistant Professor at Mercyhurst College Intelligence Studies program and 
former Deputy National Intelligence Officer at the National Intelligence Council


 



“As we confront the threat in the War on Terror, the national security focus has been almost exclusively on boots on the ground fighting jihadists over there. The problem is, the enemy has always known that he won’t win the war over there—but he can win it here by attacking other centers of power. One of those centers of power, already weakened, is the financial markets. Kevin Freeman does an excellent job of fleshing out the realities of this threat with uncomforting clarity. For those who fancy themselves defenders of the homeland, this is a must read.”


—Stephen Coughlin, 
Vice President of the Strategic Engagement Group and 
former consultant to the Joint Chiefs of Staff


 



“Kevin D. Freeman courageously bucked the establishment in revealing new dangers posed by economic warfare and other non-military forms of attack. This book is must reading.”


—Bill Gertz, 
bestselling author of The Failure Factory and 
national security columnist for the Washington Times 


 



“Kevin Freeman’s Secret Weapon is the scariest book you’ll read all year. We’re not just endangered by those at home who mismanaged the market; we’re endangered by those abroad who took advantage of it. If we don’t start thinking creatively, as Freeman argues, we’ll be in serious trouble.”


—Ben Shapiro, 
bestselling author of Primetime Propaganda

 



“When Kevin Freeman, after an impressive career in finance, began investigating the possibility that terrorists are manipulating our markets, he suddenly found himself inside a real world spy novel. There is so much smoke surrounding his study of economic warfare that the only question is not whether there is a fire, but rather how far it has spread.”


—Kevin Hassett, Ph.D., 
Director of Economic Policy Studies at the American Enterprise Institute and former Senior Economist at the Board of Governors of the Federal Reserve System


 



“Kevin has the courage to talk about a sensitive topic that few are willing to address. He has proven to be a detailed researcher, not willing to leave any stone unturned as he educates the public about the real risk of financial terrorism. We need more people like him who will highlight the risks of non-traditional warfare within the financial markets.”


—Jeffrey Roach, Ph.D., 
Chief Economist at Investment Committee Chair Horizon Investments and 
former Senior Economist at the Bank of America


 



“Osama bin Laden stated that one of his principal goals was to bankrupt America. We ignore the economic threat posed by radical Islam at our peril. Secret Weapon by Kevin Freeman is a must read for Americans who want to understand the critical role that financial warfare plays in our ongoing struggle with radical Islam and other forces hostile to American interests.”


—Tom Pauken, 
former Reagan administration official and author of Bringing America Home

 



“Kevin Freeman is a voice that needs to be heard. His knowledge is unsurpassed and his research is impeccable. Bottom line: Mr. Freeman knows what he’s talking about and the rest of us ignore him at great risk.”


—Everett Piper, 
President of Oklahoma Wesleyan University


 



“Kevin Freeman is one of the few people with serious credentials in the financial and investment community who take economic warfare seriously. A longstanding art of statecraft, economic warfare—whether conducted offensively or defensively—is rarely studied, rarely taught, and due to lack of knowledge and willful blindness, rarely considered in the high councils of government. Yet today, new techniques, the digital revolution, and the integration of economic statecraft with strategic and tactical deception, combine to render our economy and national security unusually vulnerable. Mr. Freeman raises both unpleasant realities and even less pleasant possibilities that deserve serious scrutiny by those who would defend our country and civilization.”


—John Lenczowski, 
Founder and President of The Institute of World Politics and 
former Director of European and Soviet Affairs at 
the National Security Council


 



“Kevin Freeman has been warning America’s leadership of the dangers of financial terrorism for the last three years. It is happening now and Kevin provides the evidence in his book Secret Weapon. Every American needs to understand how our financial markets have been manipulated by people who want to destroy the nation and how they can do even greater damage in the future. This book is a critical read for everyone.”


—William G. Boykin, 
Lt. Gen. USA (Ret.), former Commander of U.S. Army Special Forces and found- 
ing member of Delta Force


 



“Incredibly, the potential coordinated actions of foreign entities to disrupt the U.S. financial industry seem to be ignored by most. Some hostilities could be state-sponsored, while others could be initiated and executed by small groups. Such threats are real and demand immediate evaluation of vulnerabilities, examination of available means, and solution-oriented thinking to address them to minimize the yet unanticipated catastrophic effects. While our policy makers ignore the looming perfect storm, Kevin Freeman does his best to wake us up.”


—Dr. Rachel Ehrenfeld, 
Director of Economic Warfare Institute and 
author of Funding Evil: How Terrorism Is Financed—and How to Stop It

 



“In his 2009 study for the U.S. Department of Defense, ‘Economic Warfare: Risks and Responses,’ Kevin Freeman warned of dangerous gaps in our financial regulatory environment that expose us to the risks of a future economic meltdown.  Given the even weaker state of global markets today, the next meltdown will make 2008 look like a walk in the park. This time, let’s hope governments around the globe are not only listening to Freeman’s advice, but also acting upon it.”


—H. T. Narea, 
author of The Fund and adjunct professor at 
the Graduate School of Foreign Service at Georgetown University






Humbly dedicated by faith to God Almighty that by His Spirit because of His Grace, He might be glorified.




“Whether therefore ye eat, or drink, or whatsoever ye do, do all to the glory of God.”

—I Corinthians 10:31 (King James Version)





INTRODUCTION


America stands on the brink.

It stands on the brink because of government overspending and our colossal national debt. It stands on the brink because of manipulation, failed regulations, and predatory trading on our financial markets. It stands on the brink because of terrorism threats and covert moves against us by hostile foreign powers.

But to take down our economy and eliminate the United States as a superpower—as many of our enemies seek to do—all these things will have to come together in a perfect storm. Something close to that occurred in September 2008, when our enemies hammered the U.S. economy in a stealth financial attack.

That attack—and the likelihood that we’ll be hit again in the near future—is the story of Secret Weapon.

For too long, the warning signs have been clear. On September 11, 2001, our enemies hit the American homeland—and some evidence suggests they preceded that attack by short selling U.S. airlines and other financial stocks. This was merely the latest and most obvious attack on the economic  infrastructure of the United States. After all, Osama bin Laden had been vowing for years to take down the American economy—and he targeted the World Trade Center buildings precisely because of their importance, both actual and symbolic, in the financial world.

This strategy was nothing new. For hundreds of years, nations as well as terrorist groups have understood the importance of attacking their enemies’ economies. The United States is no exception—we engaged in economic warfare against the Soviet Union during the Cold War, against the British during the Suez Canal crisis in 1956, against the Germans and the Japanese during World War II, and against the South during the Civil War. Our enemies did the same. Economic warfare is as real—and can be just as devastating to a nation’s security—as a shooting war.

Our enemies’ attempts to wage economic warfare against us, however, never met with much success. Certainly, financial terrorism never did—at least not until September 2008, when America’s financial infrastructure took a major hit and then crumbled. Over the course of the next few months, an estimated $50 trillion of global wealth simply evaporated, with more than a quarter of that sum disappearing from the United States. The media rushed to assign blame for the resulting economic crisis. Liberals pointed the finger at Wall Street fat cats, while conservatives faulted federal regulations that pressured financial companies to undertake risky loans. Democrats blamed Republicans; Republicans blamed Democrats.

Nobody blamed the true culprits: America’s foreign enemies.

Many Americans believe that our physical infrastructure may be vulnerable to terrorism, but that our economy is somehow immune from attack. We like to think our stock market is just that—our stock market—and that our banks are American-made, American-funded, and American-run. No foreign enemy could sabotage our entire economy—that’s the conventional wisdom.

Not only is that perspective dangerously naïve, it’s downright wrong. Today’s global economy is deeply interconnected, and like all interconnected industries and modes of technology—airlines, trains, the Internet—it can be exploited by terrorists and other malevolent actors. History is filled  with examples of financial attacks on companies, industries, and nations for both economic and non-economic ends.

In the coming pages, we will pull the curtain back on the greatest untold scandal of the twenty-first century—the September 2008 financial attack on America. We begin by discussing the 9/11 atrocity and the little-known financial and economic aspects of the attacks. As authors Phillip J. Cooper and Claudia Maria Vargas observe, al Qaeda envisioned 9/11 as “a serious attack intended to produce massive casualties and serious damage to the economy, but it was also very much designed to be a symbolic assault—one that would strike the symbols of U.S. economic, political, and military power.”1


We then recount my involvement with the issue of economic warfare and financial terrorism, and how I was recruited by the Pentagon to author a report on the possibility of such action being taken against the United States. As a longtime financial industry insider, my interest in this topic was virtually nil—until I discovered signs that short selling was being used as a market weapon prior to the financial collapse of September 2008.

From there, we proceed to the biggest question of the last decade: Who was behind that collapse? In any crime, prosecutors look for three elements: motive, means, and opportunity. We will examine each in turn. America has many enemies, both foreign and domestic, and all have motive to take down the economy. Our enemies range from Islamic terrorist groups to Muslim state actors to China and Russia and Venezuela. They also include “piggybackers” like George Soros—people who profited from the collapse, but whose role in the affair remains murky. All may have been involved in the bear raids that destroyed the economy in September 2008. As we will demonstrate, some certainly were.

Then we will look at the means our enemies used to assault the economy, including oil manipulation, bear raids, credit default swaps, naked short selling, currency and debt manipulation, double- and triple-short ETFs, machinations by sovereign wealth funds, algorithmic trading, rogue trading, dark markets, dark pools, sponsored access, and Islamic-compliant arboons. We will explain why understanding all these terms is crucial for  protecting your wealth and for recognizing the hidden hands operating within our markets.

Next, we will look at opportunity. Our government has provided ample opportunity for our enemies to exploit these tools. Regulatory authorities have looked the other way, assuming that all participants in our financial markets are rational actors who want the market to succeed, and that the last thing any participant wants to do is to destroy the market itself. This is eminently false—some players are happy to exploit the freedom and openness of our markets to take down those very markets. We will also explain the dire consequences of our failure of imagination in the lead-up to September 2008, and how U.S. authorities were blind to the signs that our enemies were changing and improving their methods of attack.

We will trace the full-scale meltdown of the U.S. economy step by step: Phase One was the rapid rise in oil prices that squeezed our economy; Phase Two was led by the mysterious bear raids that took down Bear Stearns, Lehman Brothers, and other once-great financial institutions. We now face Phase Three. Because we have done almost nothing to rectify the vulnerabilities that existed prior to September 2008—through policies such as inflating our currency and raising our debt, we have actually worsened them—we are susceptible to another use of the secret weapon. That possibility is becoming a probability as the warnings you read here are ignored day after day by the federal government. Although we are making some breakthroughs in acknowledging what really happened in September 2008 and in defending ourselves from another financial attack, they are far too slow in coming—and some powerful players have an interest in stifling the story completely.

Finally, we will explore what the next attack will look like. How will it go down? Who will be behind it? And how can you protect yourself?

Our enemies are using a secret weapon—the weapon of economic warfare and financial terrorism—designed to take the United States down once and for all. Knowledge is the first step in fighting back. That is our secret weapon.





CHAPTER ONE

THE WRITING ON THE WALL


At 8:46 a.m. Eastern Time on September 11, 2001, five al Qaeda hijackers flew American Airlines Flight 11 into the north tower of the World Trade Center. The building burst into smoke and flame, clouding the bright blue sky in ash. Seventeen minutes later, five more al Qaeda hijackers crashed United Airlines Flight 175 into the south tower. Less than two hours after that, both towers collapsed. Meanwhile, in Washington, D.C., five more al Qaeda hijackers crashed American Airlines Flight 77 into the Pentagon. The Capitol building nearby was the likely target of a fourth hijacked plane, United Airlines Flight 93, whose heroic passengers forced their jihadist captors to prematurely crash the plane in a field in Shanksville, Pennsylvania. Around 3,000 American lives were lost in the attacks.

The 9/11 plot also caused untold economic damage, with estimates ranging up to $500 billion.1 In the immediate aftermath of the attacks, job losses reached 143,000 per month in New York City, where the terrorist onslaught may have cost the city as much as $60 billion in revenue.2 Building losses reached $34 billion, and America’s airline industry took over five years  to recover from the carnage. One study suggests that when you factor in the costs of new homeland security measures, additional defense spending for the wars in Afghanistan and Iraq, additional veterans’ benefits, and servicing the additional debt over the next decade, the total cost of 9/11 approaches $5 trillion.3


That, of course, was Osama bin Laden’s strategy. For years, he had announced his intent to target the economy of the United States. Bin Laden understood that attacking our physical infrastructure would deal a blow to America, but it was the resulting economic damage that could really bring the country to its knees. His astute insights should come as no surprise; contrary to his popular image as a cave-dwelling barbarian, bin Laden studied economics and business administration at Saudi Arabia’s King Adulaziz University. He was the wealthy and sophisticated scion of an opulent family that grosses about $5 billion annually. Osama was set to inherit a good deal of that wealth, but due to his radicalism, his family allegedly disowned him, and the Saudi government stripped him of his citizenship. Still, he managed to hold on to a decent fortune originally estimated at $300 million. These estimates were lowered in 2004 to about $50 million, which would still make Osama a rich fellow.

Many of bin Laden’s associates are similarly wealthy. This is not unexpected, although it contradicts the popular myth that poverty breeds terrorism. According to economist Alan Krueger, who did research on 129 shahids (martyrs), terrorists are less likely to be poor than their peers, and more likely to have at least a high school education. “Terrorists tend to be drawn from well-educated, middle-class or high-income families,” Krueger found.4


Consistent with his education and wealth, in the mid-1990s bin Laden reportedly began playing on foreign stock exchanges, a habit that appears to have continued right up to 9/11. An Italian newspaper reported that al Qaeda may have been “using a Milan stockbroker firm to operate on Europe’s money markets.”5 Notably, shortly before the 9/11 attacks there were reports of unusual activity on the Milan stock exchange.6


There are many other indications that bin Laden and his collaborators were active on the financial markets in the days leading up to 9/11. For example, the amount of U.S. currency in circulation increased dramatically between June and August 2001. According to economist William Bergman of the Federal Reserve Bank of Chicago, “The August increase alone was the third largest single monthly increase since 1947, trailing only December 1999 (with pre-Y2K concern as well as terrorism threats) and January 1991 (the onset of US military action in Iraq, and an important enforcement month in the BCCI money laundering scandal) . . . . The above-average growth in currency in July and August 2001 totaled over $5 billion.” Bergman drew a shocking conclusion from these facts: “[Anyone] mindful that their financial assets might be seized or otherwise at risk after the attacks converted their bank accounts to a more liquid asset before the attacks. Under money laundering and other laws, including those applied in a time of war or a declared national emergency, assets in the banking system can be frozen and seized.”7


Bergman theorized that this “wartime hoarding” prior to September 11 was undertaken by foreign governments and entities like al Qaeda that had foreknowledge of the attacks.

Bergman’s work, unfortunately, has been hijacked by the repulsive 9/11 Truthers, who claim the attacks were part of some bizarre conspiracy by the U.S. government to murder its own citizens. As a result, many terrorism analysts and theorists reflexively discount indications that insider trading occurred in the lead-up to 9/11. It’s a shame that analyses like Bergman’s have been tainted by the Truthers, since these reports reveal strange and suspicious financial activity that raises very serious questions.

One of the few studies of Bergman’s findings was done by the Federal Reserve, which attributed the rising number of dollars in circulation to a financial crisis in Argentina.8 Similarly, the 9/11 Commission appointed by the U.S. Congress did investigate charges of insider trading and unusual option activity occurring before 9/11. According to the commission, “The investigation found absolutely no evidence that any trading occurred with  foreknowledge of 9/11. The transparency of the U.S. securities markets almost ensures that any such trading would be detectable by investigators.”9 The commission’s faith in market transparency, however, was later questioned in peer-reviewed academic research conducted at the University of Illinois, University of Zurich, Hong Kong Baptist University, University of Wisconsin, National University of Singapore, and Charles Sturt University in Australia.10 Furthermore, as we shall see in later chapters, what transparency did exist in 2001 largely disappeared over the next few years, making it even easier for a person, group, or government to launch a covert financial attack on the United States.

Notwithstanding the 9/11 Commission’s blinkered findings, the 9/11 attacks were surrounded by highly unusual circumstances on the financial markets aside from the currency increase noted by Bergman. For example, on August 2, 2001, the Federal Reserve Board of Governors sent a non-routine supervisory letter to all of its member banks. Without explaining why it was being sent, the letter instructed recipients to keep an eagle eye on Suspicious Activity Reports (SARs). Investigating SARs, the Reserve said, “provides useful information on suspicious activity being identified by the reporting institutions.” The Reserve encouraged banks to “continue to conduct a thorough and timely review of all material SARs filed by supervised financial institutions in their districts.” It continued, “This review is an integral component of the supervisory function. A periodic, comprehensive review of SARs will assist Reserve Banks in identifying suspicious or suspected criminal activity occurring at or through supervised financial institutions; provide the information necessary to assess the procedures and controls used by the reporting institutions to identify, monitor, and report violations and suspicious illicit activities; and assist in the assessment of the adequacy of anti-money laundering programs.”11


And “suspicious illicit activities” were certainly evident on the markets. Shortly before the 9/11 attacks, Reuters later reported, there was a spike in airline options activity. German bankers told reinsurer Munich Re they were seeing a significant uptick in airline options activity, a way of betting  against the airlines. “We have received reports that those associated with the terrorist activities of last week may have sought to exploit our securities markets to profit from those activities,” explained Stephen Cutler, the top enforcement officer at the SEC, on September 20, 2001. “We are vigorously pursuing all credible leads, but at this time, we have drawn no conclusions.” One market maker on the Chicago Board Options Exchange told Reuters there had been heightened activity on United Airlines—whose planes were used in two of the four airborne attacks on 9/11—for the September 30 and October 30 “puts”; in other words, somebody was shorting huge amounts of United Airlines stock, perhaps anticipating it would take a hit after 9/11. “They bought them before (the attacks) and the month before, September 6 and August 6, the October and September 30 puts,” he stated.12


Munich Re was the source of many of the borrowed stocks used for the short selling, a practice in which a trader typically borrows shares of some stock and later sells them at the current price, making a profit if the price falls. One banker reported that several major French banks had made inquiries about borrowing extensive numbers of shares of Munich Re. “These inquiries were very big in size and they only asked about one share, and for that reason it stood out,” he averred. One German banker outside Munich Re reported there were inquiries for millions of shares. “If somebody would be looking for that many,” he told Reuters, “it would be super-obvious. The share price would go through the floor . . . . Even at 500,000 we would be immediately looking into the company to see if there was something fundamental going on, a takeover or some news.” Remarkably, volatility in United Airlines shares increased dramatically—by 30 percent—between September 4 and September 7.13


All this certainly looks like terrific, high-level financial manipulation. Prior to September 11, September and October 30 United Airlines puts—meaning the puts’ owners could sell them at $30 per share—were very low. (The stock was already trading well above $30, so the right to sell at $30 wasn’t useful.) After the terrorist attacks, the puts climbed rapidly as stock  prices dropped to $20 per share. The options were “worth at least five times their pre-attack price.”14 This begs an important question: Did bin Laden make a bundle of money from the attack?

On September 19, CBS reported that on September 10, the put trading for American Airlines—whose planes were used in the other two attacks on 9/11—exceeded the call trading. This meant that people were short selling—and doing it so much that sources had “never seen that kind of imbalance before.” Furthermore, CBS found that on September 6 the put and call trading for United was also “extremely imbalanced.” The network reported, “Now US investigators want to know whether Osama bin Laden was the ultimate inside trader; profiting from a tragedy he’s suspected of masterminding to finance his operations.” George Constantinides of the University of Chicago observed, “It’s hard to attribute it to chance. So something is definitely going on.” Columbia University law professor John Coffee and Professor James Cox of Duke University School of Law agreed.15


This is not conclusive, of course; there have been high put/call ratios in the past that had nothing to do with terrorism or insider trading. As Allen Poteshman of the University of Illinois writes, “It is clear both that there is a good deal of prima facie evidence that the terrorists or their associates traded in the option market ahead of the September 11 attacks, but at the same time that there are a number of reasons to suspect its probative value.” Nonetheless, after investigating the numbers in great detail, Poteshman declared, “I conclude that option market activity does provide evidence that is consistent with the terrorists or their associates having traded ahead of the September 11 attacks . . . . It does appear that significant abnormal option market positions were established that would profit from the decline of one of the airline stocks most directly affected by the attacks.”16


The Investment Dealers Association of Canada told its members that the SEC identified a total of thirty-eight companies whose shares were traded at a far higher level than usual in the weeks prior to 9/11. The AP reported that the companies included General Motors, Raytheon, Continental, Delta, Northwest, Southwest, U.S. Airways, Boeing, and Lockheed  Martin. The Wall Street Journal also revealed that the government was investigating the high-volume buying of five-year Treasury notes, which are typically picked up when people expect a recession, a war, or both. “The Journal,” reported the San Francisco Chronicle, “said agents of the U.S. Secret Service . . . have contacted a number of bond traders regarding the unusually large purchases, including one $5 billion transaction.” “We will do everything within our power to track those people down and bring them to justice,” railed SEC Chairman Harvey Pitt to Congress.17


Dr. Hugh McDermott, senior lecturer in law enforcement at the Charles Sturt University Australian Graduate School of Policing, explains how terrorists can easily exploit the markets to profit from their plots:
When terrorists have “inside information” about an imminent attack, they purchase financial derivatives before the attack and make millions from the subsequent market movements . . . . Global financial markets reacted swiftly to the news of the terrorist attacks on New York (2001), Madrid (2004) and London (2005), with a general flight to quality. Gold, bonds and defence stock strengthened and investors flocked to highly liquid, developed markets. In contrast, less mature markets suffer as do stocks such as reinsurance and aviation. American Airlines’ share price dropped 39 per cent after the 9/11 attacks and United Airlines dropped 42 per cent. Even a novice trader can see the windfall that could be achieved in shorting these stocks before a terrorist attack.18






Derivatives on Munich Re were trading at double their usual volume in the days before 9/11, according to the German Stock Market Commission, and the firm’s share price fell 22 percent after the attacks. On September 7, 2001, put options on British Airways were four times the usual; its stock dropped 42 percent after the attacks. On September 10, 285 times the normal volume of United Airlines put options were bought. The International  Organisation of Securities Commissions said that all this amounted to “the most important crime of insider trading ever committed.” In light of these facts, McDermott dismisses as “implausible” the 9/11 Commission’s assertion that there was “no evidence that anyone with advance knowledge of the terrorist attacks profited through securities transactions.” As McDermott notes, “Short selling was up 11 percent on airlines due to the global downturn following the ‘dot com bust,’ but it was up around 40 percent on United and American Airlines. Surges in call options on gold and oil were also not explained.”19


Profiting from attacks is not merely a theory—many traders did it as the 9/11 assault occurred. David Yarrow, managing director of the British hedge fund Clareville Capital, made spectacular profits by shorting airline stocks after the first plane hit the World Trade Center.20 Rogue trader Jérôme Kerviel, who was prosecuted in 2009 by the French government for nearly bankrupting financial services giant Société Générale, said that September 11, 2001 marked “the best trading day in the history of Société Générale . . . . It seems that profits were colossal that day.”21


If these traders could make money by reacting quickly to the 9/11 attacks, then bin Laden and his accomplices could certainly exploit their foreknowledge of the atrocity to similar ends. And they even had religious sanction to do so; chapter eight of the Koran instructs, “Enjoy, therefore, the good and lawful things which you have gained in war, and fear Allah.” Later in the same chapter, the Koran states, “The unbelievers shall expend their riches in debarring others from the path of Allah. Thus they dissipate their wealth: but they shall rue it, and in the end be overthrown. The unbelievers shall be driven into hell.”

September 11, of course, was not the first Islamist attempt to attack the U.S. economy, nor would it be the last. The World Trade Center had long been their ideal target. According to the 9/11 Commission Report, “Like [Ramzi] Yousef, KSM [al Qaeda terrorist Khalid Sheikh Mohammed] reasoned he could best influence U.S. policy by targeting the country’s economy. KSM and Yousef reportedly brainstormed together about what drove  the U.S. economy. New York, which KSM considered the economic capital of the United States, therefore became the primary target.” Later, as we know, the approved target list came to include “the White House, the U.S. Capitol, the Pentagon, and the World Trade Center.” The 9/11 attack “was to be a serious attack intended to produce massive casualties and serious damage to the economy, but it was also very much designed to be a symbolic assault—one that would strike the symbols of U.S. economic, political, and military power.”22


In 2000, al Qaeda terrorists in Yemen attacked the USS Cole. Although the ship was “capable of simultaneously tracking hundreds of incoming missiles or aircraft more than two hundred miles away,” according to Lawrence Wright in The Looming Tower, it was not prepared for a low-tech terrorist attack. When a fiberglass boat carrying two smiling and waving jihadists approached, the Cole did nothing. Then the boat exploded, blowing out the side of the ship and causing shock waves over two miles away. In typical fashion, bin Laden viewed the attack through the prism of the American economy. After the explosion he crowed, “The destroyer represented the capital of the West, and the small boat represented Mohammed.”23


Of course, symbolism wasn’t enough for al Qaeda—its leaders were determined to attack the U.S. economy directly. Secretary of Defense Donald Rumsfeld worried, “The cost-benefit ratio is against us! Our cost is billions against the terrorists’ costs of millions.”24 Said bin Laden, “Every dollar of al Qaeda defeated a million [U.S.] dollars.... We are continuing this policy in bleeding America to the point of bankruptcy. Allah willing, and nothing is too great for Allah.” Bin Laden boasted about his ability to create massive defense spending per terrorist: “All that we have to do is to send two mujahedeen to the furthest point east to raise a piece of cloth on which is written al Qaeda, in order to make generals race there to cause America to suffer human, economic and political losses without their achieving anything of note other than some benefits for their private corporations.” Bin Laden always focused specifically on the economy—all his thoughts seemed geared toward it.25


Following a failed assassination attempt on Pakistani President Pervez Musharraf in 2004, Pakistani security agencies arrested numerous al Qaeda operatives. One of those was Abu Musab al-Baluchi, the nephew of notorious 9/11 planner Khalid Sheikh Mohammed and the cousin of Ramzi Yousef, the 1993 World Trade Center bomber. Baluchi’s capture in turn led to the apprehension of Muhammad Naeem Noor Khan, a Pakistani tasked with delivering communications to al Qaeda operatives. When the Pakistani agencies arrested Khan, they found a cache of computer disks and a laptop that contained pictures of financial institutions throughout the United States. In response, the United States raised its terror alert status, especially with regard to “financial sectors in New York, Washington and Newark.”26


In one of bin Laden’s final tapes released prior to his death, he called on people everywhere to stop buying U.S. goods and U.S. dollars. Attempting to garner leftist support for his agenda, he also ripped America’s inaction on global warming. “George Bush junior, preceded by Congress, dismissed the [climate change] agreement to placate giant corporations,” bin Laden spat. “And they are themselves standing behind speculation, monopoly and soaring living costs.... Noam Chomsky was correct when he compared the US policies to those of the Mafia. They are the true terrorists and therefore we should refrain from dealing in the US dollar and should try to get rid of this currency as early as possible. I am certain that such actions will have grave repercussions and huge impact.”27 If bin Laden had the means, is there any doubt he would have pursued this strategy—as would other enemies of the United States?

[image: 002]

Here are the facts: first, with foreknowledge of the 9/11 attacks, al Qaeda terrorists could have turned a big profit by trading in advance of the operation. Second, according to press reports, as early as 1995, bin Laden and al Qaeda were active in financial markets. Third, Osama came from a wealthy family and was educated in economics and business. Fourth, in the run-up to 9/11, there were unusual and suspicious activities on the financial  markets, including the short selling of stocks of airlines involved in 9/11. And fifth, as a result of this short selling shortly after the attacks, the international press and German regulators widely speculated that the perpetrators may have been behind these trades.

Osama bin Laden always focused on hitting the U.S. economy, and he got his wish on September 11. It would not be the last time. When bin Laden was killed, U.S. forces found plans to directly attack Europe’s economy—on September 6, 2011, Pakistani police arrested Younis al-Mauritani, an aide to bin Laden, who was planning to attack Europe’s economic infrastructure by using speedboats to bomb pipelines, tankers, and dams.28


Regarding the topic of this book—the threat of financial terrorism since the market collapse of 2008—it doesn’t really matter if al Qaeda exploited the markets to cash in on 9/11; even if it didn’t, the financial fall-out of 9/11 made it obvious that terrorists could manipulate the markets. The Dow never opened on September 11, 2001, but when it did reopen on September 17, it suffered theretofore its worst single-day point decline in history, dropping 684 points.29 Terrorists, like everyone else, surely noticed that anyone who shorted the market before the attacks stood to make a huge profit. And in fact, suspicious trading patterns surrounded the attacks, prompting various investigations of possible stock manipulations. Although the 9/11 Commission eventually rejected reports of stock manipulations—a conclusion some analysts have strongly disputed—at a minimum, analysts and the authorities generally agreed that the reports should be investigated. Oddly, when indications arose in late 2008 that someone had carried out a far more concentrated attack on the U.S. economy itself, almost no one investigated the reports—the puzzle pieces were all in plain sight, but no one fit them together.

Whether terrorists traded in advance of 9/11 or not, they were made aware afterward that such activity would have been profitable and that they could cash in on a future attack. As we will see, after 9/11 the American homeland did not suffer another large-scale terrorist attack until 2008. But when it came, it was much more sophisticated than 9/11 itself and caused  far more damage to the American economy. It plunged the entire world into near depression—and bin Laden and his associates couldn’t have been happier.





CHAPTER TWO

A BRIEF HISTORY OF ECONOMIC WARFARE


Financial terrorism seems like a fantasy to many folks, who naively believe that nobody could manipulate the markets and sink America’s major financial institutions while covering their tracks. Historically, however, economic warfare, including financial terrorism, has been a common tactic. The difference between economic warfare and financial terrorism is that economic warfare is state-sponsored action taken against another state’s economy to coerce its government into certain activity, while financial terrorism is secret, behind-the-scenes manipulation of a nation’s economy by state or non-state actors.

If war, as Clausewitz said, is the continuation of politics by other means, then economic warfare and financial terrorism are simply war by other means. There are no bullets, bombs, or battles. There are only money and resources used to push states to pursue or not to pursue certain policies. While many attempts at economic warfare and financial terrorism are ineffective, at their extreme these tactics can provoke shooting wars and cripple a national economy. In the near future, it’s not inconceivable that these types of asymmetrical warfare could wipe entire countries from the globe.

Traditional economic warfare involves measures such as blockades, tariffs, currency manipulation, and embargoes. As this chapter will demonstrate, these were the primary economic weapons used throughout the last century. In the 1930s, currency and trade wars dominated the international scene, contributing to the outbreak of World War II. In the 1940s, the Nazis routinely counterfeited foreign currency as a wartime tactic. During the Cold War, the United States and the Soviet Union regularly attacked each other’s economies, for example, by creating restraints of trade to prevent the other side from funding its military weapons programs. In recent decades, Arab states have repeatedly resorted to economic warfare to coerce the West into pressuring Israel.

Economic warfare, in fact, began long before the twentieth century; as long as there has been warfare, there has been economic warfare, and as long as there has been terrorism, there has been financial terrorism. What makes the current version so dangerous is the sophistication and intricacy of today’s financial weaponry—derivatives, hidden orders, high-frequency trading, anonymity, and the interconnectedness of the markets.

What follows is a short collection of case studies outlining the history of economic warfare over the last few centuries and showing how it has influenced some of the world’s key conflicts.




THE BASICS: FROM THE SEVEN YEARS’ WAR TO THE CIVIL WAR 

During the 1700s and 1800s, the chief version of economic warfare was the blockade, undertaken largely by Great Britain, the great naval power of the time. Opposing powers eventually hit upon a clever way to avoid such blockades: they used neutral countries to transport their products. The Dutch, then the other great naval power, became the blockade-runner of choice. The rule was “free ships, free goods”: if a neutral power ran the ships, the goods on the ships were considered neutral, even if they were intended for enemies of Britain.

All that changed during the Seven Years’ War. British jurists invented the “Rule of the War of 1756,” which decreed that “a neutral has no right to deliver a belligerent from the pressure of his enemy’s hostilities, by trading with his colonies in time of war in a way that was prohibited in time of peace.” This established the concept that what you do matters just as much as who you are—a notion that hedge fund traders and executives would be wise to take into account these days as they funnel cash from America’s enemies onto U.S. markets.

The British heavily engaged in other forms of trade war as well. Due to the popularity of mercantilist economics—which emphasized state-sponsored economic activity such as imposing tariffs, establishing colonies, subsidizing exports, and restricting wages and domestic consumption—many states began embroiling themselves in fierce trade competition. According to scholar Tor Egil Førland in the Journal of Peace Research, “Seeing the volume of international trade (and of gold and silver) as more or less static, nations considered they could enrich themselves only by taking over the trade of other countries. One way of accomplishing this was wrestling colonies from competitors through wars, simultaneously taking over the carrying trade . . . . In the seventeenth and eighteenth centuries the application of mercantilist theory led to a series of colonial wars involving Britain, France, Spain and lesser powers.”1


Napoleon employed economic warfare to great effect against the British. He prevented the import of British goods into French-controlled territory, while simultaneously exporting tremendous amounts of French goods into Britain. The British, he said, were free to buy as much French merchandise as they wanted, so long as they paid in gold. Napoleon’s policy did hurt the British, though it failed to achieve its goal of destroying the British economy as a prelude to a French invasion of Britain. Moreover, his efforts created a serious problem: by eradicating British imports, Napoleon effectively raised the price French subjects paid for many goods. As Førland points out, “Napoleon’s weapon of economic warfare turned out to be a boomerang.”2


During the Civil War, the Confederacy also attempted to levy indirect economic warfare on Britain and France; the goal was to coerce them into joining the war against the North by cutting off their supply of cotton. This, too, ended in failure, as the Confederates cost themselves a great deal of cash sorely needed for the war effort.3


These examples show that economic warfare is often a two-edged sword: it sometimes achieves the desired ends, but almost invariably, it cuts the initiator to the bone.




THE OLD-FASHIONED BLOCKADE: PEARL HARBOR AND OIL 

In the late 1800s and early 1900s, the Japanese used traditional mercantilist policies to rapidly industrialize and militarize their island nation. As Winston Churchill noted, “In less than two generations, with no background but the remote past, the Japanese people advanced from the two-handed sword of the Samurai to the ironclad ship, the rifled cannon, the torpedo, and the Maxim gun; and a similar revolution took place in industry.” 4


Around the turn of the century, after defeating Russia and China in wars, Japan secured resource bases in Taiwan, Korea, and Sakhalin. After World War I, in which the Japanese fought on the side of the allies, Japan’s militaristic regime was emboldened by the nation’s military triumphs and growing economy. In 1931, the Japanese invaded Manchuria, a situation depicted with some accuracy in the movie The Last Emperor. Fearing a possible conflict with the Soviet Union, they then signed a defense treaty with Nazi Germany. In another belligerent move, the Japanese blockaded ports in East Asia as they attempted to bring vast swathes of the continent under Japanese control in an area euphemistically called the Greater East Asia Co-Prosperity Sphere.

Alarmed at the extent of Japan’s aggression, the United States seemed to be on a collision course with Emperor Hirohito’s army. In Europe, America  was covertly backing Britain against Japan’s ally, Nazi Germany. After Japan, encouraged by the Nazis, began creeping into French Indochina, President Roosevelt imposed an embargo on steel and scrap metal supplies to Japan. The Japanese responded by pushing farther into Indochina, and FDR countered by freezing all Japanese assets in the United States.

Days later, Roosevelt delivered the decisive blow, ordering an oil embargo against Japan that effectively cut off 90 percent of the empire’s oil supply and extinguished three-quarters of its foreign trade.5 Churchill recounted the events:
For several months the British and American Governments had been acting towards Japan in close accord. At the end of July the Japanese had completed their military occupation of Indo-China. By this naked act of aggression their forces were poised to strike at the British in Malaya, at the Americans in the Philippines, and at the Dutch in the East Indies. On July 24 President Roosevelt asked the Japanese Government that, as a prelude to a general settlement, Indo-China should be neutralized and the Japanese troops withdrawn. To add point to these proposals, an executive order was issued freezing all Japanese assets in the United States. This brought all trade to a standstill. The British Government took simultaneous action, and two days later the Dutch followed. The adherence of the Dutch meant that Japan was deprived at a stroke of her vital oil supplies.6






This threw Japan’s war machine into crisis, forcing its Navy to rely on its precarious oil reserves. Recognizing the choice that had been thrust upon the Japanese, Churchill commented, “It was evident that this was a stranglehold, and that the choice before them was either for Japan to reach an agreement with the United States or go to war.”7


The Japanese requested a meeting between their prime minister and Roosevelt, ostensibly to propose a deal: Japan would give up certain assets— but not all of them—in Indochina and China in exchange for an end to the U.S. oil blockade. The United States refused the request, believing with some credibility that the Japanese would interpret such a deal as a sign of appeasement. On November 27, 1941, the United States told the Japanese that it would only sell them oil if they left Indochina and China forthwith—and that it would only send enough oil for civilian needs. Furthermore, the United States sent Japan a ten-point note demanding that China remain under the full control of General Chiang Kai-Shek, who was fighting both the Japanese and Mao Tse Tung’s Communist guerrillas. Secretary of State Cordell Hull fumed that Churchill had gotten his way—the United States would be forced into war. “The diplomatic part in our relations with Japan is now virtually over,” he said. “The matter will now go to the officials of the Army and Navy, with whom I have talked.... Japan may move suddenly and with every possible element of surprise.”8


On December 7, Hull’s predictions came true. The Japanese, who planned to seize the oil fields of the Indies but knew the move would provoke an armed conflict with the United States, decided to strike first by attacking Pearl Harbor.9


Here’s the point: economic warfare often leads to real warfare. This was the case during World War II, although of course, Japan itself provoked U.S. sanctions by rampaging across Asia and allying with Hitler.

During wartime, the United States doubled down on its economic warfare policies. FDR instituted a Board of Economic Warfare tasked with securing the resources necessary to pursue the war—and to preventing our enemies from doing the same. Dean Acheson, assistant Secretary of State during World War II, explained the strategy: “We waged economic war on foes and friends within their grasp alike, spreading deprivation with evenhanded harshness.”10


As part of this policy, the United States economically bludgeoned neutral states that aided the Germans. The campaign yielded some benefits, but neutral countries often refused to bend to the Allies’ will. In August 1943, for example, the Allies proposed to make concessions to the Swiss in return for the Swiss cutting off arms supplies to the Germans. Switzerland  indicated it was interested. According to Acheson, however, when the Swiss opened their books, the Allies “learned the shocking truth that, instead of reducing exports to Germany in the second quarter of 1943, the Swiss had actually increased them over the first quarter by from fifty to a hundred percent. They also withheld the figures from the British and ourselves until after the agreement was made.” The Allies threatened “postwar retaliation and cancellation of all import permits” and even threatened to blacklist some Swiss firms, but the Swiss would not budge.

In sum, although economic warfare is a powerful weapon that can even provoke a shooting war, the tactic is not always successful—especially when the target faces more immediate threats, like sharing a border with Nazi Germany.11





THE SOPHISTICATED GAME: OPERATION BERNHARD 

In 1939, members of Adolf Hitler’s Security Service (Reichsicherheitsdienst ) proposed that the Germans destroy the British currency by counterfeiting millions of pounds worth of banknotes. By deceitfully inflating the British currency, the value would collapse, hindering the Brits from buying the goods and services needed to win the war. At first Hitler rejected the plan as “dishonorable,” but eventually he embraced part of it, instructing his underlings to begin paying German spies and fellow travelers with forged notes. This would serve the dual purpose of allowing Germany not to pay these operatives and allowing these individuals to become dispensing points for fake British currency.

Major Bernhard Krueger, after whom the operation was named, led the German Security Service’s Forgery Division, creating fake papers for its operatives. Forging banknotes on this scale was an immense task—after all, banknotes are the most highly scrutinized pieces of paper in the world. Fortunately, Krueger had the ultimate supply of cheap labor hidden away in concentration camps all over Europe. Jewish inmates were selected for the job and rewarded with better living conditions.

Krueger began by having his slaves create five-pound banknotes. He mixed up the paper from Turkish flax obtained through Italy, ensuring that every detail of the notes, down to the way the ink absorbed into the paper, was accurate. He even sent a batch of counterfeited currency to Switzerland to see if bankers could tell it was fake—and they could not. Even the Bank of London was fooled.
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