
[image: Images]

[image: Images]



Thank you for downloading this Simon & Schuster ebook.

Get a FREE ebook when you join our mailing list. Plus, get updates on new releases, deals, recommended reads, and more from Simon & Schuster. Click below to sign up and see terms and conditions.




CLICK HERE TO SIGN UP




Already a subscriber? Provide your email again so we can register this ebook and send you more of what you like to read. You will continue to receive exclusive offers in your inbox.





[image: Images]



To Cathy and Outkast Platoon


They think the war is coming.

—AMIR ARDEBILI

Our hands are full of business, let’s away,

Advantage feeds him fat while men delay.

—HENRY IV, PART I



Note to the Reader


The heart of this book is based on repeated interviews with the participants, as well as hundreds of supporting American, Iranian, and Georgian documents, only a handful of which are available in the public record. The book is also based on two additional key troves of nonpublic information—the contents of Amir Ardebili’s laptop, which contained four years of Iranian procurement records, and the full-length undercover videos recorded by U.S. Homeland Security Investigations (HSI) agents. Most participants were interviewed on the record, but a few spoke on a not-for-attribution basis on certain topics, either because they were not authorized to talk publicly or because they feared retribution. The undercover agent who called himself Darius requested anonymity, and the British arms dealer, “Clyde Pensworth,” requested a pseudonym. For safety reasons, a handful of facts have been withheld.



Prelude


TBILISI, GEORGIA, 2007

AND ISKANDARIYAH, IRAQ, 2004

Late on a fall afternoon, a small crowd gathered near baggage claim. The modest airport, a two-story burst of sloping steel and glass, otherwise stood largely vacant. The ticket counters were closed, the tourist kiosks bare, all four departure gates empty. Only twenty-four commercial flights landed here daily, and almost all of them arrived and departed in the hazy hours between midnight and dawn.

One man towered above the others in the airport lobby. He stood six-foot-five, with neatly parted brown hair, a square jaw, and stern gray eyes. He was fifty-three years old and looked like any of the Russian and German businessmen who flew here regularly from Moscow and Munich. He spoke Russian and called himself Darius, a name that sounded Persian but could be Baltic.

Sleep-deprived and adrenaline-fueled, Darius fought to remain focused. He had waited on a target in this manner countless times and knew this would be his last major operation. Today’s mark was arriving from Tehran. Darius had the man’s name, but no picture. He scanned the airport foyer for Iranian counter-surveillance. Nothing stood out, but this was the former Soviet republic of Georgia, birthplace of Stalin, and the legacy of KGB intrigue lingered.

A veteran of the Cold War, Darius carried in his wallet official-looking documents identifying himself as an East European arms broker. Yet he was neither European nor a spy. Darius was a cop, an undercover agent from U.S. Homeland Security. Outside the airport entrance, an undercover Georgian policeman playing the part of Darius’s driver waited beside a black Mercedes SUV with crimson window curtains. Embedded inside the car’s rearview mirror were a camera and microphone, ready to record conversations during the ride downtown.

In the terminal, a dour Georgian from the Ministry of Internal Affairs pulled close and discreetly slipped Darius the flight manifest. He skimmed the two-page passenger list until he recognized a name. Darius suppressed a smile, folded the document, and gave a silent signal to his cover team.
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Thirty-five miles south of Baghdad, near a city called Iskandariyah, a cherub-faced second lieutenant from New Jersey set off with his platoon on a routine patrol. Seth Dvorin commanded Outkast Platoon, seventeen men stationed at a major power facility near the banks of the Euphrates River. Lieutenant Dvorin was a Rutgers University graduate and twenty-four years old. This marked his fifth month in combat.

Dvorin’s men ventured outside like this virtually every day, beyond the barbed wire and concrete fort, clearing roads in advance of long Army convoys. They lugged M4 carbine rifles, M249 light machine guns, and seventy pounds of gear, sometimes in Humvees, sometimes on foot, always alert for deadly handmade roadside bombs, or IEDs, shorthand for “improvised explosive devices.” The enemy hid IEDs everywhere—inside abandoned tires, paint cans, concrete chunks, dead dogs, boxes of candy, mannequins, behind signs and posters. The Army trained soldiers like Lieutenant Dvorin to scan for danger signs—fresh piles of dirt in a roadway, odd objects hanging from trees and electrical poles, or sudden insurgent signals: a flare launch, blinking lights from a nearby home, a single gun shot fired as a convoy entered a village. Lieutenant Dvorin also learned to look for things that weren’t there, odd situations, like the absence of children in a place where kids usually played, or a café, busy one day, vacant the next.

The enemy triggered IEDs in three ways: by detonating cord, timer, or remote control. The wired cords were of course easier to spot, and sometimes the remote control triggers could be thwarted by radio wave jammers mounted on the Humvees. But lately, U.S. soldiers in Iraq were discovering more sophisticated remote timers and triggers inside the IEDs, including, incredibly, products manufactured in American factories. Insurgents in both Iraq and Afghanistan were acquiring American-made components to help kill U.S. soldiers—and the growing evidence showed that Iran was smuggling the IED parts from the United States to the battlefield.

Dvorin and his men didn’t disarm the roadside bombs; they spotted them and radioed experts from disposal units. They didn’t always see them in time. In Iraq and Afghanistan, at least 2,500 U.S. soldiers have died in IED attacks, accounting for nearly half of the total killed by hostile fire. In the coming months, seven of the seventeen men in Lieutenant Dvorin’s platoon would be gravely wounded; three would die, killed by remote control IEDs.

“Once you go outside the wire, if you ain’t got butterflies, you ain’t human,” recalled Private First Class Jeffrey Williams, who manned the platoon’s .50 caliber gun and lost the use of his legs following an IED attack. Whenever the platoon ventured beyond the wire, Lieutenant Dvorin and his sergeant took turns staying behind at camp. This ensured that if the platoon were attacked, one leader would survive.
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At the Tbilisi airport, Darius considered the name on the manifest.

For three years, in countless emails and telephone calls, the Iranian procurement agent had called himself “Alex Dave.” Then, three days ago, he had switched to this new name, the one on the manifest. The abrupt change had troubled some of the other Homeland Security agents. Not Darius. He didn’t care what the guy called himself, as long as he showed up.

Alex Dave, or whatever his true name, was the prime target of Operation Shakespeare, an audacious U.S. national security sting, one with covert elements in four countries. A symphony of moving parts—false identities, front companies, counterfeit weapons systems, and the lure of a large payday—Operation Shakespeare was designed to catch an agent of the Iranian government as no U.S. law enforcement agency ever had. If the sting succeeded, the agents believed it might mark a turning point in the covert American effort to halt the spread of illicit military sales to Iran. In the long run, Operation Shakespeare could help save American soldiers’ lives, as well as protect Israelis and others targeted by the terrorist organizations Tehran supplied, Hezbollah and Hamas.

In Tbilisi, Alex Dave expected to take delivery of three military-grade products he had ordered from Darius: a pair of F-4 fighter jet cockpit computers, major upgrades for Iran’s dilapidated air force; a set of precision gyroscopes, the kind required to steer rockets and missiles at targets like Tel Aviv; and a box containing one thousand sophisticated radar microchips, devices quick enough to track and shoot down U.S. fighter jets, including American planes that might be sent someday to destroy Iran’s nascent nuclear arsenal. What Darius did not know is that Alex Dave had already successfully smuggled American-made underwater drone components, naval sonar, and the very components showing up in IEDs in Afghanistan and Iraq.
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Lieutenant Seth Dvorin arrived in Iraq as a rookie officer and also as a newlywed. His wife, Kelly, was a graduate psychology student in New Hampshire.

Seth and Kelly had met as students at Rutgers University four years earlier. At the time she was a shy senior, a scholar anticipating a career in counseling. He was a carefree and brash sophomore, a C-plus student. She wore little makeup and kept her brown hair flat and straight to her elbows, like Cher. He used so much mousse and experimented with so many different hairstyles that his frat brothers nicknamed him Vidal. Seth sometimes augmented his look with a small hoop in each ear. He spoke with a low, guttural voice, not unlike Springsteen. Though his ruddy cheeks made him appear younger than his twenty years, Seth exuded a confidence and kindness that Kelly hadn’t found in other Rutgers men. He carried a genuine interest in other people’s problems, and not in a gossipy way. She believed there was something sort of wise about him.

Seth’s unusual maturity and empathy could be traced to childhood trauma. Growing up, his parents fought bitterly, and to escape Seth spent a lot of time hanging out at the homes of friends and relatives. His mother, a teacher, and father, a policeman, divorced when Seth was eight. The boy remained close to both parents and became the de facto mediator and family peacemaker. He was happiest when he found ways to make everyone else happy. Seth learned to hide disappointments and resentments, but his parents’ divorce shook him deeply and he witnessed acts of selfishness and unfairness that transformed him. What emerged was a nice guy, a person with an unusually strong sense of justice and duty to community. In high school, Seth wrote a paper advocating that colleges ought to pay student-athletes because universities reaped millions from their talents. When he adopted a cat at a shelter, he picked the scrawniest one, reasoning that the better-looking cats were more likely to find homes. When Seth was seventeen, he brought a U.S. Army recruiter home to dinner, eager for the sergeant to repeat for his mother the importance of national service. This was long before 9/11, and within his circle of suburban high school friends, Seth was the only one even considering enlisting.

On their first date, Seth took Kelly to a Mexican restaurant near campus, followed by ice cream at Thomas Sweet’s and a visit to a local arcade. That summer, they handwrote a list of forty-one date ideas, and in the year that followed crossed off almost all of them: dance at a Dave Matthews Band concert, stroll the Wildwood Boardwalk, visit New Hope on a Sunday afternoon, picnic in Central Park, spend a lazy day watching Stanley Kubrick movies, go to a Yankees-Phillies game in the Bronx. As they fell in love, they talked about a future together. After graduation, she intended to become a psychologist. He planned to serve a few years in the Army and then become a federal agent, maybe for the FBI or Secret Service. That fall, Seth accompanied Kelly on several doctoral program interviews and grew serious about his own schoolwork. In the summer between his junior and senior years, he spent a month backpacking across Europe with a frat brother. While abroad, he mailed Kelly a box of Swiss chocolates. The note said, “Look at this and think of me whenever you are lonely.”

During Seth’s final semester, he applied for the Army’s college-graduate officer program. He did not enlist to avenge 9/11 or because he fantasized about becoming some sort of Special Forces soldier working secret ops in the Middle East. Seth stood just five-foot-seven and weighed a somewhat doughy 170 pounds. Mostly, he enlisted because he believed he ought to. “From the time that I first met him,” Kelly recalled, “Seth talked about a greater sense of duty to his fellow man and country. It sounds cheesy, but that’s really how he talked, and what he wanted to do.” On his Army application, the college senior wrote, “In regard to the reasons that I desire to join the United States Army as an officer . . . perhaps the most important is my lifelong desire to serve my country.”
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While Darius staked out the Tbilisi airport, fellow undercover agents prepared a downtown hotel suite for the anticipated meeting with the Iranian arms broker. They installed a dime-sized camera inside a wicker trash basket and checked the feed on a second camera hidden inside a painting hanging on a wall. Working beside the Homeland Security agents at the hotel was a technical ace from an obscure Pentagon agency, the Defense Criminal Investigative Service.

The Pentagon special agent’s presence underscored the nature of the work. Darius and his colleagues were part of a small, elite band of Homeland Security agents, mostly former Customs men, who worked in the shadows, usually undercover, to prevent enemies from acquiring American-made weapons. These weren’t theoretical threats in some future war; the Homeland Security agents were chasing current dangers playing out on today’s battlefields, trying to prevent enemies from acquiring American-made night vision equipment, radar microchips, infrared targeting scopes, drone technology, and triggers for IEDs—weapons that might be used against U.S. soldiers like Seth Dvorin. The Pentagon coined a clumsy slogan for the program, “Protecting the Warfighter,” and though largely unknown to the public, the task was as critical to individual U.S. troops as it was to national security.

With Operation Shakespeare, Darius and his colleagues hoped to strike back against Iran’s murky and elusive black market arms network. They hoped to prove wrong a widely held assumption that U.S. law enforcement wouldn’t or couldn’t operate overseas, that the degree of difficulty—overcoming legal, bureaucratic, budgetary, diplomatic, and logistical hurdles—was too high. Darius marveled that even the Central Intelligence Agency, unfettered by the kind of legal restrictions that constrained U.S. law enforcement, had struggled to stop the Iranians and Chinese from acquiring American-made weapons and military technology. Following 9/11, the CIA created eleven overseas counter-proliferation sting operations similar to Operation Shakespeare. Only one succeeded.
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It takes the Army about a year to forge an officer.

One clear West Texas evening during his final month of training, Seth Dvorin, still earnest and inquisitive, found himself sitting atop a picnic table on an Army base near El Paso, cradling a forty-ounce bottle of King Cobra malt liquor wrapped in a brown paper bag. He wore a gray Rutgers T-shirt, cargo pants, and a great big black cowboy hat, a symbol of his new adventure. The year had been harder than he had expected, mentally and physically, and offered rare chances to see Kelly. Seth sat beside classmate James McCormick, a combat vet eight years older. McCormick wore a white wife-beater and camouflage pants. A unit barbecue had just concluded, and the two men remained, wordlessly studying the final embers on the grill. In a month, they expected to receive their first command assignments. Like any soldier, Seth considered that he might be sent into combat and killed. But what he feared more than death, he told McCormick, was failing as a leader. He thought about it constantly.

“Okay, man, tell me again,” he said to McCormick. “What it’s like to lead under fire? What’s it like to tell someone to do something that might cost him his life?”

At thirty-four, McCormick was perhaps the oldest and most experienced soldier in the officer-candidate class. A compact West Virginian with a bushy blond mustache, McCormick had adopted Seth, treated him like a little brother, impressed that a smart, slight Rutgers grad with soft hands would sign up, knowing he’d be sent to Iraq or Afghanistan. Seth drove a Mustang and drank and cussed as well as anyone in the Army, but he also wore Coke-bottle glasses, sang karaoke, told corny jokes, kept a plaid baby blanket in his locker, and bragged about his college sweetheart, Kelly. His roughest feature was his New Jersey accent.

At the picnic table, Seth asked again about combat. His friend told him to expect guerrilla and asymmetrical attacks. The enemy won’t wear uniforms. There won’t be traditional front lines of battle. It will be what the Army calls 360-degree warfare.

Seth asked about leadership again.

“Never show fear, never hesitate,” his mentor said. “Make a decision, even when you’re not sure. A leader doesn’t order his men to do anything he wouldn’t do. A leader doesn’t push his men forward. He leads from the front.”

Seth’s combat assignment came quicker than expected. Just days after he arrived at his first post, Fort Drum, New York, the Army ordered him to Iraq. Seth and Kelly had just moved into a new off-post apartment; now he would deploy in two weeks. Seth took Kelly on a long stroll by a lake and proposed. He didn’t have money for a ring or time to arrange for a large wedding, but she didn’t care. A week later, they married on the steps of the Watertown library before a small gathering of family members. She wore a white sleeveless gown she found on summer-end clearance at JCPenney for $20. He wore his Army dress uniform. They wrote their own vows. “In you, I have found a best friend and a life love,” Kelly told Seth during the ceremony. “I love your zest for life, willingness to help those in need and your unique sense of humor. I promise you my loyalty, support, understanding and friendship. Life is full of many surprises and twists and turns. I will be by your side through them all. You are the man I want to walk through life with, the man I want to grow old with.”
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In the Tbilisi airport terminal, a stabbing pain in Darius’s left foot spiked, and he leaned to his right. His gout flared whenever he became tense, and was made more irritable by lack of sleep.

The secret Georgia operation was unfolding during an unusually tense fall between Tehran and Washington. President Bush, frustrated by Iranian support for insurgent attacks against U.S. troops in Iraq, had recently made his most public threat to date: “I have authorized our military commanders in Iraq to confront Tehran’s murderous activities.” And just days ago, Iranian president Mahmoud Ahmadinejad had visited New York, where he’d offered bellicose remarks at the United Nations and at Columbia University. Even as the U.S. agents waited for the target at the airport, The New Yorker magazine was reporting that the Pentagon and CIA were rushing plans for a military strike against Iran. The agents followed it all on CNN and the BBC, aware that a successful mission, however small, might aid a U.S. attack, and that a screwup would hand the enemy an untimely propaganda coup.

Darius swiveled to his right flank and stole a glimpse of the two men leading Operation Shakespeare, Homeland Security supervisor John Malandra and U.S. Justice Department prosecutor Dave Hall. Despite inevitable tensions, Darius liked Hall and Malandra. They shared his aggressiveness and his assessment that The G—the U.S. government—was too mired in bureaucracy and petty politics to effectively stop the Chinese and Iranians from stealing American military technology. “The G is like one giant Dilbert cartoon,” Darius liked to say. Darius felt the closest kinship with the prosecutor, a karate black belt who liked to accompany undercover agents into the field, an unusual trait that made his bosses nervous. The prosecutor stood beside Malandra, a former Philly street cop who carried the looks and swagger of a middle-aged Kirk Douglas. Normally a man in constant motion, Malandra was calmly leaning against a currency exchange kiosk, casually licking a vanilla ice cream cone. Darius recognized the undercover trick. What looked less like a cop than a guy enjoying an ice cream cone?
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On that morning five months into combat, Lieutenant Dvorin’s platoon approached a narrow stretch of bullet-riddled homes about ten miles from base. He ordered two thirds of the soldiers to dismount from the Humvees, spread out, and scan for IEDs on foot. Dvorin joined them, leading from the front, patrolling about seven yards ahead of the next man, a protocol designed to reduce injuries in case a bomb exploded. Shortly after ten o’clock, he saw a suspicious object in the roadway. It looked like scrap metal, perhaps part of a wheel rim. Dvorin turned and ordered his men back, a warning that probably saved lives. As the lieutenant yelled, an insurgent triggered the IED by remote control, launching shrapnel in all directions.

Many hours later, in the small southern New Hampshire town of Jaffrey, the first flakes of a heavy snowstorm began to fall. Kelly Dvorin slept in a friend’s apartment there on nights when she attended graduate classes. She pulled into the parking lot after a long day cradling a box of chocolates, by now the ritual comfort food of choice for nights when she especially missed her husband. Kelly put a can of minestrone soup on the stove and sat down to watch television while the soup simmered.

There was a knock at the door and she stood to answer it. A tall, middle-aged man in an olive uniform with wire-rim glasses removed his hat and asked if he could step inside. Kelly assumed he was soliciting donations for some sort of military charity. It was frigid outside and her first instinct was politeness. She invited him to sit at the kitchen table. She didn’t sense danger until he began speaking.

“Ma’am, I’m with the Army . . .” Kelly didn’t hear the precise words that followed. Her heart thumped over the officer’s voice. His mouth moved in slow motion. But she understood. Seth was dead. Killed in combat.

Her defenses kicked in, a classic stress response, one she’d studied in her psychology coursework. “Are you sure?” she said. Kelly did not cry or yell. “Are you sure?” she repeated. “You’re probably in the wrong house. It’s easy to make a mistake.”

He shook his head. No mistake. Her husband had been killed during a patrol that morning. The Army officer apologized again. There were things Kelly needed to begin thinking about. Did she want her husband’s body embalmed? Did she have religious instructions for handling Seth’s body? Where would she like the body delivered? Did she know where she wanted Seth buried?

Each query hit Kelly like an assault, a brutal confirmation. Embalmed? He’s dead. Religious instructions? He’s dead. Which cemetery? He’s dead.

She fell silent.

“Um, ma’am,” the officer said, breaking her trance. “I think something’s burning.”

It was the soup.

Kelly’s mother and stepfather raced up Interstate 95 through the snowstorm. When they arrived long after midnight, they found Kelly lying on a mattress someone had pulled into the center of the living room. She was curled up, between two friends from school, locked in the fetal position.
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Darius scanned the Tbilisi airport once more for counter-surveillance. The plane was due in minutes. His mind swirled. Would the Iranian arms broker show? Would he fall for the sting? If so, what intelligence might he reveal about Iranian procurement networks? Might he point the agents to American war profiteers betraying the troops? And once in handcuffs, would the Georgians let the Americans haul the Iranian back to the United States to face justice?

Or were the Iranians already wise? Had they figured it all out? Had the U.S. agents unwittingly become targets of a reverse Iranian intelligence op?

The Americans understood that the Iranian flying to meet them could be anyone. They knew him only as a guy on the other end of countless emails and phone calls. The men leading the U.S. team—Darius, his undercover partner, the supervisor, and the prosecutor—were staking their reputations on capturing a man who remained an enigma.

An arrival announcement came over the airport loudspeaker, first in Georgian, then in English. The crowd inched forward. The double doors hissed open and the first passengers with rolling suitcases filed out.

In twenty-four hours, the Americans would know whether their effort would pay off, or if they would go home fools.


PART ONE

The Lure



2004–2007



CHAPTER 1


The Storefront

YARDLEY, PENNSYLVANIA

On a mild spring morning in April 2004, a black Mercedes S430 sedan pulled into a low-rise office park. The robin’s-egg blue building stood on a narrow suburban road near the New Jersey state line, thirty minutes from Seth Dvorin’s boyhood home. The driver who stepped out of the Mercedes had a shaved head and an affable face. He wore a white dress shirt tucked into tan slacks that bulged a bit at the waist. In his wallet, the man carried a driver’s license and business cards that identified him as Patrick J. Lynch. He carried a briefcase and walked purposefully inside, past the offices of a dentist and a chiropractor, and unlocked Suite 106. A small sign beside the door declared this the offices of Cross International.

Cross rarely received visitors, but anyone who wandered in the front door would have likely found Lynch seated at one of two desks, busy on the telephone or on a desktop computer. At his elbows were strategically strewn invoices, each topped with the company’s globelike logo and motto, “Cross International—Your Dependable Partner, Serving Your Acquisition, Logistics and Transportation Needs.” The walls were lined with posters of jet fighters and aircraft carriers, and a coffee table by the front door held neatly stacked copies of Jane’s Fighting Ships and other encyclopedias of modern warfare.

A quick check of public records or the Internet would reveal just enough about Cross International to assuage any suspicions—Cross had been in business since the mid-1990s and its state, county, and federal tax and incorporation records were in good order. Although Cross was a fairly generic name, a Google search of “Cross International” usually returned reaffirming hits, links to well-established import-export trade directories. Almost all of these links cited Suite 106 in Yardley and the Cross phone number, 215-496-1372.

The Cross website was understated and featured a standard, American-style business mission statement: “Cross International is a worldwide procurer of military and defense-related items and technology facilitating the needs of various customers throughout the world. Cross seeks to solve the difficulties associated with procurement through their many years of experience in the international logistics and acquisition business. Through a network of relationships, Cross has access to various international inventories that can facilitate many of your defense needs. Cross is an authorized broker for many U.S. and Canadian manufacturers. Cross also provides freight forwarding, brokerage and transportation assistance and guidance relative to the movement of sensitive commodities throughout the world.”

The customers Patrick Lynch hoped to attract would instantly understand what Cross really offered. Cross helped foreign corporations—often no more than state-run front companies—buy sophisticated, American-made military-grade equipment and technology. Cross not only promised to help foreigners find the highest-quality items for the best price, it facilitated the hardest part of any global arms deal: navigating, and, if necessary, circumventing the byzantine U.S. regulations that limit export of military products to certain nations. “Freight forwarding . . . sensitive commodities throughout the world” meant that Cross could smuggle contraband military equipment to banned nations by routing it through ports like Vancouver, Dubai, Amsterdam, or Singapore. The practice, known as “transshipping,” was the primary method of sending contraband to China, Iran, Pakistan, and war-torn countries in Africa.

To attract the right kind of customer, Lynch had embedded certain terms and phrases in the company website’s metadata, the invisible keywords that search engines like Google use to link search terms to websites. In the webpage’s metadata header, he had typed: “Laser, tanks, infrared, night vision, night targeting system, tandem warhead, reactive armor, grenade launcher, forward looking infrared, F-14, assault rifle, M4 carbine, M24 sniper rifle, M240 machine gun, unmanned aerial vehicle, sonar, radar, electronic combat systems, military cryptology, kinetic energy weapon systems.”

On an average day, Patrick Lynch received a handful of fresh foreign queries for American-made military equipment and sophisticated electronics. Each query usually contained dozens of RFQs, or requests for price quotes. The RFQs often arrived in the form of an Excel spreadsheet with product or part numbers. Like any arms broker, Lynch would turn to the Internet, Google each product, figure out what it was and who made it, how much it cost, how long it took to manufacture, how it might be shipped, what export regulations applied, and what the profit margin might be. Discreet research could be intense and time-consuming.

With so many sales variables, it was not uncommon for negotiations to stretch across months. One recent successful transaction had lingered for nearly a year. It involved a Japanese client who sought something called an AN/PEQ-2. Lynch looked it up and found that an AN/PEQ-2 is an Infrared Target Pointer/Illuminator/Aiming Laser, and is deployed by U.S. troops in Iraq and Afghanistan. The device, made in New Hampshire, is a waterproof, rifle-mounted spotting laser that can project a red dot on a target miles away. The man who emailed Cross sought five of them, priced at $1,200 each. He asked if the aiming laser could be exported to Japan, and a Cross employee told him that it could not, as this would violate U.S. export law. So the man supplied Cross with an address in California for delivery. Lynch and his Cross colleagues replied that the law still requires them to certify the name of the end user, or final recipient. No problem, the Japanese buyer assured them. He promised to come up with a company name, and made a date to meet Lynch and other Cross executives in Los Angeles.

Only when he was arrested did the Japanese man learn Lynch’s true identity—an undercover agent for Homeland Security Investigations (HSI), a division of U.S. Immigration and Customs Enforcement (ICE). Cross International was an undercover HSI company.
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With its technical superiority, the U.S. military has created an unrivaled and formidable military machine, a superpower. With superior night vision and targeting software, the U.S. Army owns the night. With undetectable submarines and massive aircraft carriers, the U.S. Navy dominates every ocean, above and below the surface. With stealth fighters and bombers, the U.S. Air Force rules the skies.

The American advantage is so pronounced that on many battlefields the greatest threat to U.S. soldiers, sailors, and pilots is an enemy firing back with American-made weapons and technology. These tiny weapons of modern war—precision microchips, missile-guiding gyroscopes, night vision scopes, radar-cloaking material—can alter the balance of power. The most valuable military components are often the smallest state-of-the-art devices, most no larger than a stick of chewing gum, but nonetheless lethal, capable of guiding missiles, jamming radar, pinpointing submarines, and triggering countless weapons, from wireless IEDs to nuclear explosions.

To maintain its strategic and tactical advantages, the U.S. government long ago adopted a matrix of laws and regulations restricting the sale of sensitive technology and munitions overseas. But in a global economy fed by the speed and anonymity of Internet communication and cheap international shipping, it is growing increasingly difficult to enforce smuggling laws. Worse, an outdated and needlessly bureaucratic regulatory scheme—one filled with inherent conflicts of interest—has hamstrung law enforcement. As a result, America’s technical advantage is evaporating.

Throughout history, the practice of war has evolved at the pace of technology, from ancient metal body armor to medieval armadas to atomic weapons. The nations with the most advanced technology usually win the wars and enjoy the spoils, political and economic dominance. “Tools, or weapons, if only the right ones can be discovered, form 99 percent of victory,” the British general and military historian J. F. C. Fuller said in 1919. “Strategy, command, leadership, courage, discipline, supply, organization and all the moral and physical paraphernalia of war are nothing to a high superiority of weapons.”

In the fifth century BC, Athens became a superpower in part by developing a fleet of sophisticated and expensive warships, triremes powered by oars. The nimble galley ships, built with pegs and rods, rather than nails and screws, dominated the Mediterranean Sea—so much so that following a victory against the Persians in 480 BC, Themistocles urged his fellow Athenians to preserve this advantage by preemptively burning the enemy’s dockyards. His idea was rejected as immoral, and, sure enough, decades later, the Persians struck back by secretly bankrolling a proxy navy led by the Athenians’ archrivals, the Spartans. “While it lasted, the age of the trireme anticipated issues facing today’s nuclear world,” Bard College classics professor James Romm has written. “Then as now, a single advanced weapon loomed so large that nations tried to strip it away with surgical strikes.”

In the late fifteenth century, the advent of the mobile cannon triggered the rise of a European military machine that would grow to dominate global affairs for nearly five hundred years. Consider that at the outset of the artillery age, Europe controlled just 15 percent of the world’s landmass. “But by the early sixteenth century, Europe would emerge as the richest, most dynamic and most powerful region on the planet,” military historian Max Boot writes in War Made New. “In the years ahead, its explorers, merchants, preachers, settlers, sailors and soldiers would subdue much of the rest of mankind, controlling 35 percent of the earth’s landmass by 1800 and a staggering 84 percent by 1914.”

This technology revolution began in 1494, at the height of the Renaissance, when the French invaded the Italian city-states of Naples, Venice, and Florence. France sent 27,000 traditional soldiers to Italy, primarily a mix of archers and cavalrymen in armor, carrying lances and swords. But France also deployed dozens of newfangled mobile cannons. Though gunpowder had arrived in Europe a few hundred years earlier and some had developed rudimentary cannons, the French improved the technology dramatically. They developed a cannon with significantly more explosive force and crafted iron ordnance that could travel farther and faster than standard stone cannonballs. As important, the French cast the cannon from bronze, a lighter metal, which allowed the artillery to be mounted on raised wooden carriages and, thus, for the first time, be wheeled by horses rather than dragged by oxen. When the French forces invaded, the Italian armies took traditional positions in castles built of stone. The new cannons obliterated the castles. Many years later, a Florentine politician, Francesco Guicciardini, reflected on the profound changes wrought by the new weapon. “[Previously] when war broke out, the sides were so evenly balanced, the military methods so slow and the artillery so primitive, that the capture of a castle took up almost a whole campaign.” The introduction of modern, mobile, powerful artillery turned “everything upside down,” he wrote. “Wars became sudden and violent . . . cities were reduced with great speed, in a matter of days and hours rather than months.”

England soon surpassed France in cannon technology, and beginning with the 1588 battle against the Spanish Armada, grew to dominate the seas, and therefore much of the world. As England built its empire, Britain sought to protect its technological advantage. In 1610, the British made it illegal to export ordnance, gunmetal, and iron ore without a government license. Other European nations adopted similar, rudimentary export controls. Milan forbade the emigration of skilled arms workers. Tuscany banned the export of munitions, powder, and metal to the Barbary Muslims.

In early U.S. history, trade and tariff policy rarely addressed counter-proliferation. Presidents imposed exceptions during war—Lincoln’s blockade of the Confederate states—but until World War I the United States, largely neutral in foreign affairs, promoted free trade. Indeed, for three years preceding America’s entry into the war in 1917, U.S. nonmilitary exports continued to flow to Germany. The Trading with the Enemy Act of 1917 formed the basis for an export-control framework that survives to this day, and the government published a list of thousands of embargoed foreign companies and individuals, a forerunner to the current prohibited entities lists. Under the regime, American shippers were required to obtain a government license before exporting products to a person or business on the list.

Following World War I, a series of Senate hearings fanned suspicions that U.S. munitions manufacturers had helped push the nation into war. The backlash spurred postwar export controls on munitions to certain countries, and by 1935, reflecting the American return toward isolationism, Congress adopted the Neutrality Act, which forbade the United States from trading with any nation at war with another. One provision created a National Munitions Control Board to license exports. United States policy shifted abruptly again at the outbreak of World War II, from neutrality to support for the Allies. In 1940, the United States banned aviation fuel and machine tools to the Japanese, and even before Pearl Harbor, Roosevelt imposed a complete ban on military items to Japan. By 1941, the ban extended to trade with Germany and Italy. This did not, however, prevent several major American corporations from continuing to do business with the Nazis or their proxies, according to documents unearthed decades later by journalist Charles Higham. In his book Trading with the Enemy, he writes that at the height of the war Standard Oil smuggled fuel to the enemy through Switzerland, and, with authorization from Detroit, a Ford factory in France built trucks for the Nazis. But these acts were overshadowed by the tremendous technological advances during the war, from the development of the atomic bomb to radar. The United States won the decisive battle of Midway in part because American ships carried rudimentary radar that could detect incoming enemy planes from miles away, while the Japanese largely relied on scout planes and spotters.

After the war, U.S. policymakers struggled to contain communism, in part by limiting technology exports to the Soviet Union, while at the same time working to rebuild the European economy, for which free trade was critical. Some Americans viewed the Soviet Union as an untapped market; others took a more cautious view. In a 1946 report to President Truman, White House counselor Clark Clifford advised that the surest way to influence the Soviets was to engage them in trade, though he warned, presciently, that “the United States should avoid premature disclosure of scientific and technological information relating to war matériel.” Truman’s inclination after the war was to embrace free trade. His administration shrank the wartime list of controlled goods and abolished the Trading with the Enemy list. Reflecting the prevailing free trade vision, the Commerce Department assigned just one person to enforce export controls.

The era of free trade did not last long. After the communists seized power in Czechoslovakia in 1948 and the Soviets detonated their own atomic bomb the following year, Truman was compelled to tighten export controls. New lists were drafted restricting many shipments to the Soviet Union and its satellites. The Commerce Department enforcement staff morphed to fifty. The anticommunist philosophy solidified by 1950, and would shape U.S. export policy for the duration of the Cold War and beyond. President Eisenhower found many Soviet trade restrictions “damned silly”—the data showed that the embargoes carried little practical effect. But anticommunist political currents were too swift to navigate a change in direction.

From this Cold War structure emerged a rubric in which export licensing decisions were made either by the State Department, sensitive first to foreign policy concerns, or by the Commerce Department, a government agency created to promote American business, not restrict it. The Pentagon and other agencies held only advisory roles. Toward the end of the Cold War, the military began to push back. The Pentagon interceded, for example, in 1988 to dissuade State and Commerce from approving a Maryland company’s request to export 500,000 injectors of a nerve gas antidote to the Iraqi army. A short while later, the Pentagon got the White House to block Commerce Department approval of a New Jersey company’s request to supply Iraq with furnaces that could be used to produce missiles and nuclear weapons. Although the United States won a quick victory over Saddam Hussein in 1991, coalition forces were surprised to discover a significant amount of American-made munitions and technology in Iraqi military stocks.

After the war, President George H. W. Bush declared nonproliferation of sensitive and military technology to terrorists and rogue states a priority. But the policy shift—attempting to regulate trade with specific end users instead of whole countries—did not fit well with an export enforcement system designed to fight the Cold War. What’s more, as technology evolved rapidly in the 1990s and 2000s, weapons systems, like everything else, became miniaturized and therefore easier to smuggle—a military computer that once filled a room could now fit on a thumb drive. President Bill Clinton struggled, too, to balance the emerging security threats with the burgeoning global economy. Stymied by a split Congress, Clinton adopted a series of administrative reforms—he granted the Pentagon the power to review dual-use license applications, but he also relaxed restrictions governing satellites and computers. Clinton’s successors each touted “reform,” yet as late as 2013, the government was still struggling to cull the lists of restricted items and focus on the most dangerous.

Robert Gates, who first confronted the issue as a deputy CIA director for Ronald Reagan and again as defense secretary for George W. Bush and Barack Obama, believes that U.S. export policy is so broad—“a byzantine amalgam of authorities, roles and missions scattered around different parts of the federal government”—that it neither promotes commerce nor protects national security. After becoming deputy CIA director, Gates recalled, “it soon became apparent that the length of the list of controlled technologies outstripped our finite intelligence monitoring capabilities.” In many cases, Cold War–era regulations restricted basic, off-the-shelf items—latches, wires, and lug nuts if they could be used in an airplane, for example—from export. “We were wasting our time and resources tracking technologies you could buy at RadioShack,” Gates told a group of business executives in 2010. “Frederick the Great’s famous maxim that ‘he who defends everything defends nothing’ certainly applies to export control.”

Although the Obama administration embarked on an ambitious series of reforms, U.S. export control remains fractured. The State and Commerce departments, now assisted by the Pentagon, still decide which products can be exported where. The Treasury Department maintains its own list of sanctioned countries and individuals—nations, terrorists, and suspected criminals, such as Syria or al Qaeda, to whom nothing can be exported. A separate and equally strained triumvirate shares responsibility for enforcement: Commerce, FBI, and Homeland Security. Commerce’s three-part role—promoting trade, licensing exports, and enforcing the law—creates inherent conflicts of interest. Not surprisingly, the Commerce marketing and licensing divisions dwarf the law enforcement section. Commerce employs perhaps one hundred federal agents nationwide and a token handful overseas. The FBI plays a larger role than Commerce, but Homeland Security deploys the most resources.

Federal law enforcement turf battles are legion, but are exacerbated in the counter-proliferation arena by the clash of cultures between FBI, Commerce, and Homeland Security. The FBI approaches the problem from a counterespionage point of view. Commerce focuses on licensing enforcement. Many Homeland Security agents are former Customs officers with smuggling expertise. Each agency enjoys unique powers. Only FBI agents can deploy Foreign Intelligence Surveillance Act wiretaps. Only Commerce agents can issue administrative sanctions. Only Homeland Security agents can search packages at the border without a warrant. The three agencies can’t even agree on military smuggling nomenclature. The FBI calls it “technology transfer.” Commerce calls it “export enforcement.” Homeland Security calls it “counter-proliferation.” A string of twenty-two government audits dating to 2001 have documented poor export coordination, administration, and enforcement. In 2007, the Government Accountability Office placed export controls on its “High Risk List,” a dubious honor reserved for the nation’s most troubled government programs. A 2010 government briefing paper described the current mix of export enforcement agencies as “confusing . . . disjointed and inefficient.” Change is proving difficult. As part of its reform initiative, the Obama administration created a unified export enforcement center, a clearinghouse in which the law enforcement agencies will share information about cases. Even creation of the center became a bureaucratic chore. The grand opening of the coordination center was delayed for nine months as Commerce, FBI, and Homeland Security officials bickered over how they would cooperate.

Every year, American businesses report to the authorities more than nineteen thousand suspicious contacts from foreign buyers, and U.S. agents open approximately 1,800 new counter-proliferation investigations. And every year, U.S. authorities announce about thirty or forty arrests for military technology smuggling, mostly inside the United States. Most of the smugglers are middlemen caught buying or selling American-made military gear for the Chinese, the Pakistanis, the Iranians, or the Russians. Most arrested know little more than the details of their own schemes. Mostly, they are expats out to exploit one or two contacts from the homeland. They cannot provide large-scale portraits of the vast shadow networks of procurement agents deployed by the Iranian, Russian, Chinese, and Pakistani governments. The best U.S. law enforcement targets—foreign procurement agents—are virtually untouchable inside their own countries, and employ the Internet, freight forwarding companies, and express mail services to keep the illicit purchases at arm’s length. As late as 2004, U.S. law enforcement agents had never nabbed an insider—someone living in Iran or China with intimate knowledge of their nation’s military supply network—seized his files, and brought him to justice in the United States. The U.S. agents were constantly on the hunt for such an elusive, high-value target.
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