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Preface
      

      
      
      
      I’ve worked with many organizations over the last 10 years. In that time I’ve realized that Active Directory administration
         is a critical function for the continued health of a Windows environment. Unfortunately, many AD administrators aren’t taught
         how to perform these tasks. An even worse scenario is when they are taught bad practices which have become ingrained in the
         organization. There are many administrators who find themselves responsible for administering an Active Directory without
         the skills and knowledge to do so.
      

      
      This book looks at AD administration from a different viewpoint than most books on the subject. It concentrates on the day-to-day
         administration tasks you need to perform to get your job done. There’s some theory, but just enough to explain why things are done the way they are. You can always learn the
         rest of the theory once you’ve put the fires out.
      

      
      I’ve taken a pragmatic approach to the contents and kept a rigorous focus on the information you need to complete a task.
         Many of the administration tasks can be completed using GUI tools or through Windows PowerShell. I’ve tried to show both where
         possible—though some tasks only have a single possible way to complete them.
      

      
      I’ve brought some of the experience I’ve had building Active Directories and troubleshooting AD in various organizations.
         Hopefully, this will help you avoid some of the pitfalls and problems I’ve seen.
      

      
      The book is designed to be a tutorial, so work through the book, but also keep it close by as a reference for when you need
         it. My hope is that it will help you over some of the learning hurdles and help you become a skilled AD administrator.
      

      
      Most of all, enjoy.

      
      



About This Book
      

      
      
      
      Most of what you’ll need to know about this book is in chapter 1, but there are a few things that need to be mentioned up front.
      

      
      First, this book is intended for the IT Pro that needs to learn about managing Active Directory. It’s not a reference book.
         It won’t teach you how to design a new Active Directory. It will teach you to manage your Active Directory and supply the
         theory you need to accomplish the management tasks. Most people learn best by using multiple techniques. I strongly recommend
         that you complete the exercises in each chapter and the lab section at the end of each chapter. You’ll be “learning by reading”
         and “learning by doing.”
      

      
      Second, read the book from beginning to end. I’ve put the most common AD management tasks (user and group management) in the
         early chapters. This will enable you to become immediately effective as an Active Directory administrator. The later chapters
         build on this knowledge. Taking the chapters in a random order will provide a diminished learning experience.
      

      
      Third, I’ll show you how to complete the management tasks using a variety of tools. AD Administrative Center and AD Users
         and Computers are GUI tools that have been available through several versions of Active Directory. The other tool I’ll show
         is Windows PowerShell which is Microsoft’s scripting and automation language. Automation through Windows PowerShell is a topic
         that administrators are going to find increasingly important to their careers, and if you haven’t learned how to use it, I
         recommend that you do. I concentrate on AD management in this book, so for the most part I just use PowerShell at the command
         line. You shouldn’t have any difficulty following the commands, but if you want to learn more about PowerShell, I very strongly
         recommend Learn Windows PowerShell 3 in a Month of Lunches by Don Jones and Jeff Hicks (Manning, 2012).
      

      
      
      
Downloads
      

      
      You will find the following available for download from the publisher’s website at www.manning.com/siddaway3 or www.manning.com/LearnActiveDirectoryManagementinaMonthofLunches:
      

      
      

      
         
         	Code listings from the individual chapters
            
         

         
         	Sample answers to the lab questions in each chapter
            
         

         
      

      
      The book’s web page at http://morelunches.com contains additional resources and information.
      

      
      
      
      
Author Online
      

      
      Purchase of this book includes free access to a private web forum run by Manning Publications where you can make comments
         about the book, ask technical questions, and receive help from the author and other users. To access the forum and subscribe
         to it, visit www.manning.com/siddaway3. This page provides information on how to get on the forum once you’re registered, what kind of help is available, and the
         rules of conduct on the forum.
      

      
      Manning’s commitment to readers is to provide a venue for meaningful dialogue between individual readers and between readers
         and the author. It is not a commitment to any specific amount of participation on the part of the authors, whose contribution
         to the forum remains voluntary (and unpaid). Let your voice be heard, and keep the author on their toes!
      

      
      The Author Online forum and the archives of previous discussions will be accessible from the publisher’s website as long as
         the book is in print.
      

      
      
      

About the Author
      

      
      
      
      Richard Siddaway is based in the U.K. and is currently working on automation projects for Kelway. With over 25 years of experience
         in various aspects of IT, Richard specializes in the Microsoft environment at an architectural level—especially around Active
         Directory (AD), Exchange, SQL Server, and infrastructure optimization.
      

      
      Much of his recent experience has involved Active Directory migrations and optimizations, which often include Exchange. Richard
         has hands-on administration experience and is involved in implementation activity, in addition to filling architectural and
         design roles. He has extensive experience specifying, designing, and implementing high-availability solutions for a number
         of versions of the Windows platform, especially for Exchange and SQL Server.
      

      
      Richard is always looking for the opportunity to automate a process, preferably with PowerShell. Automation has become the
         focus of Richard’s recent work.
      

      
      Microsoft has recognized his technical expertise and community activities by presenting a Microsoft Most Valued Professional
         award. Richard has presented to The PowerShell Summit in North America, The Technical Experts conference in the USA and Europe,
         the Directory Experts Conference, at various events at Microsoft in the UK and Europe, and for other user groups worldwide.
         Richard has a number of articles and technical publications to his credit including PowerShell in Practice (Manning, 2010) and PowerShell and WMI (Manning, 2012). He is a coauthor of PowerShell in Depth: An administrator’s guide (Manning, 2013) and a coeditor and coauthor of PowerShell Deep Dives (Manning, 2013).
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Part 1. Managing Active Directory Data
      

      
      
      This section of the book covers the fundamentals of managing your Active Directory data:

      
      

      
         
         	Users
            
         

         
         	Groups
            
         

         
         	Computers
            
         

         
         	Organizational Units
            
         

         
      

      
      Chapter 1 starts the process by providing an overview of the book, along with required background information on Active Directory.
         Don’t worry; this is a practical book, and the theory will be kept to a minimum.
      

      
      Chapter 2 starts you on this process by showing how to create user accounts. Creating 1 user account is straightforward, but how do
         you create 100 in a batch? The answer is in chapter 2. When your user accounts have been created, you have to start managing them—modifying and even deleting properties. Chapter 3 provides the processes and information to perform these tasks.
      

      
      Users are put into groups to make the management of permissions easier and more efficient. You’ll learn how to create the
         different types of groups in chapter 4. This chapter also contains information on managing groups, especially group membership.
      

      
      Chapter 5 discusses troubleshooting users and groups. What are the major problems you’ll see when managing users and groups? How do
         you overcome them? This chapter has the answers.
      

      
      Computer accounts usually create less work than users and groups, but you do need to know how to create them, as shown in
         chapter 6. There’s also a section on troubleshooting computer account-related issues.
      

      
      Part 1 closes in chapter 7 with a look at organizational units (OUs), which are used to subdivide Active Directory. The chapter also covers the creation
         and management of OUs, as well as how to protect the OU (and its contents) from accidentally being deleted. “Oops, I just
         deleted an OU with 500 user accounts in it” is not something you ever want to hear. Chapter 7 will show you how to prevent that from happening in your organization.
      

      
      The topics in Part 1 cover the core areas of your day-to-day administration tasks when managing Active Directory. Let’s start by seeing how to
         manage user accounts.
      

      
      
      
      
      


Chapter 1. Before you begin
      

      
      Imagine you work in a medium-size organization—about 3000 users, each with a PC, and 300 servers. Each user needs access to
         multiple servers. You wouldn’t even want to think about the chaos, never mind the work, involved in trying to manage user
         logon accounts and permissions across all of those individual systems. And by the time you get to organizations with 10,000,
         50,000, or even 100,000 users, it’s impossible to manage each computer individually.
      

      
      Active Directory (AD) provides a centralized service that links all of those machines and enables a user to log on and access
         any of them provided they have been granted permission to do so.
      

      
      Imagine again that you arrive at work one Monday morning and are told “Congratulations, you’re our new AD administrator!”
         You’re now responsible for all those users, PCs, and servers. After taking a big gulp, you wonder where to start. You need
         to know how to administer Active Directory. You can live without the theory for now, but what do you need to do to keep things
         working? This book will show you. It’s a straightforward guide to administering Active Directory delivered in lunch-size pieces,
         concentrating on what you need to do your job now.
      

      
      Active Directory is a big subject, but to quote one of my favorite films, we’ll “start out easy.” This chapter is that start,
         where you discover just what Active Directory does for your organization and how the book will deliver on the promise to teach
         you how to administer Active Directory in a series of chapters that each fits into a lunch break. I’ve been working with Active
         Directory since the beta releases of Windows 2000. It’s quite a shock to realize that this technology, which is fundamental to Windows environments, has been
         around for 14 years. Even after all that time, users frequently ask two questions:
      

      
      

      
         
         	Why do I need Active Directory?
            
         

         
         	What does it do for me?
            
         

         
      

      
      Let’s answer those questions so you know why you’re doing all of this work.

      
      
      
1.1. AD core deliverables
      

      
      Active Directory may seem like a big, scary technology that’s difficult to understand. There are lots of different bits to
         Active Directory that don’t seem to be related and all do different things.
      

      
      
         
            
         
         
            
               	
            

         
      

      Note

      
      
      Active Directory is part of the class of products known as Directory Services. Other products in this category include Novell’s
         eDirectory and Red Hat’s Directory Server. Some applications, such as Lotus (now IBM) Domino, have their own built-in Directory
         Service. In a Windows environment you’ll use Active Directory even if other products are also in use.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      It’s not really scary, as you’ll appreciate by the end of the book. Let’s think about the past for a minute. When computers
         first came into big organizations, usually there was only one per organization and it was known as a mainframe. Many organizations
         still use this type of computer for big number-crunching operations. One computer meant it was relatively easy to give people
         identities so they could log on and work. And controlling who could access what was relatively easy to maintain on a single
         machine.
      

      
      In a very small organization with one or only a few computers it’d still be possible to follow that model, but times have
         changed for most organizations.
      

      
      Remember our definition: Active Directory provides a centralized service that links all machines in an organization and allows
         a user to log on and access any of them they have been granted permission to do so.
      

      
      That last part is very, very important. Users must be granted permission to access things like file shares, databases, and
         even their mailboxes. Technically, we’re talking about authentication and authorization. Authentication happens first, so
         we’ll look at that next.
      

      
      
      1.1.1. Authentication
      

      
      Authentication, in AD terms, is the act of proving that you are who you say you are. This happens once when you first log on in the morning.
         You come in, boot up your machine, type in your logon name and password, and then you can get to your data.
      

      
      There are other ways of proving who you are. Your organization could use smart cards or tokens sent to your phone, or you
         could have a machine that recognizes your fingerprints (biometric). You could even use a combination of these methods (known
         as multi-factor authentication) and passwords. Authentication comes down to three things:
      

      
      

      
         
         	Something you know—login ID and password
            
         

         
         	Something you have—smart card or soft token
            
         

         
         	Something you are—fingerprint or other biometrics
            
         

         
      

      
      I’m not going to cover the whole authentication process in detail, but there are a few things you need to know in the context
         of Active Directory:
      

      
      

      
         
         	You’re logging on to the domain, not an individual computer.
            
         

         
         	Active Directory uses the Kerberos protocol for authentication. Kerberos is an industry standard protocol. Details are available
            from http://technet.microsoft.com/en-us/library/hh831553.aspx.
            
         

         
         	Time synchronization within your Active Directory is important because the time stamp is used during the authentication process.
            If your PC’s time is more than five minutes different from the domain controller, your authentication attempt will be rejected
            (time zones are managed automatically, so don’t worry about them). The computer’s clock will drift over time. I’ve seen cases
            where it’s been wrong by hours. In those cases authentication wouldn’t be possible. Time synchronization overcomes these problems.
            
         

         
      

      
      Once you’ve authenticated to Active Directory, it’s time to get to the data you need. But have you been authorized to access
         that data?
      

      
      
      
      1.1.2. Authorization
      

      
      Authorization is the act of granting users appropriate access to resources—such as file shares, databases, applications, and mailboxes—once
         they’ve authenticated themselves to Active Directory. The concept of authorization is simply one of proving you have permission
         to do something.
      

      
      To simplify the process, when you log on a token is created on your local machine that contains your group memberships, privileges,
         and rights. This is presented to resources that you’re trying to access. The system will check the token to see if your permissions
         allow you access to the file or other resource, and either grant or deny access based on the data presented in your token.
      

      
      If you attempt to access a resource (for example, a file share, mailbox, or printer) on a remote machine, a local access token
         is created on that machine. The remote system’s security system will use the token to determine if you’re allowed to access
         the requested resource. This is an important point: access tokens are never transmitted across the network from one machine to another.

      
      Authentication and authorization are combined into the concept of identity management. This identity management service is
         what Active Directory provides for your organization. To supply this service, it needs to store data and have a way of providing
         the service to the users.
      

      
      You now know what Active Directory does for your organization. There are a few pieces of terminology and background information
         that you need to have before we move on.
      

      
      
      
      1.1.3. AD definitions
      

      
      This book isn’t designed to be a full tutorial on AD theory, but there are some definitions and concepts that you need to
         be familiar with before you launch into administering Active Directory.
      

      
      
         
            
         
         
            
               	
            

         
      

      Note

      
      
      These definitions and concepts are only to get you started. Other AD components are defined in their appropriate chapters.

      
      
         
            
         
         
            
               	
            

         
      

      
      
      
Forest
      

      
      The forest is the whole of your Active Directory. It can contain one or more domains arranged in trees (that’s why it’s called a forest).
         The forest is named after the first domain created in the forest (known as the root domain, which can’t be changed).
      

      
      All domains in a forest share a common Configuration container (for instance, they contain information on AD sites like services
         such as Exchange and AD partitions) and a common schema. The domains are linked together by transitive trusts that are automatically
         created when the domains are created.
      

      
      
         
            
         
         
            
               	
            

         
      

      Note

      
      
      Transitive means that if A trusts B and B trusts C, then A also trusts C.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      The forest is the security boundary for Active Directory, which means you can’t set permissions outside the forest, and objects
         outside the forest aren’t granted permissions inside the forest. There are exceptions to those statements where you create
         trusts to other forests, but we’ll get to that later.
      

      
      Most organizations only need a single forest.

      
      
      
      
Domain
      

      
      A domain is a container for the objects you’ll work with—users, computers, groups, and so on. The domain provides a number of boundaries
         within the organization:
      

      
      

      
         
         	
It’s an administration boundary. Domain administrators don’t have permissions in other domains.
            
         

         
         	
It’s a security administration boundary. Permissions applied within the domain can’t affect objects outside the domain.
            
         

         
         	
It’s a policy application boundary. Best practice is to limit the application of Group Policy to a single domain. (See chapter 2. Group Policy is also covered in detail in chapters 8 and 9.) Applying policies across domains will slow processing and make administration much harder.
            
         

         
      

      
      A domain has a fully qualified Domain Name System (DNS) name as its unique identifier.

      
      Domains can be arranged in a hierarchy (trees) with parent-child relationships. These relationships don’t have any administration
         connotation; an administrator in a parent domain doesn’t automatically get administrator rights in any child domains. Most
         organizations only require a single domain.
      

      
      
      
      
      
Organizational Unit
      

      
      An organizational unit (OU) is a container within a domain that can be used to hold user, computer, group, and other OU objects.
         There are two main reasons to create an OU:
      

      
      

      
         
         	To control the delegation of administrative privileges—that is, a certain group of administrators can only control the users,
            groups, and computers in a certain OU.
            
         

         
         	To control the application of Group Policy.
            
         

         
      

      
      Domains are inflexible objects, and reorganizing the domains in a forest is a major undertaking. In contrast, reorganizing
         the OUs (and their contents) within a domain is a relatively straightforward matter.
      

      
      
         
            
         
         
            
               	
            

         
      

      Tip

      
      
      If you think of OUs as being analogous to folders in the file system, you’ll have a good idea of what they do.

      
      
         
            
         
         
            
               	
            

         
      

      
      OUs were stated to be containers for other objects. Just to complicate matters, you’ll also find objects called containers
         in your Active Directory that are created with the domain. There are a number of these, but the ones you’re most likely to
         come across are
      

      
      

      
         
         	Built-in, which stores a number of the default groups.
            
         

         
         	Users, which stores other default groups, especially the Domain Admins, Enterprise Admins, and Schema Admins. It’s also the
            default location for the creation of new users if a specific OU isn’t given.
            
         

         
         	Computers, which is empty when the domain is created but is the default location for the creation of computer accounts when
            a new machine is joined to the domain.
            
         

         
      

      
      The major differences between a container and an OU are that Group Policy cannot be applied to a container and child OUs can’t
         be created within a container.
      

      
      
         
            
         
         
            
               	
            

         
      

      Tip

      
      
      Think of the AD structures outlined in this section as analogous to a Russian nesting doll. Forests contain domains, which
         contain OUs, which contain users, groups, and computers.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      
      
      
      
      
1.2. Is this book for you?
      

      
      Active Directory is a huge subject. It’s a relatively easy matter to build up a library of AD books that span several feet
         of your bookshelf. In those books, you’ll find a lot of theoretical background information, long discussions on designing
         Active Directory from scratch, and information on integrating other technologies, such as Exchange.
      

      
      This isn’t a lot of help to you as a new administrator. You need to know how to do your job now. In this book you’ll find
         information on the day-to-day administration of Active Directory. It’s not that I don’t think the other information is important,
         but the book is designed for IT pros new to working with Active Directory—that is, someone in the situation described in the
         introduction to this chapter.
      

      
      There will be occasional trips into theory, but only where it’s absolutely necessary for your understanding. The goal is to
         enable you to administer your Active Directory. By the end of the book you’ll be comfortable using the standard GUI tools
         to perform administrative tasks and you’ll have been introduced to using command-line tools such as PowerShell. You’ll be
         an effective and productive AD administrator in your environment.
      

      
      
      
      
1.3. How to use this book
      

      
      This book is designed to be read sequentially, one chapter per day. It doesn’t have to be read during your lunch break, but
         each chapter should only take 40 minutes or so to read, leaving 20 minutes to eat your sandwich and practice what you’ve learned.
      

      
      
      
Main chapters
      

      
      Of the 22 chapters in this book, chapters 2 to 20 contain the main content:
      

      
      

      
         
         	
Part 1 (chapters 1 to 7) covers administering the data in your Active Directory—users, groups, computers, and organizational units.
            
         

         
         	
Part 2 (chapters 8 to 10) shows how to administer Group Policy and fine-grained password policies.
            
         

         
         	
Part 3 (chapters 11 to 18) discusses the AD service itself, covering domain controllers, DNS, trusts, replication, the AD topology, and protecting
            Active Directory.
            
         

         
         	
Part 4 (chapters 19 to 22) teaches how to troubleshoot, maintain, and monitor your Active Directory. Chapter 21 includes a final exam and some topics that you should investigate including technologies that rely on Active Directory. Cloud
            computing is growing in importance, and chapter 22 shows how your Active Directory can be extended into the cloud to enable your organization to take advantage of recent advancements,
            such as Infrastructure as a Service and Software as a Service.
            
         

         
         	Two appendices are provided that cover searching Active Directory and give an overview of AD migrations and upgrades.
            
         

         
      

      
      That’s just about a month of lunches. Try to maintain that schedule as closely as you can. It’s more important to your learning
         to complete the practice labs in each chapter than to cram another chapter’s worth of reading into your break. Not every chapter
         will require a full hour, so sometimes you’ll have time to enjoy your lunch before heading back to work.
      

      
      
      
      
Hands-on labs
      

      
      The main chapters contain some lab work. This is an essential part of your learning process. You’ll get instructions and maybe
         even the odd hint, but the answers aren’t printed in the book. You’ll find sample answers in the download from the book’s
         website, (http://morelunches.com), but it’s better if you try to complete the lab yourself rather than relying on reading my answers.
      

      
      The first task in any lab section will be to complete any “Try it now” sections in the chapter if you haven’t already done
         so. There may be a hint or two thrown in to help you set off in the right direction. After that, you’re on your own.
      

      
      Everything you need to complete a lab is in the chapter in which it occurs or in earlier chapters (that might be where a hint
         comes into play). There are no trick questions. The labs have been independently tested to ensure they’ll work for you (unless your environment is really weird). I’ll provide
         sample answers in the download from the book’s website, but remember that I don’t know your environment, so don’t expect the
         answers to match exactly.
      

      
      
      
      
Supplementary materials
      

      
      The book’s website contains additional content, including

      
      

      
         
         	Sample answers to the lab questions in each chapter.
            
         

         
         	Code listings from the individual chapters so you don’t need to type them in yourself.
            
         

         
         	Links to further reference material.
            
         

         
         	Links to my blog that contains many sample scripts for AD automation.
            
         

         
         	A discussion forum for the book. I’ll check this on a regular basis, but I can’t guarantee the speed of response because I
            also have a day job.
            
         

         
      

      
      You can contact me through the forum, or via my blog at http://msmvps.com/blogs/RichardSiddaway/Default.aspx.
      

      
      
      
      
Ideas for on your own
      

      
      Many of the chapters conclude with ideas for further exploration on your own. Try to complete these as you can. The tasks
         aren’t necessary, but they’ll help to extend your AD knowledge.
      

      
      
      
      
Going further
      

      
      Chapter 21 is a final practical review of your AD skills. This chapter also outlines some more advanced topics to provide a framework
         for further study. Chapter 22 shows you how Active Directory extends into the cloud. Your organization can take advantage of cloud-based computing and
         still retain control of its Active Directory.
      

      
      
      
      
Above and beyond
      

      
      As I mentioned earlier, Active Directory is a huge subject. As we progress through the book, there will be times when we go
         off path a bit to cover some interesting information that’s useful but not essential. This will often be of the “Why does
         it work this way?” type of discussion. These sections will be short and can be skipped if you want, because this is a practical
         book, not a theoretical text. You can always come back and read them another day.
      

      
      
      
      
      
1.4. Creating your lab environment
      

      
      This is a practical book. You’ll be getting your hands dirty. That means you need somewhere to practice. Your first thought
         may be to create an area in your production Active Directory that you can use. This is generally a bad idea. I really can’t emphasize enough that you shouldn’t practice the things you’ll learn in this book in your production environment.
         Just think of the consequences when you get to the section on deleting user accounts and you delete the boss’s account rather
         than the test account you just created.
      

      
      You need a lab environment to work through the practical examples in this book. My recommendation is that you create some
         virtual machines to work with. If you’re lucky, your organization will have a test area in which you can create some virtual
         machines; otherwise you’ll need to create your own lab. You’ll need
      

      
      

      
         
         	To get permission to create your test lab if you’re doing this on your company’s network.
            
         

         
         	A machine to run your virtualization technology. I use Microsoft’s Hyper-V, but you can use whatever you want. A spare desktop
            would be sufficient if you can get sufficient memory into it.
            
         

         
         	Two virtual machines to act as domain controllers. You need two so that you can learn about replication. Instructions for
            promoting the systems to domain controllers are provided in chapter 11.
            
         

         
         	Your virtual environment should have enough resources to enable you to create a couple of additional virtual machines as required.
            
         

         
         	I recommend Windows Server 2012 or Windows Server 2012 R2 as the operating system for your virtual machines (a time-limited
            trial version can be downloaded from the Microsoft website at http://technet.microsoft.com/en-us/evalcenter/hh670538.aspx). You could use Windows Server 2008 R2, but you’ll miss out on a few pieces of functionality. These differences will be covered
            in the appropriate chapters.
            
         

         
         	Make sure that the fully qualified domain name (FQDN) of your forest doesn’t conflict with anything in your environment. I
            would suggest using ADLunches.test. I would strongly recommend keeping the name simple. My test lab is named manticore.org, which I will use throughout the
            book.
            
         

         
         	Use a NetBIOS name for your domain that matches your FQDN. If you use a FQDN of ADLunches.test, then use ADLunches for the NetBIOS name.
            
         

         
      

      
      
      
      
1.5. Being immediately effective
      

      
      The primary goal of the book is for you to be immediately effective in your role as an AD administrator. The next chapter
         starts that process by showing you how to create new user accounts. Along with subsequent chapters, it’s constructed around
         the tasks you need to perform in your environment. The chapters, with reinforcement from the labs, enable you to learn the
         skills needed to perform specific, everyday administrative tasks.
      

      
      There may be a little bit of theory occasionally, but every chapter concentrates on the practical side. Given the choice,
         you’ll get practical advice and information rather than theory. If there’s theory information that I think you may need, I’ll
         provide references for you to look it up yourself or cover it in the download material from the book’s website.
      

      
      That’s enough background. I’m not going to provide a lab for this chapter. Enjoy your lunch, because tomorrow we look at creating
         user accounts.
      

      
      
      
      
      
      
      


Chapter 2. Creating user accounts
      

      
      Users are the main reason for your job, and according to some administrators, the greatest bane of their existence. You’ll
         spend a lot of time administering user accounts during your career as an AD administrator.
      

      
      
         
            
         
         
            
               	
            

         
      

      
         
         User and computer accounts
         
         Everyone logging on to a network requires a user account. These are the objects you’ll work with the most because user accounts
            can be quite volatile with leavers, joiners, changes, and password resets. The volatility level relative to other AD objects
            is illustrated in figure 2.1.
         

         
         
         
         Figure 2.1. Volatility changes to AD objects and the impact of those changes
         

         
         [image: ]

         
         
         
            
               
            
            
               
                  	
               

            
         

         Note

         
         
         Computer accounts are a specialized form of user account, even though they’re treated separately in this book. In most organizations
            they’re put into separate organizational units (OUs) to make the Group Policy Object (GPO) application simpler. GPO is a way
            to centrally configure and manage the settings and security of computers and machine configuration made available to the user
            population. You’ll learn about the details of GPOs in chapters 8 and 9.
         

         
         
            
               
            
            
               
                  	
               

            
         

         
         As well as general user accounts, you may have accounts for

         
         

         
            
            	Group or other specialized mailboxes
               
            

            
            	Service accounts
               
            

            
         

         
         Chapter 3 covers the anatomy of user account objects and the techniques you can use to modify them.
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