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HOW MONEY GOT FREE


‘If Brian Patrick Eha can make me, a Luddite dunce, both understand and care about the enigmatic Bitcoin, and if he can also tantalize the novelist in me with a narrative of intellectual daring and primal risk relating to Bitcoin’s rise and fall and rise, then he is some kind of journalistic magician. And so he is, because he did all those things and more. Welcome to a new reality and the monetary future. You’ll never find a better guide.’


Walter Kirn,


author of Up in the Air and Blood Will Out


‘The nineteenth and early twentieth centuries were ordered by the twin conceptions of mass and energy, and currencies were correspondingly massive – forged from precious metals and wood pulp. The late-twentieth and twenty-first centuries have been ordered by information and computation, and money has become digital, cryptographic, and scattered across a light-speed network of circulating trust. In this fascinating book, Brian Patrick Eha describes the inventor-revolutionary-hackers who made Bitcoin a reality – how they did it, the computing challenges they overcame, the vested interests they overturned, the laws that they broke, and the socio-technological reality that they are creating. This book is like a fiber-optic cable extending into our uncertain economic future.’


David Krakauer,
president and William H. Miller Professor
of Complex Systems, Santa Fe Institute
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Prologue



MONEY AND LIBERTY


Anything that is in the world when you’re born is normal and ordinary and is just a natural part of the way the world works. Anything that’s invented between when you’re fifteen and thirty-five is new and exciting and revolutionary and you can probably get a career in it. Anything invented after you’re thirty-five is against the natural order of things.


– Douglas Adams


On the third floor of the Time Warner Center in Manhattan, a glass-fronted mixed-use building that bifurcates as it rises into gleaming towers of luxury apartments, sat the upscale Italian restaurant A Voce. Like the 750-foot-tall building itself, completed in 2004, the restaurant was a symptom and symbol of post-9/11 New York City, the New York that three-term mayor Michael Bloomberg revitalized and sanitized. From the vantage point of someone high up in one of those extraordinary apartments, the green rectangle of Central Park – brown now, in late fall – spreads out northward in its manicured neatness like a welcome mat for money. It seemed laid out most of all for the new money – real-estate money, private equity money, technology startup money – that has poured into the city in recent years and set it gleaming, even as its middle-class residents have left in droves.


Like other restaurants of its kind, A Voce was routinely used as a stage for client dinners, power lunches, and other indispensable set pieces of business theater. So it has ever been in New York. But the restaurant will enter history as the place where a small group of men have gathered in private to discuss the newest money of all. More than high-frequency trading, more than the Dodd–Frank Act, more than any new regulation, the subject at hand here, on this night, stands a better chance than anything else of unsettling the familiar world of finance. Past the hostess stand and coat check girl and through a door off the main dining room, a dozen or so men are drinking wine and snacking on hors d’oeuvres. It is 10 December 2013 and they are here to discuss Bitcoin, a digital currency and payment system that has grown rapidly from being the plaything of teenage anarchists to the talk of Wall Street.


The magic of Bitcoin is that it enables you to move money almost instantaneously from one side of the planet to the other without needing any bank, corporation, or government. Some of its proponents think it will alleviate poverty in developing nations, plugging everyone into the global economy. Others think it will make banks obsolete. Still others hope it will make governments obsolete.


In March 2013, Bitcoin’s market capitalization – the total value of all bitcoins in existence – surpassed $1 billion for the first time. Now, two weeks before Christmas, it is $11.4 billion; units of the digital currency are trading at $948 each. With explosive growth has come intensified media scrutiny as well as greater enthusiasm from investors, hence the need for meetings like this one, to dispel rumors, fight the war of public perception, and spread the gospel. Inevitably, a few members of the press are here, making awkward, predinner small talk over glasses of pinot noir. Most of them are new to the subject, including a Wall Street Journal reporter who wrote his first column on Bitcoin less than a week earlier.


Tonight’s master of ceremonies is Jeremy Allaire, a big, raw-faced man in a suit and open-collared shirt. He has flown in from Boston, where his new company, Circle Internet Financial, a Bitcoin startup, recently came out of stealth mode announcing that it had raised $9 million of venture capital. Another star of the dinner is Barry Silbert, blond and boyish in his thirties, a brilliant investor and one of the youngest people ever to pass the Stockbroker’s Exam. Six weeks ago, he launched a private Bitcoin fund now worth $63 million. Venture capitalist Jim Breyer, who led Facebook’s first venture round, can be seen hobnobbing with reporters; so can a lawyer who represents Circle. His cuff links are coins that wink in the light.


Missing from the room, however, are any representatives of the very first wave of Bitcoin adoption, pioneers who risked their money, time, and freedom to build the early infrastructure of a new economy. The lucky ones have gotten rich. More than one, though, will soon find himself on the wrong end of a lawsuit or prison sentence. Two others live as expatriates in Panama. Yet another, a longtime resident of Japan, is preparing to renounce his American citizenship. Before spring, one chief executive will see his company – formerly the largest and most profitable Bitcoin exchange in the world – fall into ruin around him, and file for bankruptcy protection among accusations of incompetence and fraud. Others were disgraced long before.


Tonight, glass of wine in hand, looking out the window of the private dining room onto Columbus Circle where, high above the yellow taxis circling the roundabout, a thirteen-foot statue of Christopher Columbus stands on his pediment, I can’t help but think of them, those absent pioneers, while talk of money, the invisible omnipresent animating force, goes on relentlessly around me.


When I first wrote about Bitcoin, in the summer of 2012, my editor at CNNMoney cautioned me not to treat it as anything more than a curiosity, at best a passing fad. By 10 December 2013, however, the computer network undergirding Bitcoin is more than 250 times faster than the combined processing power of the world’s five hundred most powerful supercomputers. By the end of the year, the digital currency’s value in US dollars will be fifty-six times higher than it was in January – the largest annual price growth, as far as anyone can tell, of any asset in history.


Why, then, one skeptic asks Allaire, shouldn’t we dismiss it as a scam or speculative bubble, as yet another Dutch tulip mania? The dramatic rise in value seems absurd, divorced from any fundamentals. ‘I have a thesis,’ Allaire tells him, ‘which is that essentially the rising value of Bitcoin is a large put option, or a bet, that Bitcoin gets adopted as a medium of exchange.’


At bottom, that is, some people are willing to pay an exorbitant amount to own a single bitcoin, just as they would a single bar of gold or a single share in a highly valuable company, because they believe either that its value will increase over time or that it will be a stable store of value.1 The total supply of bitcoin is finite, so the more that merchants and consumers use the currency, and the more they come to appreciate its benefits, the more desirable – and valuable – it will tend to become. Less than a week before the dinner, Bank of America currency strategists praised Bitcoin’s potential for online commerce and estimated its maximum market cap at $15 billion, or about $1,300 per bitcoin.


Some economists and commentators have been scoffing at the idea that a digital currency – a form of commodity money that exists only online, with no central bank or government backing – could ever be widely adopted as a method of payment, much less replace a national currency like the Argentine peso. Worse, to many institutions Bitcoin looks like reputational poison. It may well be the biggest development in finance since the banknote, but it has already weathered more than its fair share of scandal. In late 2013, the biggest headlines it has yet garnered connect it intimately to the online black market Silk Road.


But to others, Bitcoin looks like what money has always aspired to be: a means of exchange that is endlessly divisible and instantly transferable; a store of value that is less like gold than like the essence of gold, the value itself apart from the dead metal, stateless, rootless, weightless, capable of traversing the whole earth as easily as a mile, moving capital to where it is most needed, like a man in Nantucket flinging out a handful of seeds to make flowers bloom in the African desert. Bitcoin looks like money’s dream of itself. ‘We’re talking about a global currency here,’ Allaire says at the dinner. ‘We’re not talking about what’s interesting as a speculative investment.’


In fact, Bitcoin is a triple threat to established markets, because it can function as a store of value, like gold; as a method of payment for online commerce, like credit cards or PayPal; and as a global transaction network, like Western Union or MoneyGram. There are about $7 trillion dollars’ worth of gold in the world today. E-commerce is a $1.2 trillion industry. And remittances – the practice of workers, usually recent immigrants, sending a portion of their pay back home to their families in another country – are a big source of revenue for many countries, including India and China. According to the World Bank, a total of $542 billion in remittances flowed to nations around the world in 2013. India alone received $70 billion, more than the $65 billion earned from exporting the software services for which the country has become known.


Barry Silbert, who has a knack for spotting investment opportunities at just the right time, knows what it would mean if the digital currency were to claim even a small percentage of any of these markets, never mind all three. Earlier in December, a pair of analysts at Wedbush Securities made an even more dramatic prediction than Bank of America’s strategists, estimating that a single bitcoin could one day be worth $98,500. Bitcoin’s current price, they thought, reflected only ‘a peak penetration of one percent of total potential demand in ten years’. Barry, meanwhile, has been meeting with Wall Street guys – hedge fund executives, forex traders at large financial institutions, portfolio managers, and others – who have already invested personally in Bitcoin, whether through Barry’s own fund or by some other means. It appears to be only a matter of time before their firms follow suit. ‘We’re three to six months away from Wall Street dollars moving into Bitcoin in a big way,’ he tells us. In fact, the move is already beginning. But few of the assembled journalists seem to pay much attention to his words. The New York Times reporter has already left. As for me, though, I’m hooked. There is nowhere else I would rather be.


AT THE TIME OF THAT dinner, I was a staff editor at Entrepreneur, and I became convinced that the remarkable Bitcoin entrepreneurs I had met were at the forefront of something revolutionary. Each of them was a fascinating character in his own right, and each had his own agenda for Bitcoin. Even in the collegial early days, when Bitcoiners gathered on online forums to share news and gossip, to philosophize, announce their startups, and encourage each other in what they often couched as a collective effort to build a new financial paradigm – even then it was obvious that there were differences of opinion, some of them markedly divergent, and it wasn’t long before those differences began to express themselves in business ventures.


One leader who emerged, Roger Ver, was already a millionaire by the time he discovered Bitcoin in 2011. He soon became one of its biggest boosters, investing in more than a dozen startups and turning a huge amount of his personal wealth into digital currency. When its value soared, so did his net worth. A hardcore libertarian, he saw Bitcoin as an antidote to government coercion and taxpayer-funded wars.


Charlie Shrem, a middle-class Jewish kid from Brooklyn who dreamed of joining the tech boom, cofounded one of the most successful early Bitcoin startups – the first to receive more than $1 million in venture capital. But he couldn’t handle its rapid growth, and later found himself charged with laundering drug money for users of Silk Road. His right-hand man, Erik Voorhees, made a pile of cash by selling a Bitcoin gambling website and went on to operate another digital currency startup down in Panama. But he got in trouble with the US Securities and Exchange Commission (SEC) for selling unregistered securities.


A later pioneer, Nic Cary, one of Erik Voorhees’s old college fraternity brothers, was recruited by Roger Ver to be the chief executive of a tiny Bitcoin startup whose main competitor had the backing of one of Silicon Valley’s most prestigious venture capital firms. He saw Bitcoin as a tool of financial inclusion – a means of plugging people in developing countries into the global economy. He fought like hell and turned his underdog company into one of the fastest-growing startups in the world, outsmarting regulators along the way.


Barry Silbert, too, had to reckon with unfriendly regulations. A former investment banker, he could have been a billionaire if his ethics hadn’t gotten in the way. For him, Bitcoin looked like a life raft in a world awash in debt. And it offered a chance to save his brokerage firm, in the process making digital currency a mainstream asset class.


The deeper I dug into the subject, the more obvious it became that, just as the digital currency revolution promised to make itself felt around the world, so the story of Bitcoin intersected with some of the largest issues and events of our time: the financial crisis and Great Recession, the reining in of Wall Street, the Silicon Valley startup culture that now informs global capitalism, and the rise of the digital economy which has occurred alongside, in the developing world, a continuing lack of financial inclusion and, in developed nations, a government criminalization of business that hobbles entrepreneurs at every turn.


If Bitcoin’s early proponents were united by anything, it was a fierce vision of progress. More than most technologies, Bitcoin starkly illuminates competing ideas of money and liberty, competing visions of – as the title of a book by Ludwig von Mises, a favorite economist of early Bitcoin advocates, would have it – human action. Like the Internet, which also invited mockery in its early years, Bitcoin enlarges the scope of what is possible. With its advent, contrarian theories about privately issued currencies, cross-border trade, and economic justice – theories which were, however, politically impossible to put into practice – could finally be tested.


If Bitcoin is a financial innovation deserving serious consideration, it is also a sign of the deep weirdness of which the Web is capable. The Bitcoin software is open-source, meaning that anyone can inspect the code that makes it function, unlike the software created by most for-profit companies. Satoshi Nakamoto, Bitcoin’s pseudonymous creator, designed it that way, and the practice has been continued by the developers who took over from Satoshi when he walked away for good. They are continually alert for bugs that need fixing, improvements that should be made. Consequently, Bitcoin is a living, breathing piece of technology. And it is, in some senses, a grand experiment, still in beta testing.


Consequently, at the dinner in December 2013, it dawned on me that not even the men in that room could say with certainty what Bitcoin would look like in a few years. Indeed, we have now arrived at a point where partisans on all sides are in open conflict over the future of Bitcoin, distributed networks, and money itself. The stakes are high enough that The Economist has taken notice, reporting that a ‘civil war’ has broken out between ‘two competing camps of developers and Bitcoin companies . . . One side wants to keep Bitcoin smallish and pure; the other is pushing for it to grow rapidly, even if this means turning it into something more like a conventional payment system.’2


This conflict will likely be resolved in time. But larger differences will remain. Some Bitcoiners see digital currency as a business tool, a way to grease the wheels of globalization. Others see it as a way to ensure the financial rights of individuals, or a weapon to wield against the Federal Reserve. Still others treat it merely as electronic cash for buying all kinds of contraband – drugs, guns, and worse.


By 2016, many technologists who were uncomfortable with Bitcoin’s checkered reputation were doing their best to change the conversation, speaking more generally of ‘cryptocurrency’ or ‘blockchain’, the technology underlying Bitcoin’s payment system. To be clear, however, there is only one cryptocurrency that has become a household name. In the late spring of 2016, following a slow rise in value after a sustained period of lower prices, the price of Bitcoin went on a tear, hitting $720 and again boosting the currency’s market cap above $11 billion. Few would be arrogant enough to claim that they know what it will do next. But to date, Bitcoin has proved its resiliency many times over.


Critics have pointed to its extreme price volatility, perceived drawbacks in its technology, and its use by criminals as reasons it will eventually fail or be regulated out of existence. Others are more optimistic. ‘If Bitcoin has attributes that cause its downfall, for whatever reason, then I guarantee that the next batch of cryptocurrencies will not have that problem,’ says Adam Levine, the host of a popular Bitcoin podcast, ‘because the prize for creating the thing that becomes the next Bitcoin is unfathomable.’ Satoshi Nakamoto, whoever he was, created billions of dollars of value out of thin air.


But how was this possible? And, for that matter, why was an apparent outsider like Satoshi able to achieve this breakthrough when it had eluded the world’s biggest technology firms as well as other cryptographers and coders? How did an invention that a few years ago was taken seriously by practically nobody come to be on the lips of people as different as 50 Cent and Bill Gates, the latter of whom, in October 2014, called it ‘exciting’ and said it was ‘better than currency’ for moving money around?


For that matter, just how large an effect will Bitcoin have? Already the companies founded upon it are growing by leaps and bounds. After ignoring it for the first few years of its existence, major investors – venture capital firms, Goldman Sachs, the New York Stock Exchange, and billionaires like Richard Branson and Peter Thiel – have decided to risk more than $1 billion of investment capital on digital currency businesses. And the innovations it has inspired are proliferating. The impact of cryptocurrency, it now seems clear, will not be confined to the worlds of finance and commerce but will be felt also in the realms of digital identity, citizenship, taxation, property rights, surveillance, privacy and contract law, and corporate governance. And yet, even as its users reap the benefits, it is making them – and the global economy – vulnerable in new ways, helping cybercriminals to reap hundreds of millions of dollars a year in profits from victims all over the world.


This is the story of how a niche technology gained global attention, and what happened to the pioneers who took it up and used it to advance their own agendas, altruistic or otherwise; a story about a handful of smart people risking everything – their livelihoods, professional reputations, homes, and liberty – to gamble on something they thought would change the world.


This book is also an attempt to reckon with what the future might hold for the rest of us. After all, not only vast sums of money but our ideas about money itself may be at stake. The public Internet has been with us for barely more than one generation, and already there are people who believe that broadband access is tantamount to a human right, so necessary has the Web become as a source of information and economic opportunity. If money is a form of speech, and the US Supreme Court decision in Citizens United v. Federal Election Commission holds that it is, then it may be only a matter of time before access to the best form of money – the most effective means of monetary communication – is also considered a fundamental right. Then Bitcoin, or whatever takes its place, will have been fully assimilated into the social contract.


But it was a renegade ideology that got there first, long before any Wall Street banker or Washington regulator had seen the potential (or the potential danger); it was a bunch of outlaws who broke open the frontier on which so many warring parties now want to stake their claims. Bitcoin began not in the unobjectionable light of day but in the shadows, among cryptographers, hackers, Free Staters, ex-cons and drug dealers, teenage futurists and entrepreneurs – heterodox thinkers all, dissenters from consensual reality, holders of grudges against big government and big banks, people committed to stoking the fires of creative destruction. Hephaestus fires: able to melt down and forge anew. It is because of them that any of us have heard the word ‘Bitcoin’. For a long time, Bitcoin was their world. We’ve just moved into it.





Chapter 1



MAKING MONEY


A feeble man can see the farms that are fenced and tilled, the houses that are built. The strong man sees the possible houses and farms. His eye makes estates, as fast as the sun breeds clouds.


– Ralph Waldo Emerson


Bitcoin came into the world fully formed, like Athena from the head of Zeus. It was announced on an Internet mailing list for cryptographers in the fall of 2008 by somebody calling himself Satoshi Nakamoto – an event that some day, if Bitcoin endures, may rank in the annals of invention alongside that moment on 10 March 1876 when a former teacher of deaf children, Alexander Graham Bell, who had already helped his father to disprove the commonly held belief that the deaf could not learn to speak, followed this miracle by forcing electric current to carry the sound of a human voice.


Like Bell, Bitcoin’s pseudonymous creator must have spent years on his invention, working long hours against long odds to give people something they didn’t even know they wanted. He did it all backwards, writing the code in order to convince himself that it was possible, that it wasn’t just a pipe dream, before writing the paper that laid out the concepts realized by the code. When a famous cryptographer, Hal Finney, asked him to provide a detailed explanation of the Bitcoin protocol, complete with algorithms and details of the data structures involved, Satoshi said it would take less time simply to release the first version of the software. Like everyone else, he had seen earlier attempts to create electronic cash go nowhere, or hit a dead end. So enough with theory and spec papers, he figured. He didn’t just want to tell them it could work. He wanted to show them it would.


‘I’ve been working on a new electronic cash system that’s fully peer-to-peer, with no trusted third party,’ Satoshi’s announcement began. It was 2:16 P.M. Eastern Standard Time on the first day of November and he was telling everyone on the mailing list that he had figured out how to do for money what the Internet had already done for information – set it free as bits and bytes, without gatekeepers, making financial transactions as painless as email. He wanted his peers to know before anyone else.


To explain his invention, Satoshi had prepared a white paper, in which he outlined the features of Bitcoin that were technical advancements on earlier forms of electronic money. It would be decentralized, meaning that a network of people running the Bitcoin software would assume the dual role of a mint, producing the currency, and a central clearinghouse, reconciling and recording transactions. This arrangement was revolutionary. Until the invention of Bitcoin, nobody had managed to overcome without a trusted third party the central stumbling block of electronic cash, which was known as the ‘double-spending problem’. With physical cash – US dollars, say – it is easy to prevent someone from spending the same bill twice. If you hand your friend a $10 bill, everyone can plainly see that she, not you, now possesses the ten dollars. You have spent it and can’t spend it again. Moreover, cash transactions are irreversible: once you have given your $10 away, you can’t get it back without your friend’s consent, unless you take it by force. Because cash has a socially agreed-upon value, and because cash transactions are final, it allows two parties who don’t trust each other to do business – making it useful for criminals and other untrusting types.


Electronic money, on the other hand, is like any other electronic data; it can be copied and distributed ad infinitum. This is advantageous when you want to send an important file to your boss while retaining the original on your own computer, but it’s absolutely ruinous when you want to establish a payment system. Imagine sending $10 of digital money to someone to settle a debt. Because you still have a perfect copy on your computer, what would prevent you from spending the same $10 again and again? It would be like counterfeiting, only worse, because each copy would be identical to the original. Like a man who, much to the chagrin of his genie, has cannily wished for infinite wishes, the bearer of electronic cash would be the richest man alive – if only his digital wealth weren’t worthless, since nobody in their right mind would accept payment under these terms.


Before Bitcoin, the solution to the double-spending problem was simple, though with unfortunate side effects: employ a trusted third party. This is the role played today by PayPal, Venmo, and every other online payment processor. The company acts as an authority to verify transactions, debiting a balance from one customer’s account and crediting it to another’s account, and keeping track in its central ledger of where the money goes. Users trust these services to keep an accurate record of transactions, so that no double payments are possible. In so doing, users give up control over their money. The third party – PayPal, say – can choose to reverse any transaction at any time, and can even freeze customer funds if it finds cause. The final judgment call rests with PayPal, just as credit card chargebacks are at the discretion of the credit card company. Worse yet, the security and integrity of the entire payment network depends on the company operating it. Even as the once-novel idea of ‘online shopping’ gave way to a booming global e-commerce sector, then, there was still no way to replicate over the Internet the direct, ancient, peer-to-peer experience of money changing hands, finally and irrevocably.


Satoshi Nakamoto devised a way for people to spend digital cash permanently, and for everyone else to be able to check the validity of each transaction. Each bitcoin, as it passes from one person to another, is digitally signed by the person transmitting it. A coin therefore becomes, in Satoshi’s phrase, ‘a chain of digital signatures’ – a record of ownership, like a logbook signed by each person who has ever held the coin. When you wish to transfer to your friend a coin you received from Satoshi, your friend can verify that you truly own the coin by checking that Satoshi’s signature on the previous transaction is legitimate.


But this on its own, Satoshi knew, would not be enough to solve the double-spending problem without relying on a bank or other central authority. He went further, requiring that all transactions be publicly broadcast to the entire network running the Bitcoin software, so that anyone with an Internet connection, at any time, might check an enduring record of every transaction that had ever taken place. One could even, at least in theory, trace every single coin back through all its transactions to the moment when it was first created. (This would be difficult for a layman, and actions could be taken to obfuscate the source, but it would be possible.) It was in the rules of Bitcoin creation – a process known as mining – that Satoshi pulled off his most impressive feat, simultaneously establishing a decentralized mint for the cryptocurrency and nailing the lid shut on double payments.


When one person sends bitcoins to another, that transaction is broadcast to every node of the network, spreading worldwide from its point of origin. Each node that receives the transaction broadcasts it still further, amplifying the signal, as it were, so that in a very short time the transaction has been acknowledged by the entire network. If that person were to attempt to spend the same bitcoins twice, the second transaction would likewise be beamed out to the network, but the first would have such a huge head start on the second that it would be all but impossible for the fraudulent transaction ever to catch up, like a runner trying to win the hundred-meter dash after giving his opponent a fifty-meter lead.


But now suppose that a minority of judges are unable to see the first runner, the one who is in the lead. They might think the second-place runner deserves the gold medal. Just so, it is entirely possible that some nodes on the network will receive the second transaction first and broadcast it as being legitimate. By then, however, a majority of nodes will have already accepted the original spend and begun processing it into a batch of transactions known as a block. When that block is completed, it is added to the public ledger – the blockchain – and everyone begins processing the next block. Each block builds on all the blocks that came before. Even if some computers are processing a competing block that contains the fraudulent transaction, the blockchain containing the original spend will end up being longer, because it has a majority of the network’s processing power building it. Soon, the entire network will accept the longer blockchain as the true blockchain. As long as honest miners control at least fifty-one percent of the network’s processing power, Satoshi wrote, ‘the honest chain will grow the fastest and outpace any competing chains.’ The judges with imperfect vision can accept the majority decision of the other judges as to the winner of the race.


Processing and verifying transactions requires tremendously difficult computer calculations, analogous to factoring prime numbers. To reward those dedicating computer resources to the difficult process of verifying transactions, Satoshi decided that whoever solved the complex math problems required should be given new bitcoins. It would be a winner-takes-all race by every active node of the Bitcoin network. Every ten minutes, the race would begin anew. Like oil or gold, bitcoins have a limited rate of production and an upper limit on their supply. Every ten minutes, a new block of transactions is added to the blockchain; every ten minutes, a new batch of coins is created mathematically, like gold dug out of the ground. But where gold miners use manual labor and heavy equipment, with Bitcoin miners, wrote Satoshi, ‘it is CPU time and electricity that is expended.’ The ultimate limit is twenty-one million coins, though each coin is divisible to eight decimal places, or one hundred millionth of a bitcoin. Like an oil well running dry, the supply of bitcoins will one day be depleted. As with other commodities, Satoshi knew, this scarcity would tend to drive up the price over time, assuming people found it worth using. Through cryptography, he had found a way to emulate the properties of a physical commodity. In the words of The New Palgrave Dictionary of Economics, Bitcoin ‘allows for the first time the final transfer, not the mere copying, of digital assets in a way that can be verified by users without trusting other parties’. Those who understood it at its inception were astounded. Here at last was the solution to a problem that had bedeviled computer scientists for years.


So far, so elegant. But if all transactions are public, what then becomes of financial privacy? Here Bitcoin is counterintuitive. With a bank, privacy depends not on hiding the fact that you have an account at Wells Fargo or Chase but on keeping to yourself the amount of money stored there. Bitcoin reverses the relationship. Anyone can see how much money is being held at a given address, but nobody knows to whom the money belongs. This works because Bitcoin addresses are strings of random letters and numbers, with no identifying personal information attached. This, too, was revolutionary, allowing people who neither knew nor trusted one another to do business over the Internet without revealing their identities. Anonymous donations to nonprofits would be possible; so would hard-to-trace drug deals. Even if it were necessary to reveal some personal information in the course of a transaction, say in order to take delivery of a physical product ordered online, the customer could simply generate a new Bitcoin address for each new transaction. With no single address revealing their purchase history, and nothing to link their several addresses to each other, they could maintain their privacy.


Cryptographers spend their professional lives studying and creating techniques to keep communications private even when they are being spied on. Their field sits at the intersection of computer science, mathematics, and electrical engineering. The best of them are not easily impressed. Before introducing Bitcoin to his peers, Satoshi was surely braced for criticism. But he may not have expected the chorus of disbelieving voices that rose up to shout him down. ‘I’ve noticed that cryptographic graybeards tend to get cynical,’ one member of the mailing list would later relate. ‘When Satoshi announced Bitcoin on the cryptography mailing list, he got a skeptical reception at best.’


One of the earliest respondents voiced doubts that Bitcoin could scale up to meet the needs of a large population. But the writer prefaced his critical remarks in a way that made it clear he hoped to be proven wrong. ‘We very, very much need such a system,’ he told Satoshi.


A resident of the San Francisco Bay Area, who uses the name Ray Dillinger in computer programming circles and has a background in software quality assurance, accused Satoshi of failing to account for the increase in mining power that improved computer hardware would bring over time. A well-known computer science principle, known as Moore’s Law, says that computer processing power tends to double approximately every two years. Faster computers would mine more coins than expected, leading to a glut of new money, driving down the value of the existing supply. (It is worth noting that the same thing happens when central banks such as the Federal Reserve increase the money supply, which is why $40,000 in 1975 had the same purchasing power as $176,221 in 2015.) An annual inflation rate of thirty-five percent for Bitcoin ‘is almost guaranteed by the technology’, Dillinger wrote.


But Satoshi had accounted for that. He explained that his system was designed to keep coin production constant by linking people’s efforts to mine new bitcoins to the difficulty of the mining function itself. The more processing power miners brought to bear – in order to crunch the numbers quickly and produce higher yields – the more difficult it would become to solve the math problems that generated the bitcoins. Moreover, the difficulty was designed to increase over time no matter what, keeping pace proportionally with improvements in computer hardware predicted by Moore’s Law. That was how Satoshi could be confident not only of the total number of bitcoins that would ever be created – twenty-one million – but of the number of new coins that would be created every year in the future, with the last fraction of a coin being mined in the year 2140.


‘The fact that new coins are produced means the money supply increases by a planned amount, but this does not necessarily result in inflation,’ he told Dillinger. ‘If the supply of money increases at the same rate that the number of people using it increases, prices remain stable. If it does not increase as fast as demand, there will be deflation and early holders of money will see its value increase.’ That last statement was particularly important because, almost like a pyramid scheme, it gave people an incentive to buy into the idea as early as possible. And it would prove to be prophetic.


Another objection was more fundamental. Satoshi, whoever he was, appeared to have built a financial weapon against central banking, against the ability of governments to issue money and regulate their economies, and was explaining to his peers, in a calmly confident way, its destructive potential. Who did he think he was, to act as if a mere 31,000 lines of code could cut a Gordian knot that had persisted for decades? And even if Bitcoin was a game-changing invention, was it right of him to have invented it? After all, Satoshi didn’t put Bitcoin to a vote. Like other creators in the Internet age, he simply wrote the code and released it into the digital scrum of the Web, where it would flourish or not to the extent that people found it worthwhile. ‘You will not find a solution to political problems in cryptography,’ one correspondent admonished.


It was a charge that would be echoed in various forms and in various forums over the next several years, and one that Satoshi had surely anticipated. Bitcoin, he replied, would at least allow its users to ‘win a major battle in the arms race and gain a new territory of freedom for several years’. He had noticed that governments and entrenched corporate interests were quick to demolish any threat to their monopolies, just as the music industry had prosecuted Napster, the early music file-sharing service. But how do you stop a leaderless network whose members are spread across the globe? No one knew who Satoshi was. If there was no central, identifiable figure to serve with a lawsuit, or to arrest and imprison, the government would be at a loss for how to stop Bitcoin.


By the fall of 2008, the folly of launching an alternative currency seemed obvious to most people. Although developed nations were moving steadily toward a cashless future, alternative currencies, much less true digital cash, anonymous and stateless, seemed like science fiction. The field was littered with the bodies of those who had tried and been cut down.


ELECTRONIC MONEY IS ALREADY HERE; in fact, it has been around for decades. Most of the money in the world now exists in electronic form. Although digital currency as conceived by Satoshi Nakamoto and his predecessors is a radical invention, banks were not slow to adopt electronic money. By the mid-1990s, the Clearing House Interbank Payments System, or CHIPS, a clearinghouse for large transactions denominated in US dollars, was moving $1 trillion a day in electronic payments.1 Owned and used exclusively by big banks, CHIPS makes it easy for American Express, Santander, Deutsche Bank, and other financial institutions to settle their accounts without ever touching cash.


Consumers aren’t privy to CHIPS, but they have access to electronic money through debit cards, prepaid phone cards, metro passes – to say nothing of mobile payment options offered by Apple and Samsung. By 1994, the Japanese phone company NTT had already sold 330 million prepaid phone cards.2 While useful, not to say increasingly ubiquitous, however, these forms of payment have what some consider serious downsides. Electronic money is linked, by law, to a huge amount of identifying information – typically in the United States a person’s name, date of birth, Social Security number, geographic location, and transaction history. The government can access this information, and banks sell it to advertisers. Card companies also hold this information on their customers. That means the familiar oligopoly of Visa, MasterCard and, in the US, American Express, present huge targets for cyber theft; hackers stalk them like big-game hunters hoping to bag a lion.


Having millions of people’s financial information held by a handful of corporations would be worrying enough. But in fact every retailer that processes card transactions is a possible site of identity theft. The system requires consumers to trust retailers and websites of all kinds, some of which have minimal security, to safeguard their information. Add to that many consumers’ habit of using weak, easy-to-remember passwords for their personal accounts, and of repeating these passwords on multiple websites, and you have a disaster waiting to happen.


During the Christmas season in 2013, news of a massive theft of Target customer information sent shockwaves throughout the United States. From 27 November to 15 December, hackers used malware with which they had infected Target’s point-of-sale system to steal the credit and debit card data of forty million customers and the personal information of tens of millions more. Despite early warnings that a breach had occurred, Target failed to react in time. As a result, millions of accounts and card numbers were compromised and dozens of lawsuits were filed against the retailer, whose holiday season profit was cut almost in half from the year before.3


While unusually massive, the Target hack was not an isolated event. According to the nonprofit Identity Theft Resource Center, US data breaches increased by thirty percent between 2012 and 2013, with more than six hundred major breaches exposing a total of more than ninety-one million customer records. Continuing the trend, the number of data breaches in 2014 surpassed even that figure, hitting a new record high of 783, a 27.5 percent increase in a single year.


And the problem is global. In April 2011, a hacker broke into Sony’s PlayStation Network – the online network used to download and play games over the Internet, a $500 million cash cow for the Japanese electronics maker – and stole the personal information of seventy-seven million users, including people’s real names, physical and email addresses, passwords, birth dates, and possibly credit card data. The attack prompted Sony to shut down the network for days. In January 2014, it came to light that an employee of a credit rating agency in South Korea had stolen the personal data of at least twenty million customers from three credit card companies while working for them as a consultant. He sold the data to phone marketing companies.4 Hackers are getting smarter and more numerous, and there are more targets than ever. All of which means consumers in the current system are far more vulnerable than they know.


Merchants, too, have reason to want change. They are required to pay a fee to banks and credit card companies for every card transaction, often approaching three percent of the total purchase amount, hence the surliness of some cab drivers when you pay with a card instead of cash. While the card companies earn billions from these interchange fees, small business owners are squeezed. Incidentally, that is why most small convenience stores require you to meet a minimum purchase amount before you can pay with a card. (Large corporations and chain stores – think Walmart or Pret a Manger – benefit from this system, because they can afford to eat the cost of the transaction fees much more easily than a small business can. Hence they will let you pay even for a single candy bar, if you like, with your debit card.)


These drawbacks to electronic money are among the reasons why, when a team at the US Mint set about studying the payments landscape in 2008, it found that although credit and debit cards had made significant inroads, one-third of all transactions in the US were still conducted in cold hard cash. But cash is hardly ideal money for the Internet age: you can’t spend it online or easily send it to someone far away, and in large quantities it’s challenging and even dangerous to transport.


That leaves digital currency. Unlike ordinary electronic payments, it was theorized, digital currency would make it possible to spend money online, or even person-to-person, with the speed of the Internet and the privacy of cash. By cutting out the middlemen – banks and credit card companies – it would save business owners money. And with anonymous or pseudonymous accounts – that is, accounts which don’t link to any personal identifying information – digital currency wouldn’t be subject to the same identity theft concerns as old-style electronic money. It might even prevent the Internal Revenue Service from being able to see your true earnings and assets. On the other hand, because digital currencies act like cash, loss or theft would be final. No chargebacks allowed. Once it was gone, it would generally be gone for good.


Some of the first people to think seriously about digital cash were the Cypherpunks. A group of long-haired computer geeks, math whizzes, and free-market anarchists, they were organized around an electronic mailing list not unlike the one on which Satoshi would later announce his invention of Bitcoin. They were interested in the ways in which encryption technology and peer-to-peer network culture could increase personal liberty and undermine the surveillance state. Not content merely to dream of a better world, they were determined to build it – one piece of software at a time. Their motto: Cypherpunks write code. In the fall of 1992, a core group began holding monthly meetings near Palo Alto. At the first meeting, on a Saturday in September, in an office complex housing early stage tech startups, a former Intel employee named Timothy May got up in front of his fellow alpha geeks to read a manifesto introducing the concept of crypto-anarchy. Modeled on the Communist Manifesto of 1848, May’s brief essay called for a revolution that would ‘fundamentally alter the nature of corporations and of government interference in economic transactions’. Crypto-anarchy, he went on, would replace central bureaucracy with decentralized cryptography, government control with individual liberty, the nation-state with the network.


What May wanted was freedom from government coercion of all kinds, the freedom to choose what to think, how to spend his money, and who to associate with. The right to anonymity – including absolute financial privacy – was a starting point. Many of the Cypherpunks shared his goals, which put private e-money high on their wish list. But it would be another six years before two Cypherpunks, Wei Dai and Nick Szabo, published their own ideas about how a digital currency system might work – and even then, their publications were limited to a private mailing list, with no chance of catching on in the wider world.


In the meantime, others were pursuing a similar dream. In 1996, two men in Melbourne, Florida – Douglas Jackson, an oncologist, and his attorney, Barry Downey – began issuing electronic money that could be used anonymously to pay for things online, without the need to exchange one national currency for another. They called it E-gold. Their company, Gold & Silver Reserve, held a store of precious metal to provide an underlying value for the digital currency, allowing people to spend it with confidence. Customers would wire money to Jackson’s company and he would buy more gold and add it to his stock, then issue them the equivalent amount of E-gold.


People liked the system, and E-gold gradually became the most popular electronic currency of its time. In the summer of 2001, the company had about 237,000 user accounts.5 By November 2005, there were more than ten times as many: 2.5 million accounts belonging to people in more than 100 countries. Millions of dollars’ worth of E-gold were changing hands every day. It was, by all accounts, a great tool for cross-border payments. Independent E-gold exchanges sprouted up. As backing for its electronic currency, the company held nearly four metric tons of gold, worth more than $85 million, in bank vaults in London and Dubai.6 Although no large retailers accepted E-gold, it was widely used, prosecutors later claimed, in peer-to-peer exchanges, investment scams, and black market transactions.


The relative anonymity of E-gold over other payment services, along with its ability to move money anywhere in the world, did attract criminals. All you needed to open an account on www.e-gold.com was an email address. You could provide a fake name if you liked, and some users did, signing up with obvious pseudonyms like Donald Duck, Mickey Mouse, and Anonymous Man. As a result, E-gold was a boon to credit card thieves and others who operated in the shadows. Without a system in place to verify user identities or report suspicious transactions, Gold & Silver Reserve ran afoul of new laws which, after 11 September 2001, greatly expanded the definition of a money transmitter, a type of business with extensive reporting and licensing requirements. The company, incorporated in the famously permissive Caribbean nation of St. Kitts and Nevis, became a target for law enforcement.


In December 2005, Secret Service agents raided the company’s Melbourne office. They seized more than a hundred boxes of records and, as part of the enforcement action, codenamed Operation Goldwire, froze the company’s US bank account. ‘They basically raped our computers and also took us offline for thirty-six hours, took all the paper out of our office,’ Jackson said.7 But the foreign currency accounts of Gold & Silver Reserve were held offshore, allowing the company to continue operating.


Now aware of how serious the criminal use of his system was, Jackson began cooperating with the feds. A complete transaction history for every E-gold account, even the pseudonymous ones, was stored in the company database, making it possible to trace users’ financial movements. Jackson dug through his customer records to identify active criminals, blocking the accounts – and turning over to authorities the transaction histories – of those he spotted.8 In December 2006 alone, he blocked about two thousand accounts – evidence both of his earnest desire to clean up the system and of the extent to which that system had been abused by identity thieves, scammers, and other bad actors.


But his efforts weren’t enough to satisfy prosecutors. In a 2007 federal indictment, the E-gold operation was charged with, among other crimes, enabling nearly $475,000 to change hands in the sale of child pornography. The following year, after a protracted legal battle, Jackson pled guilty to conspiracy to operate an unlicensed money transmitting service and conspiracy to commit money laundering. He was sentenced to three years of probation and for six months was forced to wear an electronic monitoring anklet that tracked his movements.9 E-gold’s other executives – Jackson’s brother, Reid Jackson, and Barry Downey – also pled guilty to operating a money transmitter without a license and were given probation and fines. The companies they had run were fined $300,000; their entire gold reserve was placed into receivership and liquidated to reimburse legitimate customers.


Another failed experiment in alternative currency was the Liberty Dollar. Created in 1998 by a man named Bernard von NotHaus, it was a metal-backed currency that set itself up as an alternative to the US dollar, whose progressive devaluation since the 1913 establishment of the Federal Reserve horrified von NotHaus. With no precious metal to ensure their value, and inflation eating away at their purchasing power year by year, Federal Reserve Notes were gradually turning into Monopoly money, he thought. The Liberty Dollar, which existed not only as metal specie but also as paper money and electronic currency – all of it backstopped by gold and silver – could serve as a replacement. It would never be accepted as legal tender for the purpose of paying taxes or redeeming debts, but it could be used as barter in private transactions.


Von NotHaus, a seventy-two-year-old ex-surfer and fervent pot smoker with a thick head of silver hair that he wears combed back from his forehead, a white beard, big round glasses, and a fondness for Hawaiian shirts, does not conform to the stock image of an entrepreneur. A spiritual epiphany in 1974 led him to produce twenty pages of ‘automatic writing’ on politics and economics, after which he opened a private mint on the Big Island of Hawaii, where he was living in a cottage with no electricity. The mint, now called the Royal Hawaiian Mint, is still in operation, with a flagship store in Honolulu, turning out collectible coins to commemorate Hawaiian history and culture. Von NotHaus, however, left the mint in 1998 and used his retirement savings to launch the Liberty Dollar.


If this seems an unusual background for a businessman, much less a monetary theorist, neither does von NotHaus fit the prototype of a domestic terrorist, which is what Anne Tompkins, the US Attorney for the Western District of North Carolina, later called him. He did, however, hold strong opinions about US foreign policy. His objection to the dollar was not only that it depreciated over time but that the federal government could harness its inflationary nature to finance military action around the globe. ‘There is a moral element to money,’ he says. ‘There is something morally wrong with a fiat currency that does nothing more than enrich the damn politicians, kills our people, and finances war.’10


He was not alone in his beliefs. In its first ten years, von NotHaus’s organization distributed as much as $85 million worth of Liberty Dollars to a quarter of a million people. It became, in von NotHaus’s words, ‘the second most popular currency in the United States’.


It came to an end in the early hours of the morning of 14 November 2007, when a dozen FBI and Secret Service agents stormed the Liberty Dollar headquarters in Evansville, Indiana.11 They seized everything that wasn’t nailed down: more than forty ounces of gold, five hundred pounds of silver, and nearly two tons of freshly minted copper coins bearing the face of Republican presidential candidate Ron Paul, as well as the company files and computers. For the federal agents, it must have been a moment of catharsis following a two-year undercover investigation into the Liberty Dollar. They stayed for six hours, carting everything away. Once they had gotten what they came for, they left the organization’s employees to clean up the mess left behind.


Von NotHaus was distraught. In an email following the raid, he told Liberty Dollar customers that the organization’s bank accounts had been frozen and all its records confiscated. ‘We have no money. We have no products. We have no records to even know what was ordered or what you are owed,’ he wrote. ‘We have nothing but the will to push forward and overcome this massive assault on our liberty and our right to have real money as defined by the US Constitution. We should not be defrauded by the fake government money.’


But by then the wheels of justice were already in motion. On 6 June 2009, von NotHaus was arrested, and in March 2011, after an eight-day trial, he was convicted under anti-counterfeiting laws of minting and selling an illegal currency. (The case against him rested in part on the resemblance between the medallions he was minting and official US coins.) In all, he says, the government confiscated from his company eleven tons of gold and silver, unwilling to allow a desirable alternative currency to exist alongside ‘their piece of shit’ fiat money. Prosecutors asked for a prison sentence of at least fourteen years. An old man, he was facing the prospect of spending the rest of his life behind bars. But on 2 December 2014, when he was finally sentenced, he got off easy, receiving only six months of home detention with a concurrent sentence of three years’ probation. He was nevertheless marked as a felon for life.


A third major attempt to create a universal alternative currency arose in the hothouse environs of turn-of-the-millennium Silicon Valley. In the late 1990s, while Douglas Jackson was struggling to get E-gold off the ground, Peter Thiel, a handsome Stanford Law School graduate, was running a competing startup called PayPal. Thiel’s original vision for the company was both simple and immense: ‘to create a new Internet currency to replace the US dollar’.12 He had the brains, the drive, and the libertarian convictions to make it happen. PayPal took steps in this direction, introducing direct money transfers from one PalmPilot to another – an early digital analog to the act of handing someone cash – and then, when it became apparent by the fall of 1999 that PalmPilots were a niche product used only by geeks, developing a product with broader appeal that allowed people to send and receive money via email. But two things killed Thiel’s vision: the bursting of the dot-com bubble in the spring of 2000 – just before which, fortunately, PayPal had managed to raise $100 million of investment capital that kept it going – and the raft of new financial regulations passed in the wake of 9/11, supposedly to prevent terrorist financing. ‘I swore we wouldn’t hire any lawyers for the first year,’ Thiel once said. ‘I knew they would just tell us that we weren’t allowed to do what we were doing.’ Soon enough, he wasn’t. What the PayPal team wanted to do would have gotten them prosecuted under the new laws. And so they settled for building a far less radical company, one that might not change the world but which also wouldn’t have to face any federal indictments.


Although Satoshi Nakamoto could not have known the end result of all these cases at the time he released Bitcoin, the US government’s zealous prosecution of alternative currencies both in and out of cyberspace would have given most innovators pause. But despite these cautionary tales, Satoshi pushed forward. In time, he knew, government agencies would come sniffing around Bitcoin, too, but he refused to give them any red meat. ‘A lot of people automatically dismiss e-currency as a lost cause because of all the companies that failed since the 1990s,’ he said a few months after introducing his digital currency. ‘I hope it’s obvious it was only the centrally controlled nature of those systems that doomed them.’ An essential facet of Bitcoin’s brilliance is that it is not owned by anyone, so the system can’t be held criminally liable. The network, in Satoshi’s phrase, ‘is robust in its unstructured simplicity’. Individual nodes can leave and rejoin at will, accepting the latest version of the blockchain as an accurate record of all that occurred in their absence. Participants are protected by the network. There is no agent who can be said to have failed to perform due diligence when a transaction is approved, because there is no central agent: everything is verified by everyone. The network has no central point of failure, no leader to prosecute. Satoshi Nakamoto may have been the creator of Bitcoin, but he wasn’t about to be the fall guy. Still, there was good reason to be skeptical about Bitcoin’s chance of success. Who would be willing to trade their real money for Internet money, especially if it wasn’t backed by gold?


HARDLY A WEEK AFTER SATOSHI’S announcement, something fateful happened. A cryptographer of genius in California named Hal Finney, who had been involved with the Cypherpunks and would soon be diagnosed with Lou Gehrig’s disease, wrote to Satoshi through the cryptography mailing list. He had a bunch of questions about Bitcoin. Still aflame with intellectual curiosity in middle age, Finney, who in August 2004 had released his own program for a virtual currency – one which failed to catch on – approached Bitcoin with more idealism than most. ‘I have always loved crypto, the mystery and the paradox of it,’ he later wrote. While others did their best to find fault, Finney called Bitcoin ‘a very promising and original idea’ and said he looked forward to seeing how the concept would be turned into code.


In its early days, the saga of Bitcoin unfolded across at least two email lists and three online forums. Finney soon became a prominent voice in these virtual spaces. He had good reason to be interested in Bitcoin. He was one of a handful of men who had prepared the way for Satoshi’s breakthrough. Although Bitcoin was already Bitcoin from its first day, it was not created in a vacuum. Satoshi’s white paper burns with the gathered fuel of years. Generations of cryptographers had a hand in the digital currency; their ideas were stepping stones toward it; the legacy of their successes and failures gives weight to it, even as the global financial crisis shadows it. In the first block of bitcoins ever mined, which has come to be known as the genesis block, Satoshi embedded a headline from the Sunday Times of London, so that there could be no mistaking his intentions: ‘Chancellor on brink of second bailout for banks’. Surely knowing as he did so that it would become part of Bitcoin’s founding myth. The entry was date-stamped in the British style: 03/Jan/2009. Less than three months before, the British government had announced its first rescue package for banks: more than $750 billion in loans and guarantees, plus about $87 billion of direct investment in exchange for preference shares in the lending institutions. In other words, the government was partly nationalizing the British banking sector.


If Satoshi was disgusted with the symbiotic relationship between national governments and big banks, he was hardly alone. By now, the US government had already bailed out AIG to the tune of $85 billion, provided a $29 billion backstop to JP Morgan Chase in its purchase of failed investment bank Bear Stearns, and, finally, rammed its own massive bailout program through Congress – the Troubled Asset Relief Program, or TARP, a $700 billion package to shore up crumbling financial institutions. But even these gargantuan efforts were too late for some. Washington Mutual, the nation’s largest savings-and-loan company, with two banking subsidiaries, more than 2,200 retail branch locations, and more than 43,000 employees, failed in September 2008 and was snapped up by J. P. Morgan Chase. Lehman Brothers collapsed and declared bankruptcy with $639 billion in assets, the largest bankruptcy in American history. That fall, Bank of America stepped in to buy a faltering Merrill Lynch for $50 billion, and by early 2009 the entire purchase value of the investment firm had been wiped off Bank of America’s market cap. In November 2008, more than half a million people lost their jobs in the United States alone.


All through the credit crunch and the financial crisis that followed, as unemployment skyrocketed and the world slipped into the Great Recession, Satoshi was working on an alternative monetary technology, a counter-logic, a kind of wrench that could be thrown into the infernal engines of global finance. Everything he did, he did with full intention. On the P2P Foundation website where he announced his invention of Bitcoin for the second time, he gave his birthday – among the personal information required to register an account – as 5 April 1975: the day in 1933 when President Roosevelt by executive order made it illegal for average American citizens to own gold – a crime punishable by up to ten years in prison – and the year when FDR’s order was finally undone, returning a measure of economic freedom to the masses.


But before Bitcoin could exist, there had to be earlier breakthroughs. It was only natural while developing Bitcoin that Satoshi would reach out to some of his predecessors for advice, like Miles Davis looking up Charlie Parker upon arriving in New York. The predecessors to whom Satoshi most often gave credit were Wei Dai and Nick Szabo, each of whom had developed a persuasive concept of how digital currency might work. But there were others even further back who had laid cornerstones of the tower Satoshi was building, and there is evidence that he wasn’t even aware of Wei Dai’s work until late in the day, that he had arrived of his own accord at many of the same innovations, like Newton and Leibniz independently inventing calculus – two brilliant minds converging on the same idea.


If their denials of being Satoshi Nakamoto can be believed, neither Szabo nor Dai, themselves accomplished and respected in their field, knew at the time who Satoshi was.13 There was no prior record anywhere on the Internet of a cryptographer or programmer with that name. The loop began to close in September 2008, when Satoshi emailed a man named Adam Back to ask about Back’s own cryptographic invention, hashcash, which formed a crucial piece of the Bitcoin mining function. Back recalls pointing Satoshi in the direction of Wei Dai, after suggesting that Dai’s 1998 proposal for ‘b-money’ bore a resemblance to Satoshi’s concept for Bitcoin. In this proposal, Dai admitted to being fascinated by Timothy May’s theory of crypto-anarchy. ‘In a crypto-anarchy the government is not temporarily destroyed but permanently forbidden and permanently unnecessary,’ Dai wrote. ‘It’s a community where the threat of violence is impotent because violence is impossible, and violence is impossible because its participants cannot be linked to their true names or physical locations.’ What he sought with b-money was a means of enabling people to cooperate, conduct business, and enter into contracts with each other even if they were hiding their real identities behind digital pseudonyms. Satoshi told Back that he had not previously been aware of b-money – though later he would reference it in his white paper.


He now contacted Dai, asking for comments on a draft of the paper. But Dai never responded. Only later would he realize the brilliance of Bitcoin, which, he wrote, ‘involved major technical and conceptual/philosophical advances on the existing state of the art’. Its significance was far greater than that of a new smartphone app or website, more even than that of a successful Internet company: ‘Its social impact seems larger – if Craigslist or PayPal didn’t exist, something essentially identical would have been created very soon anyway, but if Bitcoin didn’t exist, another Bitcoin may not have been created for another decade.’


Nick Szabo, a polymath who in later years was often suspected of being Satoshi Nakamoto, is big enough to admit that Bitcoin surpasses his own ideas for a digital currency, which he called ‘bit gold’ and which never got off the ground. Responding years later to Gwern Branwen, a researcher who claimed that Bitcoin amounted to little more than assembling a given pile of Tinkertoys into a novel structure, Szabo argued the opposite: ‘Bitcoin is not a list of cryptographic features, it’s a very complex system of interacting mathematics and protocols in pursuit of what was a very unpopular goal.’ That goal – to ‘replace every use of pocket cash except flipping a coin’, in Kevin Kelly’s memorable phrase – had been discussed for years. Not until the invention of Bitcoin did it seem within reach. According to Szabo, only he, Wei Dai, and Hal Finney thought such a goal was worth pursuing, and only Finney had gone so far as to write a software program implementing his ideas. And yet, despite his independent development of Bitcoin, in July 2010 Satoshi was generous enough to call it a mere ‘implementation’ of the b-money and bit gold proposals, crediting Dai and Szabo by name. Small wonder that Finney was so excited by Bitcoin.


Indeed, Satoshi was at pains to situate his invention within the larger history of cryptography. Just as trust was a problem for people dealing with money, he explained, so it had once been a problem for those dealing with electronic information. Passwords were of limited usefulness, as they could always be overriden by system administrators. ‘Then strong encryption became available to the masses, and trust was no longer required,’ he wrote on the website of the P2P Foundation. ‘Data could be secured in a way that was physically impossible for others to access, no matter for what reason, no matter how good the excuse, no matter what. It’s time we had the same thing for money.’


And so, in January 2009, in that winter of discontent, when the world’s financial systems seemed as untenable as they were irrevocable, Satoshi released the first version of the Bitcoin software, version 0.1. His timing couldn’t have been better. Into the breach of trust created by the financial crisis stepped a new form of money, one that identified trust itself as the root problem of conventional currency. Satoshi ticked off one by one the points of failure in the system. ‘The central bank must be trusted not to debase the currency, but the history of fiat currencies is full of breaches of that trust. Banks must be trusted to hold our money and transfer it electronically, but they lend it out in waves of credit bubbles with barely a fraction in reserve,’ he wrote. ‘We have to trust them with our privacy, trust them not to let identity thieves drain our accounts.’ Every time we trust another person or company, he knew, we make ourselves vulnerable, exposing ourselves to the possibility of fraud, mismanagement, theft. Properly used, Bitcoin could sidestep these problems by allowing individuals to safeguard their own wealth.


One of the first to run the software, perhaps the very first after Satoshi himself, was Hal Finney. By the following day, he was mulling over the digital currency’s value:


As an amusing thought experiment, imagine that Bitcoin is successful and becomes the dominant payment system in use throughout the world. Then the total value of the currency should be equal to the total value of all the wealth in the world. Current estimates of total worldwide household wealth that I have found range from $100 trillion to $300 trillion. With twenty million coins, that gives each coin a value of about $10 million. So the possibility of generating coins today with a few cents of compute time may be quite a good bet, with a payoff of something like 100 million to one! Even if the odds of Bitcoin succeeding to this degree are slim, are they really 100 million to one against? Something to think about.


Betting on a future he would only begin to see, Finney began mining bitcoins. He also received, from Satoshi himself, the first ever transaction using the digital currency, when Satoshi beamed ten bitcoins to him as a test. Finney continued to engage with him over the next several days, reporting software bugs. ‘At the time, I thought I was dealing with a young man of Japanese ancestry who was very smart and sincere,’ he later wrote. ‘I’ve had the good fortune to know many brilliant people over the course of my life, so I recognize the signs.’ Finney mined hundreds of bitcoins in the days that followed, though after a short period he stopped, as he later explained, because constant use of the software ‘made my computer run hot, and the fan noise bothered me’. (After his ALS diagnosis, he earmarked the coins he had mined – now stored in an offline wallet for safekeeping – for his children’s inheritance.)


In the first weeks after Satoshi’s unveiling of Bitcoin, Finney expressed optimism about people’s willingness to support the network, provided the Bitcoin system ‘turns out to be socially useful and valuable, so that node operators feel that they are making a beneficial contribution to the world’. Satoshi seemed to agree. ‘It’s very attractive to the libertarian viewpoint if we can explain it properly,’ he replied. ‘I’m better with code than with words, though.’


True, libertarian goldbugs – people not unlike Bernard von NotHaus – might see Bitcoin as a digital commodity with many of the same properties as precious metal, including its immunity to government inflation. They might also take to it as a tool of individual empowerment. But how could it be legal for Bitcoin to exist alongside the US dollar and other national currencies?


If anyone understands money in its basest, most tangible form, it is Edmund Moy, former director of the US Mint. In his old job, Moy was responsible for overseeing, quite literally, the nickels and dimes of the American economy. ‘Bitcoin crosses over several different areas and ignores other areas regarding currency,’ he says of Satoshi’s hybrid creation. ‘Therefore, it’s unclear as to how the Constitution would interpret Bitcoin.’


Under Moy, the Mint assisted the FBI and Secret Service with their investigation into the Liberty Dollar, which in his view represented a clear violation of the law. ‘The intent of Liberty Dollar,’ he says, ‘was basically to create an alternative currency in the United States because they didn’t trust the US dollar, so they wanted to create something they did trust . . . It would be a direct competitor, an alternative to the US dollar, produced and issued in the United States as a currency.’ Bitcoin was different. Satoshi had identified a space of legal uncertainty in which his invention could thrive. In time, this uncertainty would create a quagmire for Bitcoin entrepreneurs. But it was fertile soil for Bitcoin itself.


Moy, the voluble, Michigan-born, Wisconsin-raised son of Chinese immigrants, recalls bringing up digital currency during one meeting of senior Treasury Department staff in late 2008. At weekly meetings like this one, Secretary Hank Paulson would set the agenda and department heads would take turns giving brief reports on their activities. A dramatic decline in the Federal Reserve’s orders for quarters, dimes, and other coins earlier that year had prompted Moy to put together a skunkworks group to discover the cause. Were electronic transactions finally beginning to take a big chunk out of cash’s market share? (Only later would he realize it was an early warning sign of the impending economic downturn.) ‘Figure out what’s going on with coin demand and what could possibly impact that in the future,’ he told the group. In the course of their research, they discovered Satoshi’s white paper.


In any given Treasury meeting, about half of the forty-odd senior staffers – ‘all the heads of all the parts that did stuff’, as Moy puts it – would say, ‘Pass’, which meant they had nothing pressing to report on that occasion. This time, when it was Moy’s turn to speak, he ran through a preliminary version of his team’s report. The other staffers asked questions about some aspects of the report, but when he mentioned digital currency – namely, Bitcoin – he got no reaction. He tried again in a meeting with the cash office of the Fed. ‘I basically got no response,’ he recalls. ‘Everyone kind of looked around the table and said, “We aren’t even looking at it. If you find out anything interesting, let us know.”’ It was the US government’s first brush with Bitcoin.


For Satoshi, the time had come to begin promoting Bitcoin as a form of payment. ‘It might make sense just to get some in case it catches on,’ he mused, days after releasing Bitcoin v0.1. ‘If enough people think the same way, that becomes a self-fulfilling prophecy.’ In essence, he was asking people to buy into his digital currency as a sort of Pascal’s Wager. If it failed, the downside was not very significant; everything would simply return to the status quo ante. But if it succeeded, and gained in value, the upside for early adopters – not to mention for the creator himself – would be enormous.


Another way to put it is that Satoshi was offering his peers equity in a promising but risky venture, just as a startup founder will offer early employees a stake in the company in exchange for reduced pay. It is a gamble. If the company takes off, everyone reaps the rewards. Bitcoin could make its early adopters very rich.


But in order for it to take off, a lot of infrastructure would have to be built. Alex Waters, a programmer who joined the small development team that soon formed around Bitcoin, helping Satoshi to spot problems, fix bugs, and make other improvements to the software, says the original Bitcoin client – as the software was known – was intended only as ‘a reference for people to go build better shit’. It provided a foundation for future work. ‘It’s not supposed to be fast, it’s not the best user experience; it’s not intended to be those things,’ Alex says. ‘What it’s intended to be is secure. And it works. It’s a proof of concept.’


Everyone present in those early days understood that in order for Bitcoin to grow and succeed beyond a small hobbyist community, it was essential for businessmen and money people to get involved; for powerful, user-friendly applications to be built; for companies to be founded and markets tapped. All of this would take time. But Bitcoin had time on its side. In comparison with previous attempts at electronic money, Gwern Branwen wrote, Bitcoin’s greatest virtue may be ‘its viral distributed nature; it can wait for its opportunity’. He quoted a famous proverb: ‘If you sit by the bank of the river long enough, you can watch the bodies of your enemies float by.’


The Bitcoin developers worked and waited. In July 2010, the world’s first Bitcoin exchange, Mt. Gox, opened in Tokyo. But trading volume, like the digital currency’s price, was low, and remained that way for the rest of the year. Mt. Gox had only a few thousand customers. If Bitcoin were to fulfill Satoshi’s vision for it, it needed more. It needed champions.





Chapter 2



VIRTUAL CRACK


All ideas rise like music from the physical.


– Guy Davenport


Roger Ver, who was once but is no longer an American citizen, still can’t stand the jingle of keys. Even though he has lived for many years now in Tokyo, an insomniac city where you can drink the neon all night without cease or surfeit, a city that even all this time after the boom years of the eighties still beckons like a vision of the future; even though he is a successful entrepreneur and investor, a millionaire in his mid-thirties – not filthy rich, not Zuckerberg rich or Buffett rich or even David Beckham rich, but still the kind of guy who can lose a million dollars and keep on trucking – even though he is trained in Brazilian jiujitsu and among fellow Bitcoiners libertarians is a rock star, the sound of keys jingling takes him right back to a time when he was miserable and scared and alone, the victim of a perceived injustice, unable to strike back or escape.


The sound reminds him of the ten months he spent in Lompoc, a medium-security federal prison in southern California, more than a decade ago, for selling fireworks illegally over the Internet. The guards carried big key rings on their belts, and as they made their rounds, checking cells, the ominous metallic chiming was loud enough for every prisoner to hear; it meant a guard was coming; it meant put away your contraband, straighten up, act nonchalant. On occasion, though, this pageantry wasn’t enough, and the guards would toss a cell. Everything a prisoner owned in the entire world was kept in a small metal locker, about three feet tall and one foot wide, and some of the prisoners, having developed while incarcerated a kind of obsessive-compulsive disorder, were particular about the arrangement of their limited belongings – clothes, toothbrush, toothpaste, notebooks, ballpoint pens – so that it was especially painful for such a prisoner, when his cell was being tossed, to watch the guards ransack his locker, rooting through every item. It was sickening to have no control over your own life, to be forced to surrender at a moment’s notice even the last small piece over which you had dominion. ‘You didn’t really have anything to fear from the other inmates,’ Roger says, ‘but you did have a lot to fear from the guards.’


Roger was arrested and charged and indicted in 2001, but by the time he was sentenced it was May 2002, and after getting his affairs in order he surrendered himself to Lompoc at 9:00 A.M. on 2 August 2002, a Friday. He showed up thinking he would be placed in the minimum-security camp adjacent to the medium-security penitentiary, a three-story gray stone building with guard towers and fences topped with razor wire. This was what his defense attorney and the US prosecutor both had promised him, he says.


But when Roger arrived, he wasn’t placed in the minimum-security camp, which had once housed former White House officials convicted of Watergate offenses. First he was thrown into the medium-security penitentiary’s Special Housing Unit, which prisoners call ‘the SHU’ – pronounced like ‘shoe’ – or ‘the hole’, a sort of prison within the prison that often houses the worst offenders, to await classification. Then, on Monday, after three nights in the hole, he was assigned permanently to the penitentiary and given a job in the kitchen. The young man viewed his offense as hardly a crime at all, yet by some process he couldn’t fathom he had been classified as a serious criminal.


Thrown back on his inner resources, Roger began to learn Japanese. Before going inside, he’d had a Japanese girlfriend, and he remembered their relationship fondly. By now he was resolved to leave the United States as soon as possible. Japan seemed as good a place as any to relocate once he’d served his time.


For kitchen duty, he got up every day at 5:00 A.M. and started work at half past the hour. Breakfast was over by 8:30, but the kitchen workers had to remain where they were for the next three hours, until the lunch shift started. They weren’t allowed anything that would help them pass the time, he recalls, not even a deck of cards. Roger turned these lulls into study breaks. In the prison library, he would photocopy a few pages at a time from his Japanese study book, then sneak them into the kitchen. It was against the rules, but he was desperate to break up the monotony. During these empty hours, he would study over and over the few pages he had brought, memorizing their contents.


One day a guard caught him studying. Furious, he snatched the pages out of Roger’s hands. ‘What do you think you’re doing?’ he demanded. The young prisoner reacted with unthinking defiance. ‘I’m trying to better myself,’ he shot back. The guard looked at the pieces of paper in his hand. Then he tore them up and threw them in the trash.


Undaunted, Roger continued with his covert studies. And when he tired of learning Japanese, when he had exhausted the books on economics and moral philosophy that friends mailed to him – precious parcels arriving, like Noah’s dove with the olive twig in its beak, as proof the world was still out there – he brooded on the events of 2 May 2002, the day of his sentencing.


He had signed a plea deal, confessing, in exchange for a reduced sentence, to three felony charges: dealing in explosives without a license, storing explosives illegally, and ‘mailing injurious articles’ – sending explosives to his customers through the US mail. His lawyer, Cristina Arguedas, had asked that her client’s ten-month sentence be split, so that he would serve only the first five months in prison and the remaining five in a halfway house. Roger was running an online business called Memory Dealers, selling computer parts. While the business might survive his absence for five months, with someone else keeping it on life support, Arguedas argued, it could not last ten. ‘He’s it. He is the business,’ she said at the sentencing hearing. ‘The question is, do we want to extinguish his business, and I would say the answer should be no.’


But the judge didn’t go for it. ‘Selling explosives over the Internet doesn’t cut it in any society that I can imagine,’ he told Roger. ‘The conduct here is simply not tolerable conduct.’ He paid lip service to Roger’s libertarian beliefs, at pains to separate the defendant’s crime from his politics. But this was a matter of public safety. ‘I don’t think one has to be a big-government person or believe in government regulation of every aspect of human life to suggest that people should not be selling explosives over the Internet.’


In truth, Roger says, what he had done was far more innocuous: buying and reselling fireworks on eBay for a small profit. He sold one device in particular, popular due to its impressive bang: the Pest Control Report 2000, an agricultural firecracker used by farmers and ranchers to scare birds away from their fields. Each of these firecrackers contained up to one thousand milligrams of explosive powder, about twenty times the legal limit for consumer fireworks, so they were classified as explosives. Over time, Roger sold hundreds of these devices. In one instance, he bought thirty-six cases of the Pest Control Report 2000 – 2,592 firecrackers in all – for $1,664 from a store called All Purpose Ammo and began reselling them for about a dollar apiece. Meanwhile, the manufacturer, Max 2000, beginning in January 1998, illegally sold more than one million Pest Control Report 2000 firecrackers to retailers and wholesalers around the country: 400,000 to All American Professional Fireworks, of Angola, Indiana; 450,000 to Planet Ammo, of Seneca, South Carolina; 10,000 to Firequest, of El Dorado, Arkansas; 290,000 to Self Defense Supply, of Richardson, Texas; and 33,000 to Astro Spectacular, of Hooksett, New Hampshire. These businesses resold the illegal fireworks to consumers, just as Roger had done, but in far greater quantities. Roger, twenty-two at the time of his arrest, could at least plausibly have claimed ignorance of the firework’s illegality. Gun dealers and fireworks retailers should have known better.


But Roger had run afoul of the law at the worst possible time. In the public imagination, the Twin Towers were still smoldering. Nobody was in the mood to let a kid dealing explosives off lightly. ‘This conduct to me would have warranted a much stiffer sentence than ten months,’ the judge said. Only the plea bargain that Roger had signed spared him a worse fate; his charges carried a combined maximum sentence of twelve years in prison.


Max 2000, the Missouri company which manufactured the Pest Control Report 2000, was also brought up on federal charges. It finally settled with the government in January 2003 in the US District Court for the Eastern District of Missouri, agreeing not to make or sell the firecracker any longer. In return, neither the company nor its owners faced any penalties.


Roger had his own theory as to why he had been singled out for prosecution, and it boiled down to one thing: his anti-government politics. At the age of twenty, having already converted to libertarianism after teenage encounters with the work of Ludwig von Mises, Adam Smith, Milton Friedman, and other free-market thinkers, he ran for the California State Assembly as a candidate for the Libertarian Party. A debate was held with the Republican and Democratic candidates at San Jose State University, during which Roger told the audience that if elected he would accept no salary, since public officials’ salaries were paid with tax dollars and he viewed taxation as tantamount to theft. He declared the war on drugs immoral and called agents of the Bureau of Alcohol, Tobacco, and Firearms ‘a bunch of jackbooted thugs and murderers’, in the memory – as he would later relate – of ‘the people they slaughtered in Waco, Texas’ in April 1993. In the audience, Roger says he later learned, were several plainclothes ATF agents, who he believes pursued a vendetta against him from that day forward.


Though Roger remains an idealist, he looks back on his bid for office as a time almost of naiveté. ‘I didn’t call for an end to all monopolistic government,’ he admits. The months he spent in prison, with his life in the hands of the federal government, ended his hopes for any good that could be accomplished by the state. ‘That’s what pushed me over the borderline,’ he says.


When he got out, on 27 May 2003, he set about resuscitating his business. Before going inside, he’d had to lay off all his employees. His mother had been running Memory Dealers on his behalf – though ‘running it’ wasn’t the right term. Even with her help, Roger had managed to do only one deal while in prison, a purchase of computer memory from a Chinese vendor in Beijing, who went by the name John, for $120,000, which he promptly resold for a $40,000 profit.


Now, beginning a three-year probation, he had good reason to throw himself back into work. Probation is not freedom; while on probation a convict is said still to be ‘in custody’, but with the privilege of moving about more or less freely in the open air. Should a convict’s probation be revoked, he must serve out the duration behind bars. For Roger that would have meant another three years in Lompoc. His probation officer, he says, lost no opportunity to remind him of his tenuous position. Once, the older man tracked mud all over the tile floor and pale carpet of Roger’s multimillion-dollar house, ignoring pleas for him to remove his shoes. ‘That guy was such a jerk,’ Roger says. ‘He just wanted to exercise his control.’


Three long years he lived in fear of revocation, counting down the days, putting up with his probation officer’s petty power games. This too he was determined to outlast. He focused on rebuilding his business, shutting out everything else, a Zen workaholic unwilling to be made an example of. Tokyo was just a dream then, a promise of beautiful women and neon nights, a cultured city where he wouldn’t be marked forever as a felon.


By age twenty-five he had made his first million. And as soon as his probation ended, he moved to Japan.


ROGER GREW UP IN SAN Jose, the largest city in Silicon Valley, and from a young age he was interested in economics and computer science. In his early teens he ran a bulletin board system – an early kind of online community, popular in the years before the first web browser was released – out of his bedroom. He paid to have five additional phone lines installed so that more users could dial in to the BBS simultaneously. Like many BBSes, Roger’s allowed users to exchange messages, chat, download software, and play games, of which one of the most popular was Legend of the Red Dragon, a text-based role-playing game. He was proud of his role as the BBS’s system operator, or sysop. But his deeply religious parents, neither of whom had a background in technology, were controlling. Roger recalls that after some youthful infraction or other – staying out too late, maybe, or getting a bad grade – his parents punished him by having the phone lines disconnected. ‘And then a couple weeks later, I wasn’t in trouble anymore, but I had to come up with enough money to get the lines reinstalled,’ he says. And for a thirteen- or fifteen-year-old kid it’s hard!’ He moved out of his parents’ house as a teenager, staying with a friend’s family until he could get his own place.


In 1999, while in college, he launched MemoryDealers.com, a website selling discounted computer parts. His seed capital was $1,400 that he’d earned from a summer job. He used it to buy fourteen nine-gigabyte hard drives for $100 each, then turned around and sold them on eBay for about $350 apiece. Taking part in the dot-com boom, he wound up profiting from its bust: with so many companies going bankrupt, he found he was able to buy computer parts from these companies and sell them online for a handsome profit. He quit college to focus on growing the business, figuring he could earn more as an entrepreneur than he’d ever earn working for a big tech company.


Then came ten months in prison and the frenzied rebuilding phase, working every waking moment on his business. Success eventually followed. After his probation ended and he moved to Tokyo, Roger set up a Japanese branch of Memory Dealers in order to obtain a visa. All the pieces were then in place for him to embrace his destiny.


In late 2010, Roger heard about Bitcoin for the first time. A single bitcoin was worth only about twenty-five cents. Though primed and ready for something like the digital currency, he gave it barely more than a glance. ‘At the time I remember thinking, “Oh, this is kind of interesting, but too bad nobody’s using it, so it’s not worthwhile,”’ he says. He put it out of his mind until one morning in February 2011, when he was in the kitchen of his house in San Jose – which he kept as a place to stay when he needed to visit the Memory Dealers office in Santa Clara – eating a bowl of Wheaties and listening to Free Talk Live, a libertarian talk radio show he liked. That day, the hosts were discussing Bitcoin. ‘I googled Bitcoin again while I was having breakfast,’ Roger says. ‘I fully intended to go into my office that day selling Cisco equipment. Didn’t make it to the office that day, didn’t make it the next day, didn’t make it for the next couple of weeks, just went on an absolute Bitcoin binge. And literally I didn’t leave the house for about ten days, and just ordered food to be delivered to my house and just stayed there and read every single thing I could find about Bitcoin.’ On 9 February, for the first time ever, the value of a bitcoin had reached parity with the US dollar – an important milestone it then went on to surpass, closing the day at $1.09 on Mt. Gox. (Roger didn’t know it at the time, but a game-changing event had occurred between his first and second encounter with Bitcoin: the opening of an online black market called Silk Road.) At that time, the Bitcoin community’s major online discussion board, hosted at bitcointalk.org, was still young enough that ‘you could read every single post on the entire forum, and every single new post each day,’ Roger says. And he did. The same intensity of focus that had allowed him to learn Japanese in prison now helped him to devour the theoretical underpinnings of this math-based currency. ‘It was like virtual crack for me. I couldn’t get enough of it.’ And like a drug, Bitcoin temporarily compromised his health. For more than a week, caught up in a sort of ecstatic search for knowledge, he slept only one hour a night, like a methamphetamine addict or a religious ascetic undergoing a trial of the flesh. His zeal – or rather, acute sleep deprivation – landed him in the hospital. By the time he was released, he had found his life’s calling. It was Bitcoin.


During his February binge, Roger bought his first bitcoins. Memory Dealers now had about thirty employees and annual expected sales of nearly $10 million. The success of that business allowed him to put money into Bitcoin and, later, into Bitcoin startups. He went in hard. By March, he was asking Memory Dealers’ vendors if he could pay them in digital currency. (One or two of them even agreed.) He began accepting Bitcoin as a payment option himself, hoping to spread enthusiasm for this new form of money, and he added Memory Dealers to the Bitcoin Wiki, an online encyclopedia that included a directory of Bitcoin-friendly businesses. Says Roger, ‘I was the first website that wasn’t just selling, like, alpaca socks’ – an exaggeration but not far from the truth.


There is a branch of Christian theology known as apophatic, or negative theology, in which God is described only in terms of what he is not, for God is unknowable in his essence. It would be wrong to say that Roger approached Bitcoin in quite that way, but certainly he prized Bitcoin as much for what it was not as for what it was. It was not issued or controlled by any government. It was not under the thumb of any big bank or credit card company. It was not beholden to the whims of any corporate executive. And it was not – at least for now – taxable. Later, he would earn the nickname Bitcoin Jesus for his missionary zeal. He’d had a difficult youth as the son of fundamentalist Christians, and now he was an atheist. But perhaps the proselytizing instinct was nevertheless present in him as an inheritance. Blessed is the man who can make a bitter stalk produce the fruit of his choosing. In May, Roger began paying $2,500 a month to have gee-whiz Bitcoin advertisements broadcast on Free Talk Live, which aired on nearly a hundred radio stations in America as well as XM satellite radio. The ads went like this:


Are you tired of watching the value of the dollar plummet? Are you tired of banks charging you fees? Do you want to take back control of your own money? Then take a look at Bitcoin!


Bitcoin is the world’s first decentralized, anonymous Internet currency, and it’s gaining popularity every day. It’s free to use, free to accept, and free from inflation – forever!


You can use bitcoins anywhere in the world, and their value will only grow with time. To learn more, visit weusecoins.org. Again, weusecoins.org.


He also paid $1,200 a month for a billboard along Lawrence Expressway in Santa Clara, which displayed the image of a great golden coin, radiant like the sun, emblazoned with the symbol for Bitcoin – a capital letter B with two parallel vertical lines running through it, as in the US dollar symbol (which is sometimes shown with one intersecting line, sometimes two) – and which advertised Memory Dealers’ acceptance of this ‘P2P cryptocurrency’. He even convinced some of the Chinese vendors that supplied him with computer parts to accept partial payment in bitcoins. Through it all, he was unremittingly earnest in his evangelism. ‘Bitcoin prices will only continue to rise if people begin using bitcoins for their everyday transactions,’ he insisted. ‘We should be focusing on making it easy for everyone to use bitcoins in everyday life.’


Roger didn’t consider himself to be investing dollars in bitcoins but rather cashing out his dollars – antiquated inflationary fiat currency, as he thought of it – for a superior form of money. It was, to be sure, a minority view even in that enclave of radical techno-geeks. But these were heady times. The price of Bitcoin was climbing steadily. On 26 May, Roger announced his intention to buy a large quantity of bitcoins – a thousand or more, worth about $9,000 at the time. By 8 June, that haul was worth as much as $31,900. By the end of spring, Roger had gained a certain prominence in the burgeoning Bitcoin community – the seasoned ‘old man’ among disaffected millennials – and so it was only natural, perhaps, that when disaster struck he would take it upon himself to stop the bleeding.


On 20 June, at three o’clock in the morning, Tokyo time, a hacker broke into and assumed control of a Mt. Gox account that had vast administrative powers over the exchange, which now controlled ninety percent of the global market for Bitcoin trading. The hacker evidently hoped to raid the piggy bank for all he could get. There was only one thing standing in his way: the daily withdrawal limit. A Mt. Gox user could withdraw only $1,000 a day in digital currency, the equivalent of about fifty-seven bitcoins on the day the hacker broke into the exchange. But if he could drive the Bitcoin price down from $17.50 to a single penny with a massive sell-off and then buy back the cryptocurrency at that depressed price, he could, in theory, make off with 100,000 bitcoins. If and when the price recovered, he’d be a rich man. He began selling like crazy.


On the East Coast it was the middle of the afternoon, and traders watched as – thanks to the hacker’s artificial sell-off – the value of Bitcoin plummeted like an elevator with a snapped cable, dropping from $17.50 to $0.01 in a mere half hour. For those who had bet big on the cryptocurrency, it must have been horrifying. But then market forces, of which greed was no small part, kicked in; speculators didn’t know why the price had crashed, but they saw an opportunity to buy thousands of bitcoins on the cheap, and their frantic buying began to drive the price back up, unwittingly foiling the hacker in the process. In the end, he escaped with only two thousand bitcoins, about $35,000 at the former exchange price.


Recognizing the threat at last, Mt. Gox’s chief executive, a rotund and awkward Frenchman named Mark Karpelès, halted trading while his staff tried to sort out the mess. Karpelès pleaded with his fellow Bitcoiners to help get the exchange up and running again. Roger, who happened to live in Tokyo’s Shibuya neighborhood, where Mt. Gox was headquartered, rushed to help the ailing exchange. What he found when he arrived at the Cerulean Tower, the forty-one-story glass-and-steel building where Mt. Gox had its offices, was shocking: Karpelès was running the exchange with only two other men, Mt. Gox’s sole employees, who had started just days before. They were overwhelmed. Roger quickly took on a managerial role. And he called an old friend, Jesse Powell, who was also into Bitcoin, for backup.


‘I’m at the Mt. Gox office,’ he told Powell. ‘How soon can you be in Tokyo?’ Powell was perplexed. Mt. Gox had tens of thousands of users. How the hell are you running this exchange with three people? he wondered.


Powell got on the next plane out of San Francisco. Roger met him at Haneda International Airport, and together – with Powell’s luggage still in hand – they set up camp in the Mt. Gox offices, determined to help out.1 It was up to them to save the most critical piece of the Bitcoin ecosystem. Without Mt. Gox, which handled more than fifty times as many transactions as all the other exchanges put together, it would be impossible for most businesses to accept the digital currency and for traders to turn a profit. It would be like turning off the spigot. People would lose interest; the value of Bitcoin would drop to zero. ‘It was pretty important to me that Mt. Gox survive that,’ Powell says. So important, in fact, that he dropped $5,000 of his own money on laptops for the exchange’s staff and volunteers.


There was a lot of work to do. ‘The truth is that Mt. Gox was unprepared for Bitcoin’s explosive growth,’ Karpelès told users. ‘Our dated system was built as a hobby when bitcoins were worth pennies apiece. It was not built to be a Fort Knox capable of securely handling millions of dollars in transactions each day.’ That the world’s most important Bitcoin company was the digital equivalent of something a hobbyist carpenter would hammer together in his garage was a frightening prospect for those who depended on it and wanted to believe in the potential of crypto-money, but it was unsurprising given the way Bitcoin had come into the world – as the work not of a nation-state or university researchers but of what appeared to be a single brilliant outsider, a kind of one-man Manhattan Project. Moreover, the type of people initially attracted by Bitcoin’s open-source, Cypherpunk ethos were almost uniformly young, with more enthusiasm than expertise. ‘Bitcoin is coming from a bunch of young computer nerds who saw this thing and thought it was neat,’ Roger said later. ‘A lot of the early Bitcoiners are nineteen-year-old kids, still living at home with their parents, and they don’t have any business experience.’2 Powell puts it more bluntly: ‘It was total amateur hour.’ And the amateurs had led their peers off a cliff.
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