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ABOUT THIS BOOK


I never anticipated writing another book, but world events, combined with my personal experiences and research, provided strong motivation. While I was able to draw on material from my previous books for some chapters, it was still necessary to rewrite or modify text and illustrations to apply to war survival conditions. Basic disaster survival subjects such as water purification, first aid, and food storage had to include methods that would apply to war zones, while whole new chapters, such as armed self-defense, nuclear war survival and escape and evasion, needed to be included. The size of chapters varies from a few pages to over a dozen pages, depending on the subject. Some subjects required extensive illustration and I drew on a variety of government and military manuals, as well as my own creations, where needed. In covering multiple and overlapping subjects from different perspectives, some redundancy and even repetition was unavoidable. I left out such subjects as fire starting, CPR, edible plants, etc. that are not directly related to warfare survival conditions. These subjects are covered more extensively in my other books. I wanted each chapter to stand alone and immediately provide useful knowledge to the reader. As the work progressed, I found myself covering controversial and even dangerous topics. It is difficult to create a truly useful book about war survival without touching on issues such as military tactics, resistance, and weapons. In all such cases I tried to establish justification and historic examples. My goal here is to provide the unprepared citizen with motivation and basic knowledge, while also delivering useful information and direction to preparedness practitioners as they move from disaster preparedness and self-reliance to various war survival capabilities. Throughout this book I found myself using the terms wartime, war zone, and combat zone to describe various war environments. For the purposes of this book, the following definitions apply.


• War time: applies to conditions during a large-scale or world war that is not directly damaging life and property withing the United States, but is affecting the economy, society, and liberty of citizens. This is comparable to the conditions during World War II, between late 1941 and late 1945, when rationing, blackouts, and air raid drills were common in the United States even though the war was being fought in Europe.


• War zone: refers to areas that are not invaded or occupied but suffer from the effects of missiles, drones, sabotage, raids, and foreign instigated insurgencies. Israel and the Western Ukraine are examples of war zones. The survival challenges to civilians in war zones require skill, determination, and sacrifice.


• Combat zone: as the name implies, refers to areas that are being contested by military forces. In addition to missiles, drones and air strikes, artillery, grenades, and small arms fire combine to make these areas extremely dangerous. This is life or death for civilians caught in the crossfire. The civilian must do what is necessary to escape or survive.


The first three chapters are intended to provide reason and incentive for war preparedness. By the time this book is published, I am sure that world events will provide further motivation for the reader. While the current major sources of aggression and war are China, Russia, and Iran, this is not to be interpreted as an anti-Chinese, anti-Russian, or anti-Iranian book. The people of these nations are victims of corruption and oppression. This book is certainly not pro-war but recognizes the precursors of war and is intended to save innocent lives and reduce injuries and destruction resulting from a variety of war scenarios. Preparedness is the duty of every citizen, and a self-reliant people is the foundation of a free society.









INTRODUCTION AND IMPERATIVE


The invasion of the Ukraine is merely an intermediate stage in a larger European conflict.


—Russian General Andrey Mordvichev, September 2023


As I write this book, the federal government is initiating the first full-scale test of the emergency alert system since the Cold War. Back in those days, an alert consisted of radio messages and sirens. Today’s alerts would consist of messages to wired phones and cell phones, as well as radio and television. This reminds me of 1941, the year I was born. My mother told me that the hospitals were painting white crosses on the roofs in case somehow bombers reached Chicago. At that time, events in Europe were beginning to concern Americans and by December of that year, we were plunged into a full-scale world war. The world conditions and events today closely mimic those preceding World War II. Of course, atomic weapons, hypersonic missiles, and advanced technology make the coming war far more dangerous and widespread. It is with some regret that I am forced to create a book with such an alarming title, but current events and ongoing trends obligate me to face the real potential of total war.


My previous books have focused on the application of preparedness and survival skills related to various natural and manmade disasters and emergency situations. Today, citizens face an increasing number of hazards such as uncontrolled crime, a failing economy, civil unrest, climate instability, and a variety of natural disasters that increase in frequency and severity. These also are often precursors of war. War is the ultimate disaster, consuming lives, destroying cities, and forever altering society in unpredictable ways. Survival under war time scenarios necessitates inclusion of some controversial subjects and tactics that must be addressed to aid the civilian caught in the extreme and potentially violent circumstances of war in the twenty-first century. In the creation of this book, I have established four goals that I hope will be of significant value to the reader.


1. Dispel the existing denial and complacency regarding the potential for large-scale war and provide an imperative for immediate and effective preparedness.


2. Provide comparative analysis and historical examples of how civilians have coped with wartime challenges, including overseas conflicts, ongoing low intensity asymmetrical warfare, and the potential for actual combat in the towns and streets of America.


3. Offer predictions and recommendations for surviving a wide variety of war scenarios ranging from tough times to nuclear war on the high-tech battlefield of the twenty-first century.


4. Teach practical skills, methods, and tactics for preparedness and survival under the extreme and even violent conditions created by war.


War is the ultimate disaster and generates virtually every known form of catastrophe including severe injury, epidemics, bombings, uncontrolled fires, famine, chaos, misery, and death. I have adapted some of the material from previous books related to preparedness, first aid, sanitation, and evacuations to war time applications for this volume. While disasters such as earthquakes, and tornadoes do create war zone–like damages and injuries, such as building collapse, flying blast debris, and injuries of all kinds, these hazards would be far more severe and widespread in a bombing target or combat zone, so more extensive information has been included. The coming war may or may not escalate into conventional or nuclear drone and missile strikes against American cities, but it is necessary to prove survival information for these worst-case situations. While the mention of “resistance” or “combat skill” is often enough to invite censure and condemnation, these subjects must be included in any authentic war survival text. It must be recognized that military-like tactics and weapons may be applicable when civilians are caught in combat zones and must defend their lives and the lives of family members. In addition to self-defense tactics, I have included chapters on escape and evasion, combat movement, and camouflage techniques that might aid the civilian survivor. When applicable, I have borrowed liberally from non-copyrighted government publications, such as Cold War nuclear survival manuals, FEMA/CERT, community emergency response training manuals, and US Army survival and combat manuals.


Americans have not experienced wartime conditions since 1945 and have not seen war on this continent since 1865. Unlike the citizens of Europe and most of Asia who can remember, or whose close relatives experienced war, Americans have difficulty conceiving such an event at home. Decade after decade of comfort, security, and dependence have left us complacent, and unprepared for even a remote and low intensity world war. Much like Rome before being sacked by the Visigoths in 410 CE, we remain naïve and vulnerable as the war clouds gather and the barbarians are at the gates. It is my hope that this book in some small way can help good and responsible citizens survive whatever form the coming conflict may take and help them to remain safe and free.









CHAPTER 1


THE COMING STORM


There is no avoiding war, it can only be postponed to the advantage of others.


—Prince Niccolò Machiavelli (1469–1527)


As a longtime student of history, I can assure the reader that war, not peace, is the natural state of humanity. I was born in 1941 and have never experienced a time when multiple wars were not in progress somewhere in the world. Big wars do not end, they just split into multiple small wars, and small wars eventually coalesce into big wars again. The preconditions that lead to both World War I and World War II are manifesting once again with accelerating frequency. Unlike the past wars, the coming war will not be an external event. This war will be, and already is, a battle in our towns, streets, and homes. While Americas might and two oceans have spared the American people the horrors of battle in our own cities and fields, that protection is no longer relevant in today’s world. We are no longer the strong, united, and economically mighty nation that saved the world in 1941. America has been under siege for decades, our jobs and industrial base have been savaged just as effectively as bombers did in Europe in World War II, leaving cities in ruins. Fentanyl and other drugs manufactured and pushed into our cities by foreign powers kill millions each year. Cyberattacks and scams rob our business and citizens with impunity, while taking billions from our economy. Massive enemy (China, Russia) social media operations and their paid influencers pump lies, confusion, disinformation, and division into our homes and communities. These are the ways that the war has already begun. American citizens face a constantly declining standard of living, growing trends of crime and violence, and exactly the conditions that inevitably led to wars in the past. The current war in Ukraine is a precursor of what every American will face within the next ten years or fewer. While Europeans and Asians have some level of understanding and psychological preparedness for war at home, the majority of Americans have never experienced true war, given that the last true war fought on American soil was the Civil War of 1861 to 1865. The concept of a total war with enemy bombs and even enemy raids or guerrilla warfare in our cities and towns seems unthinkable, yet such events are not only possible but probable. It is difficult to predict exactly how a twenty-first century total war will manifest itself, but it will be a war of national and ideological survival between the totalitarian collectivism of China and Russia and the democratic freedom-loving nations of Europe, Southeast Asia, and America. Technology, space, and artificial intelligence will add new dimensions and new horrors to the battles to come. The war will be total, but it may be limited or unlimited in some ways. Regardless of geographic factors, it will bring challenges, hardship, and violence to every American. Although it may seem to be a conflict in terms, the war will be “total” in terms of methods and tactics, but it may or may not be limited in the application of force and weaponry.


LIMITED TOTAL WAR


Fear is a reaction; courage is a decision.


—Winston Churchill (1874–1965)


A limited total war would involve all aspects of traditional and asymmetric warfare without actual invasion, or massive bombing and destruction. In fact, China and Russia have been waging asymmetric warfare against America and Americans for decades. While symmetric or traditional war involves one nation’s military force fighting the other nation’s military force, asymmetric warfare involves one nation’s military force waging war against the other’s non-military, domestic, and economic institutions, and civilian morale. The Chinese have decimated or industrial capacity, ruined our economy, and sown division and confusion in our society. They have used drugs including fentanyl to kill millions of our citizens, and massive social media campaigns to divide and demoralize our society. They have manipulated the American mind into focusing on the past and petty differences, while they grow stronger every year. While America was hailed as “the arsenal of democracy” in 1941, China is now the arsenal of despotism for the twenty first century. The asymmetric warfare attacks below are already in progress, or soon will be, as hostilities grow in intensity.


• Economic warfare: China has reduced America to a third-rate industrial power through underhand dealings and currency manipulation. They have put us deeply in debt while using our money to build the world’s largest navy and army. While we fought a long war in Afghanistan, China simply bribed the Afghan military leaders that we trained to surrender once we left.


• Psychological warfare: China, Russia, and other enemies of freedom use the internet, social media, and front organizations to foster hate, confusion, and division in our society. They have succeeded in making patriotism, pride, and hope for the future a rarity.


• Cyber warfare: Both China and Russia have devoted huge resources to cyber warfare operations, including creating millions of false social media sources, data mining our civilian, military, and government organizations, and establishing potential control of the electric grid, water supply, medical facilities, transportation network, and other critical infrastructure.


• Chemical and biological warfare: Much of the drugs coming into our streets through South America are sourced in China. Fentanyl is a Chinese product. While COVID-19 may have been an accident, it still helped China. China now owns a considerable number of American food processing companies and agricultural corporations.


• Guerillas in our midst: While the inevitable military combat may take place in foreign lands, on the seas, and in space, we can expect raids, drone attacks, sabotage, and the use of domestic based guerillas and civil disorder in our streets as hostilities spread.


If the above methods continue unopposed and succeed, America will be relegated to a third-world nation (the signs are already here) beholden to dominant foreign authoritarian states. There will be no safe, free place for American “refugees” to go.


UNLIMITED TOTAL WAR


War is hell, you cannot refine it.


—General William Tecumseh Sherman (1820–91)


While foreign invasion is improbable in the US, it is possible that foreign manipulation could create guerilla warfare forces or even well supplied rebel armies on America soil. These could then “invite” foreign troops or mercenaries to support them. This could even bring the “Red Dawn”* scenario to our hometowns and fields. While large numbers of uniformed foreign troops would probably unify resistance, the use of collaborators and domestic mercenaries to create civil war is a real possibility. In any conflict, the possibility of massive conventional warfare or even a nuclear attack cannot be ignored. The events in Ukraine should serve as a warning. Modern drones and hypersonic missiles can strike anywhere at any time. Back in the 1970s and 1980s, survival groups focused on training for nuclear survival and Red Dawn-style civilian combat and resistance. These were popular and accepted survival education necessities that need to be revived and upgraded promptly.


SURVIVING WAR


Wherefore the citizens ought to practice war not in time of war, but rather while they are at peace. And every city which has any sense should take the field at least one day in every month having no regard for winter cold or summer heat and they should go out in masses, including their wives and their children . . . and they should have tournaments imitating in as lively a manner as they can, real battles.


—Plato, 360 BCE


Ultimately there are just three methods of surviving in war: run, hide, or fight (or a combination of these). If the war comes to American streets there is no place to run to, and with modern methods of surveillance hiding cannot last indefinitely. You should be able to run for a while and hide for a while, but eventually you are going to have to surrender, die, or fight. A limited overseas war like World War II will involve severe shortages, rationing, curfews, mass evacuations, and possibly martial law. Since most of us couldn’t even handle a few rules and inconveniences during the COVID-19 pandemic, it is difficult to image these procedures not degenerating into civil disorder and chaos. In 1941 Americans turned to each other in the face of aggression, but now we seem more likely to turn on each other. If so, this will guarantee defeat and oppression. Surviving a war is the “gravest extreme” scenario requiring the highest levels of preparedness, training, organization, and dedication.


• Training for war survival must include all the basic survival subjects such as first aid, water purification, foraging, self-defense, firefighting, navigation, and shelter building, but more emphasis must be placed on combat, tactics, evasion and escape, communications, and advanced medical skills.


• Preparedness must include planning for escape, evasion, evacuation, and combat under war conditions. Even greater amounts of food, medical supplies, weapons, camouflage, and ammunition will be necessary. Remote and well-hidden supply caches will be a essential, as will be places to hide valuables.


• Ultimately, resistance and survival organizations will develop, as will criminal and depraved gangs. Being part of a well-prepared and organized group of responsible citizens before the winds of war envelop your community will give you, and your family, a fighting chance to stay safe and free through these extremely dangerous times.


PREPAREDNESS AND SURVIVAL


Si vis Pacem fac bellum. (If you want peace prepare for war).


—Roman General Publius Flavius, 4th century AD


Your humble author would suggest that you will get a war anyway, but if you prepare for it, you are far more likely to survive it. While disaster preparedness has driven the survival self-reliance movement in recent years, war preparedness must be the driving priority whether it is fought primarily overseas or on home ground. Surviving the war will require survival preparations and skill greater than those needed for any other form of disaster. As we see in Ukraine, this war could grind on for years or decades and no one and no place will be free of damage, violence, and struggle. “Anticipate” is the first principle of survival. Denial is the first step towards disaster.


“This solidifies that we have entered a new era of authoritarian aggression.”


—Alaska Senator Dan Sullivan responding to a joint Russian-Chinese eleven-ship taskforce off the coast of Alaska in July 2023






* Red Dawn was a movie featuring Patrick Swayze made in 1984. The film portrayed a communist invasion launched from South America and a resistance group called the Wolverines. Live Free USA conducted several training events based on this scenario that include a group of fully uniformed mock Russian troops. A remake was released in 2012.









CHAPTER 2


THE WAR THAT’S HERE AND NOW


War is cruelty. There is no use trying to refine it. You might as well appeal against the thunderstorm as against these terrible hardships of war.


—General William Tecumseh Sherman (1820–91)


The title of this book may be misleading. The war is not coming, it is already here. It started with a click on a computer keyboard or maybe multiple clicks decades ago in China or Russia. China has 50,000 to 100,000 hackers managed by the Ministry of State Security and the Ministry of Public Security dedicated to penetrating every US government and private corporations’ data bases and operating systems. Russian Unit 74455 is dedicated to attacking Americas infrastructure and planting malware. Russian Unit 54777 operates as part of the “Special Service Center” of the GRU’s psychological operations to plant disinformation and divisiveness on social media. Unit 26165 is devoted to attacking American government and political organizations. Even Iran’s “Immortals” and APT33 group engage in continuous cyber warfare attacks on America. In addition, these hostile countries host and sponsor hundreds of “private” proxy hacker organizations that engage in internet scams, date theft, malware distribution, and ransomware attacks against American hospitals, towns, business, and individuals. These acts of war drain hundreds of billions from the American budget that could be used to build our military, feed and house our homeless, and repair our infrastructure.


ASYMMETRIC WARFARE


Cyber warfare is just one element of the ongoing assault on our economy, our freedom, and ultimately on our capacity to survive. While most Americans think that we are at peace, we have been the target of asymmetric warfare for several decades. The term “asymmetric warfare” has become common in the post–Cold War era. It refers to warfare where the opposing sides use completely different tactics and weapons. Until recently, most warfare was mainly symmetrical. For example, during World War II, it was the Japanese Navy vs the US Navy and the German Army vs. the Allied Armies. In modern asymmetrical warfare, the opposing forces use non-opposing tactics and weapons. For example, The North Vietnams Army lost the battles against the US military but won the war by undermining America’s will through media manipulation and street demonstrations staged by front organizations. Russia and China (among others) have been using various asymmetrical methods against the American economy, political system, and military strength for decades. In most cases, it’s a war against our civilians and our society. The enemy cannot match our military forces, but they can drag down our economy, divide our population, and create chaos in our cities and towns. While America focuses on social issues, the next election and quarterly profit margins, our enemies engage in long-term operations to destroy America and institute world domination of collectivist totalitarianism.


The first of my Ten Principles of Survival is “Anticipate,” and the second one is “Be Aware,” so if you hope to survive in the twenty-first century and make preparations based on accurate information, you have to anticipate that your life and freedom will be constantly assaulted from every direction and be aware of the sources of disinformation, misinformation, and covert assault coming from the enemies of self-reliance and liberty. Everything you see, buy, think, or do can and is being used as a weapon to mislead, confuse, divide, and create chaos in the free world, by Russia, China, and other hostile states and organizations. In addition to cyberattacks, and social media disinformation, we now see food, fuel, international law, and economic weapons applied by both sides. While China has wisely chosen to pretend neutrality, it has eagerly deployed over 170 false social media “influencers” personas to spread pro-Russian disinformation and muddy the waters in support of Russian aggression.


Military War: While traditional army-against-army wars are still happening, they are (as Russia is learning) very dangerous and costly operations. Russia was able to gain control of the Crimea and some parts of the Don River valley through the use of proxies and mercenaries. Mercenary organizations have become big business. The US used Blackwater and several other private security organizations in Iraq and in Afghanistan, but Russia and China have used such organizations without acknowledging their connections. Russia created the Wagner Group and has utilized them extensively in Africa and the Ukraine. Paid assassins have been utilized by North Korea and Russia. So, what may seem to be a local terrorist or insurgent action is frequently a paid military action by a foreign power.


Surrogate Warfare: Back in the Cold War days, the Communist Party of the United States was the primary tool of the Soviet Union, but today the internet and social media are used to generate and support front groups and highjack social movements to generate hate and conflict in free world nations. So-called peace groups, and “social activists” are often (not always) funded and led by those seeking to prevent resistance to foreign aggression and oppression or to just weaken society.


Cyber Warfare: Hostile nations have huge departments devoted to developing and utilizing the internet to insert malware into our vital infrastructure. Recently Russia attempted to shut down the Ukrainian electrical grid but was thwarted by American cyber defense efforts. While Russia disavowed involvement in the recent oil pipeline shutdown, it was traced to a criminal hacking group in Russia. In many cases malware has probably already been inserted into critical systems such as power, gas, communications, and transportation systems, just waiting to be activated by an enemy state. The US, China, and Russia all have their own GPS satellite system. GPS is used to direct ships, planes, missiles, drones, and virtually all commercial transportation. These satellites can be disabled electronically or physically destroyed in orbit. While the military may have some redundance and backup systems, most civilian organizations do not. Many of us may be back to map and compass, dead reckoning, and radio direction. If war goes into space, the impact on everything on the ground will likely be catastrophic. It is difficult to determine how extensive this cyber sabotage network is, but the wise would-be survivor should not depend on any part of the grid, or emergency response systems functioning, if a true cyber war develops.


Narrative Warfare: Wars can be won by simply controlling the narrative of what the war is about. During the Vietnam War, the communists managed to sell the idea that America was the aggressor and was committing atrocities. The media ignored the stories of the communists massacring civilians, and of American acts of courage and compassion. The so-called Tet Offensive was sold as a defeat when in fact the US Army crushed the Vietcong, routed the North Vietnamese and at no time did the South Vietnamese people rise up against the current régime in favor of the communists, yet we withdrew because the narrative was inverted. This kind of thing is happening today as well. Well-crafted narratives can make friends into enemies and victories into defeats. The urban crime problem is portrayed as a gun issue instead of a drug cartel and gang issue. The border problems are made to be a racial migration issue instead of a South American political and crime issue. Any criticism of what China does is turned into a racial issue when it is really an issue of Chinese Communist Party–initiated oppression and aggression.


Economic Warfare: The Russian invasion of the Ukraine exposed the full-scale economic warfare that has been simmering for decades. While the United States remains in a good position to wage this kind of war against Russia, but like any kind of war, it will still cause casualties at home. If China elects to invade Taiwan and/or assert control over the South China Sea, the United States has no way to wage economic war in response. In fact, China could bring down the US economy due to our massive debt and dependence on China for just about everything we use. In addition, China has achieved equality, if not superiority, in naval and air power in the Pacific. In war, the biggest economy always wins.


Social Media: Social media is (in my view) the biggest threat to life and freedom since the atomic bomb. It has caused thousands of deaths due to disinformation, and promoted hate, crime, and division throughout the free world. So-called “social influencers” get paid more for spreading lies and controversy than for being logical and helpful. A recent study shows that a falsehood is spread through Facebook and Twitter fifteen times faster than a fact. Not only have China and Russia created thousands of artificial personae and influencers, but their bots pick up hateful and divisive posts and repost them thousands of times. A recent internet symposium in Europe started by showing a video of what looked like Hillary Clinton having sex with Vladimir Putin to demonstrate how “deepfake” videos can be created and used on social media. Believe none of what you hear and little of what you see, or better yet just stay off social media.


Lobbyist and Influencers: While lobbyists have always been a problem in Washington, foreign powers are able to influence our legislators in ways that damage our national economy, national security, and individual liberties. Foreign lobbyists are required to register as such, but since China has infiltrated so many American businesses, they can control how these lobbyists act as well. Your government representative may not be representing you at all.


Business Food, Fuel, and Trade: China has bought into many of America’s essential economic institutions, including vast amounts of cropland, farms, food processing, shipping, technology, medical care, education, and even security. They can reach out and intimidate corporations and local government offering loans and “free” stuff or threatening to withdraw funding if cooperation is not forthcoming. They even forced Disney to modify various films by threatening to ban them from the vast Chinese market. China has bought into every facet of the American economy, including partial or controlling interest in General Electric, General Motors, Ford, Uber, Hilton, Fisher-Price, Motorola, Craftsman tools, Black and Decker, F&G Life, John Hancock Life, Campbell’s Soup and hundreds more. War with China will be the supply chain nightmare on steroids and an economic catastrophe for every American. The Ukraine has one of the world’s largest supplies of uranium and is the source of about 30 percent of the world’s grain. The war has already guaranteed that thousands in the third world will starve, and food prices will skyrocket, but if their Black Sea ports (Odessa and Mariupol) are cut off, millions may starve. Russia is using fuel as a weapon to intimidate Europe and there is no doubt that many will experience hardships. As Americans experience higher and higher prices and a lower quality of life, they are casualties of the ongoing war The whole world economy is at a tipping point.


Criminal Gangs: Crime and drug cartels are now interwoven into international political warfare. The CIA has often been implicated in using Mafia connections to do dirty work (often referred to as “wet work”) in foreign nations. The Russian Mafia and various Chinese crime syndicates work with their government security agencies to spread drugs, counterfeit goods, and counterfeit money in free world countries in exchange for being ignored or even protected. Massive internet phishing scams, hacking, data theft, and ransomware operations that siphon billions from free world citizens and corporations are encouraged and protected by Chinese, Russian, and Iranian agencies. Drug cartels importing drugs into the United States from China and the Middle East use inner-city youth as non-state soldiers in their war on freedom. Much of the drug related crime, poverty, and deaths in the urban communities is a direct but deniable result of asymmetric warfare.


THE AGE OF TOTAL WAR


The wise prepper or survivalist should anticipate the impact of this age of total war, and be aware of how everything they see, hear, buy, or use is impacted by it. We all live in a combat zone, and you are both victim and combatant. While this stage of the war is less violent and obviously destructive as traditional, symmetrical warfare, it still destroys lives, creates misery, and inhibits progress and freedom. Moreover, there is no way to deescalate this conflict short of surrender and compliance with aggressive authoritarians. Escalation towards actual military combat is already underway and will accelerate. Whether this combat will spread to our streets and fields or even initiate nuclear conflicts remains to be seen. We can only prepare for the worst and hope for anything not the worst.









CHAPTER 3


HARD TIMES AND HAZARDS


Even if the coming war is confined to battles fought on foreign soil and at sea, the survival challenges for civilians in America will be unlike anything experienced by previous generations. The wars in Korea (1950–53) Vietnam (1954–75), or Afghanistan (2002–14) had little impact on civilian life in the US. Not to minimize the sacrifice and heroism of those involved, but these were minuscule events compared to the massive conflict that is developing throughout the world. The last time American civilians experienced the effects of a world war was from 1941 through 1945. In those times America was by far the greatest industrial power on earth with a massive economy, a huge skilled workforce, and great untapped resources. Throughout World War II we faced off against Germany, Italy, and Japan, all of which had far smaller populations, and productive capacities. America’s geographic location prevented any significant kinetic assaults against our populations and our towns. While war raged and cities burned in Europe and Asia, Americans went about the business of manufacturing weapons for our military and our allies. While the Japanese attack on Pearl Harbor in December 1941 sank six battleships, American ship production by late 1942 could replace that tonnage in two days. Throughout the war, Americans supplied guns, ships, tanks, trucks, and aircraft for our forces, as well as for Great Britain, and the USSR. Today, China manufactures over 90 percent of the world steel, and the USA has fewer than six major shipyards and one tank factory. America has not won a war since 1945 and history tells us that the biggest, most productive economy always wins wars.


Past generations were tough. They had experienced the Great Depression, they or their parents came from the farms and frontiers, and most of them were accustomed to hard physical work and doing without most comforts that we take for granted. When war came, “the greatest generation” put aside their differences and united. Not only did virtually every family send loved ones to fight and die to defend our land and our freedom, but everyone also sacrificed and tolerated shortages and inconveniences to support the cause. The recent pandemic exposed the inability of today’s population to tolerate even a few, short-term minor inconveniences. Instead of uniting and turning to each other for support, we protested, rioted, looted, and turned on each other. Our enemies have certainly noted this weakness and are encouraged to be more aggressive and use social media even more effectively in the war to come.


CHALLENGES ON THE HOME FRONT


World War II generated several challenges and hazards for civilians that will certainly be experienced again even if the actual fighting does not reach our streets.


Rationing


In order to meet the needs of the military and support our allies, the US government initiated rationing of certain war-critical materials starting in 1942. Among the rationed items were gasoline, tires, shoes, coffee, sugar, nylon, fuel oil, lard, meat, butter, coal, and batteries. Gasoline was limited to just three to four gallons per week. Considering the poor milage of automotive engines in those days, this greatly curtailed civilian self-transportation. Of course, trucks, buses, ambulances, and other essential services had much more generous allotments. Lending, trading, or transferring ration stamps was illegal, but cheating was prevalent, and regulations were difficult to enforce. Violations of rationing were so common that special courts had to be established. Rationing in the age of computers and the internet would be entirely different from what it was in the 1940s. Rationing would be much more pervasive and almost impossible to avoid. Detection of violation and enforcement would be facilitated by modern computer algorithms, artificial intelligence monitoring and anomalies in purchasing behavior. For example, not using credits to purchase certain items would trigger an investigation into potential black-market activities or hoarding. The ration stamps of the past would undoubtedly be replaced by a debit card of some kind. In fact, a debit card rationing system already exists for welfare recipients and could easily be expanded to the general population, perhaps replacing cash altogether and initiating total economic control.


Shortages


In 1941, America produced virtually all of our own vehicles, appliances, tools, clothing, and food. Shortages were not due to a lack of these items, but the need to divert production to weapons and war supplies. No civilian automobiles were available from 1942 through 1945. No refrigerators, vacuum cleaners, washing machines, or other major appliances were available throughout the war. Many things that were available were made with inferior materials. Toys were made with so-called “pot metal” or wood. Paper for school children was of such a low grade that you could actually find wood chips in it, and it would break if folded. Meat, sugar, alcohol, tires, gasoline, motor oil, and other essential supplies were either unavailable, unaffordable, or rationed. In today’s global economy. many essential goods are produced overseas and much of what we need is created, controlled, and shipped by our potential enemies. The so-called supply chain on which we depend would simply disappear, and shortages of even domestic supplies would be exacerbated by cyberattacks, hijacking, and civil disorder. A considerable number of life critical medications are manufactured overseas and will be in short supply during wartime. Many of these are perishable and cannot be stored. Stock up on those that can keep. Be aware that the so-called “expiration dates” are arbitrary. Many medications can be stored and used for years if kept sealed, cool, and dry. If you don’t have critical (food, medicine, fuel, etc.) supplies stocked away or you have not figured out alternative sources before the war develops, your very survival will be in jeopardy.
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Typical World War II ration stamps.


Hoarding and the Black Market


Shortages and rationing will inevitably lead to the creation of a thriving black market and hoarding of restricted goods. A so-called “grey market” already exists. The grey market refers to goods and services provided and traded outside of the regulated and taxed economy. Garden vegetables, haircuts, auto repair, daycare services, and a wide variety of “off the books” transactions go on daily. As the base economy continues to decline, this grey market will expand. Once severe regulation and shortages develop, a true black market will emerge. A black-market trade in stolen or smuggled goods and illegal services always involves criminals and intimidation. Inevitably the black market will attempt to suppress or control the grey market with violence and “protection” schemes. In a controlled economy, the black market becomes the dominant economy. Vladimir Putin’s oligarchs are the direct successors of the black market that existed under the old communist USSR. Only a well-armed and organized underground economy will be able to provide needed goods and services without being subject to corruption, profiteering, and the criminal element. Stocking up on life critical supplies, acquiring tools and skills to provide goods and services to yourself and others, and preparing to survive in a black-market economy will be important survival skills.


Inflation


When the supply chain fails, and most goods become hard to get, runaway inflation will be inevitable. Without supplies from China, our massive debt will probably result in a complete economic collapse. This is already in progress. The dollar will be worth a few pennies, savings accounts, annuities, and retirement accounts will lose most or all their value and Social Security checks (if they are issued) will be hardly enough for a few loaves of bread. Gold, silver, and diamonds will retain some theoretical value, but who will part with food, medicine, or fuel for things that can’t feed you or keep you warm? As one Russian woman put it during the siege of Leningrad in 1942: “Is good to have diamond necklace, is better to have toilet paper.” Hard goods, such as food, fuel, medicine, tools, weapons, ammunition, etc. will be the currency of hard times.


Scrap Drives


Even though America had plenty of steel production capacity during World War Two there were scrap metal drives because steel can be manufactured faster from scrap metal than from iron ore. Boy Scouts and other organizations collected scrap metal, paper, and other critical materials throughout their communities to help the war effort. Sadly, America cannot manufacture enough steel for a sustained war. Scrap drives, and even forced confiscation of metals and other material may be expected. I remember that most automobiles had their bumpers removed for the valuable chromium.


Blackouts and Power Outages


Although neither Germany nor Japan had bombers that could reach the USA, blackouts were common throughout most of the war. Blackouts were more commonly enforced on the east coast because cargo ships would be silhouetted by city lights as targets for German U-boats. Blackout curtains or just blankets over windows reduced lighting. Automobile headlights had shades. Air raid wardens patrolled and enforced blackout rules. Modern missiles and satellites make trying to hide a city with deliberate blackouts pointless, but we still may find ourselves in the dark. Government regulations have rendered our power grid fragile and vulnerable. Heatwaves and cold snaps are already causing frequent grid failures, and a few well-placed bullets into transformers have demonstrated the ease with which terrorist can cause regional blackouts. Cyberattacks have already come close to not only causing blackouts but damaging generators and the power grid. It has been postulated that China and other enemies may have already planted malware in our power, fuel, and transportation systems, awaiting activation in the event of a war. Electromagnetic pulse weapons could knock out the grid and damage every electronic device not shielded. As we have seen in the Ukrainian war, power stations are high priority targets for air strikes, missiles, and drones. Power stations, solar farms, and wind farms are virtually indefensible against terrorist, guerrilla, and any form of arial attack. Whatever you depend on electricity for, prepare to do without it, possibly for weeks or months. Once the lights go out, chaos will reign. It is estimated that up to 90 percent of urban populations would perish from primary or secondary effects of a prolonged loss of electrical power.


Censorship and Information Control


Of course, back during World War II we only had mail, the wired telephone, and newspapers. One cannot fault the military for heavily censoring information that, if revealed, would cost American lives. While the press back then was more patriotic and self-censored, some information leaks almost cost us the war. The fact is that Russia, China, Iran, and other despotic nations unapologetically control the press, social media, and all other sources of information while feeding disinformation to their own populations and to the citizens of nations where freedom of information is valued and unregulated. As the war develops, we can expect increasing efforts to regulate information by our own government and increasing efforts by hostile nations to feed lies, disinformation, and confusion into our digital and print media. At some point, military action or governmental initiatives may shut down social media entirely and severely restrict radio, television, and press communications. There is already an international war going on for control of many of our information sources. The wise citizen would do well to avoid dependency on social media or one source for guidance. Books, person-to-person communications, and the use of various amateur radio news may be better options. Neighborhood networks and even local newsletters may come back. Remember, as California Senator Hiram W. Johnson declared in 1917: “The first casualty when war comes is truth.”


The Draft


Past wars were dependent on large numbers of available manpower. Massive armies supported by massive industrial production were necessary to compensate for massive casualties and massive destruction. Today the United States military depends entirely on voluntary enlistment, but this may not be adequate to cope with enemies whose whole populations are militarized. Decades of civilian complacency and government budget cuts have degraded the combat potential of every military service. Critical shortages of trained officers, technicians, and tactical personnel cannot be filled by reserves. While the draft-eligible citizens of past generations tended to be healthy, the majority of adults aged eighteen to thirty today will not be qualified to serve. Obesity, criminal records, poor health, drug addiction, and failure to meet the basic educational requirements would eliminate over 50 percent of potential draftees. While conscription for World War II started before the war reached America and the military continued to conscript, train, and field soldiers till the war ended, the coming war might well be over before a single draftee gets to camp. Still, it might be prudent to consider how a family might survive under wartime conditions if their key members are conscripted for service.


Civil Defense Drills


During World War II and the Cold War, schools, factories, and public buildings conducted “air raid drills,” during which everyone would take cover in place (duck and cover) or go to a designated “bomb shelter” or later “fallout shelter.” More intensive drills were limited to civil defense and emergency response organizations. Federally supported, volunteer Civilian Emergency Response Teams (CERTs) exist in some locations, but training is limited to natural disasters. More intensive and inclusive drills, and civilian training focusing on conventional and nuclear attack scenarios could be initiated but may come too late for today’s fast-moving developments.
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Such signs were common when Civil Defense focused on the potential for nuclear war.


Home Guards and Militias


In response to the impending invasion in 1939, the British government created the Home Guard. Great Britian’s tradition of civilian disarmament and dependence on the state for protection resulted in a Home Guard armed with old shotguns and pitchforks. The Home Guard Fieldcraft Manual (I have a copy) focuses on camouflage, movement, observation, communication, and concealment rather than actual resistance and fighting, since few citizens had access to firearms. The book Total Resistance by Swiss Major H. von Dach Bern (Panther Publications, 1965)* was written for Switzerland’s planned resistance to any invasion, and includes sabotage, ambushes, and other tactical operations. Twenty-three US states have legally authorized militias or more commonly called State Defense Forces that are outside of federal control. The broad definition of militia is an able-bodied resident between a certain age, eligible to be called forth in an emergency, but individuals have no legal right to activate themselves as a militia. In the event of an invasion, massive bombing, or the breakdown of order, states and even the federal government might choose to expand existing SDF/militias and/or recognize citizen militias to act to restore order, provide safety, and resist foreign and domestic military activity. Federal and state leadership and guidance will be important to avoid the proliferation of extremist and criminal militia gangs. In many states even military-like training is illegal, leaving America in much the same situation as, but better armed than, Britan in the 1940s. Militias could be either a great help or a great threat during the chaos of wartime, even if no actual foreign invasion or victory materializes.


Concentration Camps


There have been conspiracy theories and rumors about government plans to put various groups into camps for decades. While most, if not all these stories have been debunked, it is not out of the question that a paranoid or extremist government could enact some form of unconstitutional concentration camp or “relocation” program in the name of national security. Loyal Japanese citizens were carted off to such camps in the national paranoia of 1941, so the precedent exists. In tough times people who planned, hoarded supplies, or otherwise prepared better than their neighbors, are often seen as the enemy. Survivalists and the self-reliant can be seen or portrayed as uncooperative or even unpatriotic by a desperate and paranoid population. Confiscation and mass incarceration may not be as unlikely as some might think. In the Soviet Union and Germany, it was easier to round up unarmed and unorganized citizens than it would be in America. Of course, if a war is lost the victorious foreign power could demand that certain groups be rounded up in the name of public safety. Every freedom-loving American should remember Angela Davis’s famous quote, “If they come for me in the morning, they will come for you in the night.”


Forced Labor


Forced labor was initiated by many nations during World War II. In some cases, forced labor was disguised as labor or job creation programs. The citizens of conquered nations were simply carted off to the factories and fields to work for their conquerors. So, the difference during World War II was “work or go hungry” or “work or die.” A prepared citizen with some level of self-reliance and skill may retain freedom of choice if democracy survives, and still have the ability to escape and resist in the gravest extreme if there is no alternative.


Martial Law and Restrictions


The dictionary definition of martial law is the replacement of civilian government by military rule and the suspension of civilian legal processes for military powers. Martial law can continue for a specified amount of time or indefinitely, and standard civil liberties may be suspended for as long as martial law continues. Martial law has been instituted in the United States only for limited times in specific regions. It was never initiated World War II and is unlikely to be initiated unless (1) a full nuclear exchange devastates major cities and infrastructure (2) a truly massive epidemic or cyberattack results in complete failure of the grid and/or civil order. It could happen. Any less obvious justification for such oppressive measures would result in resistance or more chaos from an armed population. Of course, martial law could very well be used in local or regional situations to protect property and maintain safety if looting or civil disorder develops during wartime.
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