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Preface
      

      
      
      
      Our biggest hope with this book is that we’ve done a good job of providing you with a deep overview of what the future of
         the Internet of Things (IoT) might look like. Despite the oceans of e-ink used every day to talk about the IoT, we know that
         practical and authoritative content about this topic is still hard to come by. We hope that this book will bring some order
         to the chaos by proposing a pragmatic and structured methodology to building IoT devices and services, one inherited from
         our own experience building large-scale commercial systems for connected devices.
      

      
      Because every actor wants to get a slice of the future pie, there are literally hundreds of competing standards for connected
         devices. The “my protocol is better than yours” attitude has been the major cause of the fragmentation of the IoT world and
         the reason why it’s plagued by constant wheel reinventions and a severe lack of proper innovation. All existing applications,
         tools, and mechanisms need to include support for every new protocol that appears. And with the hundreds of protocols already
         out there that need to be integrated and maintained—well, you get the idea!
      

      
      When we started working on the Web of Things about a decade ago, our objective was to pause a bit and reflect on what could
         be done to realize the full potential of the IoT. At that time, it was clear that most projects tackled only smaller issues
         of the IoT. Few projects tried to look at the bigger picture of the IoT and ask, “What problems are we really trying to solve
         and how can we make it easier to innovate?”
      

      
      Almost everyone was trying to build a global network optimized for devices and data-driven applications—from scratch! Web
         of Things people like us, on the other hand, decided to look into and learn from the most successful application layer of
         them all: the web. The web scales, it’s open and easy to take part in, and best of all, it’s versatile! If it’s good enough
         for banking services, games, chat rooms, and changing the media industry, why wouldn’t it be good enough for the Internet
         of Things?
      

      
      Turns out, it is! We wrote this book to show you not only the why but also the how. We hope it will equip you with the understanding and tools necessary to thrive in a world where most physical objects have
         a digital life of their own thanks to web protocols. This book is about not reinventing the wheel where it isn’t needed. And,
         as you’ll see, it can be a lot of fun to reuse solid web protocols to build ever bigger, smarter, and simpler Things—to build
         the Web of Things!
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About this Book
      

      
      
      
      Over the last few years, the Internet of Things (IoT) has become one of the most popular topics in the technology and business
         worlds. From blogs to executive reports to conferences, everyone seems to be asking the same question: “What is this IoT thing
         and how can I use it for my business and my life?”
      

      
      Because the potential of the IoT is so massive, everyone is rushing to build a strategy or solution, which usually sounds
         like this: “Hey, let’s connect everything in our building, supply chain, factory, office, and so on, so we can track and analyze
         this huge amount of data!”
      

      
      Sounds great, but the question everyone should be asking first is, “What exactly do we want to connect and, more importantly, why?” The real challenge with the IoT has much less to do with the technology (the how) than the actual use case (the what). True, the IoT is so young that the landscape is highly fragmented. There are hundreds of tools, standards, devices, protocols,
         and IoT cloud platforms to choose from, and more are appearing every day. And with all the self-proclaimed IoT experts and
         bloggers who’ve appeared overnight, it’s certainly not easy to separate the wheat from the chaff. Sure, you can easily find
         great tutorials online that will teach you how to connect your cat or car to the internet using an Arduino and some sensors,
         but when it comes to building an end-to-end, scalable, secure system and putting together the hardware, data collection, storage,
         processing, visualization, and interaction, it’s a different story!
      

      
      There are some great books about the IoT available. Some are very specific and technical; for example, they talk in great
         detail about hardware or data processing, but they don’t address the bigger picture and how to build the IoT. Other books
         are written at a high level; they talk about most elements of the IoT but only superficially, so you won’t learn how to use
         any of them.
      

      
      This is exactly the void we wanted to fill. We wanted to write a book that was easy enough for an IoT novice to read, that
         covered all the tools needed in a complete end-to-end IoT toolbox, and that was technical enough so you would actually learn
         how to create each element yourself.
      

      
      With this objective in mind, we decided to distill everything we’ve learned from working for over a decade in the Internet
         of Things as engineers, researchers, and entrepreneurs, so that you can become a proficient IoT developer with a minimum of
         effort. Our goal was to teach the skills required to build IoT prototypes, products, and applications by using the web ecosystem
         and infrastructure. And we’re glad to say that Building the Web of Things is therefore the first and most comprehensive hands-on guide to learning about the intersection of the IoT and web technologies.
         After a broad introduction to the nuts and bolts of the IoT, such as devices, sensors, standards, and tools, we quickly move
         up the protocol stack and focus on the Web of Things—the Application layer of the IoT.
      

      
      
      
Roadmap
      

      
      This book will provide you with the skills needed to architect and implement IoT products, applications, and services by using
         the scalability and flexibility of the web. With the right balance between theory and practice, you’ll be able to rapidly
         navigate the complexity of the Web of Things and learn about a wide range of tools and techniques for connecting IoT devices
         to the web and building interactive applications on top. The book is divided into two parts for a total of 10 chapters.
      

      
      Part 1 introduces the basics of the Web of Things. You’ll learn about the underlying technologies, protocols, tools, and issues
         related to connecting all sorts of devices to the web. After reading part 1, you’ll have a solid understanding of the many issues in today’s IoT, the various techniques available, and when to use each
         one:
      

      
      

      
         
         	
Chapter 1 introduces the general idea of the Web of Things—what it is, why it’s different from the Internet of Things, and when using
            a WoT approach is ideal.
            
         

         
         	
Chapter 2 offers a hands-on walkthrough of the WoT. You’ll interact with a remote, web-connected device across the world and build
            simple web applications with a few lines of code.
            
         

         
         	
Chapter 3 is a succinct overview of why Node.js is a great framework for implementing web-connected devices. This chapter also offers
            an introduction to the key concepts of Node.js and how to run it on embedded systems.
            
         

         
         	
Chapter 4 is a quick overview of the hardware side of the IoT. You’ll learn how to configure a Raspberry Pi (or other Linux device)
            and connect it to the web, as well as how to wire various sensors and actuators to a Pi and how to write Node.js code to access
            them.
            
         

         
         	
Chapter 5 is a broad and condensed overview of today’s IoT landscape, focusing on the networking aspects. You’ll learn about the various
            networking and communication protocols used today, how they relate to each other, and when to use each one. This sets the
            stage for the WoT architecture stack, its layers, and the role of each layer.
            
         

         
      

      
      Part 2 builds on everything you learned in part 1 and teaches you how to implement the various layers of the WoT stack. You’ll already have a real device that’s connected
         to the internet after Part 1. Now you’ll learn how to design a clean web API for that device and how to use a variety of tools to build interactive, scalable,
         and extensible WoT products and applications:
      

      
      

      
         
         	
Chapter 6 introduces layer 1 (Access) of the WoT architecture and offers a solid introduction to the HTTP and REST APIs. You’ll learn
            various features of HTTP such as content negotiation, error codes, and verbs, and how to use them to implement great APIs
            for web-connected products. You’ll also learn how to use WebSockets to cover the real-time aspects of sensors and actuators.
            
         

         
         	
Chapter 7 shows how to implement the Access layer in different situations and how to put into practice the concepts introduced in chapter 6. You’ll learn about integration patterns and look into the integration of other protocols, such as MQTT and CoAP to the WoT.
            
         

         
         	
Chapter 8 focuses on layer 2 (Find) of the WoT and describes how to employ the features of web-connected products so they can be automatically
            discovered and used by web clients. It also offers a brief overview of the Semantic Web and how it relates to the IoT.
            
         

         
         	
Chapter 9 describes layer 3 (Share) of the WoT and discusses the various considerations and issues involved in connecting the real
            world to the web. You’ll learn about best practices of web security and how to safely share data and services of a product
            with trusted applications and users. You’ll also learn about the Social Web of Things, or how to use social networks to build
            networks of Things.
            
         

         
         	
Chapter 10 focuses on layer 4 (Compose) of the WoT and shows how to rapidly build complex applications that merge data from various
            sources. You’ll learn about physical mashups and how to build and scale them.
            
         

         
      

      
      We use the Raspberry Pi as a reference device in examples throughout the book. However, we’ve also included an appendix with
         the basics for integrating three other popular embedded systems—the BeagleBone, the Intel Edison, and the Arduino—into the
         Web of Things.
      

      
      
      
      
Who should read this book?
      

      
      This book has been designed to provide a rich yet accessible introduction to the Internet of Things. We wrote it assuming
         that our readers have no prior experience with building embedded devices and application development. We expect you to have
         only a basic understanding of how the web works and some skills in programming. Our primary objective is to rapidly equip
         you with a broad and sufficiently deep understanding of a number of technologies, techniques, and challenges you’ll encounter
         when building complex web-based applications that interact with the physical world. You won’t become an expert in embedded
         sensing or web application design, but you’ll certainly gain a well-stocked toolbox of frameworks, tools, standards, and application
         design patterns, along with the know-how required to combine those building blocks to build production-ready web-based IoT
         applications and systems.
      

      
      
      
      
How to use this book
      

      
      You should first read chapter 1 to get a broad overview of the Web of Things, how it’s different from the Internet of Things, and why this difference matters.
         If you’re not familiar with web APIs and JavaScript, we encourage you to follow the various exercises in chapter 2. If you’re not familiar with Node.js, you should definitely read chapter 3. If you have no experience with embedded devices such as sensors or processors, be sure to read chapter 4. If you’re new to networking protocols and standards and can’t tell your Bluetooth from your TCP/IP, definitely read sections 5.1 and 5.2 in chapter 5; otherwise, you could jump directly to section 5.3. Even if you have some experience with REST APIs, you should read chapter 6 to understand how to create REST APIs for devices, followed by chapter 7 to learn how to implement those APIs. Afterward, you can read chapter 8 or 9 and then chapter 10 at the end.
      

      
      
      
      
Code conventions and downloads
      

      
      This book contains many examples of source code both in numbered listings and inline with normal text. In both cases, source
         code is formatted in a fixed-width font like this to separate it from ordinary text.
      

      
      You can find all the code samples used throughout the book on GitHub at github.com/webofthings/wot-book. The code is also
         available from this book’s website, located at manning.com/books/building-the-web-of-things.
      

      
      All the links listed in the book as well as news and more information are available at http://book.webofthings.io.
      

      
      
      
      
Other online resources
      

      
      There are many outlets where you can find new inspiration:

      
      

      
         
         	The Web of Things community is where all this started back in 2007. You’ll find lots of articles, news, and other technical
            whitepapers about the WoT here: http://webofthings.org.
         

         
         	The W3C is actively looking at standardizing the Web of Things. You’ll find the latest developments in this field at http://www.w3.org/WoT/. With EVRYTHNG, Dom and Vlad are also part of this W3C standardization effort.
         

         
         	Postscapes is a great site for news on the IoT. It’s not limited to the WoT, but you’ll find lots of inspiration and interesting
            projects there: http://postscapes.com/.
         

         
         	The community site of Element14 is a great place to discover projects and tutorials for building all sorts of web-connected
            devices: http://www.element14.com/community/. For more hardware and electronics projects, make sure you follow Make magazine (http://makezine.com/) and Instructables (http://www.instructables.com/).
            
         

         
      

      
      
      
      
Author Online
      

      
      Purchase of Building the Web of Things includes free access to a private web forum run by Manning Publications; you can make comments about the book, ask technical
         questions, and receive help from the lead author and from other users. To access the forum and subscribe to it, point your
         web browser to manning.com/books/building-the-web-of-things. This page provides information on how to get on the forum after
         you’re registered, what kind of help is available, and the rules of conduct on the forum.
      

      
      Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between
         readers and the author can take place. It’s not a commitment to any specific amount of participation on the part of the author,
         whose contribution to the AO remains voluntary (and unpaid). We suggest you try asking the author some challenging questions
         lest his interest stray!
      

      
      The Author Online forum and the archives of previous discussions will be accessible from the publisher’s website as long as
         the book is in print.
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      [image: ]

      
      
      Dominique “Dom” Guinard is the CTO and cofounder of EVRYTHNG, a large-scale Web of Things cloud platform that makes products smart by connecting
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Part 1. Basics of the IoT and the WoT
      

      
      
      In part 1 we lay the basis of the Web of Things, what it is, and how it compares and relates to the Internet of Things. At the end
         of the first part you’ll have a broad understanding of the problems and challenges of building Internet of Things systems.
      

      
      Chapter 1 introduces the Web of Things approach and discusses the various advantages it offers in numerous use cases and contexts.
      

      
      Chapter 2 offers a high-level yet hands-on first encounter with the Web of Things. You’ll learn how to send requests to a real device
         in London and quickly write simple applications that interact with the device.
      

      
      Chapter 3 describes why JavaScript is an excellent fit for embedded devices and the Web of Things and also provides a crash course
         on the Node.js framework and ecosystem.
      

      
      Chapter 4 provides an introduction to the world of embedded systems, their various types, and their differences. Next, you’ll become
         familiar with the Raspberry Pi platform, learn how to connect sensors and actuators to your device, and then control it from
         Node.js applications.
      

      
      Chapter 5 is a broad introduction to the various approaches and methods for interconnecting physical objects. In particular, you’ll
         learn about the benefits of and differences between the various networking protocols commonly used in the Internet of Things.
         At the end of the chapter, we propose a layered architecture for the Web of Things.
      

      
      
      
      
      


Chapter 1. From the Internet of Things to the Web of Things
      

      
      This chapter covers

      
      

      
         
         	An introduction to the concept and history of the Internet of Things (IoT)
            
         

         
         	When and why we should digitally connect physical objects
            
         

         
         	The limitations of traditional approaches to the Internet of Things
            
         

         
         	How and why the Web of Things (WoT) is different and why it’s promising
            
         

         
      

      
      If you’re holding this book in your hands, it’s very likely that you’ve already heard the terms Internet of Things (IoT) and Web of Things (WoT). Maybe you want to understand what this trend is all about. Or maybe you already understand why this topic has become so
         popular and you’d like to be part of it, but you’re not sure where to start. Or—even further than that—you realize what the
         IoT could mean for your industry and you’d like to gain the hard technical skills needed to build web-connected products and
         services. If any of those ring true, you’re in for a treat!
      

      
      What is the IoT, anyway? When and where was it invented? What new types of applications and scenarios does the IoT enable?
         How will this change the technology and business landscape for the coming years? The next chapters will answer all these questions
         and many more. But don’t throw away this book yet, because it won’t just discuss theory. It will also cover in detail all
         the web technologies and tools that will help you make the Internet of Things a reality. On the other hand, we believe that
         starting with some background will help you better understand what the IoT really is and how you can use it in your own projects,
         not just stick to the superficial and stereotypical descriptions of it. Diving into the history of the IoT will help you understand
         the subtle difference between the Internet of Things and the Web of Things and especially why this distinction matters.
      

      
      In the last few years, the Internet of Things has become one of the most promising and exciting developments in technology
         and business. The vision of a world where tiny computers with sensors and communication interfaces that are embedded in the
         infrastructure of our cities or in cars, offices, or clothes is likely to revolutionize every area of our lives—how we play,
         how we work and do business, and how we live. Until recently, IoT projects mostly focused on building small-scale, closed,
         and isolated deployments where devices were not designed to be easily accessible or reprogrammable. The bespoke coupling between
         devices and applications in a given use case means that any change to an existing deployment is complex and expensive. This
         limits both the maintenance and evolution of the Internet of Things because considerable resources (time, money, and technical
         skills) are required each time a new function is added.
      

      
      In contrast, the web has become widely successful in the last two decades because it’s simple to learn and use and it also
         emphasizes loose coupling between servers, browsers, and applications. The simple and clearly defined programming model of
         HTTP makes it possible for anyone to change pieces of the system without breaking the whole system. Therefore, building new
         web applications has been relatively inexpensive and accessible to a much larger group of technology enthusiasts.
      

      
      The Web of Things is a specialization of the Internet of Things that uses what made the web so successful and applies it to
         embedded devices in order to make the latest developments in the Internet of Things accessible to as many developers as possible.
         On the Web of Things—just like on the web—anyone with a text editor and the basic understanding of web standards (HTML and
         HTTP) can quickly start connecting devices and objects to the web. But it also enables going to the next level and helps you
         to effectively build interactive and innovative real-world applications that blend the physical and digital worlds.
      

      
      
      
1.1. Defining the Internet of Things
      

      
      Capturing the essence of the Internet of Things in one sentence is nearly impossible. The concepts have been around for decades
         and there are no clear boundaries to what the IoT is or isn’t. Nevertheless, the broad definition of the Internet of Things
         vision is a world where the internet is much more than the collection of multimedia content it is today: it extends into the physical, real-time world using a myriad of small or even tiny computers. In short,
         the simplest definition we can offer for the Internet of Things is the following.
      

      
      
         
            
         
         
            
               	
            

         
      

      Definition

      
      
      The Internet of Things is a system of physical objects that can be discovered, monitored, controlled, or interacted with by
         electronic devices that communicate over various networking interfaces and eventually can be connected to the wider internet.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      Two decades ago, a world where everyday objects could feel the world through sensors and then analyze, store, or exchange
         information existed only in science-fiction novels or in the Jetsons. Today, such scenarios are increasingly becoming reality,
         thanks to the colossal progress in embedded devices that brought into the world a new class of objects: smart things. A smart thing (which we’ll refer to as a Thing—with a capital T—in the rest of this book) is a physical object that’s digitally augmented with one or more of the following:
      

      
      

      
         
         	Sensors (temperature, light, motion, and so on)
            
         

         
         	Actuators (displays, sound, motors, and so on)
            
         

         
         	Computation (can run programs and logic)
            
         

         
         	Communication interfaces (wired or wireless)
            
         

         
      

      
      Things extend the world we live in by enabling a whole new range of applications; see figure 1.1. By deploying a bunch of tiny and cheap—yet increasingly powerful—computers everywhere around us, it becomes possible to
         monitor and interact with the physical world with a much finer spatial and temporal resolution than ever before.
      

      
      
      
      Figure 1.1. The Internet of Things landscape. The IoT is a network of Things, which are anything that can be connected in some form to
         the internet. From a box of oranges with an RFID tag, to a smart city, to every Thing in between, all digitally augmented
         objects make up the Internet of Things.
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      Concretely, the Things in the Internet of Things can range from simple tagged products such as your FedEx package with an
         Auto-ID tag (Automatic Identification methods such as bar codes, QR codes, and NFC and RFID tags) attached to it so it can
         be tracked from the shipping center to your door; to more elaborate, complex, and wirelessly connected products, devices,
         or machines such as security systems, your car, or a factory assembly line; and all the way up to a building or even a city.
         The internet part of the term means that the Thing (or at least its services or data about/from it) can be accessed and processed by other
         applications through the existing internet infrastructure. Note that this does not imply that the Thing itself must be directly
         connected to the internet. The communication network used can be an Auto-ID method, short-range radio (Bluetooth, ZigBee,
         and the like), or the Wi-Fi network in a building.
      

      
      Unfortunately, building a single and global ecosystem of Things that communicate with each other seamlessly is virtually impossible
         today. There’s no unique and universal application protocol for the Internet of Things that can work across the many networking
         interfaces available today. To put it bluntly, the Internet of Things of today is essentially a growing collection of isolated
         Intranets of Things that can’t be connected to each other.
      

      
      For the Internet of Things to become real, we need a single universal application layer protocol (think language) for devices and applications to talk to each other, regardless of how they’re physically connected. Rather than inventing
         yet another protocol from scratch (as many IoT projects have been—and keep—doing), why not reuse something that’s already
         widely used to build scalable and interactive applications, such as the web itself? This is what the Web of Things (and this
         book) is all about: using and reusing readily available and widely popular web protocols, standards, and blueprints to make
         data and services offered by Things more accessible to a larger pool of (web) developers.
      

      
      
      
      
1.2. Enter the Web of Things
      

      
      As we’ll describe in detail in section 1.4, the limitations of the Internet of Things become visible as soon as one wants to integrate devices from various manufacturers
         into a single application or system. To illustrate how the Web of Things can deal with these limitations, let’s consider the
         life of Johnny B., the owner of a famous hotel chain in several cities around the world. Johnny would like to digitally connect
         all the appliances in all the rooms of all his hotels, so that he can monitor, control, and improve the management of his
         hotels from the deck of his yacht in the Bahamas via a single control center application. Meanwhile, this system could also
         offer a more pleasant and personalized experience to each guest in his hotels, as shown in figure 1.2.
      

      
      
      
      Figure 1.2. Johnny would like to digitally connect the appliances in all rooms of his hotel. First, guests could have access to a variety
         of services from controlling their room (lights, air-conditioning, entertainment, and so on), to booking hotel facilities,
         to ordering food and drinks—all of this on their mobile phones. Second, this system would allow Johnny to coordinate and optimize
         all aspects of his hotel in a centralized and efficient manner, without having to use a variety of siloed applications and
         tools.
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      1.2.1. Web of Things scenario: connected hotel
      

      
      Building this smart hotel system will likely require electronic door locks made by company Alpha, security cameras from company Beta, and a control application to manage all of this made by company Gamma. Making these devices and systems talk and work with each other will require lots of custom system integration. Johnny could contract with a specialized company and spend
         his well-earned resources on a substantial project that will take months to complete. Such a complex and bespoke project will
         have the robustness of a Jenga tower (touch the wrong piece and all hell breaks loose): it will be swamped with bugs and hacks
         and therefore will be a nightmare to maintain and to extend. In this scenario, there’s little doubt that Johnny will run out
         of money before he gets the system he wants.
      

      
      If Johnny is into DIY (do it yourself), he can certainly decide to build the whole system himself. He’ll need to buy all the
         equipment from the same company so he won’t run into any incompatibilities. Unfortunately, it’s unlikely that he’ll find a
         single manufacturer that has all the sensors and equipment he needs. Even if he finds this perfect system, chances are high
         that the control application that comes with it won’t be what he wants: easy to use and to configure. He’ll likely have to
         write a whole new control center application himself, from scratch. Oh, and if he also wants the system to be scalable, reliable,
         and secure, he can easily double—if not triple—the time he’ll need to build it. Should we also talk about the mobile apps
         that will need to be built for the hotel guests? You get the idea.
      

      
      Johnny’s life may seem surreal. Sadly, it’s pretty much what the IoT looks like today. We know this because we’ve had the
         chance to work with many Johnnies over the last decade, ranging from shop managers wanting to combine their existing security
         cameras with RFID gates to create smarter security systems, to LED manufacturers wanting their lights to be controlled from
         the web. We’ve experienced this scenario over and over.
      

      
      Wouldn’t it be wonderful if any device could be easily integrated and consumed by any application, regardless of the networking
         protocols or standards they use? This is exactly what the Web of Things enables, as illustrated in figure 1.3.
      

      
      
      
      Figure 1.3. In the Internet of Things, hundreds of incompatible protocols coexist today. This makes the integration of data and services
         from various devices extremely complex and costly. In the Web of Things, any device can be accessed using standard web protocols.
         Connecting heterogeneous devices to the web makes the integration across systems and applications much simpler.
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      1.2.2. Comparing IoT and WoT
      

      
      Because more everyday objects will be digitally augmented, the next logical step is to use the World Wide Web ecosystem and
         infrastructure to build applications for the Internet of Things, effectively breaking this ongoing “one device, one protocol,
         one app” pattern. It would be particularly interesting to push down to each of those tiny devices the exact same technology
         that helped modern websites such as Facebook or Google scale to millions of concurrent users, without compromising on security
         or performance. The idea of maximizing existing and emerging tools and techniques used on the web and applying them to the
         development of Internet of Things scenarios is the ultimate goal of the Web of Things.
      

      
      While the Internet of Things has been busy resolving networking problems, the Web of Things relies exclusively on Application-level
         protocols and tools (layer 7 of the Open Systems Interconnection (OSI) model described in chapter 5); see figure 1.4. Mapping any device into a web mindset makes the Web of Things agnostic to the Physical and Transport layer protocols used
         by devices. As you’ll learn to do in the next chapters, the good news is that pretty much any custom IoT protocol or standard
         can be linked to the web thanks to software or hardware bridges called gateways.
      

      
      
      
      Figure 1.4. The Web of Things is concerned with only the highest OSI layer (7), which handles applications, services, and data. Working
         with such a high level of abstraction makes it possible to connect data and services from many devices regardless of the actual
         transport protocols they use. In contrast, the Internet of Things doesn’t advocate a single Application-level protocol and
         usually focuses on the lower layers of the OSI stack.
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      Abstracting the complexity and variety of the lower-level protocols behind the simple model of the web offers many advantages.
         Just like the web has become the global integration platform for distributed applications over the internet, the Web of Things
         facilitates the integration of all sorts of devices and the applications that interact with them. In other words, by hiding
         the complexity and differences between various transport protocols used in the IoT, the Web of Things allows developers to
         focus on the logic of their applications without having to bother about how this or that protocol or device actually works.
      

      
      Coming back to our smart hotel scenario, if all devices (regardless of their manufacturer) could offer a standard web API,
         integration of data across devices and applications will pretty much come out of the box because all devices would speak the
         same language. In this case, the hotel owner (or system integrator) will only need to worry about building the control center
         application that’s likely going to be a web mashup—a single web application that combines data and services from various sources.
         He won’t have to bother learning the specifics of each protocol used by the various devices he wants to use.[1] This will not only take significantly less time to build but will also minimize the effort required to maintain the system
         each time a device or service is added, removed, or updated.
      

      
         1 
            

A not so short list of automation protocols: https://en.wikipedia.org/wiki/List_of_automation_protocols


         

      

      
      Making this vision a reality has been the objective of the Web of Things community we started in 2007.[2] Using HTTP and other web standards or tools to interact with embedded devices made perfect sense to us. At the time, this
         idea seemed unrealistic and even pointless to some, and we got our fair share of criticism, mainly because embedded web servers
         in an Internet of Things generally have more limited resources than the clients who access them (such as browsers or mobile
         phones). But things have changed: recent embedded web servers with advanced features can be implemented with only 8 KB of
         memory. Thanks to efficient cross-layer TCP/HTTP optimizations, they can run on tiny embedded systems or even smart cards.
         Also, thanks to the massive developments in the JavaScript community, it has become increasingly easy to shift a lot of the
         workload from devices to client applications and even to the cloud.
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http://webofthings.org

         

      

      
      In the Web of Things, devices and their services are fully integrated in the web because they use the same standards and techniques
         as traditional websites. This means that you can write applications that interact with embedded devices in exactly the same
         way as you would interact with any other web service that uses web APIs—in particular, RESTful architectures.
      

      
      As we’ll describe in chapter 6, REST is an architectural style for developing distributed applications and is the basis upon which the modern web is built.
         The essence of REST is to focus on creating loosely coupled services that can be easily reused, which are implemented using
         URIs, HTTP, and standardized media types. Abstracting the services from their application-specific semantics thanks to a uniform
         interface (HTTP verbs and response codes) makes it easy to build loosely coupled services because it provides a simple mechanism
         for clients to select the best possible representations for interactions. This makes the web the ideal substrate to build
         a universal architecture and application programming interface (API) to interact with Things, as shown in figure 1.5.
      

      
      
      
      Figure 1.5. The Web of Things is the ability to use modern web standards on embedded devices. By using all these standards for Internet
         of Things scenarios, we both enable new types of interactive applications to be built and make sure that devices can be integrated
         with modern web applications and services with minimal effort.
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      In practice, this means you can start interacting with Things via web browsers and explore the Web of Things as you would
         surf the web (via links to other related Things). Real-time data collected from distributed sensors can then be easily retrieved,
         processed, and displayed on web pages using HTML, CSS, and JavaScript.
      

      
      In contrast to many protocols and standards existing in the Internet of Things, the programming model behind the Web of Things
         is significantly easier to learn and to use. This is particularly interesting because it enables anyone with basic web programming
         skills to build websites and applications, not only around multimedia content but also with real-time data from the physical
         world, as figure 1.6 illustrates.
      

      
      
      
      Figure 1.6. The Web of Things allows developers and applications to exchange data with any physical object or device using standard HTTP
         requests, regardless of how the device is connected.
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      Although the Web of Things emphasizes the use of web standards to exchange data between devices, it doesn’t imply anything
         about how the devices should be physically connected to each other. In other words, devices can (but don’t have to) be openly connected to the web and publicly accessible by anyone just like websites. The Web of Things works equally well in
         a local network (for example, the intranet of your company or your Wi-Fi network at home).
      

      
      In some cases, it makes sense for Things to have a public URL and be openly accessible over the web—for example, traffic or
         pollution sensors in a city operated by the public authorities. In this case, devices could also be crawled and indexed by
         search engines like any other web page and allow users to literally Google the physical world or bookmark the URL of a smart
         object and share it with friends. Web-connected objects can also become active and participate in the web just like other
         users by publishing their own blogs or talking to each other using the APIs of services such as Twitter.
      

      
      Using services such as IFTTT,[3] users can create small, logical rules that mix real-world devices such as sensors in their home with virtual services in
         the cloud; for example, an SMS gateway or a weather forecast service. Such applications are called physical mashups and are the topic of chapter 10, where you’ll learn the principles and tools that will allow you to create physical mashups on top of your Things.
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https://ifttt.com/

         

      

      
      To really understand why the Web of Things represents an interesting next stage in the evolution of the IoT, we first need
         to look at the history of this field up to today. Why did the idea of connected devices emerge in the first place? And if
         the vision of a global network of connected devices is so promising, why doesn’t it exist yet? We attempt to answer these
         questions in the next section.
      

      
      
      
      1.2.3. The Internet of Things—a brief history
      

      
      To understand where the notion of the Internet of Things comes from, we have to look into a field of computer science research
         that goes by many names, most commonly ubiquitous computing or pervasive computing. One of the founding fathers of this discipline was Mark Weiser. While leading the Xerox PARC research lab in the early ‘90s,
         Weiser started to think about the next wave of computers:
      

      
      
         
         
         The most profound technologies are those that disappear. They weave themselves into the fabric of everyday life until they
               are indistinguishable from it.... Silicon-based information technology, in contrast, is far from having become part of the
               environment. More than 50 million personal computers have been sold, and nonetheless the computer remains largely in a world
               of its own. It is approachable only through complex jargon that has nothing to do with the tasks for which people actually
               use computers.

         
         Mark Weiser, “The Computer for the Twenty-First Century,” 1991

      

      
      What Weiser understood before anyone else was that computers were clearly evolving from the big, bulky boxes on desktops and
         in offices toward smaller and smarter devices that would soon be seamlessly embedded everywhere in the world around us and
         become invisible.
      

      
      The years that followed 1991 were the early years of the internet we know today, which has grown into a massive public global
         network of computers, thanks to the invention, by Sir Tim Berners-Lee, and development of the web (HTTP and HTML)—the Application
         layer on top of the internet.
      

      
      No wonder the stunning success of the internet had a strong impact on the ubiquitous computing research community. A number
         of researchers started to think about connecting physical objects to the internet. In particular, these included researchers
         from the Auto-ID Labs (an international cluster of research laboratories originally founded at MIT), such as Sanjay Sarma,
         Kevin Ashton, David Brock, and Daniel Engels at MIT and Friedemann Mattern and Elgar Fleisch at ETH Zurich. Their primary
         focus was on automatically identifying goods using radio frequency identification (RFID) tags in order to create a global
         network of electronically tagged products and to be able to optimize logistics and supply chains. Looking for a term to describe
         this global network, Kevin Ashton came up with the term Internet of Things.[4] The rest is history.
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      Although the term Internet of Things was coined in 1999, this concept has remained under the radar of the general public until the last few years, when people
         realized it was more than just a trendy term. According to Google Trends, since December 2013 the term Internet of Things clearly took over Web 2.0 in news headlines (figure 1.7). Although Web 2.0 has been one of the most popular emerging web trends of the 2000s, in the last few years it has faded
         away from the spotlight as the popularity of the Internet of Things has grown exponentially.
      

      
      
      
      Figure 1.7. Since December 2013, the term Internet of Things has become more popular in news headlines than Web 2.0. [Source: Google Trends, September 25, 2015]
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      When Google acquired NEST for a “modest” $3.3 billion USD in December 2013, a collective “Aha!” moment took place: Hold on! There is actually money to be made with the Internet of Things. And lots of it! In 2014, Gartner predicted a population of over 25 billion connected devices by 2020.[5] Cisco was a bit more optimistic and predicted that by 2020 there would be more than 50 billion Things connected to the internet.[6]
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http://www.gartner.com/newsroom/id/2905717
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https://www.cisco.com/web/about/ac79/docs/innov/IoT_IBSG_0411FINAL.pdf

         

      

      
      It doesn’t really matter who is right or wrong because one thing is certain: in the next decade, there will be a lot more
         internet-connected devices around us. A significant milestone was reached in 2008 when the number of Things connected to the
         Internet exceeded the number of people. In consequence, many of the largest companies in the world, from Cisco to Samsung
         to IBM, mentioned the IoT as a key strategic investment in 2014.[7]
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http://postscapes.com/internet-of-things-investment

         

      

      
      We can learn two things from this sudden interest in the Internet of Things. First, regardless of whether you are a back-end
         guru, a front-end developer, or a hobbyist hacker, now is the ideal time to brush up on your Internet of Things skills. Second,
         the years of the Intranet of Things, where Things only ever communicate in their own little world, are numbered. But for the
         IoT to become a reality and unleash its potential, all those objects need to speak the same language. For devices and applications
         to interact with each other easily, securely, and in an ad hoc manner, we need a universal and open standard that promotes
         loose coupling, scalability, and flexibility.
      

      
      
      
      
      
1.3. Use cases—why connected objects?
      

      
      It would be incorrect to ask when the IoT will be here because it already is. Countless examples can be found everywhere today.
         Your smart TV connects to the internet and records the shows you prefer to watch. The Nike+ sensor in your shoes uploads all
         your runs to the internet so you can compete with your friends. And your mobile phone streams your location so you can track
         it or disable it remotely if it gets stolen.
      

      
      Nonetheless, the IoT is still in its early teenage years and will certainly influence our world in a much more profound way
         than these early use cases did. Let’s look at the areas where the IoT will most likely have a big impact. This is an opportunity
         to see what benefits the Web of Things can bring to multiple areas. Hopefully, this will inspire you for your future weekend
         hacks or more serious product developments.
      

      
      
      1.3.1. Wireless sensor networks and distributed sensing
      

      
      The incredible progress in computing in the ‘80s and ‘90s, especially the miniaturization of embedded computers and radio
         networking chips, led to the emergence in the early 2000s of wireless sensor networks (WSNs). Those networks are composed
         of tiny, single-board computers such as the ones shown in figure 1.8.[8] Those devices, being cheap and battery-powered, could be deployed in large areas to continuously monitor various physical
         environments or structures using a multitude of sensors. For example, WSNs have been used to monitor the structure of historical
         buildings such as the Torre Aquila in Italy,[9] to understand the impact of humans on bird habitats,[10] and to monitor agricultural crops for food production.[11]
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http://en.wikipedia.org/wiki/List_of_wireless_sensor_nodes
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http://d3s.disi.unitn.it/projects/torreaquila
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http://www.cs.berkeley.edu/~culler/papers/wsna02.pdf
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http://www.mdpi.com/1424-8220/9/6/4728/htm

         

      

      
      
      
      Figure 1.8. Three generations of wireless sensor nodes
      

      
      [image: ]

      
      
      Although early WSN deployments weren’t connected to the internet, these systems influenced the IoT in many ways because this
         prolific research community gave birth to innovative ideas that shaped IoT technologies. The techniques, tools, and protocols
         developed for WSNs made it possible to use low-power platforms for large-scale distributed sensing applications in the real
         world.
      

      
      The requirements and operating context of those devices also gave birth to a number of operating systems optimized for low-power
         sensing, such as TinyOS[12] or Contiki.[13] Indeed, when battery-powered devices are deployed in natural and unpredictable environments, it’s essential to ensure robustness
         and minimal energy consumption because human intervention to debug or fix software and hardware problems—or even to change
         the batteries—is clearly impractical.
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http://www.tinyos.net
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http://www.contiki-os.org

         

      

      
      
      
WSNs and the Web of Things
      

      
      It’s clear that the majority of WSN devices weren’t designed for the public. Those platforms were intended to be mainly programmed
         by experts. Although web protocols are heavier (more verbose) than the optimized protocols used on embedded devices, there
         has been a lot of progress in optimized HTTP libraries that run on constrained devices.[14]
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