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To my wife, Helen:

For better, for worse, for richer, for poorer, in sickness and in health,

to love and to cherish, till death do us part.

JACK SCHAFER

To all the men and women who risk their lives daily to keep America safe:

Your selfless acts of heroism are the gold standard of human greatness.

MARVIN KARLINS






SECTION I ELICITATION:


What It Is, How It Works, Why It Works






INTRODUCTION


Getting to the Truth Before the Lie


If people listened to themselves more often, they would talk a lot less.

EDWARD A. MURPHY, JR.



Imagine going up to a stranger in a shopping mall, initiating a conversation, and within five minutes getting them to reveal personal information, such as their Social Security number, computer password, date of birth, or mother’s maiden name, without them knowing they provided sensitive personal information. This may seem like an impossible task, but it’s easier than you think. I remain astonished at how easy it is to get people to unwittingly provide sensitive information and reveal the truth.

There are dozens of books on detecting deception. This isn’t one of them. What makes this book unique is the presentation of a technique you can use to extract honest information from friends, family members, coworkers—even total strangers—without them realizing what you are doing. Using this technique, you can get people to tell you the truth about subjects they would normally keep secret or lie about. That is why the book is called The Truth Detector rather than The Lie Detector: because once you learn the methods in this book, you will be able to get people to reveal the truth before they ever get suspicious, raise their “shields,” and respond deceptively. You can then use that information in a way that will bring you the greatest possible benefit. Knowing what people really think can even help you distinguish a friend from a potential enemy who can do you harm. Because this approach was designed to elicit a truthful response from people, the technique is referred to as elicitation.

As an FBI special agent, my job was to obtain information from suspects, witnesses, and spies who, for various reasons, wanted to keep that information private. Elicitation is an essential, noninvasive tool that I helped develop over my career in the intelligence field to collect information. Because of my years of experience as a member of the FBI’s National Security Division Behavioral Analysis Program, I was often called upon to teach young FBI trainees how to use the elicitation techniques to obtain maximum results. These intelligence officers, in the course of their work, are often required to obtain information that is not publicly available.

To demonstrate the power and effectiveness of the elicitation technique, I conducted a classroom demonstration. I confidently assured my students that, at the end of the eight-hour elicitation training course, they would be able to obtain dates of birth, PIN numbers, Social Security numbers, bank account information, and computer passwords from perfect strangers within a few minutes of meeting them.

Naturally, the students were very skeptical of my claim. They assured me that no one would give up sensitive, personal information to a stranger, much less not realize they were revealing that critical information. It was clear to me that they believed my claims were not only beyond absurd but tested the limits of human imagination. One defiant student vehemently proclaimed that he would never give personal information to a stranger under any circumstances.

In the first four hours of the training session, I taught the students basic elicitation techniques, the exact ones you will be learning about in this book. During this time, I kept in mind what the defiant student had insisted. My goal was to get this individual to reveal his Social Security number without him realizing he had done so.

I knew the topic of eliciting Social Security numbers would come up naturally during class discussions. When it did, I explained the components of a Social Security number. I began the discussion with the last four digits on the Social Security card. I told the students that these four digits alone were not very important, because more than one person can be assigned the same four digits. In fact, out of 10,000 people, at least two people will share the same last four digits of their Social Security numbers. I also reminded the students that those last four digits of their Social Security numbers were useless if the other five numbers were unknown.

At this point, I turned to the defiant student and said, “Knowing this, you wouldn’t object to revealing the last four numbers of your Social Security number, would you?” The student shrugged his shoulders and recited the four digits.

Next, I casually mentioned that the middle two digits were “group numbers” and virtually meaningless because they simply reflected the order in which the total Social Security number was assigned to new applicants. I asked a student if she would object to revealing the middle two digits of her Social Security number. She blurted out two numbers. I pointed to another student and, without saying a word, he recited the two digits of his own Social Security number. In quick succession, I pointed to random students. They automatically recited the two middle digits of their Social Security numbers without hesitation. I then pointed to the defiant student; he blurted out his Social Security number’s two middle digits as well. To camouflage my elicitation objective, I pointed to several more students, who willingly gave their two digits.

I concluded this portion of my lecture by telling the students that the first three digits of a Social Security number corresponded to the location of the Social Security office that issued the number. During one of the morning class breaks, I nonchalantly asked the defiant student where he was from. He readily identified the city and state where he grew up. I surmised that his parents obtained a Social Security number for him in order to write him off as a dependent on their tax returns. I looked up the Social Security office closest to the city where the defiant student grew up and obtained the first three numbers of the student’s Social Security number.

At the end of the four-hour block of training, we had lunch and then returned to the classroom, where I prepared the students for the second portion of the training exercise. I explained that they were to go to a nearby shopping mall and spend the afternoon eliciting personal information from random strangers.

Prior to dismissing the students, I walked up to the whiteboard. With a dry-erase pen I wrote in big numbers the Social Security number of the defiant student. I turned and looked at him. His eyes were fixed on the number and his jaw was slack. After a few seconds the shock wore off and he blurted out, “That’s not fair. You cheated!” I reminded him that fair play doesn’t count when it comes to espionage, a world he was about to enter. I sternly warned the rest of the students that even the most security-conscious people can become victims of elicitation, a lesson the defiant student will remember the rest of his life.

After several hours of practice in the shopping mall, the students were amazed at how many people revealed sensitive information without realizing it. The part that intrigued the students most was that they could accomplish this amazing feat after only four hours of classroom instruction.

So can you. Once you learn how to use the elicitation techniques in this book, you will have taken your first important step toward achieving this objective. I have purposely included actual examples of elicitation from the everyday kinds of situations you will find yourself in. As you read these examples to learn how elicitation is used, you will also discover how to apply this knowledge in a variety of social and business settings.

Simply summarized: By effectively utilizing elicitation, you will be in a better position to gain a greater amount of true information that might otherwise be lost and, at the same time, enhance your interpersonal effectiveness with others, whether they be strangers, casual acquaintances, or those closest to you.

Elicitation is the master key in truth detection, but like all interviewing techniques, its value is maximized when certain conditions are met. Creating those conditions involves understanding and utilizing the factors that underpin the successful elicitation process—factors that you can use to enhance the power of elicitation in obtaining the truth you seek. Once you’ve familiarized yourself with them, you’ll be ready to make yourself a successful truth detector.

Let’s get started!






CHAPTER 1 So Much for Shredders



All truths are easy to understand once they are discovered; the point is to discover them.

GALILEO GALILEI



The desire to know if someone is lying or telling the truth is as old as Adam and Eve in the Garden of Eden. And why not? How we act, how successful we are—even our survival—can be profoundly impacted by our ability to determine if information is true or false.

During my two decades as a special agent for the FBI, my job was to assess whether suspects, witnesses, and spies were withholding critical information and/or telling lies that could have far-reaching implications for the safety of specific individuals and, in some cases, the security of the entire country.

The question became: What was the best way to get truthful information from persons of interest? The traditional approach involved attempting to determine if the person was lying in the first place. This involved using mechanical devices (polygraph machines), physical observation (watching for nonverbal cues of deception), and various forms of interrogation designed to get the targeted individual to admit his or her dishonesty. But there was a problem with this approach: Even if it was successful in determining a person’s veracity, it came at a high cost. When people become aware that their honesty is being challenged, their “shields” go up, and whenever that happens, they are unlikely to voluntarily reveal the information they know. In fact, the opposite occurs: these individuals “clam up,” “lawyer up,” or “dummy up,” making any attempt to get information out of them a daunting if not impossible task. Thus, what happened when the traditional approach was used was that investigators could sometimes tell if certain information was true but lost the chance to discover other information that might have been even more valuable.

This made me and a group of my colleagues wonder if there was a better way to get people to reveal true information before they went into lying mode. I suspected that if individuals were not aware that I was trying to get critical information from them, they would be more likely to reveal it. Only if they became cognizant of my intentions would they become defensive, raise their shields, and begin withholding information and telling lies. Our strategy, then, was to get to the truth before the lies—in other words, extract the relevant information from a person of interest without them becoming aware of our intentions. If this could be achieved, the credibility of the information would almost always be solid and we could obtain it without the person shifting into information-withholding, lie-generating mode.


ELICITATION: LEARN THE TRUTH BEFORE THE LIE

Noting the flaws in the traditional interrogation techniques, I worked with my colleagues to come up with less confrontational techniques based on psychology and natural human behaviors as opposed to the more confrontational, old-school law enforcement interviewing techniques currently being used. The result was the noninvasive approach of elicitation—so named because it was designed to elicit the truth rather than detect lies. Elicitation techniques are relatively easy to master, because it is based on normal behaviors people rely on during conversations. Over my career I developed several elicitation techniques designed to extract information. These involve a conversational style whereby you use words in a way that encourages people to reveal the truth without them becoming aware of what you are attempting to accomplish. I will be teaching you these techniques in the coming chapters, but first I think it may help you understand elicitation more clearly if I present you with some historical perspective on how the technique was developed.

CREATING THE RIGHT ENVIRONMENT FOR ELICITATION

Possibly the most famous pioneer in using elicitation-style strategy was Hanns-Joachim Scharff (1907–1992). He worked for the German Luftwaffe at the intelligence and evaluation center in Oberursel, Germany, and became one of the most successful interrogators during World War II.

Scharff’s interrogation techniques deviated from those used by the feared German Gestapo. The Gestapo used emotional pain, physical deprivation, and authority in attempting to gain intelligence. Conversely, Scharff was noted for his friendly, conversational interrogation approach. He created a nonthreatening, noninvasive, comfortable environment wherein he rarely asked specific questions. In almost all cases Scharff would take his targets for a walk around the airfield with no guards nearby and engage them in what they thought was a casual conversation. His technique became known as the “change-of-scene” approach: giving his prisoner the impression that they were safe speaking to him. Since they then believed that this was not an interrogation, they felt more comfortable talking and telling the truth. Scharff wanted them to regard the interrogation room as the only place that an interrogation took place. He also created the illusion that he knew more information than he did. He would present information and then simply wait for the prisoner to either confirm or deny his statement.

After the war ended and the prisoners were repatriated, one of them commented, “You would impulsively pop off and correct him [Scharff]—probably this was one of his tactics.I Prisoners were more willing to confirm information they believed was already known for several reasons. First, they wanted to give the impression of minimal cooperation to avoid harsher interrogation techniques. Second, prisoners rationalized that no harm could be done if they merely corroborated information the enemy already knew as opposed to providing previously unknown information.

Scharff often told long, detailed stories, giving the prisoners the impression that he knew all, when in fact he knew very little. In the process of confirming information, prisoners often provided new details. To confuse the prisoners even further, Scharff’s conversational technique camouflaged the objectives of his interrogation. Scharff did not press prisoners for information but rather created a conversational environment wherein they were inclined to speak freely. When prisoners provided new information, Scharff would act as if he already knew what they were talking about and that the information was of little importance. As Scharff’s interrogations continued, it became clear over time that the information prisoners provided in response to his friendly approach was more likely to be truthful. They were not trained to resist Scharff’s congenial interrogation techniques and revealed critical intelligence information without realizing they were supplying details they would not have revealed under harsher interrogation techniques.

On one occasion Scharff was tasked with finding out why American fighter aircraft machine guns fired tracer bullets of a certain color. During a conversation with an American pilot held in a prisoner-of-war camp, Scharff casually brought up the subject. He made a presumptive statement (a form of elicitation; See Chapter 4), giving the pilot the illusion that he already knew the reason for the different-colored tracers. Unwittingly, the pilot revealed the true purpose of the bullets, which was simple: The different color was used to let pilots know when their ammunition was running low. The Germans were much relieved to obtain this information, because they had believed the tracers were being used for a far more sinister purpose.

Scharff was successful in extracting true information from prisoners of war because he understood the importance of empathy and rapport, two essential qualities to harness in order to effectively use elicitation. He imagined himself in the place of the prisoner, believing he would be more likely to communicate with his interrogator if he were treated with respect. Scharff also suspected prisoners would be more likely to reveal information if they liked their interrogator, so he tried to cultivate a rapport with those he interrogated.

Scharff’s insights were important, conceptual contributions to the enhanced elicitation approach you will be learning in this book. I will return to them in the next chapter. But first, let me give you another example of how the elicitation process works, using a gadget some automobile drivers are unaware is hidden within arm’s length of their steering wheel.

ASK A PERSON OR “TELL A MATIC”?

Pretend for a moment that you’re trying to get the very best auto insurance rate for your newly purchased car. You are an aggressive driver who has a lead foot and doesn’t mind taking a few risks on the road.

Your agent asks, “Are you a safe driver?”

What answer do you provide?

Or suppose you are in a hurry to get home one night and are driving recklessly, speeding to reach your destination. A few blocks short of your house, you run a red light and collide with another vehicle. There are no witnesses to the accident except you and the other driver. The police arrive and an officer pulls you aside and asks if you were driving safely. What answer do you give?

In both of the above examples, you might reply truthfully and admit to being an unsafe driver, but many people aren’t so honest. Faced with getting something they want (lower insurance rates) and something they don’t want (a traffic ticket, or legal liability), it’s more likely they would be less than forthcoming. It’s so much easier to say “I’m a safe driver” than tell the truth and suffer the consequences.

Enter “telematics.” Over the last several years, auto insurance companies have been promoting tracking devices, known in the industry as “telematic devices,” to follow the driving habits of their customers.II These cigarette pack–size devices, which fit under the dashboard of your car, can track any number of your driving habits, such as speed, braking, acceleration, distance traveled, time of usage, number of collision and lane-change warnings—even where you are located. (Lots of stops at liquor stores are not recommended!)

Obviously, when it comes to determining the truth of how someone drives, it’s better to check out what a tracker has to say than to ask the driver directly. The same holds true for elicitation. Properly done, you will be able to get more useful information from people and have greater confidence that what they say is true if they don’t suspect you are purposely pumping them for information or challenging their honesty.

BE A TRUTH TRACKER: ELICITATION IS YOUR GPS

A person who effectively uses elicitation to obtain true information should basically operate like an automobile tracking device. The information received should be accurate and provide the specific details needed to achieve the elicitor’s objective. Further, the person giving the information should be unaware that their responses are being purposely solicited to benefit the elicitor in any form or manner, just as a driver would be unaware if someone secretly put a tracking device in their car. Fortunately, because of human nature and the conversational approach utilized, effective elicitation, with reasonable practice and use, is relatively easy to achieve. I know that’s true because I’ve taught people from all walks of life and educational backgrounds to use elicitation successfully.

Elicitation techniques work because they’re based on scientific knowledge of how people behave. Elicitors take advantage of these basic human behaviors to obtain the information they seek. They understand that specific conversational approaches work best in predisposing people to talk freely and divulge truths they would not otherwise reveal if they felt someone was “digging” for information.

A properly conducted elicitation session is a positive experience. Unlike interrogation, the person being elicited will not experience physical or mental discomfort; in fact, they will feel good about themselves, because the elicitor makes them the focus of the conversation. The fact is most people like to be the focus of attention. Elicitors use this natural human trait to their advantage. They also use empathy and other rapport-building techniques, discussed in the next chapter, to build a positive relationship with a person of interest. The more comfortable the elicitation target is with the elicitor, the more information that individual is likely to divulge.

Elicitation targets will not be anxious or suspicious during your conversations with them because the focus of the conversation will be all about them. Most people are comfortable talking about themselves. It is rare in today’s world to find someone willing to really listen to another individual’s concerns, their professional frustrations, and their solutions for their own (or the world’s) problems. People feel comfortable with someone who listens to them and responds empathetically to their ideas and opinions. If you are that kind of caring person who is able to listen and put yourself in the other person’s shoes while at the same time focusing on them instead of yourself, then you will be an excellent elicitor in a great position to obtain the information you seek.

Since elicitation techniques are designed to keep persons of interest from realizing they are the targets of this information-gathering approach, it’s essential not to raise “red flags” that might make a subject aware of the elicitor’s intentions. As humans, we often act instinctively without thinking about what we are doing or saying. I sometimes experience this phenomenon when I’m driving a familiar route, like going home from the office for more than the thousandth time. I will drive from work to my house and not have any recollection of how I got there or what happened along the way. This is because my driving pattern has become so deeply ingrained that it allows my brain to go on “autopilot” and get me to my destination without conscious effort. However, if something out of the ordinary occurs during my drive, my brain jolts me into conscious awareness, preparing me to deal with a potentially dangerous situation.

This automatic behavior occurs during the elicitation process as well. Our brains often perform routine interpersonal tasks without our conscious awareness. We spend much of our day on autopilot, allowing us to think about other things or simply daydream. Elicitation techniques are designed to emulate naturally occurring human activities that cause our brains to automatically respond to elicitation prompts without thinking: just as when we find ourselves driving “automatically,” we are not fully aware of what we are doing or saying. In this state, unless something is said or done to arouse a person from their “cognitive cruise control,” they will be unaware that they are revealing sensitive, personal information.

One of the greatest benefits of employing elicitation, when properly executed, is that the elicitation target will like you. Elicitation is not adversarial or confrontational in nature. It is the opposite. It is best utilized during normal friendly conversations. People talk to people they like, and they do not talk to people they do not like. In the next chapter I will show the elicitation process and how you can quickly establish rapport with people you are approaching for the first time (or do not know very well) or reinforce good rapport with people you are already on familiar terms with. Establishing immediate rapport, especially when meeting a stranger, is a critical element in elicitation—and more important, if achieved, the targeted individual(s) will look forward to meeting with you in the future to unknowingly provide you with additional sensitive, proprietary, and even highly confidential information.

It is important to remember that elicitation works best when the elicitor succeeds in making his or her target feel good about themselves. This is a win-win situation: you obtain the truthful information you are seeking, and the targeted individual walks away feeling good about themselves—and you—at the end of the conversation.

ELICITATION: THE TRUTH TOOL AT YOUR DISPOSAL

Information is the lifeblood of human communication. People want to know what other people are thinking and feeling. For obvious reasons people opt to keep personal information private to avoid identity theft and other inappropriate use. Individuals also avoid sharing their true feelings, especially in today’s politically charged environment, to avoid awkward or potentially embarrassing social situations. People in business intentionally withhold information to gain an advantage over a competitor or to enhance their positions during negotiations. Teens often dodge parental inquiries regarding their social lives and personal habits. In some circumstances people withhold information from their significant others.

Knowing how to elicit what people are truthfully thinking and feeling will enhance your relationships with them, whether your relationship is social or business related. This is because you will be in a far better position to solve problems when you know what a person truly believes. It allows you to reach decisions in a manner that they can walk away from feeling that a fair deal has been struck, or a decision has been reached that everyone can live with.

Elicitation skills can also help parents create better relationships with their children, especially teens, who are so often reluctant to discuss their true thoughts, feelings, and activities with Mom and Dad. Elicitation techniques, when properly used, create an environment where children want to talk to their parents. This in turn affords the parents more time to teach and advise their children on how to cope with their current circumstances as well as the challenges they will face as adults.

Personal relationships can also benefit from the application of elicitation techniques. In numerous relationships, particularly newer ones, people are reluctant to reveal too much about themselves to avoid embarrassment or because they are just naturally reserved. The more personal information that people share with one another, the closer their relationships become. Creating intimacy through the appropriate use of elicitation increases the possibility of meaningful conversations, strengthening social bonds.

Businesspeople can employ elicitation to gain a critical advantage in an increasingly competitive work world. In today’s global economy, where the only constant is change, more and more businesses are discovering the importance of collecting information about their competitors as well as the necessity of protecting proprietary information. Making the correct business decisions can mean the difference between prosperity and bankruptcy. This book will equip you with the elicitation tools and techniques to help you gather true information that gives your company or organization a competitive edge without having to hire and depend on expensive, outsourced business intelligence consultants.

SETTING OFF ON YOUR VOYAGE TO VERACITY

You too can become a truth detector once you have learned and become proficient at using the various elicitation approaches described in this book. Being successful involves a degree of commitment on your part. Good elicitation, like any skill, requires a certain amount of practice and regular use to be truly effective. But you can achieve these skills. I have taught people from all walks of life—people just like you—to successfully employ these techniques. And be assured you will be richly rewarded for your efforts. Getting people to tell you the truth before they shift into lying mode will give you a decided advantage in your dealings with them.

To get the most out of the following chapters, pay attention to the various elicitation techniques and employ the ones you feel most comfortable using. The more techniques you can use, the better you will be at getting people to tell you the truth. Each technique comes with true, real-world examples that will help you learn the approach while giving you an appreciation for the kinds of information people are willing to reveal when elicitation is used.

Learning about elicitation will also help you avoid becoming a target of the technique and giving up information yourself. You will learn a strategy for recognizing elicitation when it is being used on you, how to fend off these efforts, and, at the same time, maintain a cordial relationship with the person trying to get you to reveal information. Such knowledge is important. Examples will be given to show how elicitation, unrecognized and in the wrong hands, can be used to commit corporate espionage.

Finally, at the end of the book, you will be given two self-administered tests to help you assess your understanding of the material presented in the book. I have no doubt you will pass with flying colors!

The Truth Detector is your guidebook to a deeper understanding of what people really think and what they know. It is a map to help you interpret their behavior correctly. As author Barry Long once observed, “Truth cannot be taught but it is quickly recognized by the person ready to discover it.” The journey to that discovery starts now.

I. Quoted in R. F. Toliver, The Interrogator: The Story of Hanns Joachim Scharff, Master Interrogator of the Luftwaffe (Atglen, PA: Schiffer Publishing), p. 138.

II. J. Vincent and C. Threewitt, “How Do Those Car Insurance Tracking Devices Work?” U.S. News & World Report, February 26, 2018.






CHAPTER 2 Building Rapport: The Foundation of Elicitation



When you lose your ego, you win. It really is that simple.

SHANNON L. ALDER



Whether you are an avid gardener who wants to create the perfect flower bed or a commercial farmer looking to get the highest crop yield, one factor remains the same: Proper preparation for planting is necessary to get maximum desired results. That might involve adding nutrients to the soil, choosing the right kind of bulb or seed for the climate and geography where it will be grown, and choosing the right time, temperature, soil moisture, and soil density for planting… all to achieve “green thumb” status when your efforts bear fruit (or roses or corn).

The same is true for anyone who wants to become an effective elicitor. You can simply skip over this chapter, learn the various elicitation techniques that follow, and use them to seek the truth from persons of interest. And it might work, just like I could randomly plant some vegetable seeds in my yard and end up with a bumper crop of carrots and tomatoes. But the odds of being successful in the endeavor drop significantly. If you really want to harvest truth most effectively, you will need to “prep the soil,” so to speak. Specifically, you will want to establish rapport with a person of interest if you want to maximize your chances of getting the veracity you desire. In this chapter I will be discussing rapport and ways to establish it.

HARVESTING THE TRUTH… AND MORE

Again, the main reason to learn about and establish rapport is that, used in conjunction with the elicitation techniques beginning in Chapter 5, it greatly enhances your chances of getting people to tell you the truth. But there is another reason to learn about and establish rapport: it builds better interpersonal relationships and ways to establish it. This is a collateral benefit that will serve you well even if you never use it to elicit the truth.

The relationship between rapport building and positive interpersonal relationships is discussed in greater length and depth in our book The Like Switch: An Ex–FBI Agent’s Guide to Influencing, Attracting, and Winning People Over but will be abbreviated here to give you just what you need to know to behave appropriately before and during an elicitation session to maximize your chances for a truthful encounter. Once you develop your rapport-building skills, they will become second nature and you will find yourself using them automatically, much as I was able to drive home from work without really thinking about what I was doing.


WHAT IS RAPPORT?

Rapport can be envisioned as a bridge that links two or more people in a positive manner. When you want to elicit something from a person of interest, building rapport with that individual is helpful in making them more willing to share information with you. To establish rapport, there are a few surefire ways to encourage that person to like you. Obviously, how easy it is to accomplish this objective depends on how well you know the person and any history you share with them. If the person you want to elicit information from is a stranger, like a salesperson you approach to buy a product, then the rapport-building process is rather quick and simple. On the other hand, if you are seeking information from someone who already knows you or sees you as a potential threat, the rapport building will be more challenging… but not impossible.

Recall the Nazi interrogator Dr. Scharff? The American prisoners certainly didn’t count him among their friends; yet, he used certain rapport-building techniques to overcome the prisoners’ mistrust of him and get the information he sought. Likewise, I was able to use rapport to draw truthful responses out of criminals who were aware that my purpose was to get them to admit to crimes and send them to prison.

So, how does rapport building work? The three behavioral approaches, which will be highlighted below, have universal applicability and should be used by anyone who wants to maximize their elicitation effectiveness.


APPROACH 1: THE “BIG THREE” NONVERBAL FRIEND SIGNALS

People normally see you before they hear you. Therefore it is important to establish the right mindset in a person of interest before any words are exchanged. Hardwired into our brains is the ability to “scan” approaching individuals and determine from their nonverbal behavior if they are friend or foe. This behavior is automatic. Our brains are continually scanning the environment for friend-or-foe signals. People who give off foe signals are perceived as a threat to be avoided. People who transmit friend signals are viewed as nonthreatening and approachable. When you meet people, especially for the first time, it is critical you send out the right nonverbal cues that allow others to see you in a positive rather than a neutral or negative light.

What exactly are these nonverbal friend signals you can use to enhance your chances of other people taking positive notice of you and lay the positive groundwork for a successful elicitation? There are numerous signals to choose from, but, for our purposes, three critical cues are essential to use if you want others to see you as a friendly person. They are the eyebrow flash, the head tilt, and the sincere (as opposed to fake) smile. (Yes, the human brain can detect the difference!)

The Eyebrow Flash

The eyebrow flash is a quick up-and-down movement of the eyebrows that lasts for about one-sixth of a second and is used as a primary, nonverbal friend signal. As you approach another individual, you use the eyebrow flash to send the message that you don’t pose a threat. Within five to six feet of meeting someone, our brains look for this signal. If the signal is detected, our nonverbal communication tells the other person we are not an adversary. Most people don’t realize that they display an eyebrow flash because the gesture is almost an unconscious one. Most people go through their entire lives without realizing that they use this nonverbal display on a regular basis.

An example of a natural eyebrow flash is pictured below. In real-life situations, it doesn’t appear so exaggerated, because it occurs very quickly… thus the term “eyebrow flash.”

“Friendly” eyebrow flashes involve brief eye contact with other persons, particularly if you don’t know the person or are a passing acquaintance. Prolonged eye contact between two people indicates intense emotion and is either an act of love or hostility. Prolonged eye contact, or staring, is so disturbing that in normal social encounters we avoid eye contact lasting more than a second or two. Among a crowd of strangers in a public setting, eye contact will generally last only a fraction of a second, and most people will avoid making any eye contact at all.


[image: Image]
Eyebrow Flash



The Head Tilt

A head tilt to the right or to the left is a nonthreatening gesture. The tilted head exposes one of the carotid arteries, which are positioned on either side of the neck. The carotid arteries are the pathways that supply the brain with oxygenated blood. Severing either carotid artery causes death within minutes. People who feel threatened protect their carotid arteries by tucking their necks into their shoulders. People expose their carotid arteries when they meet people who do not pose a threat.


[image: Image]
Head Tilts



A head tilt is a strong friend signal. People who tilt their heads when they interact with others are seen as more trustworthy and attractive. Furthermore, people who tilt their heads toward the person they are talking with are seen as more friendly, kind, and honest as compared with individuals whose heads remain upright when they talk.


[image: Image]
It seems that the head tilt has universal “friend” appeal throughout the animal kingdom.

This photo demonstrates the power of the head tilt when seen in dogs. You just assume that the canine in the picture would surely lick your hand if you approached (which, because of the head tilt, the dog is more likely to do).



The Sincere Smile

A smile is a powerful “friend” signal. Smiling faces are judged to be more attractive, more likable, and less dominant. A smile portrays confidence, happiness, even enthusiasm, and, most important, signals acceptance. A smile telegraphs friendliness and increases the attractiveness of the person who is smiling. The mere act of smiling will put people in a better, more receptive mood.

A smile releases endorphins, which give us a sense of well-being. When we smile at other people, it is very difficult for them not to smile back. This return smile causes the target of your smile to feel good about themselves, and if you make people feel good about themselves, they will feel better about you as a person.

The only problem with the smile is what scientists and observant members of the general population have long recognized. There is the “sincere” or “genuine” smile and then there is the “fake” or “forced” smile. The sincere smile is used around people we really want to be more open to elicitation or already know and like. The fake smile, on the other hand, is often used when we are forced by social obligation or the requirements of our job to appear friendly toward another individual or group of individuals.

If you want a person to be more likely to share his or her true thoughts with you, your smiles should be sincere. The telltale signs of a sincere smile are the upturned corners of the mouth and upward movement of the cheeks, accompanied by wrinkling around the edges of the eyes. Unlike sincere smiles, forced smiles tend to be lopsided. For right-handed people, a forced smile tends to be stronger on the right side of the face, and for left-handed people it tends to be stronger on the left. Fake smiles also lack synchrony. They begin later than sincere smiles and taper off in an irregular manner. With a sincere smile the cheeks are raised, bagged skin forms under the eyes, crow’s-feet appear around the corners of the eyes, and with some individuals the nose may dip downward. In a fake smile you can see that the corners of the mouth are not upturned and the cheeks are not uplifted to cause wrinkling around the eyes, the telltale sign of a sincere smile. Wrinkling around the eyes is often difficult to see in young people, whose skin is more elastic than older folks. Nonetheless, our brains can spot the difference between a sincere smile and a fake smile.


[image: Image]
Can you tell which smile is the sincere smile and which one is fake? If you can’t, don’t despair. Actually, they’re both sincere smiles!




[image: Image]
The smile on the left is fake, the smile on the right is sincere, and the photograph in the middle is neutral.



Remember: the way you smile will influence how effective your elicitation will be. Learning how to produce a “sincere” smile at will, particularly when you don’t feel in the mood to do so, takes practice. Study the pictures in the book and think about smiles you have seen in your everyday life. Then stand in front of a mirror and produce fake and sincere smiles. It won’t be that difficult. Just think about the times you have genuinely wanted to show appreciation to someone you loved or were forced to smile at some unwanted houseguest at a family dinner or at an obnoxious business associate during a meeting. Practice the sincere smile until it becomes automatic. Then you can choose to use it when you wish.

Will Rogers was once quoted as saying, “You never get a second chance to make a good first impression.” When you recall that a person normally notices you before a word is spoken, the importance of these three nonverbal cues becomes obvious. They set the tone for what will lead, hopefully, to a successful elicitation.


APPROACH 2: FOLLOW THE “GOLDEN RULE OF FRIENDSHIP”

Following this rule is the key to all successful relationships, whether they are of short, medium, or long duration. When it is properly employed, it will facilitate the elicitation process by making targeted individuals more prone to providing the information you seek.

The Golden Rule of Friendship

The Golden Rule of Friendship states: If you want people to like you, make them feel good about themselves. Do not underestimate the power and importance of this rule in making friends and encouraging people to be truthful during attempted elicitations. As an FBI special agent, I was required to meet people from every station in life and convince them to provide sensitive information, become spies, or confess to a variety of crimes. The key to the successful completion of these daunting tasks was my ability to get people to like me because I did my best to make them feel good about themselves.

This isn’t always easy. One time I was dealing with a suspected pedophile. Having children of my own made it very difficult to act civil toward this suspect, let alone make him feel good about himself. Yet I forced myself to remain nonjudgmental as I questioned him and never threatened him or spoke in anger. When, after several interrogation sessions, he admitted to his crimes, he claimed the only reason he confessed was because I had treated him with respect and not prejudged him concerning the guilt or innocence of his actions.

If every time you meet a person you make them feel good about themselves, they will seek every opportunity to see you again to experience those same good feelings. The stumbling block many of us have in achieving this objective is our own egos. People’s egos get in the way of practicing the Golden Rule of Friendship. Most individuals think the world revolves around them and they should be the center of attention. But if you want to appear friendly and attractive to others, you must forgo your ego and pay attention to the other person and his or her needs and circumstances. Other people will like you when you make them, not you, the focus of attention.

Think about it: it is unfortunate that we seldom use this powerful rule to make ourselves more likable and, at the same time, make other people feel better about themselves. We are too busy focusing on ourselves and not on the people we meet. We put our wants and needs before the wants and needs of others. The irony of this is that other people will be eager to fulfill your wants and needs and, more specifically, be more forthcoming if they like you.

There are several separate rapport-building approaches you can utilize to make people like you. Depending on the circumstances, the person(s) involved, and your comfort level, you may choose to use any or all of these verbal approaches in your pursuit of the truth. With practice, you will become comfortable using one or more of these approaches at a time to establish good rapport while following the Golden Rule of Friendship with your person of interest.

Empathetic Statements

After you establish nonverbal rapport with Approach 1, friend signals, the next step is to use empathetic statements to make people feel good about themselves. This is one of the simplest and most powerful elicitation techniques described in this book. These statements keep the focus of the conversation on the person you are talking with rather than on yourself. Empathetic statements such as “You look like you are having a bad day” or “You look happy today” let people know that someone is paying attention to them and cares to some degree about their well-being. This kind of attention makes the recipient feel good about themselves and, more important, predisposes them to like the person who made the remark: the elicitor. As you recall, the foundation of Scharff’s interrogation technique was empathy.
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