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preface


  Building high-performance network services remains a challenge with any programming language. Rust has several unique features that significantly lower the challenge threshold.


  Indeed, Rust has been designed from the very beginning to be a language for highly concurrent and safe systems. Several programming languages (such as C, C++, Go, Java, JavaScript, and Python) are used to develop highly performant and reliable network services that can run on a single node or as part of a multi-node distributed system, either in on-premises data centers or in the cloud, but several points make Rust an attractive alternative:


  
    	
      A small footprint (due to full control over memory and CPU usage)

    


    	
      Security and reliability (due to memory and data-race safety, enforced by the compiler)

    


    	
      Low latency (there is no garbage collector)

    


    	
      Modern language features

    

  


  This book teaches the various tools, techniques, and technologies that can be used to build efficient and reliable web services and applications using Rust. It also provides a hands-on introduction to network services and web applications in Rust, all the way from basic single-node, single-threaded servers built from standard library primitives to advanced multithreaded, asynchronous distributed servers, cutting across different layers of the protocol stack. You will learn about


  
    	
      Networking primitives in the Rust standard library

    


    	
      Basic HTTP services

    


    	
      REST API servers backed by a relational database

    


    	
      Distributed servers with P2P networking

    


    	
      Highly concurrent asynchronous servers

    

  


  This book is designed to teach you to develop web services and applications in Rust using a tutorial-like approach by taking a single example and progressively enhancing it over multiple iterations as you progress through the chapters. I hope you will find the book interesting and the approach practical enough to apply directly to your area of work.
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about this book


  This book is not a reference guide; rather, it is meant as an introduction and should serve as an inspiring guide to the breadth of network services that can be developed in Rust. It takes the form of a hands-on tutorial in order to maximize learning and retention.


  
Who should read this book


  This book is designed primarily for backend software engineers involved or interested in server-side, web backend, and API development; distributed systems engineers who wish to explore Rust as an alternative to Go, Java, or C++; and software engineers working on low-latency servers and applications in areas such as machine learning, artificial intelligence, the Internet of Things, image/video/audio processing, and backends for real-time systems.


  To get the most from this book, you should have both backend development experience and some familiarity with Rust. Specifically, as a backend developer, you should have proficiency in web service concepts including HTTP, JSON, database access with ORM, and API development in any high-level language (e.g., Java, JavaScript, Python, C#, Go, or Ruby). As an advanced beginner or intermediate-level Rust programmer, you should understand how to replicate and modify open source tutorials and repositories and be familiar with the following aspects of Rust:


  
    	
      Rust primitives (data types), user-defined data structures (structs, enums), functions, expressions, and control loops (if, for, and while loops)

    


    	
      Immutability, ownership, references, and borrowing

    


    	
      Error handling with Result and option structures

    


    	
      Basic functional constructs in Rust

    


    	
      The Rust toolchain, including Cargo for build and dependency management and code formatting, documentation, and automated testing tools

    

  


  Please see “Other online resources” later in this section for recommendations for refreshing or increasing your Rust knowledge.


  
How this book is organized: A road map


  This book is organized as a series of practical projects, each dealing with a specific type of networking service that can be developed in Rust. You will learn by examining the code and by coding along. The relevant theory is explained along the way within the context of these projects. You will also be encouraged to try some suggested coding exercises.


  This book contains 12 chapters divided among three parts. Part 1 sets the scene by introducing the basic concepts of a web application and laying down the foundations for the following sections. We will develop a web application backend of increasing sophistication, finally reaching a stage close to production readiness. Part 1 consists of the following chapters:


  
    	
      Chapter 1 introduces key concepts, such as distributed architectures and web applications. It also introduces the application that we will develop in this book. Finally, it summarizes Rust’s strengths and provides some hints as to when to use and not to use Rust.

    


    	
      Chapter 2 is a warm-up chapter for the rest of the book. We will develop a few TCP-based components to get acquainted with Rust’s capabilities in this domain.

    


    	
      Chapter 3 shows how to build RESTful web services using Rust and some well-chosen crates among the rich ecosystem that already exists (and keeps growing). It also explains what application state is and how to manage it.

    


    	
      Chapter 4 addresses the need to persist data in a database. We will use a simple but efficient crate that interacts with SQL databases.

    


    	
      Chapter 5 tackles the important aspect of dealing with unforeseen circumstances upon invoking the web services we have developed so far.

    


    	
      Chapter 6 shows how easy and safe it is to refactor code when developing with Rust as our web service API gets more powerful and sophisticated.

    

  


  Part 2 deals with the other part of the web application, namely its frontend, with its graphical user interface (GUI). In this book, I have opted for a simple approach that relies on server-side rendering instead of sophisticated web frameworks that run in the browser. This part consists of three chapters:


  
    	
      Chapter 7 introduces the chosen server-side rendering framework and shows how to prompt the user for input and how to deal with lists of items. It also shows how to interact with the backend web service developed in the previous part.

    


    	
      Chapter 8 focuses on the templating engine used on the server side. It shows how to support user registration through a few forms.

    


    	
      Chapter 9 addresses more advanced web application topics, such as user authentication, routing, and effectively using RESTful web services for maintaining data in a CRUD (create, read, update, delete) fashion.

    

  


  Part 3 covers three advanced topics that are not directly related to the web service and web app we have built so far, but that are important for anyone interested in building complex Rust servers and preparing them for production deployment:


  
    	
      Chapter 10 introduces asynchronous programming and how Rust supports this programming paradigm. Then, async programming is illustrated with a few simple examples.

    


    	
      Chapter 11 shows the power of Rust for the development of peer-to-peer (P2P) applications using Rust and a few well-chosen crates.

    


    	
      Chapter 12 demonstrates the preparation and packaging of our web application into a Docker image that can then be deployed in a variety of environments (from a local workstation to the cloud).

    

  


  
About the code


  The source code for this book is available on GitHub: https://github.com/peshwar9/rust-servers-services-apps. This repository is structured by book chapter. Generally, the provided code for each chapter corresponds to the final stage of the code for the chapter. You are invited to code along, starting with the code in its state at the end of the previous chapter and letting it evolve incrementally as described in each chapter. In the case of a problem, the source code from GitHub should show you what went wrong or at least provide a good basis to resume your development.


  Setting up the environment should be straightforward for anybody who has already developed a bit in Rust: all that is required is the standard Rust toolchain and a good IDE (integrated development environment), such as VS Code, with some Rust support extensions (the Rust Extension Pack is recommended; Rust Syntax and Rust Doc Viewer are nice additions too). To benefit the most from GitHub and version control, Git should also be installed, but this is not mandatory as you can also download the source code as a zip archive from GitHub.


  This book contains many examples of source code both in numbered listings and in-line with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text.


  In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. In rare cases, even this was not enough, and listings include line-continuation markers (➥). Additionally, comments in the source code have often been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.


  You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/rust-servers-services-and-apps. The complete code for the examples in the book is available for download from the Manning website at https://www.manning.com/books/rust-servers-services-and-apps and from GitHub at https://github.com/peshwar9/rust-servers-services-apps.


  
liveBook discussion forum


  Purchase of Rust Servers, Services, and Apps includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/rust-servers-services-and-apps/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  
Other online resources


  Rust as a programming language is supported through several excellent online resources, managed by the Rust creators, as well as a number of independent resources, such as on Medium. Here are some recommended resources:


  
    	
      The Rust Book—The official guide from the developers of Rust (www.rust-lang.org/learn). This online book features a section on writing network servers, but it is very basic.

    


    	
      Rust by Example—A companion to The Rust Book (https://doc.rust-lang.org/rust-by-example/index.html).

    


    	
      The Cargo Book—Another book from the official Rust language site, devoted to the Cargo package manager (https://doc.rust-lang.org/cargo/index.html).

    


    	
      The Rust Users Forum (https://users.rust-lang.org/)

    


    	
      Medium Rust articles (https://medium.com/tag/rust)
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about the cover illustration
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Part 1. Web servers and services


  Rust is a great programming language that is trending very positively nowadays. It was initially advertised as a systems programming language, along with other famous languages like C or Go(lang). Indeed, it is gradually finding its way into the Linux kernel: it is currently confined to drivers and modules, but its intrinsic qualities—mainly expressiveness, memory safety, and performance—will certainly open doors to more crucial parts of the operating system. At a slower pace, Rust is also making inroads into the still-confidential realm of WebAssembly (WASM), in the browser or in the serverless cloud.


  Just like with Go, innovative developers have shown that Rust’s applicability goes beyond systems programming and that it can be used, for example, to develop efficient web application backends supported by databases.


  In this first part of the book, we will develop a simple yet representative web application using REST web services, backed by a relational database. We won’t address the UI aspects yet; those will be handled in the second part of the book. In this part of the book, we will build the foundations for our web application, thinking big but starting small. We will then address increasingly specialized topics, such as database persistence, error handling, and API maintenance and refactoring.


  After completing this part, you will be able to set up and develop robust application backends, complete with routing and error handling, using Rust and a handful of field-proven crates. You will then be ready to tackle part 2.


  
 1 Why Rust for web applications?


  This chapter covers


  
    	
An introduction to modern web applications


    	
Choosing Rust for web applications


    	
Visualizing the example application

  


  Connected web applications that work over the internet form the backbone of modern businesses and human digital lives. As individuals, we use consumer-focused apps for social networking and communications, for e-commerce purchases, for travel bookings, to make payments and manage finances, for education, and to entertain ourselves, to name just a few. Likewise, business-focused applications are used across practically all functions and processes in an enterprise.


  Today’s web applications are mind-bogglingly complex distributed systems. Users of these applications interact through web or mobile frontend user interfaces. But users rarely see the complex environment of backend services and software infrastructure components that respond to the user requests made through an app’s sleek user interfaces. Popular consumer apps have thousands of backend services and servers distributed in data centers around the globe. Each feature of an app may be executed on a different server, implemented with a different design choice, written in a different programming language, and located in a different geographical location. The seamless in-app user experience makes things look so easy. But developing modern web applications is anything but easy.


  We use web applications every time we tweet, watch a movie on Netflix, listen to a song on Spotify, make a travel booking, order food, play an online game, hail a cab, or use any of numerous online services as part of our daily lives. Without distributed web applications, businesses and modern digital society would come to a grinding halt.


  NOTE Websites provide information about your business. Web applications provide services to your customers.


  In this book, you will learn the concepts, techniques, and tools you’ll need to use Rust to design and develop distributed web services and applications that communicate over standard internet protocols. Along the way, you will see core Rust concepts in action through practical working examples.


  This book is for you if you are a web backend software engineer, full stack application developer, cloud or enterprise architect, CTO for a tech product, or simply a curious learner who is interested in building distributed web applications that are incredibly safe, efficient, highly performant, and that do not incur exorbitant costs to operate and maintain. By developing a working example through the course of this book, I will show you how to build web services and traditional web application frontends in pure Rust.


  As you will notice throughout the chapters, Rust is a general-purpose language that efficiently supports the development of many different kinds of applications. This book presents a single application, but the techniques demonstrated are applicable to many other situations using the same or other crates (a library is called a crate in Rust terminology).


  In this chapter, we will review the key characteristics of distributed web applications, understand how and where Rust shines, and outline the example application we will build together in this book.


  
1.1 Introducing modern web applications


  We’ll start by looking at the structure of modern, distributed web applications. Distributed systems have components that may be distributed across several different computing processors, communicate over a network, and concurrently execute workloads. Technically, your home computer resembles a networked distributed system (given modern multi-CPU and multi-core processors).


  Popular types of distributed systems include


  
    	
      Distributed networks such as telecommunication networks and the internet.

    


    	
      Distributed client-server applications. (Most web-based applications fall into this category.)

    


    	
      Distributed P2P applications such as BitTorrent and Tor.

    


    	
      Real-time control systems such as air traffic and industrial control.

    


    	
      Distributed server infrastructures such as cloud, grid, and other forms of scientific computing.

    

  


  Distributed systems are broadly composed of three parts: distributed applications, a networking stack, and hardware and OS infrastructure.


  Distributed applications can use a wide array of networking protocols to communicate internally between their components. However, HTTP is the overwhelming choice today for a web service or web application communicating with the outside world, due to its simplicity and universality.


  Web applications are programs that use HTTP as the application-layer protocol and that provide functionality that is accessible to human users over standard internet browsers. When web applications are not monolithic but are composed of tens or hundreds of distributed application components that cooperate and communicate over a network, they are called distributed web applications. Examples of large-scale distributed web applications include social media applications such as Facebook and Twitter, e-commerce sites such as Amazon and eBay, sharing-economy apps like Uber and Airbnb, entertainment sites such as Netflix, and even user-friendly cloud provisioning applications from providers such as AWS, Google, and Azure.


  
    [image: ]


    Figure 1.1 A simplified distributed systems stack for a social media application

  


  Figure 1.1 is a representative logical view of a distributed systems stack for a modern web application. In the real world, such systems can be distributed over thousands of servers, but in the figure, you can see three servers connected through a networking stack. These servers may all be within a single data center or be distributed geographically in the cloud. Within each server, a layered view of the hardware and software components is shown.


  
    	
      Hardware and OS infrastructure components—These are components such as physical servers (in a data center or cloud), operating system, and virtualization or container runtimes. Devices such as embedded controllers, sensors, and edge devices can also be classified in this layer (think of a futuristic case where tweets are sent to social media followers of a supermarket chain when stocks of RFID-labeled items are added to or removed from supermarket shelves).

    


    	
      Networking stack—The networking stack comprises the four-layered Internet Protocol suite, which forms the communication backbone for the distributed system components, allowing them to communicate with each other across physical hardware. The four networking layers (ordered from lowest to highest level of abstraction) are


      
        	
          Network link/access layer

        


        	
          Internet layer

        


        	
          Transport layer

        


        	
          Application layer

        

      


      The first three layers are usually implemented at the hardware or OS level. For most distributed web applications, HTTP is the primary application layer protocol used. Popular API protocols such as REST, gRPC, and GraphQL use HTTP. For more details on the Internet Protocol suite, see the documentation at https://tools.ietf.org/id/draft-baker-ietf-core-04.html.

    


    	
      Distributed applications—Distributed applications are a subset of distributed systems. Modern n-tier distributed applications are built as a combination of the following:


      
        	
          Application frontends—These can be mobile apps (running on iOS or Android) or web frontends running in an internet browser. These app frontends communicate with application backend services residing on remote servers (usually in a data center or a cloud platform). End users interact with application frontends.

        


        	
          Application backends—These contain the application business rules, database access logic, computation-heavy processes such as image or video processing, and other service integrations. They are deployed as individual processes (such as systemd processes on Unix/Linux) running on physical or virtual machines, or as microservices in container engines (such as Docker) managed by container orchestration environments (such as Kubernetes). Unlike application frontends, application backends expose their functionality through application programming interfaces (APIs). Application frontends interact with application backend services to complete tasks on behalf of users.

        


        	
          Distributed software infrastructure—This includes components that provide supporting services for application backends. Examples are protocol servers, databases, key/value stores, caching, messaging, load balancers and proxies, service discovery platforms, and other such infrastructure components used for communications, operations, and security and monitoring of distributed applications. Application backends interact with distributed software infrastructure for service discovery, communications, lifecycle support, security, monitoring, and so on.

        

      

    

  


  Now that you’ve had an overview of distributed web applications, let’s take a look at the benefits of using Rust to build them.


  
1.2 Choosing Rust for web applications


  Rust can be used to build all three layers of distributed applications: frontends, backend services, and software infrastructure components. But each of these layers addresses a different set of concerns and characteristics. It is important to be aware of these while discussing the benefits of Rust.


  For example, client frontends deal with aspects such as user interface design, user experience, tracking changes in application state and rendering updated views on screen, and constructing and updating the Document Object Model (DOM).


  Backend services need well-designed APIs to reduce roundtrips, high throughput (measured in requests per second), short response times under varying loads, low and predictable latency for applications such as video streaming and online gaming, low memory and CPU footprints, service discovery, and availability.


  The software infrastructure layer is concerned primarily with extremely low latencies, low-level control of network and other operating-system resources, frugal use of CPU and memory, efficient data structures and algorithms, built-in security, short start-up and shut-down times, and ergonomic APIs for application backend services.


  As you can see, a single web application comprises components with at least three sets of characteristics and requirements. While each of these could be the topic of a book in itself, we will look at things more holistically and focus on a set of common characteristics that broadly benefit all three layers of a web application.


  
1.2.1 Characteristics of web applications


  Web applications can be of different types:


  
    	
      Highly mission-critical applications such as autonomous control of vehicles and smart grids, industrial automation, and high-speed trading applications in which successful trades depend on the ability to quickly and reliably respond to input events

    


    	
      High-volume transaction and messaging infrastructure such as e-commerce platforms, social networks, and retail payment systems

    


    	
      Near real-time applications such as online gaming servers, video or audio processing, video conferencing, and real-time collaboration tools

    

  


  These applications have a common set of requirements:


  
    	
      Should be safe, secure, and reliable

    


    	
      Should be resource-efficient

    


    	
      Must minimize latency

    


    	
      Should support high concurrency

    

  


  In addition, the following are nice-to-have requirements for such services:


  
    	
      Should have quick startup and shutdown times

    


    	
      Should be easy to maintain and refactor

    


    	
      Must offer developer productivity

    

  


  All these requirements can be addressed at the level of individual services and at the architectural level. For example, an individual service can achieve high concurrency by adopting multithreading or async I/O. Likewise, high concurrency can be achieved at an architectural level by adding several instances of a service behind a load balancer to process concurrent loads. When we talk about the benefits of Rust in this book, we are looking at the individual service level because architectural-level options are common to all programming languages.


  
1.2.2 Benefits of Rust for web applications


  You’ve seen that modern web applications comprise web frontends, backends, and software infrastructure. The benefits of Rust for developing web frontends, either to replace or supplement portions of JavaScript code, are a hot topic nowadays. However, we will not discuss them in this book as this topic is large enough for a book of its own.


  Here, we will focus primarily on the benefits of Rust for application backends and software infrastructure services. Rust meets all of the critical requirements that we identified in the previous section for such services. Let’s see how.


  Rust is safe


  When we talk about program safety, there are three distinct aspects to consider: type safety, memory safety, and thread safety.


  Regarding type safety, Rust is a statically typed language. Type checking, which verifies and enforces type constraints, happens at compile time, so the types of variables have to be determined at compile time. If you do not specify a type for a variable, the compiler will try to infer it. If it is unable to do so, or if it sees conflicts, it will let you know and prevent you from proceeding. In this context, Rust is similar to Java, Scala, C, and C++. Type safety in Rust is very strongly enforced by the compiler, but with helpful error messages. This helps to eliminate an entire class of run-time errors.


  Memory safety is, arguably, one of the most unique aspects of the Rust programming language. To do justice to this topic, let’s analyze this in detail.


  Mainstream programming languages can be classified into two groups based on how they provide memory management. The first group comprises languages with manual memory management, such as C and C++. The second group includes languages with a garbage collector, such as Java, C#, Python, Ruby, and Go.


  Since developers are not perfect, manual memory management means accepting a degree of risk, and thus a lack of program correctness. So, for languages where low-level control of memory is not necessary and peak performance is not the primary goal, garbage collection has become a mainstream feature over the last 20 to 25 years. Garbage collection has made programs safer than manually managing memory, but it comes with limitations in terms of execution speed, the consumption of additional compute resources, and the possible stalling of program execution. Also, garbage collection only deals with memory, not other resources, such as network sockets and database handles.


  Rust is the first popular language to propose an alternative—automatic memory management and memory safety without garbage collection. As you are probably aware, it achieves this through a unique ownership model. Rust enables developers to control the memory layout of their data structures and makes ownership explicit. Rust’s ownership model of resource management is modeled around RAII (Resource Acquisition is Initialization)—a C++ programming concept—and smart pointers that enable safe memory usage.


  In this model, each value declared in a Rust program is assigned an owner. Once a value is given away to another owner, it can no longer be used by the original owner. The value is automatically destroyed (memory is deallocated) when the owner of the value goes out of scope.


  Rust can also grant temporary access to a value, another variable, or a function. This is called borrowing. The Rust compiler (specifically, the borrow checker) ensures that a reference to a value does not outlive the value being borrowed. To borrow a value, the & operator is used (called a reference). References are of two types: immutable references, &T, which allow sharing but not mutation, and mutable references, &mut T, which allow mutation but not sharing. Rust ensures that whenever there is a mutable borrow of an object, there are no other borrows of that object (either mutable or immutable). All this is enforced at compile time, leading to the elimination of entire classes of errors involving invalid memory access.


  To summarize, you can program in Rust without fear of invalid memory access and without a garbage collector. Rust provides compile-time guarantees to prevent the following categories of memory-safety errors:


  
    	
      Null pointer dereferences, where a program crashes because a pointer being dereferenced is null.

    


    	
      Segmentation faults, where programs attempt to access a restricted area of memory.

    


    	
      Dangling pointers, where a value associated with a pointer no longer exists.

    


    	
      Buffer overflows, due to programs accessing elements before the start or beyond the end of an array. Rust iterators don’t run out of bounds.

    

  


  In Rust, memory safety and thread safety (which seem like two completely different concerns) are solved using the same foundational principle of ownership. For type safety, Rust, by default, ensures there is no undefined behavior due to data races. While some web development languages may offer similar guarantees, Rust goes one step further and prevents you from sharing objects that are not thread-safe between threads. Rust marks some data types as thread-safe and enforces these for you. Most other languages do not make this distinction between thread-safe and thread-unsafe data structures. The Rust compiler categorically prevents all types of data races, which makes multithreaded programs much safer.


  Here are a couple of references for a deeper dive into safety in Rust:


  
    	
      Send and Sync traits: http://mng.bz/Bmzl

    


    	
      Fearless concurrency with Rust: http://mng.bz/d1W1

    

  


  In addition to what we’ve discussed, there are a few other features of Rust that improve the safety of programs:


  
    	
      All variables in Rust are immutable by default, and explicit declaration is required before mutating any variable. This forces developers to think through how and where data gets modified and what the lifetime of each object is.

    


    	
      Rust’s ownership model handles not just memory management but the management of variables owning other resources, such as network sockets, database and file handles, and device descriptors.

    


    	
      The lack of a garbage collector prevents nondeterministic behavior.

    


    	
      Match clauses (which are equivalent to Switch statements in other languages) are exhaustive, which means that the compiler forces the developer to handle every possible variant in the match statement. This prevents developers from inadvertently missing out on handling certain code flow paths that might result in unexpected run-time behavior.

    


    	
      The presence of algebraic data types makes it easier to represent the data model in a concise and verifiable manner.

    

  


  Rust’s statically typed system, ownership and borrowing model, lack of a garbage collector, immutable-by-default values, and exhaustive pattern matching, all of which are enforced by the compiler, provide Rust with an undeniable edge for developing safe applications.


  Rust is resource-efficient


  System resources such as CPU, memory, and disk space have progressively become cheaper over the years. While this has proved to be very beneficial in the development and scaling of distributed applications, it also brings a few drawbacks. First, there is a general tendency among software teams to simply use more hardware to solve scalability challenges—more CPU, more memory, and more disk space. This is achieved either by adding more CPU, memory, and disk resources to the server (vertical scaling, a.k.a. scaling up) or by adding more machines to the network to share the load (horizontal scaling, a.k.a. scaling out).


  One of the reasons why these approaches have become popular is the limitations of today’s mainstream web development languages. High-level web-development languages such as JavaScript, Java, C#, Python, and Ruby do not allow fine-grained memory control to limit memory usage. Many programming languages do not utilize the multi-core architectures of modern CPUs well. Dynamic scripting languages do not make efficient memory allocations because the types of the variables are known only at run time, so optimizations are not possible, unlike with statically typed languages.


  Rust offers the following innate features that enable the creation of resource-efficient services:


  
    	
      Due to its ownership model of memory management, Rust makes it hard (if not impossible) to write code that leaks memory or other resources.

    


    	
      Rust allows developers to tightly control memory layout for their programs.

    


    	
      Rust does not have a garbage collector that consumes additional CPU and memory resources. Garbage-collection code generally runs in separate threads and consumes resources.

    


    	
      Rust does not have a large, complex runtime. This gives developers tremendous flexibility in running Rust programs even on underpowered embedded systems and microcontrollers, like home appliances and industrial machines. Rust can run in bare metal without kernels.

    


    	
      Rust discourages the deep copying of heap-allocated memory, and it provides various types of smart pointers to optimize the memory footprint of programs. The lack of a runtime in Rust makes it one of the few modern programming languages appropriate for extremely low-resource environments.

    

  


  Rust combines the best of static typing, fine-grained memory control, efficient use of multi-core CPUs, and built-in asynchronous I/O semantics, all of which make it very resource-efficient in terms of CPU and memory utilization. All this translates to lower server costs and a lower operational burden for small and large applications alike.


  Rust has low latency


  Latency for a round-trip network request and response depends both on network latency and service latency. Network latency is affected by many factors, such as transmission medium, propagation distance, router efficiency, and network bandwidth. Service latency depends on many factors, such as I/O delays in processing the request, whether there is a garbage collector that introduces non-deterministic delays, Hypervisor pauses, the amount of context switching (e.g., in multithreading), serialization and deserialization costs, etc.


  From a purely programming language perspective, Rust provides low latency due to its low-level hardware control as a systems programming language. Rust does not have a garbage collector or runtime, and it has native support for non-blocking I/O, a good ecosystem of high-performance async (non-blocking) I/O libraries and runtimes, and zero-cost abstractions as a fundamental design principle of the language. Additionally, by default, Rust variables live on the stack, which is faster to manage.


  Several different benchmarks have shown comparable performance between idiomatic Rust and idiomatic C++ for similar workloads, which is faster than the results for mainstream web development languages.


  Rust enables fearless concurrency


  We previously looked at Rust’s concurrency features from the perspective of program safety. Now let’s look at Rust’s concurrency from the point of view of better multi-core CPU utilization, throughput, and performance for application and infrastructure services.


  Rust is a concurrency-friendly language that enables developers to use the power of multi-core processors. Rust provides two types of concurrency: classic multithreading and asynchronous I/O:


  
    	
      Multithreading—Rust’s traditional multithreading support provides for both shared-memory and message-passing concurrency. Type-level guarantees are provided for the sharing of values. Threads can borrow values, assume ownership, and transition the scope of a value to a new thread. Rust also provides data-race safety, which prevents thread-blocking, improving performance. In order to improve memory efficiency and avoid the copying of data shared across threads, Rust provides reference counting as a mechanism to track the use of a variable by other processes or threads. The value is dropped when the count reaches zero, which provides for safe memory management. Additionally, mutexes are available in Rust for data synchronization across threads. References to immutable data need not use mutex.

    


    	
      Async I/O—Async event-loop–based non-blocking I/O concurrency primitives are built into the Rust language with zero-cost futures and async-await. Non-blocking I/O ensures that code does not hang while waiting for data to be processed.

    

  


  Further, Rust’s rules of immutability provide for high levels of data concurrency.


  Rust is a productive language


  Even though Rust is first a systems-oriented programming language, it also adds the quality-of-life features of higher-level and functional programming languages. These are a few of the higher-level abstractions in Rust that make for a productive and delightful developer experience:


  
    	
      Closures with anonymous functions

    


    	
      Iterators

    


    	
      Generics and macros

    


    	
      Enums such as Option and Result

    


    	
      Polymorphism through traits

    


    	
      Dynamic dispatch through Trait objects

    

  


  Rust not only allows developers to build efficient, safe, and performant software, it also optimizes for developer productivity with its expressiveness. It is not without reason that Rust has been the most-loved programming language in the Stack Overflow developer survey for five consecutive years: 2016–2020 (https://insights.stackoverflow.com/survey/2020).


  NOTE For more insight into why senior developers love Rust, see the “Why the developers who use Rust love it so much” article on The Overflow blog: http://mng.bz/rWZj.


  So far, you have seen how Rust offers a unique combination of memory safety, resource efficiency, low latency, high concurrency, and developer productivity. These impart to Rust the characteristics of the low-level control and speed of a system programming language, the developer productivity of higher-level languages, and a unique memory model without a garbage collector. Application backends and infrastructure services directly benefit from these characteristics, providing low-latency responses under high loads while being highly efficient in the use of system resources, such as multi-core CPUs and memory. Now let’s take a look at some of the limitations of Rust.


  
1.2.3 What does Rust not have?


  When it comes to programming languages, there is no one-size-fits-all option—no language can be claimed to be suitable for all use cases. Further, due to the nature of programming language design, what may be easy to do in one language can be difficult in another. In the interest of providing you with a complete view to decide whether to use Rust for the web, here are a few things you need to know:


  
    	
      Rust has a steep learning curve. It is definitely a bigger leap for newcomers to programming or people coming from dynamic programming or scripting languages. The syntax can at times be difficult to read, even for experienced developers.

    


    	
      Some things are harder to program in Rust compared to other languages, such as single and double linked lists. This is due to the way the language is designed.

    


    	
      The Rust compiler is currently slower than those for many other compiled languages. However, compilation speed has improved over the last few years, and work is always underway to improve this.

    


    	
      Rust’s ecosystem of libraries and its community is still maturing compared to other mainstream languages.

    


    	
      Rust developers are harder to find and hire at scale.

    


    	
      The adoption of Rust in large companies and enterprises is still in its early days. Rust does not yet have a natural home to nurture it, such as Oracle for Java, Google for Golang, or Microsoft for C#.

    

  


  You have now seen the benefits and drawbacks of using Rust to develop application backend services. In the next section, I will introduce the example application that we’ll build in this book.


  
1.3 Visualizing the example application


  In the following chapters, we will use Rust to build web servers, web services, and web applications, and we’ll demonstrate concepts through a full-length example. Note that our goal is not to develop a feature-complete or architecture-complete distributed application, but to learn how to use Rust for the web domain.


  This is important to keep in mind: we will only explore some paths—a very limited number of all possible paths—and we will totally disregard others that could be as promising and interesting. This is a deliberate choice to keep our discussion focused. For example, only REST web services will be developed, leaving SOAP services out completely. I fully realize how arbitrary this may seem.


  This book will also not address some important aspects of modern software development, like continuous integration/continuous delivery (CI/CD). These are very important topics in today’s practice, but there was nothing specific to Rust to be explained and we preferred not to address these aspects in the context of this book.


  On the other hand, because containerization is a major trend nowadays, and because I deemed it interesting to show the deployment of a distributed application developed in Rust as containers, I will show how easy it is to deploy and run our example application using Docker and Docker Compose.


  Similarly, in the final chapters of the book, we will take a short trip into the realm of peer-to-peer (P2P) networks, which are one of the most striking usages of async capabilities. This part of the book will, however, be slightly disconnected from the example application, as I didn’t find a compelling use case for integrating P2P with it. Making use of P2P in our example application is therefore left as an exercise you can explore.


  Let’s now look at our example application.


  
1.3.1 What will we build?


  In this book, we will build a digital storefront for tutors, called EzyTutors, where tutors can publish their course catalogs online. Tutors can be individuals or training businesses. The digital storefront will be a sales tool for tutors, not a marketplace.


  
    EzyTutors—A digital storefront for tutors


    Are you a tutor with a unique skill or knowledge that you’d like to monetize? Do you have the necessary time and resources to set up and manage your own website?


    EzyTutors is just for you. Take your training business online in just a few minutes.

  


  We’ve defined the product vision. Let’s now talk about the scope, followed by the technical stack.


  The storefront will allow tutors to register themselves and then sign in. They can create a course offering and associate it with a course category. A web page with their course list will be generated for each tutor, and they can then share it on social media with their network. There will also be a public website that will allow learners to search for courses, browse through courses by tutor, and view course details. Figure 1.2 shows the logical design of our example application.


  
    [image: ]


    Figure 1.2 Our example EzyTutors application

  


  Our technical stack will consist of a web service and a server-rendered web app written in pure Rust. There are several very popular approaches, like developing the GUI using a mature web framework such as React, Vue, or Angular, but to keep us focused on Rust, we won’t use these approaches. There are many other good books on this topic.


  The course data will be persisted in a relational database. We will use Actix Web for the web framework, SQLx for database connections, and Postgres for the database. Importantly, the design will be asynchronous all the way. Both Actix Web and SQLx support full asynchronous I/O, which is well suited for our web application workload, which is more I/O-heavy than computation-heavy.


  We’ll first build a web service that exposes RESTful APIs, connects to a database, and deals with errors and failures in an application-specific manner. We’ll then simulate application lifecycle changes by enhancing the data model and adding additional functionality, which will require refactoring the code and database migration. This exercise will demonstrate one of the key strengths of Rust—the ability to fearlessly refactor the code (and reduce technical debt) with the aid of a strongly typed system and a strict but helpful compiler that has our back.


  In addition to the web service, our example will demonstrate how to build a frontend in Rust; our chosen example will be a server-rendered client app. We’ll use a template engine to render templates and forms for the server-rendered web application. It would also be possible to implement a WebAssembly-based in-browser app, but such an undertaking is out of the scope of this book.


  Our web application can be developed and deployed on any platform that Rust supports: Linux, Windows, or macOS. This means that we will not use any external library that restricts the application to any specific computing platform. Our application will be capable of being deployed either in a traditional server-based deployment or in any cloud platform, either as a traditional binary or in a containerized environment (such as Docker or Kubernetes).


  The chosen problem domain for our example application is a practical scenario, but it is not difficult to understand. This will allow us to focus on the core topic of the book—how to apply Rust to the web domain. As a bonus, we’ll also strengthen our understanding of Rust by seeing concepts in action, such as traits, lifetimes, Result and Option, structs and enums, collections, smart pointers, derivable traits, associated functions and methods, modules and workspaces, unit testing, closures, and functional programming.


  This book is about learning the foundations of web development in Rust. This book will not cover how to configure and deploy additional infrastructural components and tools, such as reverse proxy servers, load balancers, firewalls, TLS/SSL, monitoring servers, caching servers, DevOps tools, CDNs, etc., as these are not Rust-specific topics (though they are needed for large-scale production deployments).


  In addition to building business functionality in Rust, our example application will demonstrate good development practices such as automated tests, code structuring for maintainability, separating configuration from code, generating documentation, and, of course, writing idiomatic Rust.


  Are you ready for some practical Rust on the web?


  
1.3.2 Technical guidelines for the example application


  This isn’t a book about system architecture or software engineering theory. However, I would like to enumerate a few foundational guidelines I’ve adopted in the book that will help you better understand my rationale for the design choices in the code examples:


  
    	
      Project structure—We’ll make heavy use of the Rust module system to separate various pieces of functionality and keep things organized. We’ll use Cargo workspaces to group related projects together, which can include both binaries and libraries.

    


    	
      Single responsibility principle—Each logically separate piece of application functionality should be in its own module. For example, the handlers in the web tier should only deal with processing HTTP messages. The business and database-access logic should be in separate modules.

    


    	
      Maintainability—The following guidelines are related to the maintainability of code:


      
        	
          Variable and function names must be self-explanatory.

        


        	
          The formatting of code will be kept uniform using Rustfmt.

        


        	
          We will write automated test cases to detect and prevent regressions, as the code evolves iteratively.

        


        	
          Project structure and filenames must be intuitive to understand.

        

      

    


    	
      Security—In this book, we’ll cover API authentication using JSON Web Tokens (JWT) and password-based user authentication. Infrastructure and network-level security will not be covered. However, it is important to remember that Rust inherently offers memory safety without a garbage collector and thread safety that prevents race conditions, thus preventing several classes of hard-to-find and hard-to-fix memory, concurrency, and security bugs.
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