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foreword


  As a cybersecurity researcher, it’s my job to try to understand how a specific technology works, try to find ways to break it, and find ways to fix it or prevent attacks from happening. Even before starting my professional career, I was involved in various hacking activities or “hobbies,” some of which were not legal and came with consequences.


  I first met the author, Tom Kranz, in London during my first face-to-face interview with a consulting company. He eventually became my line manager. Tom has a way of simplifying complex problems into bite-sized chunks, making them easier to digest and implement.


  When it comes to technology and cybersecurity, most people don’t really think about how things work; they only care that it works. This lack of diligent preparation makes it almost impossible to keep information secure and opens the door for security breaches. Making Sense of Cybersecurity guides readers through what it takes to identify real-world threats and create strategies to combat them.


  Understanding how attackers think and act, knowing what to protect, and devising defenses against attacks are vital to protecting our data, assets, and businesses. This book provides a great introduction to the fascinating (and entertaining) world of cybersecurity.


  —Naz Markuta


  Cybersecurity Researcher


  
preface


  I started out in the 80s as a 10-year-old armed with a BBC Micro, a modem, and illicit access to British Telecom’s Prestel system. The tools have changed since then, but not much else has.


  Technology has always fascinated me since those early days in the home computing revolution. My summer job turned into full-time employment as a PC and network support engineer back in the heady days of Novell Netware and Lotus cc:Mail. Finding out how stuff worked was difficult: you had to pay a lot of money to get technical manuals, and even more money to license the software. Hunting on bulletin board systems (BBSs) and early FTP sites for text files and trading with other knowledge-starved acolytes became a way of life. Stumbling on Phrack and 2600 ezines was a revelation.


  I spent most of the late 90s building, protecting, and breaking into SUN Microsystems and Silicon Graphics UNIX systems, getting involved in the fledgling internet and high-end, high-performance computing. I deployed early intrusion detection systems (IDSs) to protect the systems I’d designed and built from people like me, and Marcus J. Ranum (firewall and security guru) scared the hell out of me by calling out of the blue from the US to see what I thought of his Network Flight Recorder product.


  I’ve always gone where the technology was cool, the people fun, and the problems tough. Consequently, I’ve been involved in some amazing things: a stint at Lucent Labs in the UK was fascinating (getting an email from Dennis Ritchie was like getting a benediction from the Pope), working at various gambling start-ups was hilarious, and I’ve been able to do cool things like design and build a fault-tolerant system that was used daily by a third of the UK population.


  The emergence of PDAs, and then mobile phones, was a real game-changer. War dialing with a Palm III PDA and modem, tucked into the false ceiling of an office, soon led to usable, powerful, portable computing from Nokia’s Communicator phones.


  The technology has improved in leaps and bounds, even if the innovative giants that got us here are no longer with us. I saved up £100 to buy a 32 MB—yes, that’s megabytes—memory expansion I had to hand-solder for my BBC Micro. And my mobile phone now has a 512 GB memory card that’s the size of my fingernail.


  At the same time, the fundamentals—the basics of what makes everything around us work—have been abstracted and hidden. While computers have become easier to use, they’ve been deliberately made more difficult to understand. And that’s a problem, because the security issues we had almost 40 years ago (weak passwords, badly written software, poorly protected systems) are still present today.


  I’ve enjoyed a long and endlessly entertaining career building interesting things, breaking them, and then trying to protect them from someone else breaking them. That’s been distilled down into the book you’re now reading, and I hope you have as much fun learning about this as I did.


  
acknowledgments


  Writing a book is a great deal of hard work, and not just for me. An amazing group of people have helped behind the scenes to produce this fabulous tome you now read.


  Thanks to Emma, who has been patient and supportive while I’ve been putting this book together.


  Mick Sheppard, Steve Cargill, Jeff Dunham, Naz Markuta, and Orson Mosley have been bad and good influences in equal measures, as good friends should be. Thank you for putting up with my antics over the years; I wouldn’t be where I am today without you all.


  The team at Manning deserves a special mention: Mike Stephens, for taking on a book that was a bit different; and Deborah Bailey, Heidi Nobles, and Doug Rudder have been tireless, patient, and enormously helpful and supportive editors. I’m glad I was able to give you a few laughs as the book took shape. A special thanks to Naz Markuta for kindly writing the foreword and to Alain Couniot for his thorough (and thoroughly helpful) technical proofreading. Behind them stands the rest of the Manning team, without whom you wouldn’t be reading this now; they have all been amazing.
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  Lastly, a big shout out to the groups, personalities, heroes, and villains of the hacking scene, from its formative years in the 80s to the industry-defining juggernaut it has now become. We’ve lost some things, gained some others, but security will always have its rough edges—and that’s the way it should be.


  
about this book


  Making Sense of Cybersecurity was written to demystify cybersecurity for you. It begins by focusing on the attackers: how they think, their motivations, and their most common and popular attacks. The second half deals with the defenders: armed with the knowledge of how the attackers work, you’ll learn the best approaches to successful defense and how to recover from the inevitable breach.


  
Who should read this book


  Making Sense of Cybersecurity is for anyone who is interested in learning more about cybersecurity but doesn’t necessarily have a security or technology background. While there are a number of excellent books aimed at experienced cybersecurity professionals, this book brings together foundational concepts for the attack, defense, and management of cybersecurity in a clear, easy-to-read style that will benefit project managers, developers, team leads, and managers interested in knowing more about cybersecurity.


  
How this book is organized: A roadmap


  The first two chapters of the book introduce core concepts about cybersecurity, strategies, and vulnerabilities. Then the book is divided into two sections, covering 10 chapters. Part 1 covers how to think like the bad guys, explaining their motivations and methods:


  
    	
      Chapter 3 discusses the different classifications of hackers in the industry, as well as their motivations and mindsets, with some examples of (in)famous figures from across the spectrum.

    


    	
      Chapter 4 describes the most common external attacks, from data injection and malware to dodgy Wi-Fi and mobile networks.

    


    	
      Chapter 5 continues the theme of how attacks work by diving into social engineering.

    


    	
      Chapter 6 then looks at the other side of the coin: what attackers do once they are inside your organization and how to spot and deal with inside attackers.

    


    	
      Chapter 7 wraps up part 1 by looking at where attackers go to sell and trade their illicit data hauls: the Dark Web.

    

  


  Part 2 explains how to think like the good guys and looks at building out successful defenses against the attacks from part 1:


  
    	
      Chapter 8 dives into a commonly misunderstood but important area of cybersecurity: risk management.

    


    	
      Chapter 9 discusses how to test your own systems and discover vulnerabilities, covering penetration testing, bug bounty programs, and dedicated hacking teams.

    


    	
      Chapter 10 builds on chapters 8 and 9 by describing how security operations work, covering the key areas of monitoring, alerting, and incident response.

    


    	
      Chapter 11 describes how to protect our most valuable asset—and biggest danger—our people.

    


    	
      Chapter 12 ends the book by looking at what to do after the inevitable hack: how to recover, whom to get help from, and how to improve for the next attack.

    

  


  While you can dip in and out of chapters based on interest, you’ll get the most out of the book by reading part 1 first. Understanding how attackers think and how their most successful and common attacks work is a prerequisite to being able to build out effective defenses. Part 2 can then be tackled in any order, based on the reader’s particular needs.


  
liveBook discussion forum


  Purchase of Making Sense of Cybersecurity includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s easy to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/making-sense-of-cybersecurity/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  
about the author
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  Tom Kranz is a cybersecurity consultant who helps organizations understand and address cybersecurity threats and issues. Tom’s career has spanned 30 years as a cybersecurity and IT consultant. After a successful career helping UK government departments and private-sector clients (including Betfair, Accenture, Sainsburys, Fidelity International, and Toyota), Tom now advises and supports organizations on their cybersecurity strategy and challenges.


   Tom lives with his partner in Italy, where they rehabilitate their collection of rescue dogs and cats, as well as manage their many opinionated ducks, some angry goats, and a cuddly wild boar.


  
about the cover illustration


  The figure on the cover of Making Sense of Cybersecurity is “Bavarois,” or “Bavarian,” from a collection by Jacques Grasset de Saint-Sauveur, published in 1788. Each illustration is finely drawn and colored by hand.


  In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.


  
1 Cybersecurity and hackers


  This chapter covers


  
    	
What cybersecurity is


    	
The ideal reader for this book


    	
What is and isn’t possible with cybersecurity


    	
A mental model for approaching cybersecurity


    	
What you will learn in this book and what we won’t be covering

  


  Warwick Castle, in England, sits on a cliff overlooking the river Avon, in rural Warwickshire. Built by William the Conqueror in 1068, it’s been updated and enlarged over the centuries.


  Castles have a simple job: to serve as obvious, strong defenses, protecting valuable assets. Giant stone purses, castles also naturally became centers of commerce, meeting places for merchants and decision makers—places of power and wealth.


  The problem is that a castle is not subtle; a castle is a giant marker saying, “Here’s where the good stuff is!” The defenders have to be constantly vigilant, and attacks can come from anywhere and at any time. You can’t just move your castle to a new location after it’s been attacked a few times.


  The defenders have to be successful every single time. One failure on their part means the castle falls. Attackers, on the other hand, can try as many times as possible to get in; they just need to be successful once.


  This constant vigilance defines cybersecurity. Our businesses are online around the clock, with valuable assets (data) used for commerce, communication, and decision making.


  Warwick Castle changed radically over the years in response to new methods of attack. As attackers tried digging under the walls, lighting the castle on fire, chucking big rocks at it, and blasting it with cannons, the castle was changed and updated to continue protecting its occupants and their assets.


  This determined adaptability is key to developing a cybersecurity strategy. We work out who attacks us and how, and then change our defenses to keep us secure.


  There is no such thing as perfect security; there is only better security. Warwick Castle survived because the occupants were constantly refining it to provide better security. This book will teach the mindset and techniques we need to build our own Warwick Castles, helping us defend against the new types of attackers we face.


  
1.1 Cybersecurity: How it has evolved


  In the 80s, a film called WarGames first brought hacking to the attention of the general public. Back then, many systems didn’t have passwords and could be directly accessed via the phone line using a modem. In the UK, Robert Schifreen and Stephen Gold demonstrated how easy it was to break into a national system called Prestel, leading to the introduction of the 1990 Computer Misuse Act.


  In the United States, in the middle of increasing Cold War hysteria, WarGames prompted authorities to sit up and take notice. Hackers were headlines, laws were passed, systems were locked down, and hackers started going to jail. Bruce Sterling’s book The Hacker Crackdown is an excellent and entertaining account of those exciting times.


  We’ve moved on from WarGames and the threat of a hacker starting nuclear war. Stealing money and information remains as popular as it was back then, but now attackers can control cars and interfere with and damage industrial systems, and rogue tweets can tank the stock market.


  As computers and technology have become more complex and embedded in more aspects of our lives, the threats from poor cybersecurity have changed as well.


  The one constant truth is that everyone will be hacked at some point. There is no such thing as perfect security, and it is impossible to be completely secure. How many of these incidents have you read about, or experienced yourself?


  
    	
      Bogus charges on our credit cards

    


    	
      Accidentally getting a virus on our computer from downloaded software or music

    


    	
      Having to freeze an account and get a new card from the bank after our card details were stolen in a big data breach

    

  


  But how much worse can hacks get?


  Let’s look at an example that had a real financial impact. How about crashing the stock market with false information? Back in 2013, Syrian hackers managed to gain control of the Associated Press’s Twitter account. The hackers tweeted that the US president, Barack Obama, had been injured in an explosion at the White House—shocking news that was seen by the AP account’s 2 million followers, and retweeted over 1,500 times. The markets reacted immediately, with the Dow crashing 150 points, wiping out $136 billion in equity market value. The impact was short lived, however; it took less than 10 minutes for a retraction and confirmation that it was a hoax. Once the tweet was confirmed as bogus, the Dow recovered back to its original position.


  How about something really fun, such as remotely taking control of a car? Back in 2015, researchers Charlie Miller and Chris Valasek did exactly this with a Jeep Cherokee. They found a vulnerability in the Jeep’s entertainment software and were able to come up with a way to remotely take control of the car’s various computers and systems. Famously, they brought the car to a complete halt on the highway, with Wired journalist Andy Greenberg inside, frantically flooring the accelerator pedal to try and keep speed up. Fiat Chrysler Automobiles (FCA, the owner of Jeep at the time) quickly developed a patch and issued a recall notice.


  The following year, at the Black Hat security conference in Las Vegas, Miller and Valasek showed how they could now control the steering and brakes as well. This time they needed a laptop that was physically in the car and connected; but now, with the tiny size of computers, it would be possible to hide a miniature computer in a compromised car and remotely control it.


  These examples seem like they’ve come straight out of an outrageous Hollywood hacking film like Swordfish, but they’re just examples of people trying to get computers to do something unexpected. No matter how good our security is, we will all struggle in the face of a determined, hostile nation’s hacking teams.


  What good cybersecurity can do, though, is give you a better chance to defend against the easy, common attacks, to make it more difficult for hackers to get in, to make it easier to spot them once they’re in, and to make it easier for you to recover.


  
1.2 Why should you care about cybersecurity?


  Today, everyone—everyone—will get hacked. Defense is hard, as the various inhabitants of Warwick Castle found over the centuries. Larger, more grandiose castles fell, but Warwick survived.


  As technology becomes more deeply embedded in our lives, it becomes both more complex and more hidden. We carry around mobile phones with the computing power and complexity of supercomputers from less than 20 years ago. The batteries we use in our laptops have processors in them and run their own software.


  Our cars are complex networks of computers, with most of the major functions—engine management, braking, even putting the power down on the road—controlled by computers (even my old Fiat Panda 4x4 has a few computers hidden away). Technology controls and manages all aspects of our personal and professional lives: our employment history, our finances, our communications, our governments.


  Like the defenders of Warwick Castle, we cannot defend ourselves and the things we value unless we understand how the attackers work. How can our technology be abused? Where is it unsafe? Is that relevant to me personally? Will it affect my job, my project, my company?


  Nothing is perfectly secure, but armed with this knowledge, we can provide ourselves with better security to better protect ourselves.


  
1.3 Who is the ideal reader for this book?


  You don’t have to be involved in cybersecurity, have any security knowledge, or even work in IT. You’ve read about security breaches, hacking, and cybersecurity in the mainstream press. You’ve read—and seen—that bad people are doing scary things with technology.


  How much of that is hype, made up for the headlines and the article clicks? Can hackers really do all that? How can they be stopped? What if it happens to me?


   You want to understand the real-world threats to you and your work and what you can do to protect yourself, your code, your project, and your business.


  Team leaders, project managers, executives, and developers—if you work with or are affected by IT and computers—then cybersecurity, understanding how and why hackers work, is going to be important to you.


  
1.4 How does hacking—and defending—work?


  Obviously, the detailed work of cybersecurity can be technical and complex; cybersecurity is a very wide field, and we have entire teams of experts working together to manage our defenses. We’ll talk about the specifics throughout this book so that you’ll have a working understanding of what these teams are working on and why. But to understand how attackers and defenders think, the best way to approach cybersecurity is to use a process called the OODA loop.


  The OODA (Observe, Orient, Decide, Act) loop was developed by a clever chap named John Boyd in the US Airforce. He was tasked with working out why US Airforce pilots were losing dogfights, despite having superior technology and better training, and this is what he came up with (figure 1.1).
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  Figure 1.1 The OODA loop


  The OODA loop is a powerful tool to help us. We don’t have to be dogfighting with enemy jets; we can be defending against a hack attack, and the process remains the same.


  I was working for a large financial services organization when we came under attack. Thousands of computers around the world were sending requests to the web servers, asking for random pages from a trading website. Normally, the organization would see a few thousand requests per minute—and their infrastructure was built to cope with that load. What I was seeing, though, was hundreds of thousands of requests a minute. Their website kept crashing under the load, and no website, no trading. This was costing them money.


  Once I had an idea of what was happening, I had a crisis meeting with the heads of the various IT teams. We needed to work out how to respond in order to stop, or at least slow down, the attack.


  This is where the OODA loop came in handy. Here’s the thought process used (figure 1.2).
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  Figure 1.2 Using the OODA loop to respond to an attack


  Breaking it down into more detail:


  
    	
      Observe—The volume of random web server requests is overwhelming the web servers and they are crashing.

    


    	
      Orient—Is there a pattern to the requests? Do the requests themselves have any common identifying information?

    


    	
      Decide—Can we configure our firewalls to spot these requests and then block them?

    


    	
      Act—Let’s set a timeframe for analysis of the attacks (in this case, an hour), and if that’s successful, then another timeframe for changing the firewall configuration.

    

  


  Using the OODA loop in this way gives us a quick and easy way to understand what is happening, respond, and then reevaluate.


  In this case, the requests were all being logged on the web servers. I found that each request contained a specific string of text left there by the automated tool that attackers were using to launch the attack. The network team then reconfigured the firewalls to block any request that contained that text pattern.


  This took less than 45 minutes, and once the firewalls were updated, the attacks were stopped successfully. This gave the teams breathing space to restart the crashed web servers and fix other bits of infrastructure that had crashed as well. Now that we knew what to look for, I was able to share that information with the hosting company that provided our connectivity. They were able to block all of those malicious requests from entering any of their networks and reported back that after a few hours, the attackers had given up and turned off the attack.


  Good, effective cybersecurity is all about using the OODA loop and its feedback to improve our defenses in a relevant, proportional way.


  
1.5 What will you learn in this book?


  Hacking is a mindset, a way of looking at things and wondering “What happens if I do this?” Like technology, hacking is neither bad nor good; the techniques we use for breaking into a system are the same ones we need to know in order to protect that system.


  Robert Morris was a student at Cornell University in 1988. He wanted to write a program that would check other computers on the network for a handful of known security flaws in common services. This sort of program was called a worm—it would infect one system, then springboard from there to another, and another. Morris wrote the worm so that it would check to see if a system was already infected, but he was worried about mistakes, so he made one of his own—a big one. Randomly, the worm would infect a system, regardless of whether a copy was already running.


  Morris’s worm was hugely successful in mapping out how many systems had the security flaws—too successful. The worm rampaged across the internet, infecting tens of thousands of key computers. Worse still, because of Morris’s programming error, multiple copies of the worm kept re-infecting these computers, slowing them to a crawl.


  The internet was much smaller back then, and having to shut down large chunks of it for days while systems were patched and disinfected caused a huge disruption. Morris was swiftly arrested, and after appeal received 400 hours of community service and a $10,050 fine. The Government Accountability Office in the United States estimated the cost of cleaning up to run into millions of dollars.


  The icing on the cake? Morris’s dad was chief scientist at the National Computer Security Center, a division of the National Security Agency (NSA), the secretive US spy agency.


  I’m going to show you how hackers think by using the most common, effective, and easy attacks that I see happening time and again, simple security flaws that are easily fixed—like the ones Morris exploited with his worm. Once we know how and why the attackers work, we can start to put in place relevant, proportional defenses, leveraging models like the OODA loop to make sure what we’re doing is actually working.


  What you’ll learn is not just how to defend yourself against these common attacks, but also to build on that understanding to start thinking like a hacker. What if you were Robert Morris? How would you try to check the security of hundreds of computers on the network? Once you start thinking like a hacker, you can anticipate and defend against their attacks. That hacker mindset is the key skill that will help you improve your security everywhere. As the well-known security guru Yoda said, “Named must be your fear, before banish it you can.”


  
1.6 What we won’t cover


  Cybersecurity is a broad and deep topic that covers everything from programming and hardware to behavioral analysis. There are a couple of common security topics that we deliberately won’t cover, though.


  
1.6.1 Denial-of-service attacks


  Denial of service (DoS) and distributed denial of service (DDoS) attacks are types of attacks that overwhelm a server with requests until it is unable to respond. A DoS attack uses a handful of machines to overwhelm a server. A DDoS attack uses many thousands of compromised computers in the attack.


  Think of how busy your favorite coffee shop gets. Imagine what happens if I ask 50, 100, or even 200 people to show up and try to order coffee. You wouldn’t be able to even get in, let alone order a decent espresso. This is what a DoS attack is.


  Although they used to be popular, with most people migrating their services to the cloud, DoS attacks are becoming less successful. Internet service providers (ISPs) and cloud service providers (CSPs) have also invested heavily in technology that mitigates the effects of a DoS attack.


  Thanks to this, we’re seeing far fewer DoS attacks, and their relevance and impact is waning. As these attacks are dealt with by cloud providers and ISPs, there’s not much we can do about them, so we’ll pass over DoS attacks.


  
1.6.2 Encryption


  Encryption is the process of taking data, converting it to meaningless numbers and letters to secure it, and then converting this back to meaningful data.


  We hear a lot about encryption for online banking and instant messaging. Let’s quickly look at how encryption is used for a banking app in your phone in figure 1.3.
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  Figure 1.3 How encryption is used to protect transmitted data in a mobile banking application. Note that, at some point, the sensitive data at both ends must be unencrypted.


  Your data—your bank details, account balance, and so on—is in clear text on your phone. Then, your banking app encrypts the data to transfer it to the bank’s application servers. Once there, the data is decrypted—turned back into plain text.


  Encryption is a well-understood and mature technology. For decades, it’s been good enough to defeat attempts to break it by state actors and well-funded adversaries, and it’s constantly being refined and improved in the face of these attacks.


  As an attacker, it’s much easier and quicker for me to try and attack your phone or the bank’s servers than it is to try and attack the encryption mechanism. The data is in plain text on your phone and on the server, and that’s much easier to try and grab.


  There is already a host of excellent books out there that specialize in understanding encryption and cryptographic attacks, but that is an advanced topic with an extra-heavy serving of complex mathematics. This book is focused on the most common attacks, so we’ll skip encryption. But later on, in chapter 5, we’ll look at encryption’s close cousin—hashing—as a way of protecting and securing passwords and credentials.


  If you’re interested in learning more about encryption and the complex mathematics behind it, I can highly recommend reading Cryptography Engineering by Bruce Schneier et al. (Wiley, 2010) and Applied Cryptography, also by Bruce Schneier (Wiley, 2015).


  
1.7 What tools do you need to get started?


  You need a computer, an internet connection, and a curious mind. It doesn’t get much easier than that.


  Later on in the book, I’ll show you how to download and install tools to access the Dark Web, and we’ll take a look at some nifty, inexpensive hardware to protect against USB attacks. Let’s get started!


  
Summary


  
    	
      Threats from poor cybersecurity have increased as computers and technology have become more complex and integrated into our lives.

    


    	
      Good cybersecurity can provide a better chance of defending against common attacks, make it more difficult for hackers to succeed, make it easier to identify when they’re in, and help you recover from an attack.

    


    	
      The OODA loop provides a powerful method to defend against attacks.

    


    	
      Effective cybersecurity entails using the OODA loop and the feedback gained from it to enhance our defenses in a relevant, proportional, and sustainable way.

    

  


  
2 Cybersecurity: Everyone’s problem


  This chapter covers


  
    	
Developing a list of organizational assets that hackers might target


    	
Building a profile of potential attackers based on your assets


    	
Evaluating your existing defenses


    	
Using the three pillars of a successful cybersecurity strategy (relevant, proportional, and sustainable)


    	
Using CVE details and CVSS to understand and prioritize newly discovered security issues

  


  Everyone will get hacked. No matter how great your defenses are or how well prepared you are, it’s a matter of when, not if. It happens to us all. Companies can spend millions of dollars on security tools and technologies and still end up in the news for a massive data breach. The important thing, then, is to be prepared for the hack and be able to respond and recover quickly. I want to help you achieve this through better security, and this chapter is all about understanding and building the fundamental skills and concepts you’ll need.


  In chapter 1, we walked through some real-world impacts of a security breach. Now we’ll look at what underpins a successful cybersecurity strategy and what its objectives should be. Building on that, we’ll learn how to communicate, measure, and patch vulnerabilities, which will then feed into sustaining a culture of security in your organization. Finally, we’ll finish up by working through an exercise to see how prepared you are and how to start building your own security strategy.


  By the end of this chapter, you’ll be able to use these skills to assess your security, as well as the security of your project, team, or even entire company.


  
2.1 Keeping it simple


  There’s a lot of fluff out there, and entire companies are devoted to not only selling a security framework, but then selling you consultancy to understand and use it, the classic “steal your watch to tell the time” consultant approach. I worked with a client who was undertaking a billion-dollar modernization project, where a team of consultants was trying to sell the program leadership on a strategy revolving around equations to measure risks. They weren’t making much progress. I left behind algebra at school, and I can’t think of anyone who’d want to revisit it when dealing with hacking and digital transformation.


  We can cut through the noise, though, and boil everything down to the three factors of cybersecurity (see figure 2.1).
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  Figure 2.1 Three factors of cybersecurity. These three questions—and their answers—are the cornerstone of any successful cybersecurity strategy.


  These three factors are the simplest and fastest way to understand your current situation:


  
    	
      What assets do you have? What valuables do you have that you want to protect? Customer data? Source code? Confidential business data?

    


    	
      Who would want to attack you? This builds on the first question—who would want to steal your assets? Why would they want to take them, and what would they do with them?

    


    	
      What defenses do you have? Now that we have a good idea of what we want to protect and from whom, we need to look at what things we already have in place to protect them. Are we using antivirus software? Do we have firewalls to filter malicious data? Do we have a dedicated security team protecting our IT? Are we using unique passwords on our different accounts?

    

  


  Each of the three factors builds on the previous one. As we work our way around the loop, answering each question, we build up a picture of what we need to protect and where the gaps are in that protection.


  Let’s walk through two large-scale data breaches from the last few years and see how we can apply these three factors to model and understand the two very different responses to these attacks.


  
2.2 Impacts of a security breach


  Having a sensible security strategy makes the difference between being devastated by a hack or moving on from just another business disruption. In 2017, Equifax (the credit scoring and reporting company) came clean about a data breach they had suffered some months earlier.


  The data that was stolen was pretty comprehensive: 146 million names, birth dates, and social security numbers; 99 million addresses; 209,000 payment card details; 38,000 drivers’ licenses; and 3,200 passports—a field day for identity thieves, from a company that sells, among other things, identity theft protection.


  The root cause was a vulnerability in the Apache Struts software framework that some of Equifax’s applications used. The vulnerability—and its patch—were disclosed in March 2017. Equifax failed to fix the problem and was breached in July of that year. Although they first noticed it and announced the breach in September 2017, they didn’t know the full extent of the data that had been taken until much later.


  Equifax’s problem wasn’t just with a software vulnerability in Apache Struts; what also helped the hackers was an insecure network design, inadequate encryption of personally identifiable information, and an ineffective ability to detect the data breach. Not only did this make it easier for the hackers to get in, it also meant that Equifax took almost a year—with outside help—to discover the full impact of the breach. They literally didn’t know what the hackers had taken.


  The fallout for Equifax was severe. For months after the announcement, their systems kept crashing due to the volume of people trying to log on to check and freeze their credit files.


  The US Federal Trade Commission (FTC) agreed to a settlement in 2019 with Equifax after a raft of lawsuits against the company. Equifax ultimately ended up paying $300 million to a fund for victim compensation, $175 million to the US states and territories in the FTC agreement, and $100 million to the Consumer Financial Protection Bureau (CFPB).


  In December 2018, Quora—the “question and answer” website—suffered a data breach. Almost 100 million user accounts had their information taken, which included users’ names, email addresses, encrypted passwords, questions they had asked, and answers they had written.


  The breach happened on a Friday, and on Monday, Quora issued a statement to the press and all users detailing the full extent of the breach. They confirmed password information was secure, as it had been encrypted, but enforced a site-wide password reset for users just to be safe.


  The insecure database server that was the cause of the breach had been patched and secured by the time of Monday’s announcement. By May 2019, Quora was valued at $2 billion as a company and was finalizing a $60 million investment round.


  Two huge headline-making hacks, with similar amounts of data, and two very different outcomes. The Equifax saga is still dragging on, and they have had to pay $575 million in financial penalties, while Quora continues to gain users and revenue. Why the disparity? Let’s revisit our three factors of cybersecurity (see figure 2.2).
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  Figure 2.2 Three factors of cybersecurity


  We can use this model to compare Equifax and Quora, without giving away too many details of their internal systems and processes (see table 2.1).


  Table 2.1 Applying the three factors to Equifax and Quora


  
    
      
      
      
    

    
      	
         

      

      	
        Equifax

      

      	
        Quora

      
    


    
      	
        What assets do you have?

      

      	
        User data


        User financial data


        No clear idea what was stored where, or how it was accessed

      

      	
        User data


        Clearly understood where it was held and how it could be accessed

      
    


    
      	
        Who would want to attack you?

      

      	
        Identity thieves


        Criminal gangs

      

      	
        Identity thieves

      
    


    
      	
        What defenses do you have?

      

      	
        Monitoring (not configured correctly or regularly tested)


        Segregated networks (not configured correctly or regularly tested)


        A patch management policy and testing tool set that wasn’t used

      

      	
        Tested, effective monitoring


        Segregated networks and systems


        Patch management and testing policy that was used and regularly reviewed

      
    

  


  Equifax had thought about how to protect their assets—their data and systems—many years ago. Things had changed and had been updated since then, but Equifax didn’t review them or revisit their assumptions and processes. They didn’t regularly test and review their tools and processes and didn’t find out that they didn’t work until after the data breach.


  Quora had thought about how to protect their assets, their data and systems. They also regularly tested and reviewed their tools and processes.


  During the time it took Equifax to find out the full details of the breach, their systems were intermittently unavailable, and Equifax couldn’t tell if those system outages were due to extreme load or further hacks until many months later.


  Quora took a weekend to understand the full details of their breach, and the impact was limited because unlike Equifax, Quora had built an effective cybersecurity strategy based on a good understanding of what they had and what they needed to protect. In the next section, I’ll show you how you can do that too.


  
2.3 Objectives of a cybersecurity strategy


  Cybersecurity strategies define an organization’s approach to security and how to improve it. Too often, they focus on technology solutions, because it seems easier to buy a solution to a problem rather than investigate the core, root causes. Understanding what your business has that is valuable to others and who might want to attack you to steal that information is often overlooked.


  Our cybersecurity strategy tells everyone, “This is what we’re doing to make things more secure”; it defines a direction of travel toward your goal of better security (see figure 2.3). Your policies—for example, how you should patch vulnerable systems—are driven by your strategy and help you get to your goal of better security.
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  Figure 2.3 How a cybersecurity strategy helps to improve your security. The strategy helps you generate policies that address specific security issues and improve your level of security.


  Cybersecurity people love their acronyms, which is part of why the whole field can seem complex and difficult to understand. Two of the main acronyms the security industry uses when talking about strategy are as follows:


  
    	
      PPT: people, process, and technology—This is the ideal order in which a company should tackle their cybersecurity issues. First, train people or hire more. Second, look at (and fix) processes. Third, and finally, invest in suitable technology.

    


    	
      The CIA triad—This refers to the three main objectives of cybersecurity: to ensure the confidentiality, integrity, and availability of data and systems.

    

  


  These are both great approaches, and they absolutely have a place in every organization. The problem with them both is that they assume you have complete knowledge of who would attack you, what they would steal, and how they could attack you. Both should be used to improve and expand on your cybersecurity strategy, but they don’t help if you’re starting completely from scratch.


  We’re going to look at the core concepts we need to build a strategy from the beginning, ensuring we build a security strategy that is


  
    	
      Relevant

    


    	
      Proportional

    


    	
      Sustainable

    

  


  Combining these core concepts with the three factors of cybersecurity will enable us to build a security strategy that is focused on the specific risks we are facing. This is called a risk-based strategy and is the most effective way to create a security strategy that will have a positive impact (see figure 2.4).
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  Figure 2.4 The three concepts of a cybersecurity strategy


  Let’s look these three concepts in more detail:


  
    	
      Relevant—Any strategy needs to be relevant to your organization, your needs, and the threats you face. If you’re a 200-person software house, trying to use a strategy designed for a global bank will fail. There is no one-size-fits-all.

    


    	
      Proportional—The defenses you build and the technologies you use to protect your organization need to be proportional to the size of your organization and the threat you face. A 200-person software house will have a hard time spending tens of millions on a security system designed to defeat a hostile nation’s spies. Equally, the NSA won’t be using freeware antivirus software on their laptops!

    


    	
      Sustainable—Sustainability is the key factor for ensuring that your strategy actually gets implemented. If you’re planning to plug in solutions that need four times your existing head count to manage and that cost your entire budget, your organization won’t be able to sustain them.

    

  


  
2.3.1 Applying what we’ve learned so far


  Let’s look at a fairly typical scenario for a medium-sized business. We have two main systems: an e-commerce website and an HR payroll system.


  The HR payroll system has financial details of all our company’s employees. It’s an old system that has a number of known vulnerabilities, but it needs internet access, so we’ve put it behind a firewall to protect it from incoming malicious data. Only the HR team can access this system.


  We also have a new e-commerce website that allows customers to buy models of Warwick Castle from us. This is completely separate from the HR system and has been developed from the ground up by a team using secure coding principles. The system is very secure, but as extra protection, it’s also behind a firewall to stop malicious incoming data. The development team has admin access to the system.


  Exercise 1: Considering the three factors of cybersecurity


  Let’s work through the three factors of the cybersecurity model (figure 2.5), listing our answers to each factor:


  
    	
      What assets do we have? Think about what is valuable to the company. What would an attacker want to steal?

    


    	
      Who would want to attack us? Based on the type of assets we have, who would want to steal them? If someone was going to commit fraud, for example, what would they need?

    


    	
      What defenses do we have? Are there any technologies the company has that protect their systems? What is the company using to block any malicious attacks?
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  Figure 2.5 Our three factors of cybersecurity model


  The key in each of these steps is to carefully think about what data each system holds and who would find that data valuable. There are no right or wrong answers; everyone will have a slightly different view. Working through this exercise helps you explore how to map out these factors in a way that makes sense to you. You can compare your answers to mine.


  Answers


  
    	
      What assets do we have?


      
        	
          HR payroll system—Old, lots of vulnerabilities

        


        	
          E-commerce website—New, securely developed

        

      

    


    	
      Who would want to attack us?


      
        	
          Disgruntled ex-employees—Low threat

        


        	
          Financial fraudsters—Medium threat

        


        	
          Identity thieves—Medium threat

        


        	
          Financial fraudsters—Medium threat

        


        	
          Criminal organizations—High threat

        

      

    


    	
      What defenses do we have?


      
        	
          A firewall—Limited admin access (the HR team)

        


        	
          A firewall—Limited admin access (the development team)

        

      

    

  


  Now that we have a good understanding of where we are today, we can look at building a security strategy.


  Relevant


  The HR system has lots of vulnerabilities and holds sensitive financial data. The e-commerce site has been built securely and isn’t at risk from attackers.


  It makes sense to focus on protecting the HR system. We should probably look at either fixing the vulnerabilities or upgrading/replacing it with a newer system that is more secure.


  We should also probably look at some sort of monitoring to see who is accessing the system and what data they are accessing. We can then build in some alerts in case someone outside the HR team tries to access it, and then expand the monitoring to include the firewall as well. Once that’s in place and working properly, we can expand it to cover the e-commerce site and its firewall.


  Proportional


  We don’t know if any of our systems are under attack at the moment. We know financial fraudsters, identity thieves, and criminal gangs pose the greatest threat; they are the groups most likely to attack us.


  At this stage, we don’t need to buy a lot of expensive firewalls or identity and access management (IAM) software. Monitoring will help us understand if we’re right about the sort of attackers we face, as well as how often (if at all) people are trying to get in.


  We should, however, invest in some training for our two groups with admin access: the HR team and the development team. At this stage, the training just needs to be something basic:


  
    	
      Don’t share your logins.

    


    	
      Don’t allow other people access to the systems.

    


    	
      Limit access to an important system to protect its data.

    


    	
      Make sure the teams safeguard the assets; they are the ones with admin access, the guardians of these systems.

    

  


  After this, we could also look at some simple vulnerability scanning software. We assume we know all the bugs in our two systems, but are we right? Regularly scanning them for vulnerabilities—either software bugs or misconfiguration—will ensure we continue to have a good idea about which systems need the most protection.


  Sustainable


  We need to regularly review our monitoring to check that our team’s training is effective and that our initial ideas about who would want to attack us are still correct.


  Is the level of monitoring getting too time-consuming to manage? If so, we will need to look at some automation to remove any false positives or incorrect alerts, and it’s probably a good idea at that stage to start hiring some dedicated security staff to look after it.


  If the e-commerce site is doing well, we should look at subscribing to a cyber threat intelligence feed. This will give us up-to-date information on existing and emerging threats; criminal gangs and identity thieves might be using new tools and techniques or targeting specific industries.


  Putting all of this together allows us to build a roadmap—an easy-to-understand way of showing how we are going to improve our security. This is useful because it allows anyone to understand what is happening, to protect our organization, and to measure our progress. The roadmap also gives us an easy-to-understand timeline; we’ve used our model to identify the most pressing security issues, and our plan clearly shows that we will be addressing those first (see figure 2.6).
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  Figure 2.6 Our cybersecurity roadmap


  Once we’ve completed the work we’ve identified, we can carry out a review to help feed all of this data back into our model. Monitoring and alerts now can be added to our list of defenses. Have any new systems or applications been added to the company? Do we have any new assets to protect? Are there new attackers who would target us?


  By regularly reviewing our model, we can refine it and make it more sophisticated, without making it so complex as to be useless. This will never give us perfect security, but it will keep on giving us better security over time, keeping us ahead of the attackers.


  
2.4 Supporting our strategy: Building a patching policy


  Once we know who would want to attack us and why, what assets we have, and if we have any existing defenses, we can then look at the first steps we can take to improve our security. Developing security policies gives us a way of fixing things, but also of measuring if they are broken. Going back to our overview of what a strategy is, we can see that we need policies to help us improve our overall level of security. The most common and effective security policy is one that deals with applying security patches (see figure 2.7).


  [image: 02-07]



  Figure 2.7 How security policies support our strategy and help us improve overall security


  The easiest way to keep computers and software secure is to keep them patched. Hackers and vendors find new bugs all the time, and vendors regularly release patches to improve the security of software and hardware, so it’s clear that a strategy for patching our systems should be a key part of delivering better security via our cybersecurity strategy.


  The trick is working out which patches affect you and how important they are. With so many systems and software products in use today, patching can quickly become overwhelming. Where are the actual patches? How do you install them? What other systems could be affected?


  All organizations these days have an internet firewall, often from Cisco. Back at the start of 2018, a flaw was found that allowed attackers to remotely execute code on Cisco’s firewalls, their ASA line of products. Cisco contacted their customers with the information on the problem and the patches, and also put the details on their security site; the computing press was also full of articles about the problem.


  But how do we know that we are all talking and reading about the same problem? How can we understand how the attack works and how serious it is?


  That’s why the industry came up with the Common Vulnerabilities and Exposures (CVE) system and the Common Vulnerability Scoring System (CVSS) score.


  
2.4.1 CVEs are used to coordinate all information around a specific bug, and a CVSS score is used to rate how serious it is


  Let’s look at how this helps us. In our problematic firewall case, Cisco was allocated the CVE of CVE-2018-0101. The National Vulnerability Database is run by NIST in the US and is where CVEs are published and stored. We can head over there to look up the Cisco CVE (http://mng.bz/yvEJ).


  Instantly you can see how easy the CVE format is to read (see figures 2.8-2.11). We’re shown the following:


  
    	
      A high-level description of the problem

    


    	
      The CVSS score to show how severe the problem is

    


    	
      Links to third-party security advisories and even exploited code

    


    	
      A list of the affected hardware and software versions
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  Figure 2.8 The CVE starts with the CVSS and associated criticality rating of the vulnerability, along with a summary of the attack vectors. 
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  Figure 2.9 The next section of the CVE has a detailed description of the vulnerability, along with a note on any updates and modifications. 
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  Figure 2.10 The CVE then has links to third parties that have provided more detailed research into the vulnerability, any vendor security advisories, and links to any known exploit code. 
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  Figure 2.11 Lastly, the CVE has a list of affected hardware and software.


  The CVSS score is worked out with some fairly complex calculations that dig into the type of vulnerability, how easy it is to exploit, whether you can do so remotely, and so on.


  The good news is that we don’t need to know any of that. A CVSS score goes from 1 to 10, where 1 is a minor annoyance and 10 is “OMG, patch it now or your world will end.”


  We can see straight away that the issue only affects Cisco’s ASA firewall appliances and only those running specific versions of software. We can also see that the CVE has the highest, most critical CVSS score: 10. This is a bad one.
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obain full control of the system, or cause a reload of the affected device. This vulnerability affects Cisco ASA Software
thatis running on the following Cisco products: 3000 Series Industrial Security Appliance (ISA), ASA 5500 Series Adaptive
Security Appliances, ASA 5500-X Series Next-Generation Firewalls, ASA Services Module for Cisco Catalyst 6500 Series
Switches and Cisco 7600 Series Routers, ASA 1000V Cloud Firewall, Adaptive Security Virtual Appliance (ASAV), Firepower
2100 Series Security Appliance, Firepower 4110 Security Appliance, Firepower 9300 ASA Security Module, Firepower
‘Threat Defense Software (FTD). Cisco Bug IDs: CSCvg3s618.

Source: MITRE
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Any strategy needs to be relevant to your organization, your needs,
and the threats you face. If you're a 200-person software house, trying
to use a strategy designed for a global bank will fail. There is no
one-size-fits-all.

Proportional

The defenses you build and the technologies you use to protect your
organization need to be proportional to the size of your organization
and the threat you face. A 200-person software house will have a hard
time spending tens of millions of dollars on a security system designed
to defeat a hostile nation’s spies. Equally, the NSA won't use freeware
antivirus software on their laptops!

Sustainable

Sustainability is the key factor for ensuring your strategy actually gets
implemented. If you're planning to plug in solutions that need four times
your existing head count to manage and that cost your entire budget,
your organization won'’t be able to sustain it.
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