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Preface
      

      
      
      
      Compared to my friends, I was a late bloomer when it came to programming. I only discovered it in high school by chance because
         I needed another computer course, and my guidance counselor suggested Computer Ed. I was expecting to learn about how computers
         work, but, much to my surprise, the course was about programming. It didn’t take long before I was hooked, and I adjusted
         my career direction from one dealing with building architecture to one in software architecture.
      

      
      In 2001, I landed a job with Dovico Software helping it maintain and improve its C++ client/server application. The winds
         of change were blowing, and in 2004, Dovico decided to switch to a software-as-a-service model, and I moved to the web application
         product. I still helped maintain the C++ applications, but my core focus became web development with C# and JavaScript. These
         days, I still do web development, but my focus has shifted to the architecture side of things—building APIs, working with
         databases, and exploring new technologies.
      

      
      I enjoy being able to give back to the developer community through blogs and public speaking. In September 2017, I was asked
         if I’d be interested in giving a presentation at a local user group. As I was browsing for ideas on what I could talk about,
         I ran across an article from PSPDFKit that talked about a technology called WebAssembly (https://pspdfkit.com/blog/2017/webassembly-a-new-hope/).
      

      
      I had read about Google’s Native Client (PNaCI) technology, in which C or C++ compiled code could run in the Chrome web browser
         at near-native speeds. I’d also read about Mozilla’s asm.js technology, where you could compile C or C++ code to a subset
         of JavaScript and have it run really fast in browsers that supported it. In browsers that didn’t support asm.js, it would
         still run, but at normal speed, because it’s just JavaScript. Somehow, this was the first I’d heard of WebAssembly.
      

      
      WebAssembly takes the improvements that asm.js brought and aims to address its shortcomings. Not only can you write code in
         a number of different languages and compile it into something that works safely in a browser, but it’s already available in
         all major desktop and mobile browsers! It’s also available outside the browser, in places like Node.js! I was blown away by
         its potential and spent every spare moment from then on digging into the technology and blogging about it.
      

      
      Late in 2017, my blog posts were noticed by Manning Publications, and I was contacted to see if I would be interested in writing
         a book about WebAssembly. At first, the book was going to cover multiple languages as well as show you how to work with the
         technology from both a backend and frontend developer perspective. By the first review, however, it became obvious that the
         book wasn’t focused enough, so we decided that it would be best to narrow the scope to the C++ programming language and focus
         more on backend developers.
      

      
      The WebAssembly community and working groups haven’t been sitting still while I’ve been working on this book. In fact, several
         advancements to the technology are in the works. Recently, the ability to use multithreaded WebAssembly modules in the desktop
         version of Google Chrome became possible without the need to turn on a developer flag! WebAssembly has the potential to help
         bring web development to a whole new level, and I’m excited to see where things go.
      

      
      

Acknowledgments
      

      
      
      
      I was told that writing a book took work and time, but I wasn’t expecting it to take as much work as it did! With help from
         my editors and reviewers, and feedback from those who purchased an early copy, I believe this has turned out to be a great
         book that will help you get started with WebAssembly.
      

      
      I need to thank a lot of people who made this book possible. First and foremost, I need to thank my family for their patience
         with me as I worked long into the evenings and on weekends and holidays, and even used up some vacation time to meet deadlines.
         My wife Selena and my girls Donna and Audrey—I love you all very much!
      

      
      Next, thank you to my first editor at Manning, Kevin Harreld, who helped me get up and running with writing this book. Kevin
         later accepted a job at another company, giving me the opportunity and pleasure to work with Toni Arritola for the remainder
         of the book. Toni, thank you for your patience while working with me, your professionalism, your honesty where you didn’t
         beat around the bush and told it like it was, and your desire for quality.
      

      
      Thank you to everyone at Manning who has played a role in this book, from marketing to production. Your tireless work is appreciated.

      
      Thank you to all the reviewers who took time out of their busy lives to read this book at the various stages of its development
         and gave constructive feedback, including Christoffer Fink, Daniel Budden, Darko Bozhinovski, Dave Cutler, Denis Kreis, German
         Gonzalez-Morris, James Dietrich, James Haring, Jan Kroken, Jason Hales, Javier Muñoz, Jeremy Lange, Jim Karabatsos, Kate Meyer,
         Marco Massenzio, Mike Rourke, Milorad Imbra, Pavlo Hodysh, Peter Hampton, Reza Zeinali, Ronald Borman, Sam Zaydel, Sander
         Zegveld, Satej Kumar Sahu, Thomas Overby Hansen, Tiklu Ganguly, Timothy R. Kane, Tischliar Ronald, Kumar S. Unnikrishnan,
         Viktor Bek, and Wayne Mather.
      

      
      Special thanks to my technical editor, Ian Lovell, who gave lots of invaluable feedback throughout the process, and my technical
         proofreader, Arno Bastenhof, who gave the code one last review before the book went into production.
      

      
      And finally, a huge thank you to the browser makers that have worked together to bring a technology to market that will benefit
         the web for years to come. Thank you to the many people around the world continuing to work on improving WebAssembly and extend
         its reach. The possibilities are enormous for this technology, and I can’t wait to see where WebAssembly takes us.
      

      
      



About this Book
      

      
      
      
      WebAssembly in Action was written to help you understand what WebAssembly is, how it works, and what you can and can’t do with it. It leads you
         through the various options for how you can build a WebAssembly module depending on your needs. It starts with simple examples
         and builds up to more advanced topics, like dynamic linking, parallel processing, and debugging.
      

      
      
      
Who should read this book
      

      
      WebAssembly in Action is for developers with a basic understanding of C or C++, JavaScript, and HTML. While there’s WebAssembly information online,
         some of it is out-of-date and typically doesn’t go into a lot of detail or cover advanced topics. This book presents the information
         in an easy-to-follow format that will help both beginner and expert developers create and interact with WebAssembly modules.
      

      
      
      
      
How this book is organized
      

      
      This book has 13 chapters that are divided into four parts.

      
      Part 1 explains what WebAssembly is and how it works. It also introduces you to the Emscripten toolkit, which you’ll use throughout
         this book to create WebAssembly modules:
      

      
      

      
         
         	
Chapter 1 discusses what WebAssembly is, the problems it solves, and how it works. It also explains what makes it secure, which languages
            can be used to create WebAssembly modules, and where the modules can be used.
         

         
         	
Chapter 2 explains how a WebAssembly module is structured and what each section of the module is responsible for.
         

         
         	
Chapter 3 introduces you to the Emscripten toolkit and teaches you about the different output options available when creating a WebAssembly
            module. You’re also introduced to the WebAssembly JavaScript API.
         

         
      

      
      Part 2 leads you through the process of creating a WebAssembly module and interacting with it in a web browser:
      

      
      

      
         
         	
Chapter 4 teaches you how to take an existing C or C++ codebase and adjust it so that it can also be compiled into a WebAssembly module.
            You’ll also learn how to interact with the module from your web page’s JavaScript.
         

         
         	
Chapter 5 teaches you how to adjust the code you built in chapter 4 so that the WebAssembly module can now call into your web page’s JavaScript code.
         

         
         	
Chapter 6 walks you through the process of modifying the WebAssembly module to work with function pointers passed to the module from
            your JavaScript code. This allows your JavaScript to specify functions on-demand and take advantage of JavaScript promises.
         

         
      

      
      Part 3 introduces advanced topics like dynamic linking, parallel processing, and working with WebAssembly modules in places other
         than a web browser:
      

      
      

      
         
         	
Chapter 7 introduces you to the basics of dynamic linking, in which two or more WebAssembly modules can be linked together at runtime
            to act as one.
         

         
         	
Chapter 8 takes what you learned in chapter 7 and expands on it, teaching you how to create multiple instances of the same WebAssembly module and have each instance dynamically
            link to another WebAssembly module on-demand.
         

         
         	
Chapter 9 teaches you about web workers and pthreads. In this chapter, you’ll learn how to prefetch WebAssembly modules as needed in
            a background thread of your browser using web workers. You’ll also learn how to do parallel processing in a WebAssembly module
            using pthreads.
         

         
         	
Chapter 10 demonstrates that WebAssembly isn’t limited to a web browser. In this chapter, you’ll learn how to use several of your WebAssembly
            modules in Node.js.
         

         
      

      
      Part 4 digs into debugging and testing:
      

      
      

      
         
         	
Chapter 11 teaches you about the WebAssembly text format by having you build a card-matching game.
         

         
         	
Chapter 12 extends the card-matching game to show you the various options that are available to debug a WebAssembly module.
         

         
         	
Chapter 13 teaches you how to write integration tests for your modules.
         

         
      

      
      Each chapter builds on what was learned in the previous chapters, so it’s best if they’re read in order. Developers should
         read chapters 1, 2, and 3 in sequence to understand what WebAssembly is, how it works, and how to use the Emscripten toolkit. Appendix A is also important so that you can get the tooling set up properly in order to follow along with the code in this book. The
         first two parts of the book cover the core concepts. The rest—the advanced and debugging topics—can be read based on your
         needs.
      

      
      
      
      
About the code
      

      
      This book contains many source code examples in both numbered listings and inline with normal text. To distinguish it from
         normal text, the code is formatted with a fixed-width font like this. Also, if code has changed from a previous example, the change is indicated in bold.
      

      
      In some cases, the code shown in the book has been reformatted with line breaks and indentation to accommodate the page space
         available. In rare cases where there still isn’t enough room, listings will use a line-continuation marker ([image: ]). In the book’s text, annotations highlight important concepts rather than the use of comments.
      

      
      The source code for this book is available for download from the publisher’s website at www.manning.com/books/webassembly-in-action.
      

      
      
      
      
liveBook discussion forum
      

      
      Purchase of WebAssembly in Action includes free access to a private web forum run by Manning Publications where you can make comments about the book, ask technical
         questions, and receive help from the author and from other users. To access the forum, go to https://livebook.manning.com/#!/book/webassembly-in-action/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/#!/discussion.
      

      
      Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between
         readers and the author can take place. It isn’t a commitment to any specific amount of participation on the part of the author,
         whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions
         lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website
         as long as the book is in print.
      

      
      
      
Other online resources
      

      
      Need additional help?

      
      

      
         
         	Emscripten has a lot of documentation available for many different tasks: https://emscripten.org.
         

         
         	The Emscripten community is very active, with frequent releases. If you find an issue with Emscripten itself, you can check
            to see if someone has filed a bug report or knows how to work around the issue you’re having: https://github.com/emscripten-core/emscripten.
         

         
         	Stack Overflow is also a great website to ask questions or help others: https://stackoverflow.com/questions.
         

         
      

      
      
      
      

About the Author
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      C. GERARD GALLANT received a Microsoft Certified Professional certificate in 2013 for completing the Programming in HTML5 with JavaScript and
         CSS3 specialist exam. He blogs regularly on Blogger.com and DZone.com.
      

      
      

About the Cover Illustration
      

      
      
      
      The figure on the cover of WebAssembly in Action is captioned “Fille Lipparotte,” or a girl from the Lipparotte. The illustration is taken from a collection of dress costumes
         from various countries by Jacques Grasset de Saint-Sauveur (1757–1810), titled Costumes Civils Actuels de Tous les Peuples Connus, published in France in 1788. Each illustration is finely drawn and colored by hand. The rich variety of Grasset de Saint-Sauveur’s
         collection reminds us vividly of how culturally apart the world’s towns and regions were just 200 years ago. Isolated from
         each other, people spoke different dialects and languages. In the streets or in the countryside, it was easy to identify where
         they lived and what their trade or station in life was just by their dress.
      

      
      The way we dress has changed since then, and the diversity by region, so rich at the time, has faded away. It is now hard
         to tell apart the inhabitants of different continents, let alone different towns, regions, or countries. Perhaps we have traded
         cultural diversity for a more varied personal life—certainly for a more varied and fast-paced technological life.
      

      
      At a time when it is hard to tell one computer book from another, Manning celebrates the inventiveness and initiative of the
         computer business with book covers based on the rich diversity of regional life of two centuries ago, brought back to life
         by Grasset de Saint-Sauveur’s pictures.
      

      
      
      
      


Part 1. First steps
      

      
      
      This part of the book will introduce you to WebAssembly and the process of creating a WebAssembly module.

      
      In chapter 1, you’ll learn what WebAssembly is, the problems it solves, what makes it secure, and which programming languages you can
         use with it.
      

      
      In chapter 2, I’ll introduce the internal structure of a WebAssembly module, so you can see what each section’s purpose is.
      

      
      Then, in chapter 3, you’ll learn about the different output options available with the Emscripten toolkit by creating your first WebAssembly
         modules. I’ll also introduce you to the WebAssembly JavaScript API.
      

      
      
      
      
      


Chapter 1. Meet WebAssembly
      

      
      This chapter covers

      
      

      
         
         	What WebAssembly is

         
         	The problems that WebAssembly solves

         
         	How WebAssembly works

         
         	What makes WebAssembly secure

         
         	The languages you can use to create a WebAssembly module

         
      

      
      When it comes to web development, one thing that’s top of mind for most web developers is performance, from how fast the web
         page loads to how responsive it is overall. A number of studies have shown that if your web page doesn’t load within three
         seconds, 40% of your visitors will leave. That percentage increases for every additional second it takes your page to load.
      

      
      How long it takes your web page to load isn’t the only issue. According to one Google article, if a web page has poor performance,
         79% of visitors say they’re less likely to purchase from that website again (Daniel An and Pat Meenan, “Why marketers should
         care about mobile page speed” [July 2016], http://mng.bz/MOlD).
      

      
      As web technologies have advanced, there’s been a push to move more and more applications to the web. This has presented developers
         with another challenge, because web browsers support only one programming language: JavaScript.
      

      
      Having a single programming language across all browsers is good in one sense—you only have to write your code once, and you
         know that it will run in every browser. You still have to test in each browser you intend to support, because vendors sometimes implement things slightly
         differently. Also, sometimes one browser vendor won’t add a new feature at the same time other vendors do. Overall, though,
         having one language to support is easier than having four or five. The downside of browsers supporting only JavaScript, however,
         is that the applications we want to move to the web aren’t written in JavaScript—rather, they’re written in languages like
         C++.
      

      
      JavaScript is a great programming language, but we’re now asking it to do more than it was originally designed to do—heavy
         computations for games, for example—and we’re asking it to run really fast.
      

      
      
      
1.1. What is WebAssembly?
      

      
      As browser makers looked for ways to improve JavaScript’s performance, Mozilla (which makes the Firefox browser) defined a
         subset of JavaScript called asm.js.
      

      
      
      1.1.1. Asm.js, the forerunner to WebAssembly
      

      
      Asm.js brought the following advantages:

      
      

      
         
         	You don’t write asm.js directly. Instead, you write your logic using C or C++ and convert it into JavaScript. Converting code
            from one language to another is known as transpiling.
         

         
         	Faster code execution for high computations. When a browser’s JavaScript engine sees a special string called the asm pragma statement ("use asm";), it acts as a flag, telling the browser that it can use the low-level system operations rather than the more expensive JavaScript
            operations.
         

         
         	Faster code execution from the very first call. Type-hints are included to tell JavaScript what type of data a variable will
            hold. For example, a | 0 would be used to hint that the variable a will hold a 32-bit integer value. This works because a bitwise OR operation of zero doesn’t change the original value, so
            there are no side effects to doing this.
            These type-hints serve as a promise to the JavaScript engine indicating that, if the code declares a variable as an integer,
            it will never change to a string, for example. Consequently, the JavaScript engine doesn’t have to monitor the code to find
            out what the types are. It can simply compile the code as it’s declared.
         

         
      

      
      The following code snippet shows an example of asm.js code:

      
      function AsmModule() {
  "use asm";                 1
  return {
    add: function(a, b) {
      a = a | 0;             2
      b = b | 0;
      return (a + b) | 0;    3
    }
  }
}

      
      

      
         
         	
1 Flag telling JavaScript that the code that follows is asm.js


         
         	
2 Type-hint indicating that the parameter is a 32-bit integer


         
         	
3 Type-hint indicating that the return value is a 32-bit integer


         
      

      
      Despite asm.js’s advantages, it still has some shortcomings:

      
      

      
         
         	All the type-hints can make the files really large.

         
         	The asm.js file is a JavaScript file, so it still has to be read in and parsed by the JavaScript engine. This becomes an issue
            on devices like phones because all that processing slows load time and uses battery power.
         

         
         	To add additional features, browser makers would have to modify the JavaScript language itself, which isn’t desirable.

         
         	JavaScript is a programming language and wasn’t intended to be a compiler target.

         
      

      
      
      
      1.1.2. From asm.js to MVP
      

      
      As browser makers looked at how they could improve on asm.js, they came up with a WebAssembly minimum viable product (MVP)
         that aimed to take asm.js’s positive aspects while addressing its shortcomings. In 2017, all four major browser vendors (Google,
         Microsoft, Apple, and Mozilla) updated their browsers with support for the MVP, which is sometimes referred to as Wasm:
      

      
      

      
         
         	WebAssembly is a low-level assembly-like language that can run at near-native speeds in all modern desktop browsers as well
            as many mobile browsers.
         

         
         	WebAssembly files are designed to be compact and, as a result, can be transmitted and downloaded fast. The files are also
            designed in such a way that they can be parsed and initialized quickly.
         

         
         	WebAssembly is designed as a compile target so that code written in languages such as C++, Rust, and others can now run on
            the web.
         

         
      

      
      Backend developers can leverage WebAssembly to improve code reuse or bring their code to the web without having to rewrite
         it. Web developers also benefit from the creation of new libraries, improvements to existing libraries, and the opportunity
         to improve performance in computationally heavy sections of their own code. Although WebAssembly’s primary use is in web browsers,
         it’s also designed with portability in mind, so you can use it outside the browser as well.
      

      
      
      
      
      
1.2. What problems does it solve?
      

      
      The WebAssembly MVP addresses the following asm.js issues.

      
      
      1.2.1. Performance improvements
      

      
      One of the biggest issues that WebAssembly aims to solve is performance—from how long it takes to download your code to how
         quickly the code executes. With programming languages, rather than writing code in the machine language that the computer’s processor understands (1s and 0s, or native code), you usually write something that’s closer to a human language.
         While it’s easier to work with code that’s abstracted from your computer’s fine details, computer processors don’t understand
         your code, so when it comes time to run it, you have to convert what you wrote into machine code.
      

      
      JavaScript is what’s known as an interpreted programming language—that is, it reads the code you wrote as it’s executing and translates those instructions into machine code on the fly. With
         interpreted languages, there’s no need to compile the code ahead of time, which means it starts running sooner. The downside,
         however, is that the interpreter has to convert the instructions to machine code every time the code is run. If your code
         is doing a loop, for example, each line of that loop has to be interpreted every time the loop is executed. Because a lot
         of time isn’t always available during the interpretation process, optimizations aren’t always possible either.
      

      
      Other programming languages, like C++, aren’t interpreted. With these types of languages, you need to convert the instructions
         to machine code ahead of time using special programs called compilers. With compiled programming languages, it takes a bit
         of time up front to convert the instructions to machine code before you can run them, but the advantage is that there’s more
         time to run optimizations on the code; once it’s compiled to machine code, it doesn’t have to be compiled again.
      

      
      Over time, JavaScript has gone from simply being a glue language that ties components together, where it was only expected
         to be short-lived, to a language now used by many websites to do complex processing; it can easily involve hundreds to thousands
         of lines of code; and, with the rise of single-page applications, this code can often be long-lived. The internet has gone
         from websites that just displayed some text and a few pictures to very interactive websites and even sites that are called
         web applications because they’re similar to desktop applications but run in a web browser.
      

      
      As developers continued to push JavaScript’s limits, some noticeable performance issues came to light. Browser makers decided
         to try to find a middle ground in which you get the advantages of an interpreter, where the code starts running as soon as
         it gets called, but you also have code that runs faster when it’s being executed. To make the code faster, browser makers
         introduced a concept called JIT (just-in-time) compiling, in which the JavaScript engine monitors the code as it runs; if
         a section of code is used enough times, the engine will attempt to compile that section into machine code so that it can bypass
         the JavaScript engine and use the lower-level system methods instead, which are much faster.
      

      
      The JavaScript engine needs to monitor the code several times before it gets compiled to machine code because JavaScript is
         also a dynamic programming language. In JavaScript, a variable can hold any type of value. For example, a variable can hold
         an integer initially but later be assigned a string. Until the code is run a few times, a browser doesn’t know what to expect.
         Even when compiled, the code still needs to be monitored, because there’s a chance that something will change and the compiled
         code for that section will need to be thrown out and the process started again.
      

      
      
      
      
      1.2.2. Faster startup times compared with JavaScript
      

      
      As with asm.js, WebAssembly isn’t designed to be written by hand, and it’s not intended to be read by humans. When code is
         compiled to WebAssembly, the resulting bytecode is represented in a binary format, rather than a text format, which reduces
         the file size, allowing it to be transmitted and downloaded fast.
      

      
      The binary file is designed in such a way that module validation can be made in a single pass. The file’s structure also allows
         for different sections of the file to be compiled in parallel.
      

      
      By implementing JIT compilation, browser makers have made a lot of progress in improving JavaScript performance. But the JavaScript
         engine can compile JavaScript to machine code only after code has been monitored several times. WebAssembly code, on the other
         hand, is statically typed, which means the types of values that the variables will hold are known ahead of time. Because of
         this, WebAssembly code can be compiled to machine code from the beginning, without having to be monitored first—performance
         improvements are seen from the first time the code is run.
      

      
      Since the MVP’s initial release, browser makers have found ways to further improve WebAssembly’s performance. One such improvement
         was the introduction of something they call streaming compilation, which is the process of compiling the WebAssembly code to machine code as the file is being downloaded and received by the
         browser. Streaming compilation allows for a WebAssembly module to be initialized as soon as it finishes downloading, which
         speeds up the module’s startup time considerably.
      

      
      
      
      1.2.3. Ability to use languages other than JavaScript in the browser
      

      
      Up until this point, for a language other than JavaScript to be able to target the web, the code had to be converted to JavaScript,
         which wasn’t intended to be a compiler target. WebAssembly, on the other hand, was designed to be a compiler target from the
         beginning, so developers who want to use a particular language for web development will be able to do so without having to
         transpile their code into JavaScript.
      

      
      Because WebAssembly isn’t tied to the JavaScript language, improvements can be made to the technology more easily and without
         worrying about interfering with how JavaScript works. This independence should result in the ability to improve WebAssembly
         much faster.
      

      
      For the WebAssembly MVP, C and C++ were given focus as languages that could target WebAssembly, but Rust has since added support,
         and several other languages are also experimenting with it.
      

      
      
      
      1.2.4. Opportunity for code reuse
      

      
      Being able to take code written in languages other than JavaScript and compile it to WebAssembly gives developers more flexibility
         when it comes to code reuse. Now, something that would have had to be rewritten in JavaScript can be used on the desktop or
         server and run in the browser.
      

      
      
      
      
      
      
1.3. How does it work?
      

      
      As figure 1.1 illustrates, with JavaScript, the code is included in the website and is interpreted as it runs. Because JavaScript variables
         are dynamic, looking at the add function in the illustration, it’s not obvious what type of values you’re dealing with. The variables a and b could be integers, floats, strings, or even a combination in which one variable could be a string and the other a float,
         for example.
      

      
      
      
      Figure 1.1. JavaScript compiled to machine code as it executes
      

      
      [image: ]

      
      
      The only way to know what the types are for sure is to monitor the code as it executes, which is what the JavaScript engine
         does. Once the engine is satisfied that it knows the variable’s types, it can convert that section of code into machine code.
      

      
      WebAssembly isn’t interpreted but, rather, is compiled into the WebAssembly binary format by a developer ahead of time, as
         figure 1.2 shows. Because the variable types are all known ahead of time, when the browser loads the WebAssembly file, the JavaScript
         engine doesn’t need to monitor the code. It can simply compile the code’s binary format into machine code.
      

      
      
      
      Figure 1.2. C++ being turned into WebAssembly and then into machine code in the browser
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      1.3.1. Overview of how compilers work
      

      
      In section 1.2.1, we talked briefly about how developers write code in a language that’s closer to a human language, but computer processors
         understand only machine language. As a result, the code you write has to be converted into machine code in order to execute.
         What I didn’t mention is that each type of computer processor has its own type of machine code.
      

      
      It would be inefficient to compile each programming language directly to each version of machine code. Instead, what usually
         happens is shown in figure 1.3, in which a part of the compiler, referred to as the frontend, converts the code you wrote into an intermediate representation (IR). Once the IR code has been created, the backend part of the compiler takes this IR code, optimizes it, and then turns it into the desired machine code.
      

      
      
      
      Figure 1.3. Compiler frontend and backend
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      Because a browser can run on a number of different processors (from desktop computers to smartphones and tablets, for example),
         distributing a compiled version of the WebAssembly code for each potential processor would be tedious. Figure 1.4 shows what you do instead, which is take the IR code and run it through a special compiler that converts it into a special
         binary bytecode and places that bytecode in a file with a .wasm extension.
      

      
      
      
      Figure 1.4. Compiler frontend with a WebAssembly backend
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      The bytecode in your Wasm file isn’t machine code yet. It’s simply a set of virtual instructions that browsers that support
         WebAssembly understand. As figure 1.5 shows, when the file is loaded into a browser that supports WebAssembly, the browser verifies that everything is valid; the
         bytecode is then compiled the rest of the way into the machine code of the device the browser is running on.
      

      
      
      

      
      
      Figure 1.5. Wasm file loaded into a browser and then compiled to machine code
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      1.3.2. Loading, compiling, and instantiating a module
      

      
      At the time of writing, the process of downloading the Wasm file into the browser and having the browser compile it is done
         using JavaScript function calls. There’s a desire to allow WebAssembly modules to interact with ES6 modules in the future,
         which would include the ability for WebAssembly modules to be loaded though a special HTML tag (<script type="module">), but this isn’t yet available. (ES is shorthand for ECMAScript, and 6 is the version. ECMAScript is the official name for
         JavaScript.)
      

      
      Before the WebAssembly module’s binary bytecode can be compiled, it needs to be validated to make sure that the module is
         structured correctly, that the code can’t do anything that isn’t permitted, and that it can’t access memory that the module
         doesn’t have access to. Checks are also made at runtime to ensure that the code stays within the memory that it has access
         to. The Wasm file is structured so that validation can be made in a single pass to ensure that the validation process, compilation
         to machine code, and then instantiation occur as quickly as possible.
      

      
      Once a browser has compiled the WebAssembly bytecode into machine code, the compiled module can be passed to a web worker
         (we’ll dig into web workers in chapter 9, but, for now, know that web workers are a way to create threads in JavaScript) or to another browser window. The compiled
         module can even be used to create additional instances of the module.
      

      
      Once a Wasm file has been compiled, it has to be instantiated before it can be used. Instantiation is simply the process of receiving any import objects that are needed, initiating the module’s elements, calling the start
         function if a start function was defined, and then finally returning the module’s instance to the execution environment.
      

      
      
         
            
         
         
            
               	
            

         
      

      
         
         WebAssembly vs. JavaScript
         
         Up until now, the only language allowed to run within the JavaScript virtual machine (VM) was JavaScript. When other technologies
            were tried over the years, like plug-ins, they needed to create their own sandboxed VM, which increased both the attack surface
            and the use of computer resources. For the first time ever, the JavaScript VM is being opened up to allow WebAssembly code
            to also run in the same VM. This has several advantages. One of the biggest is that the VM has been heavily tested and hardened
            against security vulnerabilities over the years. If a new VM was created, it would undoubtedly have some security issues to
            iron out.
         

         
         WebAssembly is being designed as a complement to JavaScript and not as a replacement. Although we’ll likely see some developers
            try to create entire websites using only WebAssembly, this probably won’t be the norm. There will be times when JavaScript
            will still be the better choice. There will also be times when a website may need to include WebAssembly for access to faster
            calculations or for lower-level support. For example, SIMD (single instruction, multiple data)—the ability to process multiple
            data with a single instruction—was being built into the JavaScript of several browsers, but browser vendors decided to deprecate
            the JavaScript implementation and make SIMD support available only via WebAssembly modules. As a result, if your website needs
            SIMD support, you’ll need to include a WebAssembly module to communicate with.
         

         
      

      
         
            
         
         
            
               	
            

         
      

      
      When programming for a web browser, you basically have two main components: the JavaScript VM, which the WebAssembly module
         runs in, and Web APIs (for example, DOM, WebGL, web workers, and so on). Being an MVP, there are some things missing from
         WebAssembly. Your WebAssembly module can communicate with JavaScript but isn’t yet able to talk directly to any of the Web
         APIs. A post-MVP feature is being worked on that will give WebAssembly direct access to Web APIs. In the meantime, modules
         can interact with Web APIs indirectly by calling into JavaScript and having JavaScript perform the action needed on the module’s
         behalf.
      

      
      
      
      
      
1.4. Structure of a WebAssembly module
      

      
      WebAssembly currently has only four available value types:

      
      

      
         
         	32-bit integers

         
         	64-bit integers

         
         	32-bit floats

         
         	64-bit floats

         
      

      
      Boolean values are represented using a 32-bit integer, where 0 is false and a nonzero value is true. All other value types, such as strings, need to be represented in the module’s linear memory.
      

      
      The main unit of a WebAssembly program is called the module, a term used for both the binary version of the code and the compiled version in the browser. A WebAssembly module isn’t
         something you’re expected to create by hand, but having a basic understanding of how the module is structured, and how it
         works under the hood, can come in handy because you interact with certain aspects of it during initialization and over the
         module’s lifetime.
      

      
      Figure 1.6 is a basic representation of a WebAssembly file’s structure. You’ll learn about a module’s structure in more detail in chapter 2, but, for now, I’ll give you a quick overview.
      

      
      
      

      
      
      Figure 1.6. A basic representation of a WebAssembly file’s structure
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      A Wasm file starts with a section called the preamble.
      

      
      
      1.4.1. Preamble
      

      
      The preamble contains a magic number (0x00 0x61 0x73 0x6D, which is \0asm) that distinguishes a WebAssembly module from an ES6 module. This magic number is then followed by a version (0x01 0x00 0x00 0x00, which is 1) that indicates which version of the WebAssembly binary format was used to create the file.
      

      
      Only one version of the binary format exists at the moment. One of the goals with WebAssembly is to keep everything backward-compatible
         as new features are being added and to avoid having to increase the version number. If a feature ever arises that can’t be
         implemented without breaking things, then the version number will be increased.
      

      
      Following the preamble, a module can have several sections, but each section is optional, so you could technically have an empty module with no sections. You’ll learn about one use
         case for an empty module in chapter 3 when you implement feature detection to check if WebAssembly is supported in a web browser.
      

      
      Two types of sections are available: known sections and custom sections.
      

      
      
      
      
      1.4.2. Known sections
      

      
      Known sections can be included only once and must appear in a specific order. Each known section has a specific purpose, is
         well-defined, and is validated when the module is instantiated. Chapter 2 goes into more detail about known sections.
      

      
      
      
      1.4.3. Custom sections
      

      
      A custom section provides a way to include data inside the module for uses that don’t apply to the known sections. Custom
         sections can appear anywhere in the module (before, in between, or after the known sections) any number of times, and multiple
         custom sections can even reuse the same name.
      

      
      Unlike with known sections, if a custom section isn’t laid out correctly, it won’t trigger a validation error. Custom sections
         can be loaded lazily by the framework, which means the data they contain might not be available until some point after the
         module’s initialization.
      

      
      For the WebAssembly MVP, a custom section called “name” was defined. The idea with this section is that you could have a debug
         version of your WebAssembly module, and this section would hold the names of the functions and variables in text form for
         use when debugging. Unlike with other custom sections, this section should appear only once and only after the Data section.
      

      
      
      
      
      
1.5. WebAssembly text format
      

      
      WebAssembly has been designed with the web’s openness in mind. Just because the binary format isn’t designed to be written
         or read by humans doesn’t mean that WebAssembly modules are a way for developers to try to hide their code. Actually, quite
         the opposite is true. A text format that uses s-expressions has been defined for WebAssembly that corresponds to the binary format.
      

      
      
         
            
         
         
            
               	
            

         
      

      Info

      
      
      Symbolic expression, or s-expression, was invented for the Lisp programming language. An s-expression can be either an atom
         or an ordered pair of s-expressions that allow you to nest s-expressions. An atom is a symbol that’s not a list: foo or 23, for example. A list is represented by parentheses, and can be empty or can hold atoms or even other lists; each item is
         space delimited: () or (foo) or (foo (bar 132)), for example.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      This text format will enable View Source for the code in a browser, for example, or it can be used for debugging. You can
         even write s-expressions by hand and, by using a special compiler, compile the code into the WebAssembly binary format.
      

      
      Because the WebAssembly text format will be used by browsers when you choose to View Source and for debugging purposes, having
         a basic understanding of the text format will be useful. For example, since all sections of a module are optional, you could
         define an empty module using the following s-expression:
      

      
      (module)

      
      If you were to compile the (module) s-expression into the WebAssembly binary format and look at the resulting binary values, the file would contain only the
         preamble bytes :0061 736d (the magic number) and 0100 0000 (the version number).
      

      
      
         
            
         
         
            
               	
            

         
      

      Looking Ahead

      
      
      In chapter 11, you’ll create a WebAssembly module using only the text format so that you’ll have a better idea of what you’re looking at
         if you ever need to debug a module in a browser, for example.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      
      
      
1.6. How is WebAssembly secure?
      

      
      One way that WebAssembly is secure is that it’s the first language to ever share the JavaScript VM, which is sandboxed from
         the runtime and has had years of hardening and security tests to make it secure. WebAssembly modules don’t have access to
         anything that JavaScript doesn’t have access to and will also respect the same security policies, which include enforcing
         things like same-origin policy.
      

      
      Unlike a desktop application, a WebAssembly module doesn’t have direct access to a device’s memory. Instead, the runtime environment
         passes the module an Array-Buffer during initialization. The module uses this ArrayBuffer as linear memory, and the WebAssembly
         framework checks to make sure that the code is operating within the bounds of the array.
      

      
      A WebAssembly module doesn’t have direct access to items, such as function pointers, that are stored in the Table section.
         The code asks the WebAssembly framework to access an item based on its index. The framework then accesses the memory and executes
         the item on the code’s behalf.
      

      
      In C++, the execution stack is in memory along with the linear memory and, although the C++ code isn’t supposed to modify
         the execution stack, it’s possible to do so using pointers. WebAssembly’s execution stack is also separate from the linear
         memory and isn’t accessible by the code.
      

      
      
         
            
         
         
            
               	
            

         
      

      More Info

      
      
      If you would like more information about WebAssembly’s security model, you can visit the following website: https://webassembly.org/docs/security.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      
      
      
1.7. What languages can I use to create a WebAssembly module?
      

      
      To create the MVP, WebAssembly’s initial focus was on the C and C++ languages, but languages like Rust and AssemblyScript
         have since added support. It’s also possible to write code using the WebAssembly text format, which uses s-expressions, and
         compile that into WebAssembly using a special compiler.
      

      
      Right now, WebAssembly’s MVP doesn’t have garbage collection (GC), which limits what some languages can do. GC is being worked
         on as a post-MVP feature, but, until it arrives, several languages are experimenting with WebAssembly by either compiling
         their VM to WebAssembly or, in some cases, by including their own garbage collector.
      

      
      The following languages are experimenting with or have WebAssembly support:
      

      
      

      
         
         	C and C++.

         
         	Rust is aiming to be the programming language of choice for WebAssembly.

         
         	AssemblyScript is a new compiler that takes TypeScript and turns it into WebAssembly. Converting TypeScript makes sense, considering
            that it’s typed and already transpiles to JavaScript.
         

         
         	TeaVM is a tool that transpiles Java to JavaScript but can now also generate WebAssembly.

         
         	Go 1.11 added an experimental port to WebAssembly that includes a garbage collector as part of the compiled WebAssembly module.

         
         	Pyodide is a port of Python that includes the core packages of Python’s scientific stack: Numpy, Pandas, and matplotlib.

         
         	Blazor is an experimental effort from Microsoft to bring C# to WebAssembly.

         
      

      
      
         
            
         
         
            
               	
            

         
      

      More Info

      
      
      The following GitHub repository maintains a curated list of languages that compile to, or have their VMs in, WebAssembly.
         The list also indicates where the language stands in its support of WebAssembly: https://github.com/appcypher/awesome-wasm-langs.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      For learning WebAssembly in this book, we’ll use C and C++.

      
      
      
      
1.8. Where can I use my module?
      

      
      In 2017, all the modern browser makers released versions of their browsers that support WebAssembly’s MVP; these include Chrome,
         Edge, Firefox, Opera, and Safari. Several mobile web browsers also support WebAssembly, including Chrome, Firefox for Android,
         and Safari.
      

      
      As mentioned at the beginning of this chapter, WebAssembly was designed with portability in mind so that it can be used in
         multiple locations, not just in a browser. A new standard called WASI (WebAssembly Standard Interface) is being developed
         to ensure WebAssembly modules will work consistently across all supported systems. The following article gives a good overview
         of WASI: Lin Clark, “Standardizing WASI: A system interface to run WebAssembly outside the web” (March 27, 2019), http://mng.bz/gVJ8.
      

      
      
         
            
         
         
            
               	
            

         
      

      More Info

      
      
      If you’d like to learn more about WASI, the following GitHub repository has a curated list of related links and articles:
         https://github.com/wasmerio/awesome-wasi.
      

      
      
         
            
         
         
            
               	
            

         
      

      
      One nonbrowser location that supports WebAssembly modules is Node.js, starting with version 8. Node.js is a JavaScript runtime
         built using Chrome’s V8 JavaScript engine that allows JavaScript code to be used server-side. Similar to how many developers
         see WebAssembly as an opportunity to use code that they’re familiar with in the browser, rather than JavaScript, Node.js lets
         developers who prefer JavaScript also use it on the server side. To demonstrate using WebAssembly outside the browser, chapter 10 will show you how to work with your WebAssembly module in Node.js.
      

      
      WebAssembly isn’t a replacement for JavaScript but is rather a complement to it. There are times when using a WebAssembly
         module will be a better choice and times when using JavaScript will be better. Running in the same VM as JavaScript lets both
         technologies leverage each other.
      

      
      WebAssembly will open the door for developers who are proficient in languages other than JavaScript to make their code available
         on the web. It will also allow web developers who might not know how to code in languages like C or C++ to gain access to
         newer and faster libraries and potentially those with features not available in current JavaScript libraries. In some cases,
         WebAssembly modules might be used by libraries to speed up execution of certain aspects of the library; other than having
         faster code, the library would work the same as it always has.
      

      
      The most exciting thing about WebAssembly is that it’s already available in all major desktop browsers, in several major mobile
         browsers, and even outside the browser in Node.js.
      

      
      
      
      
Summary
      

      
      As you saw in this chapter, WebAssembly brings a number of performance improvements as well as improvements in language choice
         and code reuse. Some key improvements that WebAssembly brings are the following:
      

      
      

      
         
         	Transmission and download times are faster because of smaller file sizes due to the use of binary encoding.

         
         	Due to the way Wasm files are structured, they can be parsed and validated quickly. Also because of how they’re structured,
            portions of the files can be compiled in parallel.
         

         
         	With streaming compilation, WebAssembly modules can be compiled as they’re being downloaded so that they’re ready to be instantiated
            the moment the download completes, speeding up load time considerably.
         

         
         	Code execution is faster for things like computations due to the use of machine-level calls rather than the more expensive
            JavaScript engine calls.
         

         
         	Code doesn’t need to be monitored before it’s compiled to determine how it’s going to behave. The result is that code runs
            at the same speed every time it runs.
         

         
         	Being separate from JavaScript, improvements can be made to WebAssembly faster because they won’t impact the JavaScript language.

         
         	You can use code written in a language other than JavaScript in a browser.

         
         	There’s an increased opportunity for code reuse by structuring the WebAssembly framework in such a way that it can be used
            in the browser and outside it.
         

         
      

      
      
      
      
      
      
      


Chapter 2. A look inside WebAssembly modules
      

      
      This chapter covers

      
      

      
         
         	Descriptions of a WebAssembly module’s known and custom sections

         
      

      
      In this chapter, you’ll learn about the different sections of a WebAssembly module and their purposes. I’ll offer more detail
         as you proceed through this book, but it’s helpful to have a basic understanding of how modules are structured and how the
         different sections work together.
      

      
      Some benefits of a module’s different sections and how they’re designed are

      
      

      
         
         	
Efficiency—The binary bytecode can be parsed, validated, and compiled in a single pass.
         

         
         	
Streaming—Parsing, validation, and compilation can begin before all the data has been downloaded.
         

         
         	
Parallelization—It’s possible for the parsing, validation, and compilation to be performed in parallel.
         

         
         	
Security—The module doesn’t have direct access to the device memory, and items like function pointers are called on your code’s behalf.
         

         
      

      
      Figure 2.1 represents the basic structure of the WebAssembly binary bytecode. Although you’ll interact with the various sections when
         working with WebAssembly modules, the compiler is responsible for creating the sections as needed and placing them in the
         proper order based on your code.
      

      
      
      
      Figure 2.1. The basic structure of the WebAssembly binary bytecode, highlighting the known and custom sections
      

      
      [image: ]

      
      
      WebAssembly modules can have several sections, but each section is optional. You could technically have an empty module with
         no sections. As introduced in chapter 1, the two types of available sections are
      

      
      

      
         
         	Known sections

         
         	Custom sections

         
      

      
      Known sections have a specific purpose, are well-defined, and are validated when the WebAssembly module is instantiated. Custom
         sections are used for data that doesn’t apply to the known sections and won’t trigger a validation error if the data isn’t laid out correctly.
      

      
      The WebAssembly bytecode starts with the preamble, which indicates that the module is a WebAssembly module and that it’s version
         1 of the WebAssembly binary format. After the preamble, you have the known sections, which are all optional. The figure shows
         the custom sections at the end of the module, but, in reality, they can be placed before, in between, or after the known sections.
         As with known sections, custom sections are also optional.
      

      
      Now that you’ve seen a high-level representation of a WebAssembly module’s basic structure, let’s take a closer look at each
         of the known sections.
      

      
      
      
2.1. Known sections
      

      
      If a known section is included, it can be included at most one time, and known sections must appear in the order presented
         here.
      

      
      
         
            
            
         
         
            
               	
                  Section

               
               	
                  Description

               
            

         
         
            
               	Type
               	The Type section declares a list of all unique function signatures that will be used in the module, including those that will be imported.
                  Multiple functions can share the same signature.
               
            

         
      

      
      Figure 2.2 is an example of a Type section holding three function signatures:
      

      
      

      
         
         	The first has two 32-bit integer (i32) parameters and a 32-bit integer (i32) return value.
         

         
         	The second has two 64-bit integer (i64) parameters but no return value.
         

         
         	The third doesn’t accept any parameters or return a value.

         
      

      
      
         
            
            
         
         
            
               	
                  Section

               
               	
                  Description

               
            

         
         
            
               	Import
               	The Import section declares all the imports that will be used in the module, which can include Function, Table, Memory, or Global imports.
                  
Imports are designed so that modules can share code and data, but still allow for the modules to be compiled and cached separately.
                  The imports are provided by the host environment when the module is instantiated.
               
            

            
               	Function
               	The Function section is a list of all the functions in the module. The position of the function declaration in this list represents the
                  index of the function body in the Code section. The value listed in the Function section indicates the index of the function’s
                  signature in the Type section.
               
            

         
      

      
      
      

      
      
      Figure 2.2. A Type section holding three function signatures. The signature at index 0 receives two 32-bit integer parameters and returns
         a 32-bit integer value. The signature at index 1 receives two 64-bit integer parameters but doesn’t have a return value. The
         signature at index 2 doesn’t receive any parameter values and doesn’t have a return value
      

      
      [image: ]

      
      
      Figure 2.3 shows an example of how the Type, Function, and Code sections are related. If you look at the Function section in the diagram,
         the value of the second function is the index to the function signature that doesn’t have any parameters or return value.
         The index of the second function points to the matching index in the code section.
      

      
      
      
      Figure 2.3. Example of how the Type, Function, and Code sections work together
      

      
      [image: ]

      
      
      Function declarations are separated from the function bodies to allow for parallel and streaming compilation of each function
         in the module.
      

      
      
         
            
            
         
         
            
               	
                  Section
                  

               
               	
                  Description

               
            

         
         
            
               	Table
               	The Table section holds a typed array of references, like functions, that can’t be stored in the module’s linear memory as raw bytes.
                  This section provides one of the core security aspects of WebAssembly by giving the WebAssembly framework a way to map objects
                  in a secure way. 
Your code doesn’t have direct access to the references stored in the table. Instead, when your code wants to access the data
                  referenced in this section, it asks for the framework to operate on the item at a specific index in the table. The WebAssembly
                  framework then reads the address stored at that index and performs the action. When dealing with functions, for example, this
                  enables the use of function pointers by specifying the table index.
               
            

         
      

      
      Figure 2.4 shows the WebAssembly code asking for the item at index 0 in the Table section to be called. The WebAssembly framework reads
         the memory address at that index and then executes the code at that memory location.
      

      
      
      
      Figure 2.4. Example of an item in the Table section being called
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      A table is given an initial size and, optionally, a maximum size. For tables, the size is the number of elements in the table.
         It’s possible to ask a table to grow by a specified number of elements. If a maximum number of elements is specified, the
         system will prevent the table from growing past that point. If a maximum isn’t specified, however, the table will be allowed
         to grow without restriction.
      

      
      
         
            
            
         
         
            
               	
                  Section

               
               	
                  Description

               
            

         
         
            
               	Memory
               	The Memory section holds the linear memory used by the module instance.
               
            

         
      

      
      The Memory section is also a core security aspect of WebAssembly because WebAssembly modules don’t have direct access to the
         device’s memory. Instead, as figure 2.5 shows, the environment that instantiates the module passes in an ArrayBuffer that a module instance uses as linear memory.
         As far as the code is concerned, this linear memory acts just like the heap in C++, but every time the code tries to access this memory, the framework verifies that the request
         is within the bounds of the array.
      

      
      
      
      Figure 2.5. ArrayBuffer is used as linear memory by WebAssembly modules
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      A module’s memory is defined as WebAssembly pages that are 64 KB each (1 KB is 1,024 bytes, so one page holds 65,536 bytes).
         When the environment specifies how much memory the module can have, it specifies the initial number of pages and, optionally,
         the maximum number of pages. If the module needs more memory, you can request that the memory grow by a specified number of
         pages. If a maximum number of pages is specified, the framework will prevent the memory from growing past that point. If a
         maximum number of pages isn’t specified, the memory will be allowed to grow without restriction.
      

      
      Multiple instances of WebAssembly modules can share the same linear memory (ArrayBuffer), which is useful when modules are
         dynamically linked.
      

      
      In C++, the execution stack is in memory along with the linear memory; although the C++ code isn’t supposed to modify the
         execution stack, it’s possible to do so using pointers. In addition to code not having access to the device memory, WebAssembly
         has taken security a step further and has separated the execution stack from the linear memory.
      

      
      
         
            
            
         
         
            
               	
                  Section

               
               	
                  Description

               
            

         
         
            
               	Global
               	The Global section allows for the definition of global variables for the module.
               
            

            
               	Export
               	The Export section holds a list of all objects that will get returned to the host environment once the module has been instantiated
                  (the portions of the module that the host environment can access). This can include Function, Table, Memory, or Global exports.
               
            

            
               	Start
               	The Start section declares the index of the function that’s to be called after the module has been initialized but before the exported
                  functions are callable. The start function can be used as a way to initialize global variables or memory. If specified, the
                  function can’t be imported. It must exist within the module.
               
            

            
               	Element
               	The Element section declares the data that gets loaded into the module’s Table section during instantiation.
               
            

            
               	Code
               	The Code section holds the body of each function declared in the Function section; each function body must appear in the same order
                  as it was declared. (See figure 2.3 for a depiction of how Type, Function, and Code sections work together.)
               
            

            
               	Data
               	The Data section declares the data that gets loaded into the module’s linear memory during instantiation.
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