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   foreword
 

  
 

   

   The discipline of web API design has been maturing for well over a decade, and each edition of The Design of Web APIs by Arnaud Lauret provides a milestone marker for this collective API journey. To help you properly absorb and apply what you are about to read, you need to understand that the seeds of the specifications and techniques put forth by Arnaud in this book emerged between 2010 and 2015, when he began to help properly document this movement in character as the API Handyman. There is nobody better to learn API design from than Arnaud Lauret, and no better time to be implementing it.
 

  
 

   

   I personally watched Arnaud dissect HTTP, OpenAPI, JSON Schema, and the other essential building blocks of the API economy between 2015 and 2019. As the API Handyman, he went deep down the API design rabbit hole and returned with the first edition of The Design of Web APIs. Now Arnaud has done it again, aligning his expertise in the pragmatic real-world design of the digital resources and capabilities that are shaping the global business landscape with what enterprises need to tame the API sprawl they face in 2025.
 

  
 

   

   It does not matter if your teams are producing internal, partner, or public APIs. Your engineering teams are likely both design-first and code-first when it comes to delivering web APIs. The Design of Web APIs in 2025 is your guide to modernizing your digital supply chain, factory floor, and distribution channels. Most traffic on the World Wide Web is web API traffic, and this is the ubiquitous approach to defining digital resources and capabilities and delivering modern web, desktop, mobile, device, and now artificial intelligence application experiences. The second edition of The Design of Web APIs is your handbook not just to design APIs but also to lay a solid foundation for the governance of those APIs at scale across teams.
 

  
 

   

   There are two types of enterprise organizations today: those investing in ensuring that their product and engineering teams have the skills they need to design, develop, deliver, and sustain modern web APIs; and those outsourcing the heart of their businesses to cloud software vendors. The Design of Web APIs is the book you need to equip both your product and engineering teams to deliver consistent and standardized web APIs at scale. This book will help your teams master the most common standardized aspects of web APIs and will equip them with the skills they need to design and deliver the parts of your operations that are unique and proprietary to the way your enterprise does business.
 

  
 

   

   I have been working exclusively with web APIs since 2010, and Arnaud—the API Handyman—and The Design of Web APIs are always my go-to for the API design knowledge I need to produce APIs and support my customers in producing the hundreds or thousands of APIs they need to conduct business each day. Without proper design of web APIs, each new application or integration inside or outside the enterprise becomes exponentially more expensive and time-consuming to make happen—increasing the total cost of ownership for every API. If you are just starting your business and are looking for guidance to make your business supply chain, factory floor, and distribution channels efficient, or you’ve been in business for many years and would like to get a handle on API sprawl, The Design of Web APIs has the answers you are looking for.
 

  
 

   

   —Kin Lane,
The API Evangelist
 

  


 

   

   preface
 

  
 

   

   My career has spanned more than two decades, mostly in finance, and during that time I have worked on connecting software across networks using technologies like FTP, Sun RPC, CORBA, Java RMI, SOAP, and web APIs. I have complained about terrible internal and third-party APIs (web services, RPC, etc.) and created awful ones myself. I’ve witnessed how flawed API design causes confusion, prolonged development, brittle code, rising technical debt, wasted resources, production crashes, and security breaches.
 

  
 

   

   As technology evolved, connecting software became easier, especially with web APIs. The rise of “as a service” products and successful public APIs like Twilio and Stripe in the 2010s raised expectations for API design and developer experience; sending SMS messages and money with simple code was a game-changer. It transformed my approach to software and API design: why, I wondered, couldn’t I always have such a fantastic experience? However, even after the API hype started, many private and public web APIs were neglected, just as their predecessors had been. They were often seen as mere technical plumbing, and well-meaning creators often fell into common traps that I also encountered.
 

  
 

   

   Attending my first API conference (API Days Paris in late 2014) made me want to share all I had learned. I created my API Handyman blog, began speaking at conferences, and wrote the first edition of The Design of Web APIs, published in 2019. I originally intended to explore web API design with REST, GraphQL, and gRPC, but the book became too lengthy and complex. To teach design principles, I chose to focus on REST APIs, as they are widely used and rooted in solid principles; this helped me address key design issues like meeting needs, usability, security, performance, and modifications, which apply to all APIs.
 

  
 

   

   In 2025, the first edition of this book is still relevant. Web APIs remain vital across all industries and are essential for distributed systems, web apps, mobile apps, cars, kitchen appliances, other applications, and AI. REST APIs are still the most commonly used. And the numerous API design reviews, workshops, training sessions, and API analyses I’ve conducted make it clear that API design still needs to be taught. Many, including AI, struggle to understand what designing an API entails and how to create effective APIs.
 

  
 

   

   So, I quickly agreed to work on a second edition when asked. Since the first edition, I’ve gained valuable insights and wanted to include my new and revised knowledge in the book. The first edition can be compared to Terminator and the second to Terminator 2: Judgment Day: bigger and better. The core story remains (teaching web API design and focusing on REST APIs, not saving us from Skynet), but it’s a complete rewrite with more depth and tons of new content. For example, it features an API design process that ties the book together, emphasizes the importance of communication with other stakeholders, highlights interoperability as part of usability, simplifies design decisions, discusses building guidelines and their automation, and includes 70 exercises to reinforce key concepts. My past self would have avoided many problems if I’d had this book to use as a resource; I hope you find it useful, too!
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   about this book
 

  
 

   

   The Design of Web APIs, Second Edition was written to help you design new web APIs or modify existing APIs so that they do the right job; are versatile, secure, and efficient; address contextual constraints; and facilitate future changes. To do so, this book uncovers all aspects of API design and equips you with the mindset, processes, and tools to efficiently do your job in the long run and at scale, working on many APIs and with other API designers.
 

  
 

   

   Who should read this book?
 

  
 

   

   The Design of Web APIs, Second Edition, is, obviously, for anyone who directly designs web APIs, but also for people involved in their creation and use. They could be developers, business analysts, technical writers (involved in the creation of server applications, microservices, and backends for mobile applications or websites), tech leads, architects, API governance experts (working at scale on many APIs), or API product owners (who want to ensure the best possible developer experience). Additionally, developers using APIs, QA engineers testing APIs, technical writers documenting APIs, and security experts requesting modifications may be interested in understanding how APIs should be designed so they can give constructive feedback to their API providers.
 

  
 

   

   How this book is organized: A roadmap
 

  
 

   

   This book has 4 parts, 19 chapters, and an appendix. Chapter 1 is an introduction to the entire book. It establishes a shared understanding of web APIs and web API design and outlines the design process and practices we’ll learn in the following chapters.
 

  
 

   

   Part 1 teaches the fundamentals of designing a versatile API that does the right job:
 

  
 

   

   	 Chapter 2 explains how to identify the capabilities an API must offer to meet the requirements exhaustively and adequately. 
 

   	 Chapter 3 introduces REST APIs and teaches how to observe API capabilities to identify the elements needed to design a REST API: resources, their relations, and their operations. 
 

   	 Chapter 4 explores how to represent operations with HTTP, including resource path design, choosing HTTP methods and HTTP statuses, and selecting locations for data in HTTP requests and responses. It also discusses the REST architectural style and its benefits for API design. 
 

   	 Chapter 5 discusses modeling data, including resources, path parameters, query parameters, and request and response headers and bodies. 
 

   	 Chapter 6 shows how to describe HTTP operations using the OpenAPI Specification. 
 

   	 Chapter 7 explains how to describe data in OpenAPI documents with JSON Schema. 
 

  
 

   

   Part 2 focuses on designing user-friendly, interoperable APIs that developers can use quickly and seamlessly without complex thinking and coding. It covers these concerns at the data, operation, sequence of operations, and API levels, with one chapter for each:
 

  
 

   

   	 Chapter 8 introduces the concepts of user-friendliness and interoperability for APIs and then focuses on data. It explains how to choose, define, type, organize, and name data so that it is ready to use, consistent, and standard. 
 

   	 Chapter 9 explains how to make operations clear and guessable; have easy-to-provide inputs and ready-to-use outputs; enable pagination, filtering, and sorting; and handle errors gracefully. 
 

   	 Chapter 10 shows how to design concise, error-limiting, flexible sequences of operations. 
 

   	 Chapter 11 discusses creating one or multiple APIs, naming APIs, and enabling API browsing with HTTP and hypermedia. 
 

  
 

   

   Part 3 explains how security, efficiency, data, architecture, business, and modification concerns can constrain our ideal user-friendly, interoperable design that does the right job:
 

  
 

   

   	 Chapter 12 covers designing secure APIs, including data sensitivity, secure operation behavior, data integrity, and controlling access with scopes. 
 

   	 Chapter 13 focuses on efficient API design that doesn’t bother end users or negatively impact infrastructure. It discusses data volume optimization, caching, processing multiple elements, and considering separate optimized APIs. 
 

   	 Chapter 14 explores how data, architecture, and business affect our design. It discusses handling files, long operations, webhooks, and types of APIs other than REST. 
 

   	 Chapter 15 discusses modifying an API, including how not to break consumers, versioning, and extensible design. 
 

  
 

   

   Part 4 aims to make our API designer job easier and more sustainable in the long term and at scale, when we’re working on many APIs with colleagues:
 

  
 

   

   	 Chapter 16 explains how to make design decisions confidently and create user-friendly API design guidelines. 
 

   	 Chapter 17 discusses optimizing OpenAPI documents for consistency and simplified authoring, including defining reusable elements shared across APIs. 
 

   	 Chapter 18 describes automating guidelines to ensure consistency and free our minds of details. It illustrates this with Spectral, an API linter. 
 

   	 Chapter 19 discusses enhancing the API design artifacts we’ve created to build a design reference kit that streamlines our work, ensures accurate implementation, and supports the following steps of the API lifecycle. 
 

  
 

   

   The online appendix contains the solutions to the exercises in the book. I encourage you to solve them before reading their solutions, which include detailed explanations, references to relevant sections, and additional comments. It is available in the ePDF, ePUB, and liveBook versions of the book, as well as via download on the book product page at www.manning.com/books/the-design-of-web-apis-second-edition. 
 

  
 

   

   This book should be read from cover to cover, in order. Each new chapter expands on what has been learned in previous ones. But after you finish chapters 1–7, you can jump to any chapter that covers a topic you urgently need to investigate.
 

  
 

   

   About the code
 

  
 

   

   This book contains many examples of source code, both in numbered listings and in line with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text. 
 

  
 

   

   You’ll find detailed examples of OpenAPI and JSON Schema in chapters 6, 7, and 11–19. Chapter 18 also contains examples of Spectral rules; you’ll need NodeJS and Spectral version 6 to run them. 
 

  
 

   

   You can copy the listings’ source code from the liveBook (online) version of this book at https://livebook.manning.com/book/the-design-of-web-apis-second-edition. The complete code for the examples in the book is available for download from the Manning website at www.manning.com/books/the-design-of-web-apis-second-edition and in this book’s repository, available at https://github.com/arno-di-loreto/design-of-web-apis-2e. Both contain the following:
 

  
 

   

   	 An example of the API Capabilities Canvas from chapter 2 in Google Sheet (via a link), Excel, and Open Document formats 
 

   	 All OpenAPI, JSON Schema, and Spectral code listings with complete comments and full versions of elements that are truncated in the book 
 

   	 Spectral and OpenAPI files and magic npm run <section number> commands to quickly run the Spectral rules in each section of chapter 18 
 

  
 

   

   liveBook discussion forum
 

  
 

   

   Purchase of The Design of Web APIs, Second Edition includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/the-design-of-web-apis-second-edition/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion. 
 

  
 

   

   Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website for as long as the book is in print.
 

  
 

   

   Other online resources
 

  
 

   

   If you want to learn more about API design and beyond, I recommend doing the following:
 

  
 

   

   	 Subscribe to the API Developer Weekly newsletter at https://apideveloperweekly.com. 
 

   	 Read posts by Kin Lane, the API Evangelist, at https://apievangelist.com. 
 

   	 Read my API Handyman blog at https://apihandyman.io. 
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   In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.
 

  


 

   

   
1  What is API design?

 

  
 

   

   This chapter covers
 

    

    	What are web APIs?
 

    	Why web API design matters
 

    	When to design web APIs
 

    	Who designs web APIs
 

    	How to design web APIs
 

   
 

  
 

   

   Think about your past experiences with web APIs. Have you struggled with cryptic or inconsistent naming and typing, poor data organization, or missing data or operations? Spent hours debugging a failed call that returned a vague “Bad Request”? Have you dealt with crashes due to data being removed in API responses? Maybe end users complained about slow performance, only for you to find an API call returning an entire database table. Or worse, have you discovered an API exposed sensitive data inappropriately? The root cause is often the same: poor API design.
 

  
 

   

   The design of any web API is crucial, whether it is used by thousands of third parties or a few internal developers. Poorly designed APIs can negatively affect developers’ productivity, an IT system’s performance and integrity, end users’ experience, and an organization’s revenue. Well-designed APIs give developers and IT systems superpowers and make end users happy, helping individuals, teams, departments, or organizations achieve their IT-system-dependent goals faster and more efficiently. In this book, we’ll introduce you to techniques and tools that will help you design web APIs that developers will love to use.
 

  
 

   

   
1.1 What is a web API?
 

  
 

   

   Our interconnected world relies heavily on web APIs (application programming interfaces), which enable communication between applications over a network. They are essential for websites, mobile applications, and IT systems with different software components working together. Web APIs can provide simple programmatic access to any server application with a few lines of code, enabling the remote triggering of any action the application can perform: for example, reading or updating a customer’s address, getting a server’s health information, sending an SMS, or detecting kittens in a video. APIs don’t require knowledge of the underlying code and logic; as long as they are authorized to (API security is discussed in section 12.1), anyone can use them, not just their creators. This section clarifies what a web API is in the context of this book by discussing four key aspects. A web API is 
 

  
 

   

   	 A remote interface for applications 
 

   	 An HTTP protocol-based interface 
 

   	 An interface to an implementation 
 

   	 An interface we create for others 
 

  
 

   

   
1.1.1 A web API is a remote interface for applications
 

  
 

   

   A web API enables one application (server, backend, or provider) to expose functions or operations that other applications (clients or consumers) can use, call, or consume remotely over a network. Figure 1.1 illustrates typical scenarios with the fictitious SOCNET social network (replace with your favorite one). 
 

  
 

   

   To share a message on SOCNET, a user of its mobile application takes a photo, types a message, and taps the Share button. The mobile application then calls the “Share” operation of SOCNET’s backend web API, sending the message and photo over the internet. The backend detects friends in the photo and stores the message by invoking internal server applications via their web API over the local network. Other users can view the shared message via the SOCNET application or website, which calls the “Timeline” operation. SOCNET also has a Health Check server application that runs in the cloud, regularly calling the “Timeline” operation to ensure that everything functions correctly.
 

  
 

   

   This example shows that we can retrieve, send, or process data via a web API. However, web APIs can also affect the real world beyond data. For example, a web API call can hail a taxi or turn a smart lightbulb on or off. 
 

  
 

   

   [image: figure]NOTE  A web API enables communication between mobile or web applications and their backends and between server applications (typically in microservice or similar distributed architectures). A web API can provide multiple operations. Multiple applications can access the same web API. An application that provides a web API can also consume others. An application consuming an API may or may not have end users.
 

  
 

    

   [image: figure] 

   
Figure 1.1 The SOCNET web API exposed by the backend has operations that can be called by any kind of application over the internet. The Friends and Messages internal applications also expose web APIs that can be called over the local network.


  
 

   

   
1.1.2 A web API uses the HTTP protocol
 

  
 

   

   When an application calls a web API, it uses HTTP (Hypertext Transfer Protocol), the same thing a web browser uses to retrieve an HTML page of a website; that’s the origin of the “web” in web APIs. Figure 1.2 shows a call to the “Share” operation of the SOCNET web API to illustrate what it looks like; we’ll keep the details for section 3.1. 
 

  
 

    

   [image: figure] 

   
Figure 1.2 When calling a web API, the consumer sends an HTTP request indicating what to do and the needed data. Once the request is processed, the server returns an HTTP response indicating how the processing went and the resulting data.


  
 

   

   When using an HTTP-based API, the consumer sends a request containing information that describes the action to be performed and the associated data needed to execute the action. The server returns a response indicating whether the processing went well and the resulting data. Different types of web APIs exist, such as REST, SOAP, GraphQL, and gRPC (no worries if those names mean nothing to you); they use HTTP differently. The figure illustrates a typical REST API call, the type of API we focus on in this book.
 

  
 

   

   [image: figure]NOTE  This book focuses on REST APIs because they are the most commonly used type of web API and rely on solid architectural principles (discussed in section 4.8). These principles can benefit any type of web (and non-web) API. Additionally, many design principles of this book apply to other APIs. However, a REST API is not always the adapted solution; alternatives will be briefly discussed in section 14.8. 
 

  
 

   

   
1.1.3 A web API is an interface to an implementation
 

  
 

   

   The term Web API is often used to refer to an application that exposes an API, but it represents only part of the application. A web API is an interface to an implementation and (ideally) conceals implementation details. As shown in figure 1.3, an application providing a web API can be compared to a restaurant and its consumers to the customers. 
 

  
 

   

   [image: figure]NOTE  The term API consumer, or consumer, can refer to an application consuming the API, the developers who create it, and their organization. Similarly, the term API provider, or provider, refers to the application exposing the API, the developers who create it, and their organization. 
 

  
 

    

   [image: figure] 

   
Figure 1.3 In a restaurant, we interact only with the waitperson without knowing what’s happening in the kitchen. An API acts similarly, hiding what’s happening in the implementation.


  
 

   

   The API is the waitperson who takes our order and delivers it to us. The implementation represents everything that occurs in the kitchen. When we order our dish, we only interact with the waitperson and don’t need to know who is in the kitchen, the recipe, the ingredients, how the dish is cooked, or even if it’s cooked there.
 

  
 

   

   SOCNET mobile application developers blissfully ignore API implementation details when coding the API call to the “Share” operation triggered by the Share button’s tap. They don’t need to know if microservices are used under the hood, which database is used, how the data is organized in it, or how friends are identified in the photo. They only need to code an HTTP call (which all programming languages support) and send the relevant data (a message and an optional photo). The SOCNET backend API implementation handles the rest. 
 

  
 

   

   [image: figure]NOTE  This book focuses on the design of web API interfaces (what is visible to consumers) and doesn’t discuss their implementation (how they are architected and coded). This book’s API design principles are applicable regardless of the architecture and programming language chosen for the implementation. However, what happens in the implementation may influence the design of an API (see section 14.1).
 

  
 

   

   
1.1.4 A web API is an interface for others
 

  
 

   

   Web APIs can be used by others in addition to their creators; they foster seamless collaboration within an organization and with external users. As shown in figure 1.4, the SOCNET mobile and web teams use the API created by the backend team. To deliver a robust face-detection feature, the Friends API team uses the Face Detection API from the Image Processing as a Service (IPaaS) company (for which they pay a subscription). Additionally, SOCNET has set up a Search API for selected partners (willing to pay for access to more data). 
 

  
 

    

   [image: figure] 

   
Figure 1.4 The terms internal, external, private, partner, and public API may need to be disambiguated so everyone involved understands each other. 


  
 

   

   The APIs involved here represent three levels of API openness or closeness: private (Backend and Friends APIs), partner (Search API), and public (Face Detection API). Internal and external may be used to qualify private and partner/public APIs, respectively. These terms may also indicate that an API is exposed on a local network or the internet.
 

  
 

   

   Most web APIs are private, and hundreds of millions exist because any company with an IT system must connect its different applications. A private API may be used by several teams in the organization or only by the team that created it. Even APIs created for our team are used by “others”: newcomers, those who didn’t design them, or our six-month-older self.
 

  
 

   

   Many organizations use partner or public APIs from commercial or open source software or “as-a-service” companies. These APIs are present in any domain or sector, such as payroll, retail, financial services, logistics, telecommunications, project management, software development, cloud infrastructure, or AI. Even not-so-digital companies and government agencies are offering partner or public APIs. Whatever we need, there’s an API for that. 
 

  
 

   

   
1.2 Why does the design of any API matter?
 

  
 

   

   What APIs can do, what they look like, and their behavior, and hence their design, can have terrible consequences or invaluable benefits for API consumers, their end users, and the API providers. To explain why the design of any private, partner, or public API matters, this section first illustrates fundamental API design flaws using an analogy to better realize how absurd APIs can be. Then we return to the software world to describe some consequences of poorly designed APIs and some benefits of well-designed APIs using quotes from internal or external users of the SOCNET APIs. 
 

  
 

   

   
1.2.1 What if a terrible API was a kitchen appliance?
 

  
 

   

   Transposing the flaws we may find in APIs to an everyday object can help us and others realize how absurd the design of our APIs can be and why. The Kitchen Radar in figure 1.5 has an interface that doesn’t help us determine what it is or how to operate it. Pressing the MAG. button appears to start it, but it stops when we release the button. 
 

  
 

    

   [image: figure] 

   
Figure 1.5 The cryptically named Kitchen Radar has an unclear purpose and a complicated user interface that is cumbersome to use.


  
 

   

   According to the user manual shown in figure 1.6, the Kitchen Radar is named “Radar” for historical reasons; its actual purpose is to heat food. Holding the MAG. button turns on a magnetron, heating food with microwaves. To adjust the heating power, users repeatedly hold the button for a duration specified in the “Heating power cheat sheet” and then release it for the same duration until they feel it is enough.
 

  
 

    

   [image: figure] 

   
Figure 1.6 The Kitchen Radar’s user manual clarifies its purpose and explains (poorly) how to operate it but doesn’t make it easier to use.


  
 

   

   The Kitchen Radar is a microwave oven that offers a frustrating user experience. Its main flaw is that it fails to address user needs; people want to heat food, not turn on a magnetron. The user manual doesn’t make it user-friendly. The inside-out interface forces users to become magnetron experts and time themselves pushing and releasing the cryptic MAG. button. There are also potential reliability and safety concerns regarding the magnetron and circuitry when turned on and off at an erratic speed. Finally, we can wonder whether people would buy or use such a terrible product unless forced to.
 

  
 

   

   We all agree that this appliance is absurd. Yet I’ve encountered private, partner, and public APIs whose designs resemble the Kitchen Radar. Such poorly designed APIs affect API consumers, their end users, and API providers. 
 

  
 

   

   
1.2.2 Poor web API design affects developers and architecture
 

  
 

   

   The design of APIs can make the work of application developers who consume them impossible or more complicated than it should be, possibly resulting in code and overall software architecture that are complex and brittle. If SOCNET neglected the design of its APIs, developers of applications consuming them might say 
 

  
 

   

   	 “I can’t list friends of friends!” 
 

   	 “What contains the sts property?” 
 

   	 “Why don’t createdAt and fromDate use the same date-time format?” 
 

   	 “Identifying friends requires a userId, but storing a message requires a username! Can’t we use the same user ID in all operations?” 
 

   	 “The ‘List friends’ operation is useless; to get useful data, I must call the ‘Read friend’ operation for each friend!” 
 

   	 “The HTTP response indicates a success, but its data contains an error!” 
 

   	 “How can I know what’s wrong with my API call if I only get an ‘Invalid request’ error message?” 
 

   	 “Are you sure about the mobile and web applications taking care of friend identification with the Face Detection API before sharing a message with photos?” 
 

  
 

   

   Due to poor API design, developers will waste time deciphering cryptic operations, data, and errors or face unnerving problems due to inconsistencies or wrong HTTP usage. Incorrect or missing data or operations complicate code, possibly making it impossible to develop a desired feature. An API that exposes inner workings leads to error-prone and duplicated code across consumers and tight coupling between client and server, necessitating risky updates whenever what should have been inner logic changes. Missed milestones, fewer features, frequent bugs, increased technical debt, and revenue loss: poorly designed APIs affecting developers can cost an organization a lot. 
 

  
 

   

   
1.2.3 Poor web API design puts security and infrastructure at risk
 

  
 

   

   The design of an API can make it unsecured and can make an infrastructure unreliable and costly, as pointed out in the following feedback from consuming application developers:
 

  
 

   

   	 “Is it normal for user A to read the direct messages of user B?” 
 

   	 “As I handle friend detection, I could send false identification information when sharing a message with a photo!” 
 

   	 “Sometimes, calling the ‘Timeline’ operation takes ages.” 
 

   	 “Sometimes, the ‘Timeline’ operation’s response is a Java stack trace indicating an out-of-memory error. I guess it’s because it returns all user messages; an active user can have thousands.” 
 

  
 

   

   Exposing inner workings increases the risk of corrupting data or processes if an essential API operation call is missed or the wrong data is sent. Unclear definitions of security rules during design can lead to an unsecured implementation that grants access to data that consumers or end users shouldn’t access. Leaking infrastructure information simplifies hackers’ work. API security problems can harm people and our organization, possibly leading to its bankruptcy.
 

  
 

   

   [image: figure]NOTE  Web APIs typically restrict access to authorized consumers, often allowing only a subset of operations (call “Search” message but not “List direct” message). Even if an operation is permitted, the end user’s privileges can limit execution or affect responses (“List direct” message returns only the end user’s messages). This book focuses on design-related security problems; see section 12.1 for more details.
 

  
 

   

   Large data volumes—due, for example, to the absence of pagination in an operation design—can cause slow responses, server application crashes, or high cloud infrastructure egress fees (what cloud providers charge for transferring data). API design can also lead to inefficient use of server resources or third-party APIs, raising infrastructure costs or blocking the system because limits are reached. 
 

  
 

   

   
1.2.4 Poor web API design affects end-user and third-party experiences
 

  
 

   

   The design of an API can affect the end users of our application powered by our private APIs or third parties consuming our partner or public APIs, as illustrated by the following feedback:
 

  
 

   

   	 “The application crashes when showing the timeline of very active users!” 
 

   	 “How can I help the end user fix the problem if the API error message is just ‘Invalid request’?” 
 

   	 “Can’t we find a way to reduce the number of steps end users have to take to send a message in the mobile or web application?” 
 

   	 “The application crashes when calling the ‘Timeline’ operation since the last API update!” 
 

   	 “Send $10 to a friend, and they’ll receive $1,000!” 
 

   	 “I’m fed up! I cancel my subscription to the Search API.” 
 

  
 

   

   The design of an API can affect end-user experience with unexpected crashes, unhelpful error messages, or complex or inflexible UI flows. Careless, non-backward-compatible modifications made to the design of existing APIs can cause unexpected errors (because sts has been renamed status) or, worse, silent behavior changes (turning dollars into cents when sending money to a friend). If end users are customers, they may switch to our competitors. If end users are internal, these problems will complicate their work and affect our customers. Developers potentially interested in our public or partner API may pass by or quickly cancel their subscriptions because of our API’s complexity or unreliability. Less customers means less revenue for the organization. 
 

  
 

   

   
1.2.5 Taking care of design unleashes the power of APIs
 

  
 

   

   Taking care of API design not only prevents the problems described in the previous sections but also unleashes the true potential of web APIs. The following feedback from internal and external users of SOCNET’s well-designed APIs illustrates this:
 

  
 

   

   	 “The Search API provides exactly the operations and data I need!” 
 

   	 “It’s amazing! I was able to guess how the API works without reading the docs!” 
 

   	 “I realized I could reuse many pieces of code when using different APIs!” 
 

   	 “I developed the new SOCNET application for smart refrigerators in no time!” 
 

   	 “I quickly aggregated different APIs into my server application!” 
 

   	 “The API’s clever error handling helped us enhance the user experience!” 
 

   	 “We’re far more responsive because we stopped returning all data on the timeline!” 
 

   	 “We quickly improved the subscription funnel thanks to the API flexibility!” 
 

   	 “Three partner integrations were done this week; it’s a new record”
 

   	 “We replaced our in-house face-detection system with a third-party API without affecting our existing applications!” 
 

  
 

   

   Well-designed APIs give developers superpowers, improve their productivity, and help an organization achieve its goals faster. That’s because these APIs meet user needs, hide inner workings, and are user-friendly. They are also interoperable, facilitating data exchange and connection between systems; their operations and data are easy to use together. These APIs also foster the creation of modular, decoupled systems that are easy to evolve, simplifying developers’ work even further.
 

  
 

   

   Well-designed APIs significantly enhance the overall experience for end users by contributing to efficiency and ease of use within applications. Their flexibility also enables improving client applications, especially the UI, without modifying the API.
 

  
 

   

   In the case of a partner or public API, a good design that can be used instinctively without reading documentation contributes to an invaluable “Whoa!” effect and a faster time to value (the time necessary to create something meaningful for a consumer). All this increases acquisition and retention. 
 

  
 

   

   [image: figure]NOTE  Well-designed private, partner, and public APIs help organizations generate more value by increasing developer productivity, making systems more modular and efficient, reducing the time to value, and contributing to outstanding user experience. However, don’t worry if your existing APIs look like the Kitchen Radar! It’s never too late to fix them; reading this book will help.
 

  
 

   

   
1.3 When to design web APIs?
 

  
 

   

   Should we design all APIs? Should modifications to APIs also be designed? When is the best time to design an API? It’s essential to consider API design 
 

  
 

   

   	 When creating any new API 
 

   	 When modifying any API 
 

   	 After deciding on an API creation and before its implementation 
 

  
 

   

   
1.3.1 Any new API must be designed
 

  
 

   

   You’ll often see the question, “Should we focus only on designing partner or public APIs, given that they are more visible than private ones?” The answer must be a firm “No!” Ignoring private API design leads to the problems highlighted in section 1.2, affecting developments, IT systems, and the entire organization. Additionally, it will undermine future partner and public API initiatives. 
 

  
 

   

   You will create more private APIs for your team than for others and far fewer for partners or public use. Designing many private APIs helps build invaluable skills via practice. Although it’s possible to start from scratch with partner and public APIs, it may be risky; this book can help but won’t work miracles. Partner and public APIs often rely on existing private APIs; neglecting these can lead to challenges. A public or partner API implementation may conceal a private API mess (like renaming sts to status). However, addressing deeper problems such as data, operations, security gaps, or missing pagination causing out-of-memory errors will likely necessitate changes to existing APIs, which may affect current consumers.
 

  
 

   

   Designing private APIs facilitates creating partner and public APIs, even enabling instant transitions in some cases. In 2002, Jeff Bezos, then-CEO of Amazon, required all teams to communicate through “service interfaces” (they weren’t called APIs then) designed with external use in mind, allowing customer access anytime after creation. This strategy was key to Amazon’s success. 
 

  
 

   

   [image: figure]CAUTION  Amazon’s instant private-to-public switch is ideal but extreme, with deep architectural and organizational implications, and can be challenging for many organizations. One valid alternative is to create partner or public API façades on solid but less polished private API building blocks (see section 13.8).
 

  
 

   

   
1.3.2 Any modification of any existing API must be designed
 

  
 

   

   API design doesn’t only matter on creation; section 1.2.4 showed that carelessly modifying an existing API design can cause unexpected crashes or more fatal silent problems. It’s essential to design any modification to, ideally, not introduce non-backward-compatible changes or to introduce them knowingly after carefully considering the consequences (see section 15.1). For example, a crash due to renaming sts to status can be avoided if we can synchronize updated consumers and API deployment. 
 

  
 

   

   Not everyone has the luxury of starting from a blank page. APIs may already exist and may not be as well-designed as they should be. The goal is not to shame what has been done before but to ensure that increases in API design technical debt are stopped. New APIs can use a new design mindset partly inspired by existing APIs (see section 16.5.2). However, rebuilding every existing API is often pointless unless it generates enough value to cover the update. Still, nothing prevents us from following new design principles learned in this book when modifying preexisting APIs. 
 

  
 

   

   [image: figure]NOTE  This book also teaches how to create an extensible API design that reduces the risk of non-backward-compatible changes (section 15.6).
 

  
 

   

   
1.3.3 Design happens between choosing to create an API and coding it
 

  
 

   

   API design, the book’s focus, differs from API development (coding, implementation) or deciding to create an API for a specific purpose; it happens between them, as illustrated in figure 1.7. The figure shows a typical API lifecycle, which isn’t strictly linear and applies to any software creation methodology (agile or waterfall, for example). It outlines the stages or activities an API undergoes from inception to consumption but oversimplifies reality; activities can occur in parallel and involve back-and-forth interactions. Depending on our role in the organization, we may participate in various stages, wearing caps other than those of API designers. 
 

  
 

    

   [image: figure] 

   
Figure 1.7 API design is an iterative activity distinct from deciding to create an API and implementing it.


  
 

   

   Someone identifies the need for an API, such as creating a Search API to monetize SOCNET platform content or developing a microservice for friend identification in images and videos (Define). An API designer (that’s us) then designs a web API meeting these needs (Design). Developers code an application that exposes this API, which may start with an incomplete design (Develop). Throughout development, developers, QA engineers, and security experts verify that the API functions correctly and is secure (Test). An incomplete API can be deployed for testing or production, often involving exposure on an API gateway for securitization, consumption, and monitoring (Deploy). Once the final or incomplete API is deployed, consumers can use it, and it may be published to an API catalog or developer portal to make it visible (Provide/Consume).
 

  
 

   

   API design is iterative. Questions and discoveries can require revisiting needs from the Define stage. Development, tests, and early consumption may help refine the API design. Once it’s in production, new needs may arise, necessitating API design modifications. 
 

  
 

   

   [image: figure]NOTE  This book focuses on the Design stage of the API lifecycle. It doesn’t cover business or IT strategies for creating an API, defining its objectives, or desired business or IT outcomes. The book also excludes implementation code, architecture, tests, and deployment concerns, such as API developer portal resources like documentation. However, it explains how other stages can use the work and artifacts created during Design (section 19.1).
 

  
 

   

   
1.4 Who designs web APIs?
 

  
 

   

   Once someone decides that an API needs to be created or modified, “we” can start working on the design. But who is “we”? It’s you, but maybe with some help. This section discusses the profiles needed to design an API and briefly lists the stakeholders who can influence API design. 
 

  
 

   

   
1.4.1 The three profiles needed to design an API
 

  
 

   

   Designing an API requires the following roles around the table; they can be one or different people:
 

  
 

   

   	 API designer 
 

   	 Subject matter expert 
 

   	 IT system expert 
 

  
 

   

   API designers can have various backgrounds. I’ve worked with, advised, and trained API designers with various profiles and experience in their fields, including developers, tech leads, architects, business analysts, tech writers, QA engineers, product managers, and product owners. The key for API designers is the ability, in the worst scenarios, to interpret vague user needs from the Define stage of the API lifecycle and address complex related subject matters (or fields, domains, business domains, topics) handled by obscure IT systems (where the API will run). The goal is to transform this complexity into an implementable HTTP-based API that meets user needs, conceals inner workings, and is user-friendly, interoperable, etc. (all that makes an API awesome, as seen in section 1.2). That’s what this book will teach you.
 

  
 

   

   APIs cover countless fields like banking, logistics, customer relationship management (CRM), product catalogs, and cloud infrastructure. With experience, you may become a subject matter expert (SME) in some fields, facilitating your API designer work. However, not being an SME is not a problem; as an API designer, you can effectively interview SMEs to gather information important to design an API. 
 

  
 

   

   This book covers essential software concerns for designing web APIs. For instance, some design patterns may drain smartphone batteries, whereas others enhance systems interoperability. However, this knowledge won’t make you an expert in all the IT systems of our vast world’s organizations. For instance, if you work at SOCNET, you may not know that the application responsible for detecting faces takes a minute to identify people in a 10-second video; this should be considered when designing the SOCNET backend API. Your API design skills will help you gather such information from developers, tech leads, and architects of systems you’re not an expert on. 
 

  
 

   

   
1.4.2 The stakeholders influencing API design
 

  
 

   

   Some stakeholders directly or indirectly influence the design of an API. In addition to SMEs and IT experts whose information will shape the design of the API, we can add 
 

  
 

   

   	 People in charge of the Define stage 
 

   	 Consumers 
 

   	 Security experts 
 

   	 Peers 
 

  
 

   

   As an API designer, you’ll discuss the design with the people who define the user needs and with consumers to ensure that the API design matches the (initially vague) expectations. Security experts and peers may make recommendations to improve your design. You’ll know how to integrate, adapt, or refuse all stakeholders’ requests and feedback for the greater good of the API and your organization to design an API that satisfies all parties involved. Typically, you’ll integrate security feedback without much discussion but carefully consider consumers’ requests, which may lead to a highly specific API usable by only one of them. 
 

  
 

   

   [image: figure]NOTE  The designer, SME, and IT expert profiles and collaboration with various stakeholders, including users, are similar to what we see when creating any application. The software design methodologies, tips, and tricks you know may help you design APIs.
 

  
 

   

   
1.5 How do we design web APIs?
 

  
 

   

   Designing APIs mirrors any design process; it involves analyzing requirements and creating a blueprint for the final product. Figure 1.8 illustrates this book’s methodology within the API lifecycle, breaking down the design process step by step while using a layered approach to address one main problem at a time. Similarly to the API lifecycle, don’t view this as a strict linear waterfall; the activities and perspectives occur in parallel, with optional steps and back-and-forths within the Design stage and other lifecycle stages. Section 1.6 guides us through the design process, and section 1.7 summarizes the design layers.
 

  
 

    

   [image: figure] 

   
Figure 1.8 This step-by-step and layered approach aims to help us design APIs in various contexts and facilitate our learning.


  
 

   

   [image: figure]NOTE  Many software design and development methodologies can be applied to API design. Consider this book a toolbox; once you’ve learned its principles, adapt them to your context.
 

  
 

   

   
1.6 Designing APIs step by step
 

  
 

   

   As we saw in figure 1.8, the Design stage starts once user needs or requirements are identified in the Define stage of the API lifecycle and is composed of four steps or activities:
 

  
 

   

   	 Identifying the API capabilities 
 

   	 Designing the programming interface 
 

   	 Describing the programming interface 
 

   	 Enriching API design artifacts 
 

  
 

   

   
1.6.1 Identifying the API capabilities
 

  
 

   

   As API designers, our primary task is to analyze user needs and identify the required API capabilities to address them (discussed in chapter 2). User needs can range from broad objectives like “Social network” or “Database as a service” to specific intents such as “Enabling tagging friends in a photo on mobile and web.” Artifacts describing these needs can vary from brief sticky notes or tickets to detailed documents, including, for example, user experience research for public APIs. We express API capabilities in a stakeholder-friendly natural language like English or French. Capabilities encompass use cases, such as “Sharing a status,” which involves steps like “Upload message’s photos” and “Send the status.” We’ll identify the API operation needed for these steps, like “Upload a photo” and “Share a message.” Operations can apply to multiple use cases; for example, the “Changing user profile photo” could need the “Upload a photo” operation. 
 

  
 

   

   
1.6.2 Designing the programming interface
 

  
 

   

   We design the programming interface that represents the identified API capabilities. This book focuses on REST APIs, but the choice of API type should align with capabilities and context (section 14.8). We will prepare for our REST API design by identifying key concepts or business objects, such as User and Status (chapter 3). We’ll convert natural language operations into HTTP operations, like turning “Share a message” into POST /statuses (chapter 4). Additionally, we will model the input and output data for operations (chapter 5): for example, determining that a Status includes a message of type string. 
 

  
 

   

   [image: figure]NOTE  Although this book focuses on REST APIs, many of its teachings can be applied to other types of APIs. We typically need to identify key concepts or model data when designing any API.
 

  
 

   

   
1.6.3 Describing the programming interface
 

  
 

   

   Using a standard API specification format, we can efficiently describe the programming interface HTTP operations (chapter 6) and their data (chapter 7) in a blueprint document while we design them. Doing so has numerous benefits, including generating implementation code (Develop) or facilitating the connecting of the dots between the initial user needs and API capabilities in natural language and the resulting programming interface for all stakeholders (Design). 
 

  
 

   

   
1.6.4 Enriching API design artifacts
 

  
 

   

   The document listing capabilities and the API blueprint belong to the API design reference kit. This kit fully describes the API and is used during design and in the following stage of the API lifecycle, particularly to implement and test the API. In parallel with previous steps, we may consider enhancing the API blueprint with more detailed information (the Status message is 140 characters long, for example) or adding new artifacts to the kit (an API mock that simulates the yet-to-be-developed API, for example). Such enrichments help to describe the API design better and facilitate discussions and thinking (chapter 19). 
 

  
 

   

   
1.7 Designing APIs layer by layer
 

  
 

   

   As illustrated in figure 1.8, we’ll split designing APIs into four layers to address one main problem at a time:
 

  
 

   

   	 A versatile API design that does the right job 
 

   	 An API design that is user-friendly and interoperable 
 

   	 An API design that considers constraints 
 

   	 A reasoned and continuously improving API design process 
 

  
 

   

   
1.7.1 Designing a versatile API that does the right job
 

  
 

   

   Our first goal is not only to design an API that meets the needs identified in the Design stage of the API lifecycle but also to conceal its inner workings and ensure that the API is usable in different contexts (chapter 2). A well-designed API typically reflects a business domain, independent of the applications consuming it, although specific APIs may sometimes be required (see section 13.8). The SOCNET backend API is designed to allow the website and mobile application to deliver expected social network features, despite differing UIs, without burdening developers with face-detection algorithms or microservices architecture. SOCNET can also build a new smart refrigerator application without modifying the API. Similarly, SOCNET designs the Search partner API without knowing the types of applications that will use it. 
 

  
 

   

   
1.7.2 Designing a user-friendly and interoperable API
 

  
 

   

   In addition to doing the right job and being versatile, we must ensure that our API is user-friendly and interoperable; this affects data (chapter 8), operations (chapter 9), sequences of operations (chapter 10), and the entire API (chapter 11). Using the SOCNET APIs can be challenging if data pieces are labeled with cryptic names like sts and someCrypticJargonThatMeansStatus instead of clear and easily understood terms like status. An error message like “Invalid request” is insufficient; we need to provide actionable error feedback. If the Friends and Message APIs use different user IDs (username versus internal numerical ID), that compromises interoperability. The same applies if a backend API’s “List friends” operation requires a username but the Send Message function needs a numerical ID. 
 

  
 

   

   
1.7.3 Integrating constraints in an API design
 

  
 

   

   If we focus only on ensuring that our API design is effective, user-friendly, and interoperable, we may end up with a non-implementable, failure-prone, or, worse, dangerous API design. Designing an API requires integrating constraints dictated by security, efficiency, context, and modification-related concerns. 
 

  
 

   

   API security in the context of API design covers sensitive data management (like personal and banking information) and access controls (chapter 12). For instance, in section 1.2.3, a developer using the SOCNET backend API found that user A’s direct messages were accessible when they were logged in as user B. This common API security flaw often arises because “who can see what” is not clearly defined during API design.
 

  
 

   

   An API’s design affects its efficiency (chapter 13). An inefficient API may be slow, consume excessive server resources, or drain smartphone batteries. For example, in section 1.2.2, developers reported the “Timeline” operation being slow and returning an out-of-memory error (it also affects end users). This is often due to attempting to return all data in a single call, which an appropriate design can prevent.
 

  
 

   

   We may need to adapt API design to its specific context, including the subject matter, provider, consumer habits, and limitations (chapter 14). For instance, in section 1.4.1, we discovered that identifying friends in a video takes 1 minute for every 10 seconds of footage. This makes the identification process longer than the 100 milliseconds maximum SOCNET that allows for efficient API calls. Instead of a typical one-call design, a long operation is required, initiating a job with the first call, monitoring status with a second call, and retrieving results with a third call (section 14.7).
 

  
 

   

   API design must ensure extensibility to facilitate future changes and carefully consider non-backward-compatible modifications that could break consumers (chapter 15). Following developer feedback from section 1.2.2, SOCNET renamed sts to status, which in section 1.2.4 led to crashes in unmodified applications due to missing expected data. Assessing the effect of this modification could have prevented the problem by SOCNET either deciding not to perform the modification or handling consumer updates better. 
 

  
 

   

   
1.7.4 Using a reasoned and continuously improving design process
 

  
 

   

   We must find ways to simplify our API designer’s life and enhance our efficiency. Designing APIs involves numerous decisions, such as selecting names, data types, and pagination parameters, many of which recur consistently. Although we may not have all the answers, some choices can affect subsequent designs, and mistakes can happen. For instance, if we choose fromDate over from_date, we must remain consistent within and across APIs, but typos like froMDate may still occur. There are various pagination methods and ways to design them; which one should we adopt? Establishing a clear decision-making process is vital for guiding our research and ensuring confident, consistent choices (section 16.1). We can create and continuously enrich an API design toolbox with API design guidelines (section 16.3), ready-to-use design components (section 17.6), and automated guidelines (chapter 18). Such a toolbox can help us seamlessly and consistently apply the correct naming conventions and pagination without the need to remember everything. The API design toolbox elements can enrich the API design reference kit. 
 

  
 

   

   [image: figure]NOTE  AI will likely become a vital asset in our API design toolbox. You’ll find very few tips in this book, because it’s not The Design of Web APIs with AI. The book focuses on core principles essential for humans and AI. Understanding the API design process and principles before depending on AI is crucial, as AI can produce wrong, inaccurate, or incomplete responses. By mastering API design from this book, you’ll better see when and how to integrate AI in your design process, guide AI with essential information to enhance its response quality, and finally ensure that the resulting API does the job, is user-friendly and interoperable, and integrates all security-, efficiency-, context-, and modification-related constraints.
 

  
 

   

   Summary
 

  
 

   

   	 Web application programming interfaces (web APIs) are software interfaces that allow communication between applications over a network using the HTTP protocol. 
 

   	 Web APIs enable communication between mobile or web applications and their backends and between server applications, can expose multiple operations, and can be consumed by multiple applications. 
 

   	 Different types of web APIs exist; they use the HTTP protocol differently. This book focuses on REST APIs. 
 

   	 A web API is an interface to an implementation and ideally conceals implementation details. 
 

   	 A web API can be used by internal applications and developers (private API), selected partners (partner API), or anyone (public API). A private API can be exposed on the internet. 
 

   	 Consider API design because it can positively or negatively affect developer productivity, security, infrastructure efficiency, costs, end-user experience, and an organization’s revenue. 
 

   	 Design APIs that meet user needs, are usable in different contexts, hide inner workings, and are user-friendly, interoperable, and efficient. 
 

   	 Design any new private, partner, or public API or modification of an API. 
 

   	 Design an API after deciding why to create it and before its implementation. 
 

   	 Design private APIs to build skills via practice and design partner or public APIs more easily. 
 

   	 Carefully consider API modifications to prevent unexpected crashes or silent behavior modifications. 
 

   	 Design APIs collaboratively and iteratively. 
 

   	 Use your or your colleague’s SME and IT expertise when designing an API. 
 

   	 Discuss the design with the people who define the user needs and with consumers to ensure that the API design matches expectations. 
 

   	 Integrate, adapt, or refuse stakeholders’ requests and feedback to design an API that satisfies all parties involved. 
 

   	 Analyze user needs, and identify the required API capabilities to address them. 
 

   	 Design the programming interface that represents the identified API capabilities. 
 

   	 Align the choice of API type with capabilities and context. 
 

   	 Build an API design reference kit starting with an API capabilities list and standard API description to support the design process and the following stages of the API lifecycle; enrich it according to your needs. 
 

   	 Consider security, efficiency, context (subject matter, provider, or consumer), backward compatibility, and extensibility when designing an API. 
 

   	 Establish a clear decision-making process for guiding research and ensuring confident and consistent API design choices. 
 

   	 Create and continuously enrich an API design toolbox with API design guidelines, automated guidelines, and ready-to-use design components. 
 

  


 

   

   
Part 1  Fundamentals of API design

 

  
 

   

   Fundamental web API design skills include identifying capabilities that meet user needs, representing capabilities in an HTTP interface, and describing the interface in a blueprint. For example, suppose the “Define stage” output is “SOCNET API”: we must clarify the expected capabilities to avoid creating a design that doesn’t meet user needs. Once we agree with stakeholders on capabilities like “Sharing a status” and “List friends,” we can design a REST API interface with operations such as POST /statuses and GET /friends, which requires understanding REST API principles and HTTP. Discussing the design with stakeholders requires a formal description of the API. Using a standard API description format instead of a wiki page is recommended for streamlining discussions. It will also facilitate accurate implementation.
 

  
 

   

   To teach these fundamentals of web API design, the first part of this book focuses on the first layer of API design: designing a versatile API that does the right job (section 1.7.1). We go through the essential steps of the API design process (section 1.6): identifying API capabilities, and designing and describing the programming interface. Chapter 2 discusses identifying API capabilities that meet user needs from the Define stage of the API lifecycle. Chapter 3 introduces REST APIs and HTTP and discusses how to examine capabilities to spot elements required to design a REST API. Chapter 4 starts the programming interface design, showing how to represent capabilities with HTTP operations, and chapter 5 ends it by looking at data modeling. Chapter 6 explains how to describe HTTP operations using the OpenAPI format, and chapter 7 discusses data description via JSON Schema in OpenAPI.
 

  


 

   

   
2  Identifying API capabilities

 

  
 

   

   This chapter covers
 

    

    	Analyzing use cases
 

    	Identifying unique and versatile operations
 

    	Ensuring alignment with user needs
 

    	Avoiding integrating overly specific consumer requirements
 

    	Avoiding exposing the provider’s inner workings
 

   
 

  
 

   

   API design begins by analyzing users’ needs and identifying the API capabilities required to fulfill them. Identifying the appropriate API capabilities is crucial. As seen in section 1.2, an API with incorrect capabilities can make developing applications that consume it complex or impossible, wasting time and resources and potentially jeopardizing the API provider, even when the faulty API is private.
 

  
 

   

   We’ll describe capabilities using plain English or any other natural language rather than programming interface language. This is because form follows function, a design principle that applies to buildings, kitchen appliances, applications, and APIs. An effective API design requires analyzing users’ use cases and identifying the generic operations to fulfill them and yet-to-be-discovered use cases before choosing the appropriate programming representations and data modeling. This simplifies discussions, streamlines the design process, and avoids creating complex or incomplete APIs that don’t meet user needs.
 

  
 

   

   This chapter starts with an overview of the identification of API capabilities and when it happens in the API lifecycle and design process. Then we present the API Capabilities Canvas, the methodology this chapter uses to subsequently illustrate the necessary steps to effectively and accurately identify an API’s capabilities while avoiding common pitfalls.
 

  
 

   

   
2.1 An overview of identifying API capabilities
 

  
 

   

   As shown in the API lifecycle (figure 2.1) and in the microwave oven and SOCNET backend API examples (figure 2.2), our first task when designing an API is to analyze user needs from the Define stage to identify the necessary capabilities to address them (section 1.6.1). To simplify our work and learning, we focus on the “versatile API that does the right job” layer, addressing consumer needs, concealing inner workings, and ensuring usability in various contexts (section 1.7.1). 
 

  
 

    

   [image: figure] 

   
Figure 2.1 We analyze the needs from the Define stage of the API lifecycle to identify the versatile API capabilities that meet them and other unknown needs. We’ll iterate with the Define and Design stages stakeholders.


  
 

    

   [image: figure] 

   
Figure 2.2 API capabilities are use cases and the operations needed to achieve them. We describe them in plain English and keep programming interface concerns for the next stage because form follows function.


  
 

   

   The API capabilities we seek are use cases and operations. Use cases are like recipes, and operations are their generic ingredients. The API will expose the operations to consumers, enabling them to achieve existing and new use cases. We describe these capabilities in plain English or other natural languages (“Send a message”), leaving the programming language (POST /status) for the “Design the programming interface” step (see section 3.1). We’ll iteratively discuss and clarify the subject matter and input and validate our findings with the stakeholders of the Define and Design stages to ensure alignment.
 

  
 

   

   Contrasting a microwave oven and API, this section provides an overview of API capabilities identification, during which we’ll
 

  
 

   

   	 Use the output of the Define stage 
 

   	 Analyze what users need to achieve 
 

   	 Identify versatile operations to achieve use cases 
 

   	 Keep programming interface design concerns for later 
 

   	 Clarify the subject matter and input 
 

  
 

   

   
2.1.1 Starting with the output of the Define stage
 

  
 

   

   We will analyze user needs to identify API capabilities but not determine the API’s global purpose. This occurs during the Define stage of the API lifecycle and addresses strategic, product, and IT systems architecture concerns (section 1.3.3). Our input is the output from the Define stage, which describes user needs or problems to solve with more or fewer details. 
 

  
 

   

   API design input often fits on a sticky note, especially for a private API. It may range from vague descriptions (“Social network,” “Online shopping,” or “Database as a service”) to precise ones (“Tracking order status on customer mobile and customer care applications”). Such brief input requires us to investigate users and their use cases from scratch. The input may be more complete, typically for a partner or public API. It may include user experience research, personas, or use cases. We may need to refine the provided use case, as the descriptions may be high-level and not give all the details we need to spot all capabilities. 
 

  
 

   

   [image: figure]NOTE  APIs may also be created based on nonfunctional requirements. For instance, a server application typically offers a health check API. Such a “technical” API is no different from a “business” API (like “Social Network” or “Database as a service”) and must also be designed using the principles of this book.
 

  
 

   

   
2.1.2 Analyzing what users need to achieve
 

  
 

   

   When identifying API capabilities, we focus on the use cases users need to achieve, not the inner workings. We’ll look at them in section 14.1. 
 

  
 

   

   What do microwave oven users want? They don’t want to turn the magnetron on and off, which is the implementation’s job. Although it’s possible to cook frozen meals or bake cakes by turning the magnetron on and off, doing so requires considerable effort and can lead to half-frozen dishes, burned cakes, and damaged appliances (section 1.2). Users want to “Cook a frozen dish” or “Bake a chocolate cake”; these use cases can involve one or multiple steps. Cooking a frozen dish requires heating at a specified power for a set time. Baking a chocolate cake includes several steps: heating a mixture of chocolate, butter, and milk; incorporating eggs, sugar, and flour; mixing; and then reheating.
 

  
 

   

   Users in the API context may refer to the consumers or their end users (if any). For the SOCNET backend API, users don’t want to read from the MSG database table. They want to “Check friends’ activities” or “Send a message to a friend.” Checking friends’ activities requires listing their last messages. Sending a message involves listing friends, selecting one, and sending the message.
 

  
 

   

   Knowing users is vital for accurately identifying API capabilities. For instance, unlike people using a microwave oven, people building microwave ovens or radars want to turn magnetrons on and off, not bake cakes. Database API users need to access specific tables.
 

  
 

   

   [image: figure]NOTE  Identifying users and analyzing their use cases can be tricky. To avoid missing anything and to streamline the analysis, see section 2.2. Also, see section 2.8 to discover how inner workings can surface in API capabilities and jeopardize an API. 
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