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For Dani and Jacob. I love you to the moon and back.

—Mom






AUTHOR’S NOTE


Dear Reader,

As the daughter of an FBI agent and a third-generation federal prosecutor, I grew up believing the men and women of the FBI were always the good guys, combating crime and working hard toward the ultimate goal of keeping us all safe. My father was that kind of FBI agent, and so were the people I worked with.

But all the while my father and other FBI agents were working to keep Americans safe, Robert Hanssen was working just as hard to betray the agency he had sworn allegiance to and the people and country he had sworn to protect. His selling of national secrets to the Russians cost lives and gutted operations critical to national security. In the process, he also besmirched the reputation of the FBI and branded it in ways that echo still—as an agency under siege, one unable to regulate itself from within.

I was compelled to dig deeper into the Robert Hanssen story because I believed that there were secrets yet to be uncovered. What’s more, I believed that the uncovering of those new details would further a richer understanding of the facts behind the story and a more robust discussion of how we can assure the FBI never again cultivates another treasonous character like Robert Hanssen within its ranks.

After more than twenty years of selling America out to the Soviets and later Russians, Robert Hanssen was finally arrested on February 18, 2001. He was still being processed when reporters began digging into his past and barely behind bars before book deals were being signed. Before the year was out, Adrian Havill (The Spy Who Stayed Out in the Cold) and David A. Vise (The Bureau and the Mole) had brought their accounts to market, followed the next year by Ann Blackman and Elaine Shannon (The Spy Next Door), Lawrence Schiller (Into the Mirror), and David Wise (Spy: The Inside Story…). Schiller’s book, written with Norman Mailer, is the outlier in this crowd—a blend of fact and speculation. The others are all solid journalistic accounts that do their authors proud. Wise’s Spy is even better than that.

But all these early books struggled to a greater or lesser degree to put Hanssen’s actions into the context of the organization he so egregiously betrayed. The March 2002 report by the Commission for the Review of FBI Security Programs—commonly known as the Webster Commission after its chairman, former FBI and CIA director William Webster—helped a bit with that and was available to some of the later authors. But the full examination of how Hanssen was able to hide in plain sight arrived in August 14, 2003, when the Justice Department’s Office of the Inspector General issued its Review of the FBI’s Performance in Deterring, Detecting, and Investigating the Espionage Activities of Robert Philip Hanssen. That document was devastating to the Bureau and incredibly enlightening for those trying to understand how such a traitor could have been in operation all those years. The report also enraged some of those closest to the Hanssen case and has gradually loosened their tongues in the decades since.

Victor Cherkashin’s 2004 memoir Spy Handler threw an entirely new perspective into the mix. A Washington-based KGB agent, Cherkashin was Hanssen’s handler. In theory, the book was a rare chance to see America’s star traitor through the eyes of his Soviet master, and the book is occasionally revealing if not always trustworthy. At least two FBI agents I interviewed told me they thought Cherkashin’s memoir was part of a disinformation campaign, and I have been wary of it accordingly.

The most recent print addition to the Hanssen library—Eric O’Neill’s Gray Day (2019)—focuses on a thin slice of the story. O’Neill was sent undercover to be Hanssen’s office assistant for the six weeks before his arrest, and he recounts his experience in lively detail that centers around his own contribution. More valuable but far harder to access is David Wise’s second crack at telling the story. The Seven Million Dollar Spy (2018) provides rich detail on Hanssen’s eventual takedown, but Wise took ill while working on it, and his book was published posthumously and is available only as an audio book.

Meanwhile, the fifteen years between Cherkashin’s questionable account and O’Neill’s narrow one have been filled with revealing bits and pieces of this incredibly complex story, and I have tried to take full advantage of them all. Mike Rochford, the FBI agent most responsible for running Hanssen to ground; David Major, Hanssen’s champion at the Bureau for much of his career; and David Charney, the psychologist who has spent more time with Hanssen post-arrest than any other mental-health professional, have all spoken at great length about the case in appearances at the International Spy Museum in downtown Washington, DC, and elsewhere. I’ve followed up on those talks with extensive interviews, especially with Rochford and Charney.

Bonnie Hanssen, still Bob Hanssen’s wife, although he languishes in a federal prison from which he will never be released, refuses to meet with writers and reporters, but I have spent numerous hours communicating with her brother Mark Wauck, also an FBI agent. Mark granted me access to extensive email communications with the now-deceased Brian Kelley, the CIA officer who was psychologically brutalized by the CIA while under suspicion for the crimes Hanssen committed. Kelley’s son, Barry, and widow, Patricia McCarthy, also opened up in heartbreaking ways and led me to explore in detail the full scope of collateral damage that accompanies crimes as heinous as Hanssen’s.

Maybe most hauntingly, Hanssen’s best friend since high school, Jack Hoschouer, laid himself bare for this account—an act of raw courage for which I will be forever grateful and a kind of expatiation for actions that Jack is still struggling to understand.

Where feasible I’ve given many of these principal characters space to tell key parts of the story in their own words. They were there and deserve to be heard.

Bob Hanssen is where he should be, in jail for the rest of his life, but still at large are questions about his motives, his psyche, and the damage he caused; whether the FBI has blinded itself to the lessons it should have learned; and whether we are any better protected today from a new Bob Hanssen than we were from the actual one who ripped the guts out of America’s secrets. That’s where this book ends. But Hanssen’s story will continue to wind through American history for years to come.

Even in a mature democracy, the rule of law can hang by a slim thread. An FBI that fails to police itself adequately or allows its mission to become subverted or its vast investigative powers to be abused could be the only difference between government of, by, and for the people and government by a tyrannous few.

—Lis Wiehl








PROLOGUE STRANGE ENCOUNTER


December 2000

For FBI director Louis Freeh, this evening’s keynote address should be sheer pleasure. The event is almost a family affair, the annual father-son banquet at his son’s school. Justin, the youngest of the Freehs’ four children, is by his side.

The venue is a friendly one, too. Located in a nicely wooded campus just off busy Seven Locks Road, in Potomac, Maryland, the Heights School lacks the panache of more established DC-area private schools such as St. Albans, Georgetown Preparatory, and Sidwell Friends, but the Heights has a unique value proposition that fits comfortably with Louie and Marilyn Freeh’s own beliefs. The all-male school, grades 3 through 12, was founded in 1969 by a group of Catholic laymen associated with Opus Dei.

In his mega-best-selling novel The Da Vinci Code, Dan Brown portrays Opus Dei as an almost Satanic rear-guard cult within the Church. That was fiction, but Opus Dei members do take the deep traditions of their faith very seriously. The prelature of Opus Dei oversees the school, and thus the Heights, its student body, and the school family reflect some of the most old guard strains within Catholicism.

Mass and prayer are integral parts of school life, decorum is stressed, and boys at the Heights are expected to dress the part. The school handbook spells out explicitly the requirements for eighth graders through high school seniors: sport coat with dress trousers, dress shirt, tie, belt, dress shoes, and socks. Trousers must be able to hold a crease: no jeans, no denim of any kind, no cargo pants or fatigues, either. Shirts must have a collar. Dress shoes do not include any kind of athletic footwear. “Loud” clothing generally is forbidden. Also ear studs, any sort of bling, and hair that hangs in the eyes or over the collar.

“The Heights School,” the handbook says, “is a training ground for adult responsibility and for a professional sense of work.” End of story.

No surprise, the all-male faculty is drawn heavily from the ranks of Roman Catholic colleges and universities and includes anywhere from ten to fifteen teachers who are themselves members of Opus Dei. As also befits a school tied to a prelature in which about a third of lay members are numeraries—voluntary lifelong celibates who also practice mortification of the flesh—boys at the Heights are urged to be abstinent until marriage. No condom education allowed, or presumably needed.

While academic issues, discipline, financial concerns, and the like are left to a board of directors and an administrative council, “the spiritual direction of the Heights School is entrusted to Opus Dei,” the handbook states, and Opus Dei priests are available to provide counsel to the entire school family.

The Freehs aren’t the only parents who drive twenty-five miles round-trip through crippling traffic to deliver their sons to the school’s door, nor the only ones who are hard-pressed to meet an annual tuition that today stands at about $30,000. Heights parents want and expect their sons to be steeped in church teaching. They are paying top dollar for the sort of intense moral education not available in the otherwise excellent public schools found in the wealthy Virginia and Maryland suburbs. The Heights unabashedly, even enthusiastically, teaches values, proper behavior, high moral standards, patriotism, and good citizenship. Parents, in turn, make the financial sacrifice of tuition because they expect the school to send good, moral, well-behaved citizens out into the world.

All of which makes this evening’s encounter most strange.



The subject of Louie Freeh’s keynote talk, suggested by Headmaster Richard McPherson, is ethics and integrity in government, and that, too, is right up the FBI director’s alley.

For starters, Freeh is a fierce protector of his own reputation for integrity, and easily offended by perceived failures of integrity in others. His well-publicized struggles with Bill Clinton, who appointed him FBI director in 1993, have multiple roots but foremost among them perhaps is Freeh’s personal revulsion over the Monica Lewinsky affair. Freeh’s steely look and hard-set jaw aren’t for show. He’s a zero-tolerance guy, a grown-up altar boy who lives by a strict moral and ethical code.

Freeh is also a fierce protector of the FBI’s reputation for integrity, and as the fathers and sons settle into their seats in front of him, that reputation hangs in the balance, along with multiple questions within the US intelligence community about the Bureau’s basic investigative competency.

After more than seven years at the FBI’s helm and a quarter century in the public sector—as a special agent and US attorney before becoming director—Louie Freeh is ready to cash in on his résumé. But a gaping security breach that has equally plagued the FBI and the CIA across the Potomac River has finally come to a head. For more than a decade, both agencies have been searching for the Russian mole buried deep within one or the other of them and doing irreparable harm to the nation’s intelligence capacity overseas, especially in dealing with the Russians.

The mole has a code name—GRAYSUIT—and according to a joint special investigative unit led by the FBI, the mole has an almost certain home: the CIA. By the late 1990s, suspicion has focused brutally and resolutely on counterintelligence officer Brian Kelley. His family members are grilled ruthlessly; his house secretly searched. Kelley himself is stripped of his entry badge and placed under a semi house arrest.

To drive the last nail into Kelley’s coffin, FBI special agent Mike Rochford launches a bizarre global search that eventually nets an ex-KGB officer on the lam from a Russian mobster and willing to sell out GRAYSUIT for $7 million. But the evidence, when it arrives in November 2000, writes a different end to the story: the mole isn’t Brian Kelley. The real GRAYSUIT has been hiding out in the FBI all along, and in more than one way, he’s Louie Freeh’s doppelgänger.

Like Freeh, GRAYSUIT is a devout Catholic. Both men joined the Bureau within a year of each other. Both took an oath to “support and defend the Constitution of the United States against all enemies, foreign and domestic” and “bear true faith and allegiance to the same.” Both have also signed the FBI Pledge for Law Enforcement Officers, accepting the obligation to “consider the information coming into my knowledge by virtue of my position as a sacred trust.” Freeh and GRAYSUIT live within easy driving distance of each other in the Virginia suburbs; they regularly attend the same church—St. Catherine of Siena, in Great Falls—with long strings of children in tow on either side. Like Freeh’s brother, John, but not the director himself, GRAYSUIT is also a member of Opus Dei.

Shortly after GRAYSUIT is identified, the FBI buys a house in his immediate neighborhood and installs an additional thirty telephone lines to turn it into a surveillance center. His car is tailed everywhere. Within a few weeks, he will be moved into a new office on the ninth floor of the FBI’s headquarters—the J. Edgar Hoover Building—ostensibly as a reward for faithful service as he nears retirement, but his promotion is to a non-job, his new office will be bugged and videoed to a fare-thee-well, and the lowly agent assigned to be his aide-de-camp will in fact be the Bureau’s eyes and ears inside GRAYSUIT’s new and rapidly shrinking world.

GRAYSUIT, in short, is under round-the-clock watch—at home, at work, and in between—but this evening, in this bastion of patriotism and conservative Catholicism, GRAYSUIT needs no additional surveillance. He’s part of the welcoming committee that greets Louie Freeh upon his arrival, and now, as Freeh prepares to speak about ethics and integrity, the most successful Russian mole in American history is in the front row, and GRAYSUIT’s own son is sitting beside him.

“There I was on that small stage, waiting to start my talk and knowing the man right in front of me had sold his nation down the river,” Freeh recalls. “And there GRAYSUIT was, not having any idea that we had finally cracked his cover wide open. I don’t think I ever showed it that evening, but the longer I sat there, the angrier I got. It wasn’t just that he had betrayed America for money or that he had smeared the Bureau and violated his own oath of office, although all that was certainly part of it. He had also betrayed his family, and very soon his crimes were going to come crashing down on the head of that unsuspecting boy sitting with him along with his wife and rest of his family. To me, that was almost as unforgivable as the espionage itself.”1

How hard those crimes will crash down, though, is still an open question. Even today, the value of the secrets GRAYSUIT turned over to America’s mortal enemy remains almost inestimable. Because of them, operations vital to national security have been gutted. Blood has been spilled in the prisons of Moscow; bodies are in the ground because GRAYSUIT has revealed identities, knowing for certain what the outcome will be. If the Bureau can catch GRAYSUIT in the act of espionage—making a drop to the Russians, picking up yet another pack of crisp $100 bills that regularly come in bundles of $30,000 or more—he might be executed; at the least, he’s certain to spend the rest of his life in jail.

But espionage also has a high threshold of proof, and GRAYSUIT is less than five months away from mandatory retirement. What if this worst spy in American history gives it up and walks free—never sins again and rides off into the golden sunshine of a government-funded pension? That’s the nightmare scenario, the possibility that has the small handful of people at the Bureau who have been fully read into GRAYSUIT’s case staring at the ceiling at 3:00 in the morning, night after restless night.

And GRAYSUIT, sitting there in row one with his long horse face set in its perpetually dour expression, does he have any sense of what lies ahead? Maybe. After two decades of on-and-off cocksure communication with his spymaster handlers, a frantic tone has begun to slip into the notes he leaves with the stacks of documents and encoded disks chock-full of America’s deepest secrets.

Does GRAYSUIT care, though? That’s maybe the better question. Or does he even in some dark chamber of his psyche welcome what might lie ahead? His name is Robert Philip Hanssen, and the thing about being the best mole ever is that nobody knows it until you are caught.






PART I [image: ]







CHAPTER 1 TOPHAT


The video lasts only sixty-four seconds, but it’s almost impossible to pull your eyes away from the quiet malice in front of you. Four younger men in tight-fitting suits—agents for the KGB, the Soviet state intelligence service—surround a fifth older man in a small room, lit by a window covered by a dingy café curtain. One of the younger men has his right arm locked around the older man’s neck. The others are methodically stripping him of his shirt. By twenty-two seconds, the older man’s chest is exposed. Soon, he’s naked from the waist up. From behind, fingers grab hold of his chin and turn his face directly toward the camera. What do we see? Resignation, for sure. A silent dignity. But no fear, and no apparent regrets. It’s a grandfather’s face, shockingly calm given what he knows lies ahead.

Dmitri Polyakov—the older man in the video just described—is a name mostly lost to history, but he deserves a better place in modern memory. Polyakov is both a Soviet military officer and an intelligence officer. In the former capacity, he has access to a vast range of information about missiles, tanks, biological and chemical weapons, nuclear strategy, general military planning, and the like. As a member of the GRU, the Soviet Union’s military intelligence wing (it is a Russian acronym for Main Intelligence Directorate), he also is up to date on agents and the where and why of Soviet espionage operations. As he rises in rank to become a general, Polyakov further becomes deeply versed in Kremlin foreign and economic policy. Beginning in 1962, at the critical height of the Cold War, Dmitri Polyakov is also an American intel asset—known to the FBI as TOPHAT—and a volunteer, unpaid asset at that.

“The reasons Polyakov decided to work for us were not terribly complex,” according to Sandy Grimes, a veteran member of the CIA Clandestine Services with a special focus on the Soviets. “He was rather a simple man with simple tastes, but he was also a man who was very principled and loved his country. He was a Russian first and foremost, and he was always going to be a Russian, and he loved his people. What he didn’t love were the leaders of his country…

“I think Polyakov had such a distrust of the Soviet leadership that he was fearful they might take any action. It was something he couldn’t predict. That, combined with his perception of the United States—that we were weak, that we wouldn’t face up to the Soviets—frightened him. He truly believed that this was a war. We weren’t shooting at one another, but it certainly could come to that, and his role was to assist us in any way he could, not just assist the United States… but assist the western world in countering the Soviet leadership and where he saw his country going.”1

How valuable is the intelligence Polyakov/TOPHAT passed on to the Americans? Grimes’s answer is unequivocal: “Polyakov was our crown jewel, the best source at least to my knowledge that American intelligence has ever had and I would submit the best source that any intelligence service has ever had. There was really no one to compare him to, because he worked for us for so many years and he achieved such a rank that rather than us looking at an organization through the eyes of one of our sources […] from the bottom up, with Polyakov, we were able to look at the GRU, his organization, from the top down, as well as look at the KGB and the Soviet Ministry of Foreign Affairs and the Communist Party apparatus, again through Polyakov’s eyes, from the top to the tops of the other organizations, and it’s very unique.”2

Beyond doubt, TOPHAT’s intel affects the balance of power between the Soviets and the United States at a critical time during the Cold War and across multiple decades. Arguably, Polyakov prevents the massive loss of life on both sides. Doubtless, too, passing secrets to his American counterparts places him in almost constant and dire peril.

“He knew that if he were caught, he would be sentenced to die,” Grimes says. “He would be taken into the room, asked to kneel down and be shot in the head.”3

And indeed that’s more or less what happens on March 15, 1988, half a decade after Polyakov retires, more than a quarter century after he first starts feeding intel to his American counterparts, and almost two years after the video of his arrest is made.

Polyakov is “working on his dacha” when the KGB comes for him, Grimes says. He is “playing with his grandchildren. […] It should have gone down in history as the greatest spy story of all time.”4

It doesn’t, though. Instead it goes down as one of the saddest.

As befits an asset of such vital importance, Dmitri Polyakov has the distinction of being ratted out not once but twice to the KGB by members in good standing of the US intelligence community: In 1985 by CIA intelligence officer Aldrich Ames, who will emerge as the most notorious spy in modern US history with his arrest in 1993; and five years earlier by the man who will replace Ames at the pinnacle of America’s espionage hall of shame, with his own arrest in 2001. In 1980, FBI special agent Bob Hanssen sells TOPHAT to Polyakov’s own agency, the GRU, for basically chump change: a figure generally placed at $30,000, although we have only Hanssen’s word to go on this, and that comes more than twenty years after the fact. Between them, the CIA and FBI will eventually pay 233 times that for Hanssen’s own identity.

The KGB, it should be noted, does make another video starring Dmitri Polyakov. In this one he’s lying naked on a metal tabletop, still alive after his torturers have extracted every last secret they can from him. As the video rolls, the tabletop is slowly elevated at one end until TOPHAT slides off the lower end into a roaring fire. The KGB shows it as a cautionary tale to new recruits.






CHAPTER 2 SPYING 1.0


Bob Hanssen has left an indelible stain on the FBI, a toxic cloud that haunts it still, but his entry into the Bureau is the same as that of thousands of agents before him and thousands since. After completing the twenty-week basic training at the FBI Academy in Quantico, Virginia, new agent Hanssen is assigned in January 1976 to the Indianapolis field office and farmed out to the Gary, Indiana, resident agency to work white-collar crime.

The posting is predictable. Hanssen has an MBA from Northwestern University. He’s done a tour as a junior auditor of the Chicago branch of Touche Ross (now Deloitte & Touche), and touts a CPA license earned while working as a Chicago cop. The Bureau also seems to have gone out of its way to make the posting convenient. The Hanssens—Bob and Bernadette, known as Bonnie—both grew up in Chicago and have friends and family nearby. And Bob clearly performs well because his next transfer, in August 1978, is to the high-profile New York City field office.

The transfer, however, presents the growing Hanssen family with a trade-off all too familiar to young FBI careerists. The most high-profile field offices—New York, Los Angeles, Chicago, Miami, Washington, and the like—are also found in cities with the highest housing costs, and the Bureau provides no cost-of-living adjustments. In, say, the Boise, Idaho, field office, a standard FBI salary allows an agent to house his family in comfort relatively near his workplace. Working in the New York field office, for most agents, means either substandard housing fairly close by or, much more commonly, a long daily commute from the distant suburbs.

The Hanssens halve the dilemma by buying one of the more modest three-bedroom houses in the upscale, relatively close-in suburb of Scarsdale in Westchester County. For Bob, the purchase means a shorter commute than many of his coworkers. For Bonnie and their three children, the neighborhood is safe and green. But no house in Scarsdale sells cheap, and the financial pressure of the mortgage is ever-present.

Jack Hoschouer, Bob Hanssen’s best friend beginning in high school and forevermore, returns to the States in the fall of 1979 from Germany, where he has been stationed with the army, and stays several nights with Bob and Bonnie in their new Scarsdale home. “Bonnie,” Hoschouer tells me, “was a little desperate because they didn’t have the money to pay the doctor bills for the girls.”1

Having proved his chops as an accountant in Gary, Indiana, Hanssen is initially assigned to similar work in New York—bigger crimes, bigger money, bigger everything in the Big Apple—but poring over numbers day after day bores him silly. His big break, though, is just around the corner.

In March 1979, Hanssen is detailed to the Soviet counterintelligence division within the New York office. The plum jobs there are the cloak-and-dagger ones: surveillance, recruiting spies, busting networks, street work, the stuff movies are made from, indeed the kind of role Hanssen seems to have been dreaming of since his teenage years. Real life, though, is different, and Bob Hanssen is definitely not a kick-the-door-in type or someone who’s going to charm a potential Soviet target over a quart or two of vodka. For his future career as a mole, though, he gets something even better: a place on the team assigned to create an automated national counterintelligence database for the FBI.

The work is important. The FBI has always been and long will remain a paper place: endless 302 forms memorializing interviews, banged out in triplicate on trusty Remingtons. The automated database Hanssen is assigned to work on is one of the early first steps in dragging the Bureau into the computer age. Thanks to his Touche Ross background and his computer-nerd proclivities, Hanssen is uniquely positioned to help with that—and will remain so throughout his almost twenty-five-year FBI career—and New York City is just the place to begin the database.

For the Soviet Bloc, the Big Apple, not Washington, DC, is spying’s ground zero. The KGB is based at the Soviet (later Russian) Mission to the United Nations—a den of spies hiding behind diplomatic immunity. TASS, the Soviet news agency with a heavy New York presence, is also basically a wholly owned subsidiary of the KGB, with its spies doubling as thinly disguised journalists. The GRU has a separate base—Amtorg, the Soviet commercial trading agency—and separate personnel, but it’s just as thick on the ground as the KGB. Additionally, the Hungarians, the Czechs, and other Eastern European spy services are nicely represented in the inner workings of the United Nations itself. Hanssen’s work launching the new intel database gives him a godlike picture of all this: who is who, what is what, where all the players can be found, and, critically, who has flipped—which Soviets were working with, not against, the Americans.

For Bob Hanssen, the New York field office should be a little piece of heaven: a plum assignment near the onset of his career. But there’s a problem here, too. As he would for the rest of his time with the Bureau, Hanssen is having trouble fitting in with the dominant culture of the FBI. The New York field office is happy to benefit from his tech expertise, but as far as most of the office is concerned, Bob is dancing to the beat of a different drum.

Bob’s brother-in-law and fellow FBI agent, Mark Wauck, gets a taste of this a few years later when he’s transferred to New York shortly after Bob follows the Bureau musical chairs to Washington. Bob has pulled some strings to get Mark assigned to his old Soviet unit, and his former colleagues are waiting with a surprise on Mark’s first day.

“I sit down at my desk, open the drawer, and there’s a three-card in there—one of those old cards we had to fill out every single day with all our ins and outs, our destinations, and the cases we had worked on,” Wauck says. “This one purported to be from Robert Hanssen, and for destination they put ‘Allen Belt,’ the radiation belt that surrounds the Earth. They were telling me that Bob is a space cadet.”2

Worse, Space Cadet Hanssen can’t stop himself from trying to remake the New York field office in his own overearnest image, according to Jack Hoschouer.

“He told me later that when he was in New York for the first time, their job was to keep a watch on the Soviet delegation to the UN. They had figured out that the Soviets did their drops and serviced the drops on Sundays because all the FBI agents were in church or at home with their families. So Bob set up a plan to get all the agents to cover all the possible dead-drops on a Sunday morning.

“He’s in the office, and he’s talking to all these guys, and they’re all assuring him, ‘Yeah, I’m in place. I’m in place.’ And they are all home having ham and eggs with the kids.

“If it’s true—and it probably is—that was one of his ‘aha’ moments about his disappointment with the professionalism of his fellow agents. They had failed him in his plan to catch the Russians in the act. Add that to his monetary problems, and we’re starting to get to a motivation that goes beyond just filthy lucre.”3

But filthy lucre can’t be ignored. Bob’s transfer to the New York field office has placed him in close proximity to the principal players, and the mortgage on his Scarsdale house and those kids’ doctor bills are shouting ever louder in his ear. To Hanssen, the answer to the latter problem must seem obvious.

As Hanssen three decades later will explain to the Webster Commission formed to look into his treachery, “I could have been a devastating spy, I think, but I didn’t want to be a devastating spy. I wanted to get a little money and to get out of it.”4 Note that there’s at least a bit of false modesty baked into that quote. By the time he says this, he has already been outed as a very devastating spy indeed. Note, too, that the evidence will show that Bob Hanssen spends the rest of his FBI career simultaneously convinced that he has fallen in among simpletons and benefiting mightily in his own mind by existing among them. He is not a simple man.

Bob Hanssen is still in his first year on the new database assignment when he walks into the Amtorg headquarters in Manhattan, asks to speak with a GRU official, and volunteers to spy for the Soviets, for money of course. In all, it is a sloppy approach—Hanssen even lets on that he is an FBI agent—but the Soviets couldn’t care less. They are about to buy a gold mine on the very cheap.

Hanssen’s first offering is a teaser: news that the FBI has bugged one of the Soviet’s residential complexes. (The bigger news might have been if they hadn’t bugged it.) Later offerings are much better, including the names of Soviet intel officers who, if not yet turned, are at least in contact with their American counterparts. That one opens the door for Hanssen, and soon he is communicating with the GRU through encoded radio bursts and unbreakable codes and state-of-the-art gizmos that bring immense joy to his techie heart. But Hanssen’s big gift—and it was practically a gift, given what the Soviets pay for it—is TOPHAT.

Hanssen can probably be excused for undervaluing his asset. He’s new to the game. He has a name to sell but perhaps no clear sense of its market value, and his mortgage is due the first of the month, month after month after month.

What Hanssen does know, though, is that if he is going to continue doing business with the GRU, Dmitri Polyakov is the one American asset placed highly enough in the Soviet intelligence services to uncover his identity. Maybe Hanssen has undersold TOPHAT, but given the certain outcome of the sale, he has protected his own market value immensely.

From a business point of view, selling TOPHAT to the GRU is pretty much a no-brainer. Reduce Dmitri Polyakov to a commodity, not a human life, and any MBA would back the deal. Flipping him to the Soviets is also, very nearly, the beginning and end of what might have been Bob Hanssen’s very minor spy career.






CHAPTER 3 “WHAT ARE YOU HIDING?”


Bernadette “Bonnie” Hanssen is Catholic through and through. Her father, Leroy, descended from Polish Catholics, trained for two years for the priesthood before settling on psychiatry as his calling. Her mother, Frances, was raised in an Irish Catholic family. Bonnie’s schooling has been all Catholic. Her uncle on her mother’s side is a monsignor. John Paul, the youngest of her eight siblings and one of two brothers to join Opus Dei, will eventually become a professor at the prelature’s Rome stronghold, the Pontifical University of the Holy Cross. Inevitably, perhaps, Bonnie’s husband drifts that way, as well. Bob has been raised Lutheran, although not with any great devotion. Eight years into their marriage, he follows Bonnie into the Church, and two years after that, in 1978, he is accepted into Opus Dei—practically a family obligation. Bonnie’s brother Mark happens to be looking directly at Bob during the ceremony when he mouths three words to his wife: “I love you.”

The scene is touching. Bonnie, though, might be forgiven for wondering exactly what those three words mean, coming from her husband’s mouth.

Bob and Bonnie have been married less than a week when a woman with whom Hanssen is having an ongoing affair calls Bonnie to tell her that she and Bob had just made love and that she is the one he really wanted to marry. Hanssen repents when his wife confronts him—he’s good at repentance—and vows this will never happen again. But the flesh is weak, memory is strong, and this is a wound that occasionally gets rubbed raw, according to what Jack Hoschouer tells me.

“Bonnie told me in Scarsdale that she went to pick Bob up at the train station. It was raining like crazy, and he was standing there under an umbrella with one of his arms wrapped around a woman, maybe a secretary in the office.”1

Bonnie might have both incidents in mind and maybe others when she happens upon Bob in late 1980 in the basement of their Scarsdale home, pen in hand, hunched over some kind of document.

Details are sketchy and will stay hidden for more than two decades, but we know Bonnie has a feisty side. We know from his life’s story that Bob is deft at deception and quick to cover his tracks. And this is a common enough domestic scene to allow us to fill in the empty spaces.

“What are you up to?” Bonnie asks, but instead of answering, Bob tries to conceal the paper completely.

“What are you hiding? Are you having an affair?” she demands.

No, he insists, but Bonnie doesn’t back off. Finally, he tells her the truth, or his version of it: He’s writing a letter to his GRU handlers.

“GRU? Are those Russians, Bob?”

“Not Russians, Bonnie. Soviets. There’s a difference.”

“But—”

“Okay. I’ve been selling presumed American intelligence to the Soviets, Bonnie, but presumed is the word to focus on. None of it is real.”

Bob goes on to explain that he’s running a scam on America’s mortal enemies, a con game that has thus far netted him—them—$30,000 (or maybe $20,000, the number has never been confirmed one way or the other), money they desperately need to finance the house, pay the medical bills, and make up for the other insane shortfalls of an agent’s salary in a place as expensive as New York. But he is through with that, he assures Bonnie. Lesson learned. Game played out. Besides, their finances are back on safe ground thanks to the risk he has taken, and as ever, he is remorseful beyond all expression.

Does she buy it? Entirely? Maybe or maybe not—living with Bob requires a certain amount of ongoing self-delusion—but Bonnie’s answer in any event is not to contact authorities and least of all the FBI itself. Her answer is to go to the highest authorities she recognizes: the Church, God, and the organization sanctioned by the Pope himself to do God’s work on Earth—Opus Dei.

The paid obituary for the Rev. Msgr. Robert P. Bucciarelli that runs in the Boston Globe February 26–28, 2016, paints a priest both highly educated and highly successful within his chosen calling. Bucciarelli is born in New Canaan, Connecticut, in September 1935 and educated at New Canaan High School and Harvard, graduating in 1956. From there he goes on to earn a doctorate in sacred theology at the Pontifical Lateran University in Rome, and in August 1960, Bucciarelli is ordained a priest for the Prelature of Opus Dei.

As a priest, he serves in Chicago, Milwaukee, Washington, DC, New York City, Rome, and Dublin, but his duties extend well beyond his ministry. He’s Vicar of Opus Dei for the United States for a decade, from 1966 to 1976. From 1988 to 1992, he lives in Rome and works at the prelature’s central offices, where he almost certainly crosses paths with Bonnie’s brother John Paul. A decade later, in 2003, Bucciarelli begins another tour as a vicar, this time of Ireland, but illness and age appear to cut short that work. In 2012, he returns to the United States, to Chestnut Hill, just outside of Boston, where he continues providing spiritual direction to lay people and priests until his death from Parkinson’s disease on February 24, 2016.

From other sources, we know that Father Bucciarelli is also an ardent tennis player with a unique motion that makes his serves hard to return. He is, in short, a sophisticated man, a scholar. From the tennis, one might even suspect he’s a kind of priestly bon vivant—one of those cheerful clerics at home in the confessional or the country club. Nowhere in his obituary, though, is there mention of his key footnote role in the history of spying. Bucciarelli is the Opus Dei priest Bonnie Hanssen insists her Bobby see to confess his sins.

The late 1980 meeting takes place in New Rochelle, New York, where Bucciarelli lives. Officially, it’s a counseling session—the priest in conference with Bonnie and Bob—not a confession that he hears. But for the rest of his life, Bucciarelli maintains that what transpired in those sessions is nonetheless covered by the rules of the confessional and thus never to be revealed.

The broad outlines of his advice, though, are well established. Go to the authorities, the priest tells Bob. Fessing up, making a clean breast of things is the only way to get right with God. Perhaps Bucciarelli is simply a law-and-order guy—you do wrong, you pay your debt to society. Much more likely, Hanssen tells him the same story he told Bonnie: It was a scam, phony stuff; I was pulling the Soviets’ leg. They got nothing real, nothing actionable. Even so, for Bob Hanssen the priest’s solutions must be fearsome advice. He knows what he has actually sold to the other side. There’s nothing penny-ante or phony about it, and there will be nothing soft and cuddly about the punishment to be meted out.

Sleep comes hard for Hanssen back in Scarsdale, but the morning brings far better news. Father Bucciarelli has prayed on the matter overnight and now has a better idea: go to God instead of the FBI. Bob can atone for his sins through prayer and by feeding his ill-gotten gains back to charity, bit by bit so as not to attract too much notice. And that’s what Bob Hanssen does—feeds as much as $30,000 over the course of the next four years to Mother Teresa’s Missionaries of Charity. Or so he claims. It’s always hard to believe a man whose entire public life is a lie.

As for Father Bucciarelli, in his quest to save Bob’s soul, he green-lights the rest of Hanssen’s spying career, with dire consequences for America’s security and with further loss of life among US assets within the Soviet intelligence services. Bucciarelli also unknowingly adds his own signature to the death warrant Hanssen has already issued for Dmitri Polyakov.

The GRU acts quickly after Hanssen reveals TOPHAT. Polyakov is recalled from his posting in India and given a Moscow office job, but they don’t let the KGB in on the secret for several years for fear of staining their own reputation within the constantly warring bureaucracies of Soviet espionage. There’s a window of opportunity there. If forewarned that TOPHAT has been betrayed, American intelligence services might well have been able to spirit him out of the country. At the least, his US connections could have alerted him to the danger he faced so that he can make his own run for it, before he ends up on that metal slab slowly being tilted into a fiery hell.

Hanssen’s silence, Bonnie’s tacit assent to it, and Bucciarelli’s ecclesiastical endorsement close that window of opportunity and impose a cone of secrecy that will last more than twenty years. No one in or out of the US intelligence community will have any idea of Bob Hanssen’s first spying career until Bonnie tells this story while being interviewed after Hanssen’s arrest—the first breach of Bucciarelli’s expansive understanding of the sanctity of a confessional.






CHAPTER 4 GROOMING A MOLE


If the decades immediately after World War II give birth to the Cold War and its shadow war of espionage, the 1980s and 1990s are the decades of cashing in on it. The 2003 Webster Commission tallies 117 instances between 1945 and 1990 in which American citizens are either prosecuted for espionage or clearly guilty of it even if insufficient evidence exists to move to trial, but this is a building tide. Reported espionage cases double from the 1950s to the 1970s, then double again in the 1980s. Spies, moles, traitors—whatever you want to call them—sometimes seem to be a dime a dozen within America’s intelligence community.

Some are shockingly inept and settle for paltry rewards. In the late 1970s, William Kampiles, a watch officer in the CIA Operations Center, smuggles out a KH-11 satellite technical manual, sells it to the Soviets for a measly $3,000, covers his tracks about as successfully as a bull in a china shop, and earns a forty-year prison sentence for his troubles.

Other spies spin their treachery into generational family affairs. John Walker, a US Navy communications specialist with a “top secret crypto” clearance, starts out as a solo act, peddling navy secrets to the Soviets, then convinces a friend with a similar clearance to do likewise, and eventually adds his own brother Arthur, a navy lieutenant commander, and his son, Michael, then a recent navy recruit, as his espionage start-up matures into an eighteen-year enterprise. John Walker tries to bring his daughter into the fold, too, but she alone resists. Armed with the Walker ring’s cryptomaterial, the Soviets receive and decode more than one million communications, essentially living inside and following in real time US naval warfare planning.

Walker might have the simplest explanation for his spying, once he is finally caught and imprisoned: “We let the Russians read our mail just like we read their mail. That’s it. That’s all. The United States monitors every international telephone call and open circuit in the world. All I did was sell those poor bastards the same access.”1 Well, not exactly.

The Soviets are not the only beneficiary of this pilfering. American secrets are highly valued in the global spy market even among the nation’s supposed allies. From June 1984 until his arrest just before Thanksgiving 1985, Jonathan Pollard pinches almost two thousand intelligence documents and cables—all classified—from the Central Intelligence Agency, the National Security Agency, the Defense Intelligence Agency, and elsewhere, a smorgasbord of intel for his Israeli handlers. Business consultant Katrina Leung spends more than twenty years, beginning in 1982, in the secret employ of Chinese counterintelligence.

Most of this American spy product, though, is destined for Moscow, and it continues unabated after 1991 when the Soviet Union collapses back into Russia and the lead foreign-intel portfolio passes from the KGB (Soviet intelligence) to the SVR (Russian intelligence). CIA counterintelligence officer Aldrich (“Rick”) Ames, for one, glides right through glasnost and the Soviet collapse. From 1985 until his arrest in February 1994, Ames banks an estimated $4.6 million for passing the Soviets information that compromises more than a hundred American intelligence operations.

Another CIA officer, Harold James Nicholson, picks up the slack after Ames’s arrest, selling more of his agency’s secrets to the GRU until he himself is nabbed in 1996. Among Nicholson’s betrayals are the identities of many newly hired CIA agents whom he has come to know as a senior faculty member at a CIA training facility, in some ways an even deeper violation of trust.

Other American spies from the same broad era bear mention as well: FBI agent Earl Pitts, who, like Hanssen, starts out spying for the Soviets and ends up a Russian asset and earns almost a quarter million dollars; Ronald Pelton, the NSA intel analyst who tips the Soviets to a joint NSA-US Navy operation wiretapping undersea cables; Frank Terpil, who sells his country out to the Cubans; Jeffrey Carney, in the sub-rosa employ of the East Germans; Edward Lee Howard, yet another CIA agent from the mid-1980s who feeds America’s secrets to the Soviets (unlike the others, though, Howard manages to escape to the Motherland); and on and on.

“The United States was penetrated very broadly but not very deeply,” according to David Major, a counterintelligence expert with both the FBI and National Security Council. “Lots of agencies were losing secrets, but they didn’t have huge penetrations.”2

Clearly, though, two moles stand out against such a broad backdrop of shallow betrayal: Rick Ames and Bob Hanssen. Even Ames, though, must take a back seat to Robert Philip Hanssen. Only Katrina Leung spies longer than Hanssen—at least that we know about today. No one at all burrows more deeply or broadly into the national intelligence community’s vault of top secrets. And no one gives America’s superpower archenemy more to work with or intelligence of greater value. Victor Cherkashin, who will soon become Hanssen’s KGB handler, estimates the total value of Hanssen’s espionage to the Soviets to have been $10 billion, secrets they got for nano-pennies on the dollar.

But with the exception of Dmitri Polyakov, all that value is in the future. In the late summer of 1985, Bob Hanssen is just a dark storm gathered on the horizon.

Hanssen has already shown he has no more scruples than his fellow moles. Almost certainly if Bonnie had not come across him in their basement preparing to communicate with the GRU, he would have been spying for the Soviets continuously since 1979, but fortunately for him, his previous spying had been discovered by the one person on earth most likely to believe his cover story and forgiven by a priest more attuned to the power of prayer than the rule of secular law. Even better, while Hanssen is doing his penance, his employer has been doing its very unintentional best to make him the perfectly groomed mole should he want to get back in the game.

Hanssen’s work in New York developing the national database has given him a pilot’s cockpit view of the Cold War—spies and counterspies from 35,000 feet up. His next assignment, after he is transferred to the Washington, DC, headquarters in January 1981, is just the opposite. As now a supervisory special agent detailed to the FBI Budget Unit, Hanssen is responsible for formulating and executing the budget for the FBI’s counterintelligence program, including overseeing the presentation of the budget request to the relevant House and Senate committees and preparing the director to testify in its support.

As ever, the easiest way to do this is to wow the Hill with the down-and-dirty of specific FBI counterintelligence operations—who is doing what to whom when, how, and why, at the granular level.

“In order to justify future expenditures, you have tell them what you’ve done in the past, and the past is always a list of successes,” explains Jim Ohlson, who precedes Hanssen in the role and spends several months breaking him into the work. “The budget request doesn’t name informants, but it gives you a real good indication of where crucial success has taken place. If the Russians had access to the current budget cycles, they could make those kind of analyses—determine, for example, that something’s going on in New York or in San Francisco and double their efforts to find a leak there.”3

Preparing the counterintelligence budget also gives Hanssen a kind of division-wide carte blanche, according to Ohlson: “He could poke around in all the operational units, finding more information to justify his budget write-up.”4

Hanssen now has invaluable information and access for multiple purposes, and information he never would have had access to if the Bureau had allowed him to fulfill his dream of becoming a cloak-and-dagger FBI operative.

“Nobody wants to go to the Budget Unit,” says David Major, who supervised the unit while Hanssen was there, “but the people in the Budget Unit know everything. Hanssen was put in charge of moderating a dedicated technical program. He understood tech, and that gave him further special access.”5

Two years later, in 1983, Hanssen is reassigned once more, this time as a supervisory special agent with the Soviet Analytical Unit, another important step forward in the education of a spy. In the Budget Unit, Hanssen was down in the weeds, dissecting specific operations to justify their costs. In the Analytical Unit, he can merge that with a broader view of the Bureau’s counterintelligence successes and failures in dealing with the Soviets. Maybe even more important, with the new assignment his clearance is boosted to above top secret.

“The Analytical Unit,” Major explains to me, “is filled with PhDs, very smart people. We were trying to pull together what we knew about the Russians, their recruits, and so on, and put all that on a stand-alone computer. You have to have someone who knows how to do that, and Bob did. Think about that. He knew everything about what we had gotten from defectors over time and from recruitments-in-place. For a period of time, he had that kind of access. The point is there were just a few of us who knew all this, and he was one of those guys.”6

Hanssen revels in his almost unlimited access once he gets to the Analytical Unit. His brother-in-law Mark Wauck remembers Bob telling him he has landed the best job in the entire Bureau. “When he went to that unit, he was elated. He told me it was the perfect job because you knew everything that was going on. As he described it, all he did was come in in the morning and start reading a stack of teletypes from all over. He described it as the best job possible.”7

Whether Hanssen has simply fallen into this career path or has engineered his way to this vital information node is an open question. But Dave Szady, who served as assistant director of the FBI’s Counterintelligence Division, votes for the latter.

“If you look at where Hanssen positioned himself, he was very smart,” said Szady. “What he did was, he put himself in two areas that were brand-new for the FBI, relatively speaking. One was the analytical effort of the FBI. The FBI was just developing its analytical program, and it really didn’t grow into maturity until after 9/11. But we were creating analytical units within the FBI at the time, and if you have analysts, all information is going to flow through those people eventually or at least they will have access to it. Hanssen put himself into the middle of that, as a supervisor. That’s number one.

“And then, number two, he made himself a computer expert. Now, this is back when computers and laptops were really just coming into being within the FBI. So, obviously, the beer-drinking, cigar-smoking, door-kicking agents don’t know anything about this. But Hanssen put himself in a position where he could become kind of a driving force within that environment, and both situations gave him access to the information he needed to provide to the KGB or that he wanted to provide to it—information that was extremely sensitive.

“Another thing, the protocols for protecting information within this computer network environment were just then being developed. They weren’t as stringent as they are now, and they were never monitored as much as they are now. If Hanssen was on a computer, there always seemed to be a good reason why he was pulling up information. He’s the guy who knows what he’s doing!

“I maintain he knew very well what he was doing at that time. In putting himself in those positions, he could access information without causing a great deal of suspicion. And that’s what he did.”8

Then, in September 1985, having accumulated all this knowledge thanks to his extraordinary access to the Bureau’s Soviet secrets, Hanssen is transferred back to New York, again to the Soviet counterintelligence division but now in a field supervisory position, and finds himself faced with the same old dilemma and the same temptations.

Appearances are important to Bob Hanssen. The Scarsdale house was mostly Bob’s idea—he enjoys living a notch above most of his fellow workers even if he has to strain the budget to do so.

“The house,” Jack Hoschouer says, “was a prestige thing for him. He put a lot of stock in the appearance of being well-off. He liked to show up with a beautiful woman on his arm—the visuals of being important, of being envied. That was part of his initial attraction to Bonnie. He could walk into a room with Bonnie on his arm, and she would stop the traffic. The trouble is Bonnie’s idea of a great Christmas or birthday present is a new vacuum cleaner. She knows she’s beautiful, but she hesitated to play that role.”9

This time around Bonnie puts her foot down. Scarsdale is a mistake not to be repeated. Look what it drove you to do, she tells Bob. Instead they find a cheaper house farther out from the city—in Yorktown, as things turn out. Bob will just have to deal with the longer daily commute to and from the office.

But the bills are still coming in, the family is growing, nothing is getting cheaper, and the FBI pay scale continues to be so rigid that Hanssen’s new boss, Tom Sheer, complains to headquarters that beginning agents in his office are making less than New York City trash collectors. A financially hard-pressed agent, he warns, is ripe for Soviet picking. Someone, of course, who has already tested those waters and lived to tell the tale is even more ripe. Robert Philip Hanssen, for example. And it takes Hanssen all of nine days after he first reports to the New York field office to make his move.

Hanssen’s first crack at spying four years earlier was bush-league—a walk-in. He even let drop that he was with the FBI. No more. This time around Bob Hanssen has a plan, and everyone is going to dance to his tune.






CHAPTER 5 SPYING 2.0


Hanssen relaunches his spy career with a letter within a letter, postmarked October 4, 1985, and sent from New York. The package itself is addressed to Viktor Degtyar, a KGB colonel and press secretary at the Soviet embassy, but sent to his residence in Alexandria, Virginia, just across the Potomac from Washington, DC, and hard by the Pentagon. But Degtyar is only the conduit. Inside is an envelope that reads: “Do not open. Take this letter to Victor I. Cherkashin.”

For Hanssen, Cherkashin is an easy choice. He’s widely known within the American intelligence community as the KGB’s man at the Soviet embassy—the tip of the spear of the USSR’s counterintelligence efforts in Washington—and has been so since the late 1970s. What Hanssen has no way of knowing, though, is that Cherkashin is already handling CIA mole Rick Ames, who volunteered his own services six months earlier. In fact, the resident KGB spy chief initially wonders if Hanssen’s letter hasn’t come from Ames—a second front of sorts to protect his own identity. Instead, Cherkashin has been handed a two-headed spy team unequalled in the history of espionage.

Hanssen’s letter to Cherkashin gets straight to the point:


Soon, I will send a box of documents to Mr. Degtyar. They are from certain of the most sensitive and highly compartmented projects of the US intelligence community. All are originals to aid in verifying their authenticity. Please recognize for our long-term interests that there are a limited number of persons with this array of clearances. As a collection they point to me. I trust that an officer of your experience will handle them appropriately. I believe they are sufficient to justify a $100,000 payment to me.1



As a further tease—both to bolster his bona fides and, as with TOPHAT, to eliminate those who might eventually be able to identify him—Hanssen provides Cherkashin with the names of three Soviet intel officers working for the Americans. Two are KGB officers stationed in Washington, DC. Lieutenant Colonel Valery Martynov is charged with gathering up scientific and technical secrets. He and his wife, Natalia, arrive in DC in late 1980. Five years later, when Hanssen rats him out, Martynov’s hearing-challenged twelve-year-old son is attending junior high school in Alexandria, Virginia, and his five-year-old daughter is in preschool. Martynov is considered such an important asset that he is handled, on the FBI side, by Jim Holt, a top counterintelligence specialist, and for the CIA by Rodney Carlson, who has previously handled Oleg Penkovsky, the GRU mole who helps defuse the Cuban Missile Crisis. The other DC-based KGB agent, Major Sergei Motorin, also has two children, but he’s less of a family man. In addition to a favorite prostitute, he’s having an affair with the wife of a Soviet diplomat. The third person Hanssen names is Boris Yuzhin, also a KGB officer who poses as a TASS correspondent in San Francisco and secretly copies KGB documents with a CIA-provided camera disguised as a cigarette lighter.

The ability to finger all three men sends a strong message to the Soviets that their new benefactor draws his information from multiple sources within the intelligence community. Six months after his initial letter to the KGB, Hanssen expands on his unsolicited gift of the three US assets and burnishes his own résumé while doing so:


I cannot provide documentary substantiating evidence without arousing suspicion at this time. Nevertheless, it is from my own knowledge as a member of the community effort to capitalize on the information from which I speak. I have seen videotapes of debriefings and physically saw the last, though we were not introduced. The names were provided to me as part of my duties as one of the few who needed to know. You have some avenues of inquiry. Substantial funds were provided in excess of what could have been skimmed from their agents. The active one has always (in the past) used a concealment device—a bag with bank notes sewn in the base during home leaves.2



Motorin and Martynov have already been fingered by Rick Ames. With Hanssen’s corroboration, what passes for the wheels of justice within the Soviet Union swing into motion, in this instance with considerable flair and with no apparent concern on Hanssen’s part that he is condemning to almost certain death a valuable American asset and the father of two.

“Martynov is the one with the secret compartment in his briefcase,” explains Mike Rochford, who will eventually play a central role in bringing Bob Hanssen to justice. “When Vitaly Yurchenko [a Soviet defector who redefected to Moscow in November 1985, three months after arriving in the United States] goes home, Cherkashin puts Martynov in charge of taking him back. The plane is full of KGB agents. When it lands in Moscow, the militia gets on the plane, bypasses Yurchenko, and goes straight to Martynov.

“ ‘I’m here to get my medal, I guess,’ Martynov says to the guy in charge. He has no idea what’s coming.

“And the guy says, ‘Bullshit, you’re a spy!’ He dramatically slices open the briefcase, and there’s the money and his instructions.”3

The trial that follows is pro forma—for Motorin, too—and the executions that follow the trials are inevitable. Yuzhin manages to get off with a fifteen-year prison sentence.

Almost simultaneously, Ames corroborates Hanssen’s information delivered a half decade earlier that TOPHAT is an American asset and seals his fate, as well. In some ways, the two moles are a wrestling match tag team, but Cherkashin is effectively in charge of the undisciplined Ames. Hanssen isn’t going to let that happen to him.

In his first letter to Cherkashin via Degtyar on October 4, 1985, Hanssen lays out the boundaries on how communication will be carried out without dictating the entire process: “I am open to communications suggestions but want no specialized tradecraft. I will add 6 (you subtract 6) from stated months, days, and times in both directions of our future communications.”4

His second mailing—this one a package sent a week and a half later, on October 15, again to Degtyar’s home—contains the promised treasure trove of classified documents. The next morning, at 8:35 A.M., the permanent FBI surveillance team assigned to the Soviet embassy notes as “unusual” the fact that the KGB colonel has come to work hauling something in a large black canvas bag, but the report is never followed up, the beginning of a low-attention pattern that will favor Hanssen for the next fifteen years.

In his third mailing, posted October 24, Hanssen—whom the Soviets by then are referring to internally simply as “B,” after the “Mr. Baker” that Hanssen uses for the fictitious return addresses on his mailings—wades into the infrastructure of the espionage trade: payments, tradecraft, and dead-drop sites.


DROP LOCATION

Please leave your package for me under the corner (nearest the street) of the wooden footbridge located just west of the entrance to Nottoway Park. (ADC Northern Virginia Street Map, #14, D3)

PACKAGE PREPARATION

Use a green or brown plastic trash bag and trash to cover a waterproofed package.

SIGNAL LOCATION

Signal site will be the pictorial “pedestrian-crossing” signpost just west of the main Nottoway Park entrance on Old Courthouse Road. (The sign is the one nearest the bridge just mentioned.)

SIGNALS

My signal to you: One vertical mark of white adhesive tape meaning I am ready to receive your package.

Your signal to me: One horizontal mark of white adhesive tape meaning drop filled.

My signal to you: One vertical mark of white adhesive tape meaning I have received your package.

(Remove old tape before leaving signal.)5



“The Source,” Cherkashin would write in his memoir, “was calling the shots. The KGB almost always designated dead-drop and signal sites for our agents and did most of the preparatory work. This time the tables were turned. All we had to do was drop our package and mark a signal.”6

Hanssen is also serving his own convenience. Nottoway State Park is known territory—a short walk from the home on Whitecedar Court where Bob, Bonnie, and their children lived before his 1985 transfer back to New York and a quick drive from the home on Talisman Drive that the Hanssens will buy when they return to the DC area in 1987.

Cherkashin does push back, without much success. He proposes several different drop sites, ones his people are familiar with, and he pushes for the kind of communications equipment that (unknown to the Soviet spymaster) Hanssen was introduced to five years earlier—burst transmitters and the like—along with a meeting between the two men somewhere outside the United States, just as Cherkashin has already had with Rick Ames. But Hanssen nixes them all.

In part, this is Hanssen’s well-honed instinct for self-preservation at work. Not only is he in a position within the FBI to have vital secrets to sell, he also has access to all the operational mistakes the Soviets have made in running their own agents. And he has structured the dead-drops and pickups so that he is handling the vast bulk of the work, not them. By normal terms, this is labor-intensive spying, but it puts Hanssen in charge of the process, sufficient reward for him to justify the added burden and greater risk.

As David Major puts it: “Bob had four or five operational acts and the Russian had one. Read and then fill, clear, go home, and the next day come out and see if the signal had been set to show it had been cleared. That minimized the [Soviet] officer’s action and maximized the agent’s action. No one else spies like that.”7

Victor Cherkashin’s only line in the sand is money. His benchmark for first payments is $50,000, exactly what Ames received. Hanssen won’t get a penny more. Accordingly on Friday, November 1, 1985, Cherkashin hand-counts five hundred $100 bills taken from a safe in his embassy office—the first of the roughly six thousand $100 bills he will eventually count out for his new superagent—places them in a plastic bag, and hands it to an embassy official, Aleksandr Fefelov, for delivery the next morning to the dead-drop site at Nottoway State Park. After stowing the money beneath the footbridge, Fefelov replaces the white vertical strip on the pedestrian crossing with a horizontal one. When he returns to check later that day—still driving a car that has never before been used in a similar operation—the white strip has returned to vertical.

Six days later, on November 8, 1985, Hanssen sends his thanks to Cherkashin via Degtyar and makes it clear that he is in this for the long run:


Thank you for the 50,000.

I also appreciate your courage and perseverance in the face of generically reported bureaucratic obstacles. I would not have contacted you if it were not reported that you were held in esteem within your organization, an organization I have studied for years. I did expect some communication plan in your response. I viewed the postal delivery as a necessary risk and do not wish to trust again that channel with valuable material. I did this only because I had to so you would take my offer seriously, that there be no misunderstanding as to my long-term value, and to obtain appropriate security for our relationship from the start.8
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