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front matter


  
preface


  Given the popularity of social media and online streaming services, you have probably experienced how far machine learning (ML) can go in delivering personalized services. Even though this exciting field opens doors to many new possibilities and has become an indispensable part of our lives, training ML models requires the use of significant amounts of data collected in various ways. When this data is processed through ML models, it is essential to preserve the confidentiality and privacy of individuals and to maintain the trust of those who use these models.


  While preserving privacy in ML is essential, it is also challenging. In late 2014, Dr. Chang and his former PhD student, Dr. Mohammad Al-Rubaie, started to investigate the problem of privacy leakage in ML techniques and explored the possibilities of mitigating such leaks. As they continued their research, the Defense Advanced Research Projects Agency (DARPA) initiated a new research program in early 2015 called “Brandeis” (BAA-15-29) with a $50 million initial budget. The program was named after Louis Brandeis, a US Supreme Court Justice who published the “Right to Privacy” paper in the Harvard Law Review journal in 1890. The main goal of the Brandeis program was to seek and develop the technical means to protect private information by enabling safe and predictable sharing of data in which privacy is preserved. Dr. Chang and his team participated in the Brandeis program and developed several privacy-preserving technologies based on compressive privacy and differential privacy techniques.


  In 2019, with another research award from US Special Operations Command (USSOCOM), Drs. Chang, Zhuang, and Samaraweera and their team tried to put these privacy and security-enhancing technologies for ML into practical applications by utilizing the latest ML models and tools. With their years of hands-on experience participating in the Brandeis program and many other DoD-sponsored research programs since 2015, they believe it’s now time to put together the techniques they’ve developed. Thus, this book is different from other technical books: it discusses the fundamental concepts of ML and the privacy-preserving techniques for ML, and it offers intuitive examples and implementation code showing how to use them in practice.


  They believe this book is the first to provide comprehensive coverage of privacy-preserving ML. Herein, they take you on an exciting journey that covers all the essential concepts, techniques, and hands-on details. If you want to know more after reading this book, you can follow up with the references cited in each chapter and listed at the end of the book.
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about this book


  Privacy-Preserving Machine Learning is a comprehensive guide written to help machine learning (ML) enthusiasts avoid data privacy leakages through their ML applications. It begins with some practical use cases and scenarios involving privacy considerations in modern data-driven applications. Then it introduces different techniques for building privacy-assured ML applications.


  
Who should read this book


  Privacy-Preserving Machine Learning is designed for intermediate-level data science enthusiasts of ML (i.e., people with some experience in ML) and people who would like to learn about privacy-preserving techniques for ML so they can integrate them into their applications. Although privacy and security concepts are generally mathematical and hard to follow, this book tries to dismantle complex algorithms into pieces to make them easy to follow, and it provides a series of hands-on exercises and examples.


  
How this book is organized: A road map


  The book has three parts with 10 chapters.


  Part 1 explains what privacy-preserving ML is and how differential privacy can be used in practical use cases:


  
    	
      Chapter 1 discusses privacy considerations in ML with an emphasis on how severe the privacy threats are when private data is exposed.

    


    	
      Chapter 2 introduces the core concepts of differential privacy and formulates the widely adopted differential privacy mechanisms in use today that have served as essential building blocks in various privacy-preserving algorithms and applications.

    


    	
      Chapter 3 mainly covers the advanced design principles of differentially private ML algorithms. Toward the latter part of the chapter, we introduce a case study that walks you through the process of designing and analyzing a differentially private algorithm.

    

  


  Part 2 extends the discussion with another level of differential privacy called local differential privacy and discusses how to generate synthetic data for privacy assurance purposes:


  
    	
      Chapter 4 introduces the core concepts and definitions of local differential privacy.

    


    	
      Chapter 5 covers the advanced mechanisms of local differential privacy by considering various data types and real-world application scenarios. We also provide a case study on local differential privacy that guides you through the process of designing and analyzing the algorithm.

    


    	
      Chapter 6 introduces the concepts and techniques involved in synthetic data generation by discussing how to design a privacy-preserving synthetic data generation scheme for ML tasks.

    

  


  Part 3 covers the next-level core concepts required to build privacy-assured ML applications:


  
    	
      Chapter 7 introduces the importance of privacy preservation in data mining applications, widely used privacy-protection mechanisms, and their characteristics in data mining operations.

    


    	
      Chapter 8 extends the discussion of privacy assurance in data mining by covering common privacy models, their characteristics in data mining operations when processing and publishing data, and various threats and vulnerabilities.

    


    	
      Chapter 9 introduces compressive privacy for ML and its design and implementation.

    


    	
      Chapter 10 puts these concepts together to design a privacy-enhanced platform for research data protection and sharing.

    

  


  In general, we encourage you to read the first few chapters carefully so you understand the core concepts and the importance of privacy preservation for ML applications. The remainder of the chapters discuss different levels of the core concepts and best practices, and they can mostly be read out of order, based on your particular needs. At the end of each core topic, a case study is introduced with a more comprehensive and thorough analysis of a selected algorithm, which will be of particular interest to readers who want to know more about the process of designing and analyzing privacy-enhanced ML algorithms.


  
About the code


  This book contains many examples of source code, both in numbered listings and in line with normal text. In both cases, the source code is formatted in a fixed-width font like this to separate it from ordinary text. Most of the code is written in the Python language, but some of the use case experiments are presented in Java. Readers are expected to know the basic syntax and how to write and debug Python and Java code. Readers must also be familiar with certain Python scientific computations and machine learning packages, such as NumPy, scikit-learn, PyTorch, TensorFlow, and so on.


  In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. In some cases, even this was not enough, and listings include line-continuation markers (➥). Additionally, comments in the source code have often been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.


  You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/privacy-preserving-machine-learning. The complete code for the examples in the book is available for download from the Manning website at https://www.manning.com/books/privacy-preserving-machine-learning, and from GitHub at https://github.com/nogrady/PPML/.


  
liveBook discussion forum


  Purchase of Privacy-Preserving Machine Learning includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the authors and other users. To access the forum, go to https://livebook.manning.com/book/privacy-preserving-machine-learning/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the authors can take place. It is not a commitment to any specific amount of participation on the part of the authors, whose contributions to the forum remains voluntary (and unpaid). We suggest you try asking them some challenging questions lest their interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  
about the authors


  J. Morris Chang has been a professor in the electrical engineering department at University of South Florida since 2016, with prior faculty positions at Iowa State University (2001-2016), Illinois Institute of Technology (1995-2001), and Rochester Institute of Technology (1993-1995). Before joining academia, he was employed as a computer engineer at AT&T Bell Labs (1988-1990). His recent research efforts cover a broad spectrum of cybersecurity subject areas, from authentication to malware detection, privacy-enhancing technologies, and security in machine learning, and were funded by different Department of Defense (DoD) agencies. Dr. Chang received his PhD in computer engineering from North Carolina State University. He received the IIT University Excellence in Teaching Award in 1999, and was inducted into the NC State University ECE Alumni Hall of Fame in 2019. Over the past 10 years, he has served as the lead principal investigator on various projects funded by DoD agencies. Morris has over 196 publications in refereed journals and conference proceedings. In addition, he has also served in the Institute of Electrical and Electronics Engineers (IEEE) in various positions, including associate editor in chief of IEEE’s IT Professional magazine (2014-2018), associate editor of the IEEE Transactions on Reliability journal (2022), and Program Chairs in Chief of COMPSAC 2019 (IEEE Computer Society signature conference on Computers, Software, and Applications, 2019).


  Di Zhuang is a security engineer at Snap Inc. His degrees include a bachelor of information security and a bachelor of laws from Nankai University, Tianjin, China, and a PhD in electrical engineering from the University of South Florida. He is an energetic, skilled security and privacy researcher with interest, expertise, and experience in privacy by design, differential privacy, privacy-preserving machine learning, social network science, and network security. He conducted privacy-preserving machine learning research under the DARPA Brandeis program from 2015 to 2018.


  Dumindu Samaraweera is an assistant research professor at the University of South Florida. Dumindu received his BS in computer systems and networking from Curtin University, Australia; a BS in information technology from Sri Lanka Institute of Information Technology, Sri Lanka; and an MS in enterprise application development from Sheffield Hallam University, UK. He obtained his PhD in electrical engineering from the University of South Florida (USF), concentrating his research on cybersecurity and data science. His doctoral dissertation, “Security and Privacy Enhancement Technologies in the Deep Learning Era,” addresses the privacy and security issues identified in today’s data-driven applications and provides in-depth solutions to mitigate such problems. Over the years, he has worked with multiple large-scale US Department of Defense-funded cybersecurity research projects. Before joining USF, he worked in the industry as a software engineer/electrical engineer for more than six years, managing and deploying enterprise-level solutions.


  The technical editor for this book, Wilko Henecka, is a senior software engineer at Ambiata, building privacy-preserving software. He holds a PhD in mathematics from Adelaide University and a master’s degree in IT security from Ruhr-University Bochum.


  
about the cover illustration


  The figure on the cover of Privacy-Preserving Machine Learning is “Femme Acadienne”, or “Acadian Woman”, taken from a collection by Jacques Grasset de Saint-Sauveur, published in 1788. Each illustration is finely drawn and colored by hand.


  In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.


  
Part 1 Basics of privacy-preserving machine learning with differential privacy


  Part 1 covers the basics of privacy-preserving machine learning and differential privacy. Chapter 1 discusses privacy considerations in machine learning with an emphasis on the dangers of private data being exposed. Chapter 2 introduces the core concepts of differential privacy along with some widely adopted differential privacy mechanisms that serve as building blocks in various privacy-preserving algorithms and applications. Chapter 3 covers the advanced design principles of differentially private machine learning algorithms and presents a case study.


  
1 Privacy considerations in machine learning


  This chapter covers


  
    	
The importance of privacy protection in the era of big data artificial intelligence


    	
Types of privacy-related threats, vulnerabilities, and attacks in machine learning


    	
Techniques that can be utilized in machine learning tasks to minimize or evade privacy risks and attacks

  


  Our search queries, browsing history, purchase transactions, watched videos, and movie preferences are a few types of information that are collected and stored daily. Advances in artificial intelligence have increased the ability to capitalize on and benefit from the collection of private data.


  This data collection happens within our mobile devices and computers, on the streets, and even in our own offices and homes, and the data is used by a variety of machine learning (ML) applications in different domains, such as marketing, insurance, financial services, mobility, social networks, and healthcare. For instance, more and more cloud-based data-driven ML applications are being developed by different service providers (who can be classified as the data users, such as Facebook, LinkedIn, and Google). Most of these applications leverage the vast amount of data collected from each individual (the data owner) to offer users valuable services. These services often give users some commercial or political advantage by facilitating various user recommendations, activity recognition, health monitoring, targeted advertising, or even election predictions. However, on the flip side, the same data could be repurposed to infer sensitive (private) information, which would jeopardize the privacy of individuals. Moreover, with the increased popularity of Machine Learning as a Service (MLaaS), where cloud-based ML and computing resources are bundled together to provide efficient analytical platforms (such as Microsoft Azure Machine Learning Studio, AWS Machine Learning, and Google Cloud Machine Learning Engine), it is necessary to take measures to enforce privacy on those services before they are used with sensitive datasets.


  
1.1 Privacy complications in the AI era


  Let’s first visit a real-world example of private data leakage to visualize the problem. During the Facebook-Cambridge Analytica scandal in April 2018, data from about 87 million Facebook users was collected by a Facebook quiz app (a cloud-based data-driven application) and then paired with information taken from those users’ social media profiles (including their gender, age, relationship status, location, and “likes”) without any privacy-preserving operations being taken other than anonymization. How did this happen?


  The quiz, called “This Is Your Digital Life,” was originally created by Aleksandr Kogan, a Russian psychology professor at the University of Cambridge. The quiz was designed to collect personality information, and around 270,000 people were paid to take part. However, in addition to what the quiz was created to collect, it also pulled data from the participants’ friends’ profiles, making a large data pile. Later, Kogan shared this information in a commercial partnership with Cambridge Analytica, which harvested personal information from this dataset, such as where users lived and what pages they liked, eventually helping Cambridge Analytica to build psychological profiles and infer certain sensitive information about each individual, such as their identity, sexual orientation, and marital status, as summarized in figure 1.1.
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  Figure 1.1 The Facebook-Cambridge Analytica scandal raised the alarm about privacy concerns.


  That was just one incident! In 2020, after another privacy scandal, Facebook agreed to pay $550 million to settle a class-action lawsuit over its use of ML-based facial recognition technology, which again raised questions about the social network’s data-mining practices. The suit said the company violated an Illinois biometric privacy law by harvesting facial data for tag suggestions from the photos of millions of users in the state without their permission and without telling them how long the data would be kept. Eventually, Facebook disabled the tag-suggestion feature amid privacy concerns.


  These unprecedented data leak scandals raised the alarm about privacy concerns in cloud-based data-driven applications. People began to think twice before submitting any data to cloud-based services. Thus, data privacy has become a hotter topic than ever before among academic researchers and technology companies, which have put enormous efforts into developing privacy-preserving techniques to prevent private data leaks. For instance, Google developed Randomized Aggregatable Privacy-Preserving Ordinal Response (RAPPOR), a technology for crowdsourcing statistics from end-user client software. Apple also claimed it first introduced its well-developed privacy techniques with iOS 11, for crowdsourcing statistics from iPhone users regarding emoji preferences and usage analysis. In 2021 Google introduced its privacy sandbox initiative to the Chrome web browser by replacing third-party cookies and putting boundaries around how advertising companies could interact with private data used in the browser. When people use the internet, publishers and advertisers want to provide content, including ads, that is relevant and interesting to them. People’s interests are often gauged on today’s web by observing what sites or pages they visit, relying on third-party cookies or less transparent and undesirable mechanisms like device fingerprinting. With this privacy sandbox initiative, Google introduced a new way to provide relevant content and ads by clustering large groups of people with similar browsing patterns, hiding individuals in the crowd and keeping their web histories on their browsers, without using third-party cookies.


  
1.2 The threat of learning beyond the intended purpose


  ML can be seen as the capability of an algorithm to mimic intelligent human behavior, performing complex tasks by looking at data from different angles and analyzing it across domains. This learning process is utilized by various applications in our day-to-day life, from product recommendation systems in online web portals to sophisticated intrusion detection mechanisms in internet security applications.


  
1.2.1 Use of private data on the fly


  ML applications require vast amounts of data from various sources to produce high confidence results. Web search queries, browsing histories, transaction histories of online purchases, movie preferences, and individual location check-ins are some of the information collected and stored on a daily basis, usually without users’ knowledge. Some of this information is private to the individuals, but it is uploaded to high-end centralized servers mostly in clear-text format so ML algorithms can extract patterns and build ML models from it.


  The problem is not limited to the collection of this private data by different ML applications. The data is also exposed to insider attacks because the information is available to workers at data-mining companies. For example, database administrators or application developers may have access to this data without many restrictions. This data may also be exposed to external hacking attacks, with private information being revealed to the outside world. For instance, in 2015 Twitter fired an engineer after intelligence officials found that he might have been spying on the accounts of Saudi dissidents by accessing user details such as phone numbers and IP addresses. According to the New York Times, the accounts belonged to security and privacy researchers, surveillance specialists, policy academics, and journalists. This incident is yet another example of how big the problem is. Most importantly, it is possible to extract additional information from private data even if it is transformed to a different embedding (anonymized), or if datasets and ML models are inaccessible and only the testing results are revealed.


  
1.2.2 How data is processed inside ML algorithms


  To understand the relationship between data privacy and ML algorithms, knowing how ML systems work with the data they process is crucial. Typically, we can represent the input data for an ML algorithm (captured from various sources) as a set of sample values, and each sample can be a group of features. Let’s take the example of a facial recognition algorithm that recognizes people when they upload an image to Facebook. Consider an image of 100 × 100 pixels where a single value from 0 to 255 represents each pixel. These pixels can be concatenated to form a feature vector. Each image can be represented to the ML algorithm as a vector of data, along with an associated label for that data. The ML algorithm would use multiple feature vectors and their associated labels during the training phase to produce an ML model. This model would then be used with fresh, unseen data (testing samples) to predict the result—in this case, to recognize a person.


  
    Measuring the performance of ML models


    The ability of an ML model to accurately predict the final result is a measure of how well the ML model generalizes to unseen data or to data introduced for the first time. This accuracy is usually measured empirically, and it varies depending on factors such as the number of training samples, the algorithm used to build the model, the quality of the training samples, and the selection of hyperparameters for the ML algorithm. It is equally important to preprocess the raw data before feeding it to the ML models in some applications that use different mechanisms to extract the essential features from raw data. These mechanisms may involve various techniques (such as principal component analysis) to project data to a lower dimension.

  


  
1.2.3 Why privacy protection in ML is important


  When personal information is used for a wrong or unintended purpose, it can be manipulated to gain a competitive advantage. When massive volumes of personal records are coupled with ML algorithms, no one can predict what new results they may produce or how much private information those results may reveal. The Facebook-Cambridge Analytica scandal discussed earlier is a perfect example of the wrongful use of personal data.


  Hence, when designing ML algorithms for an application, ensuring privacy protection is vital. First, it ensures that other parties (data users) cannot use the personal data for their own advantage. Second, everyone has things that they do not want others to know. For example, they may not want others to know the details of their medical history. But ML applications are data driven, and we need training samples to build a model. We want to use the private data to build a model, but we want to prevent the ML algorithm from learning anything sensitive. How can we do that?


  Let’s consider a scenario where we use two databases: a sanitized medical database that lists patients’ histories of medication prescriptions, and another data source with user information and pharmacies visited. When these sources are linked together, the correlated database can have additional knowledge, such as which patient bought their medication from which pharmacy. Suppose we are using this correlated dataset with an ML application to extract relationships between the patients, medications, and pharmacies. While it will extract the obvious relations between different diseases and the medications prescribed, it may also learn roughly where the patient resides simply by referring to the zip codes of their most-visited pharmacies, even if the data does not contain patient addresses. This is a simple example, but you can imagine how severe the consequences could be if privacy is not protected.


  
1.2.4 Regulatory requirements and the utility vs. privacy tradeoff


  Traditionally, data security and privacy requirements were set by the data owners (such as organizations) to safeguard the competitive advantage of the products and services they offered. However, in the big data era, data has become the most valuable asset in the digital economy, and governments imposed many privacy regulations to prevent the use of sensitive information beyond its intended purpose. Privacy standards such as HIPAA (Health Insurance Portability and Accountability Act of 1996), PCI DSS (Payment Card Industry Data Security Standard), FERPA (Family Educational Rights and Privacy Act), and the European Union’s GDPR (General Data Protection Regulation) are some of the privacy regulations that organizations commonly adhere to. For example, regardless of the size of practice, most healthcare providers transmit health information electronically, such as for claims, medication records, benefit eligibility inquiries, referral authorization requests, and the like. However, HIPAA regulations require that these healthcare providers protect sensitive patient health information from being disclosed without the patient’s consent or knowledge.


  Regardless of whether the data is labeled or not, or whether raw data is preprocessed, ML models are essentially very sophisticated statistics based on the training dataset, and ML algorithms are optimized to squeeze every bit of utility out of the data. Therefore, in most conditions, they are capable of learning sensitive attributes in the dataset, even when that is not the intended task. When we attempt to preserve privacy, we want to prevent these algorithms from learning sensitive attributes. Hence, as you can see, utility and privacy are on opposite ends of the spectrum. When you tighten privacy, it can affect the performance of the utility.


  The real challenge is balancing privacy and performance in ML applications so that we can better utilize the data while ensuring the privacy of the individuals. Because of the regulatory and application-specific requirements, we cannot degrade privacy protection just to increase the utility of the application. On the other hand, privacy has to be implemented systematically without using arbitrary mechanisms, as many additional threats must be considered. ML applications are prone to different privacy and security attacks. We will explore these potential attacks in detail next and look at how we can mitigate them by designing privacy-preserving ML (PPML) algorithms.


  
1.3 Threats and attacks for ML systems


  We discussed a few privacy leakage incidents in the previous section, but many other threats and attacks on ML systems are being proposed and discussed in the literature and could potentially be deployed in real-world scenarios. For instance, figure 1.2 is a time-line showing a list of threats and attacks for ML systems, including de-anonymization (re-identification) attacks, reconstruction attacks, parameter inference attacks, model inversion attacks, and membership inference attacks. We will briefly explore the details of these threats or attacks in this section.
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  Figure 1.2 A timeline of threats and attacks identified for ML systems


  Although some leading companies, such as Google and Apple, started designing and utilizing their own privacy-preserving methodologies for ML tasks, it is still a challenge to improve public awareness of these privacy technologies, mainly due to the lack of well-organized tutorials and books that explain the concepts methodically and systematically.


  
1.3.1 The problem of private data in the clear


  Figure 1.3 illustrates a typical client/server application scenario. As you can see, when an application collects private information, that information is often transferred, possibly through encrypted channels, to cloud-based servers where the learning happens. In the figure, a mobile application connects to a cloud server to perform an inference task.
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  Figure 1.3 The problem of storing private data in cleartext format


  For example, a parking app may send the user’s location data to find a nearby available garage. Even though the communication channel is secured, the data most likely resides in the cloud in its original unencrypted form or as features extracted from the original record. This is one of the biggest challenges to privacy because that data is susceptible to various insider and outsider attacks.


  
1.3.2 Reconstruction attacks


  As you’ve seen, it is essential to store private data on the server in encrypted form, and we should not send raw data directly to the server in its original form. However, reconstruction attacks pose another possible threat: the attacker could reconstruct data even without having access to the complete set of raw data on the server. In this case, the adversary gains an advantage by having external knowledge of feature vectors (the data used to build the ML model).


  The adversary usually requires direct access to the ML models deployed on the server, which is referred to as white-box access (see table 1.1). They then try to reconstruct the raw private data by using their knowledge of the feature vectors in the model. These attacks are possible when the feature vectors used during the training phase to build the ML model are not flushed from the server after building the model.


  Table 1.1 Difference between white-box, black-box, and grey-box access


  
    
      
      
      
    

    
      	
        White-box access

      

      	
        Black-box access

      

      	
        Grey-box access

      
    


    
      	
        Has full access to the internal details of the ML models, such as parameters and loss functions

      

      	
        Has no access to the internal details of the ML models

      

      	
        Has partial access to the internal details of the ML models

      
    

  


  How reconstruction works: An attacker’s perspective


  Now that you’ve had a high-level overview of how a reconstruction attack works, let’s look into the details of how it is possible. The approach taken to reconstruct the data depends on what information (background knowledge) the attacker has available to reproduce the data accurately. We’ll consider the following two use case examples of biometric-based authentication systems:


  
    	
      Reconstruction of fingerprint images from a minutiae template—Nowadays, fingerprint-based authentication is prevalent in many organizations: users are authenticated by comparing a newly acquired fingerprint image with a fingerprint image already saved in the user authentication system. In general, these fingerprint-matching systems use one of four different representation schemes known as grayscale, skeleton, phase, and minutiae (figure 1.4). Minutiae-based representation is the most widely adopted due to the compactness of the representation. Because of this compactness, many people erroneously think that the minutiae template does not contain enough information for attackers to reconstruct the original fingerprint image.


      In 2011, a team of researchers successfully demonstrated an attack that could reconstruct fingerprint images directly from minutiae templates [1]. They reconstructed a phase image from minutiae, which was then converted into the original (grayscale) image. Next, they launched an attack against fingerprint recognition systems to infer private data.
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      Figure 1.4 The four different types of representation schemes used in fingerprint matching systems: (a) grayscale image, (b) skeleton image, (c) phase image, and (d) minutiae

    


    	
      Reconstruction attacks against mobile-based continuous authentication systems—Al-Rubaie et al. investigated the possibility of reconstruction attacks that used gestural raw data from users’ authentication profiles in mobile-based continuous authentication systems [2]. Continuous authentication is a method of verifying the user not just once but continuously throughout an entire session (such as Face ID in iPhones). Without continuous authentication, organizations are more vulnerable to many attack vectors, such as a system being taken over when it is no longer being used but the session remains open. In such a scenario, a reconstruction attack could use available private information that is leaked to the adversary. At a high level, Al-Rubaie et al. used the feature vectors stored in user profiles to reconstruct the raw data and then used that information to hack into other systems.

    

  


  In most of these cases, the privacy threat resulted from a security threat to the authentication system in which reconstructed raw data misguided the ML system by forcing it to think that the raw data belonged to a specific user. For example, in the case of mobile-based continuous authentication systems, an attacker gained access to the mobile device and its personal records; hence, the authentication mechanism failed to protect the user’s privacy. Another class of reconstruction attack might reveal private information directly, as you’ll see next.


  A real-world scenario involving reconstruction attacks


  In 2019, Simson Garfinkel and his team at the US Census Bureau presented a detailed example of how a reconstruction attack can be primed by an attacker, just utilizing data available to the public [3]. They further explained that publishing the frequency count, mean, and median age of a population, broken down by a few demographics, allows anyone with access to the statistics and a personal computer to accurately reconstruct the personal data of almost the entire survey population. This incident raised concerns about the privacy of census data. Based on this finding, the US Census Bureau conducted a series of experiments on 2010 census data. Among 8 billion statistics, 25 data points per person allowed successful reconstruction of confidential records for more than 40% of the US population. 


  Even though this is not directly related to ML algorithms, you can probably understand how scary the problem is. The vast amount of sensitive data published by statistical agencies each year may provide a determined attacker with more than enough information to reconstruct some or all of the target database and breach the privacy of millions of people. The US Census Bureau has identified this risk and implemented the correct measures to protect the 2020 US Census, but it is important to note that reconstruction is no longer a theoretical danger. It is real.


  Now the question is, how can we prevent such attacks from succeeding? In terms of mitigating reconstruction attacks tailored for ML models, the best approach is to avoid storing explicit feature vectors inside the ML model. If the feature vectors are required to be stored (e.g., SVM requires feature vectors and metadata to be stored alongside the model), they should be inaccessible to the users of the ML model so that they are hard to reconstruct. Feature names can at least be anonymized. To mitigate reconstruction attacks targeting database or data mining operations (as in the US Census example), different and well-established data sanitization and disclosure-avoidance techniques can be used.


  This discussion has just been a summary of how reconstruction attacks work. We will discuss these techniques and other mitigation strategies in more detail in the forthcoming chapters.


  
1.3.3 Model inversion attacks


  While some ML models store explicit feature vectors, other ML algorithms (such as neural networks and ridge regression) do not keep feature vectors inside the model. In these circumstances, the adversary’s knowledge is limited, but they may still have access to the ML model, as discussed in the white-box access scenario.


  In another black-box access scenario, the adversary does not have direct access to the ML model: they can listen for incoming requests to an ML model when a user submits new testing samples and for responses generated by the model. In model inversion attacks, the adversary utilizes the responses generated by the ML model in a way that resembles the original feature vectors used to create the ML model [4]. Figure 1.5 illustrates how a model inversion attack works.
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  Figure 1.5 The difference between white-box access and black-box access. White-box access requires direct access and permission for the ML model to infer data; black-box access usually involves listening to the communication channel.


  Typically, such attacks utilize the confidence values received from the ML model (such as the probability decision score) to generate feature vectors. For example, let’s consider a facial recognition algorithm. When you submit a face image to the algorithm, the algorithm produces a result vector with the class and the corresponding confidence score based on the features it identifies in that image. For now, assume the result vector generated by the algorithm is


  [John:.99, Simon:.73, Willey:.65]


  What is the meaning of this result? The algorithm is 99% confident (the decision score) that this image belongs to John (the class) and 73% confident that it belongs to Simon, and so on.


  What if the adversary can listen to all these communications? Even though they do not have the input image or know whose image it is, they can deduce that they will get a confidence score in this range if they input a similar image. By accumulating results over a certain period, the attacker can produce an average score representing a certain class in the ML model. If the class represents a single individual, as in a facial recognition algorithm, identifying the class could result in a threatening privacy breach. At the beginning of the attack, the adversary does not know who the person is, but by accumulating data over time, they will be able to identify the person, which is serious.


  Therefore, the model inversion attack is a severe threat to ML-based systems. Note that in some cases, model inversion attacks can be classified as a subclass of reconstruction attacks, based on how well the features are arranged in raw data.


  In mitigating model inversion attacks, limiting the adversary to black-box access is important, because it limits the adversary’s knowledge. In our example of face recognition-based authentication, instead of providing the exact confidence value of a certain ML class, we could round it. Alternatively, only the final predicted class label may be returned, so that it is harder for an adversary to learn anything beyond the specific prediction.


  
1.3.4 Membership inference attacks


  Whereas model inversion attacks do not try to reproduce an actual sample from the training dataset, membership inference attacks try to infer a sample based on the ML model output to identify whether it was in the original training dataset. The idea behind a membership inference attack is that given an ML model, a sample, and domain knowledge, the adversary can determine whether the sample is a member of the training dataset used to build the ML model, as shown in figure 1.6.
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  Figure 1.6 How membership inference attack works


  Let’s consider an ML-based disease diagnosis system by analyzing the input medical information and conditions. For instance, suppose a patient participates in a study that diagnoses the correct difficulty level for a complex game designed to identify people who have Alzheimer’s disease. If an attacker succeeds in carrying out membership inference, they will know whether this patient was in the original dataset used to build the model. Not only that, by knowing the difficulty level of the game, the adversary can deduce whether this patient suffers from Alzheimer’s disease. This scenario describes is a serious leakage of sensitive information that could be used later for targeted action against the patient.


  How to infer the membership


  In this kind of attack, the adversary intends to learn whether an individual’s personal record was used to train the original ML model. To do so, the attacker first generates a secondary attack model by utilizing the model’s domain knowledge. Typically, these attack models are trained using shadow models previously generated based on noisy versions of actual data, data extracted from model inversion attacks, or statistics-based synthesis. To train these shadow models, the adversary requires black- or white-box access to the original ML model and sample datasets.


  With that, the attacker has access to both the ML service and the attack model. The attacker observes the dissimilarities between the output data produced by ML model predictions used during the training phase and the data not included in the training set [5], as depicted in figure 1.6. Membership inference attempts to learn whether a particular record is in the training dataset, not the dataset itself.


  There are a couple of strategies for mitigating membership inference attacks, such as regularization or coarse precision of prediction values. We will discuss these regularization strategies in chapter 8. However, limiting the output of the ML model only to class labels is the most effective way of downgrading the threat. In addition, differential privacy (DP) is an effective resisting mechanism for membership inference attacks, as we’ll discuss in chapter 2.


  
1.3.5 De-anonymization or re-identification attacks


  Anonymizing datasets before releasing them to third-party users is a typical approach to protecting user privacy. In simple terms, anonymization protects private or sensitive information by erasing or changing identifiers that connect an individual to stored data. For example, you can anonymize personally identifiable information such as names, addresses, and social security numbers through a data anonymization process that retains the data but keeps the source anonymous. Some organizations employ various strategies to release only anonymized versions of their datasets for the general public’s use (e.g., public voter databases, Netflix prize dataset, AOL search data, etc.). For example, Netflix published a large dataset of 500,000 Netflix subscribers with anonymized movie ratings by inviting different contestants to perform data mining and propose new algorithms to build better movie recommender systems.


  However, even when data is cleared of identifiers, attacks are still possible through de-anonymization. De-anonymization techniques can easily cross-reference publicly available sources and reveal the original information. In 2008, Narayanan et al. demonstrated that even with data anonymization techniques such as k-anonymity, it is possible to infer the private information of individuals [6]. In their attack scenario, they utilized the Internet Movie Database (IMDb) as background knowledge to identify the Netflix records of known users, apparently uncovering users’ political preferences. Thus, simple syntax-based anonymization cannot reliably protect data privacy against strong adversaries. We need to rely on something like differential privacy. We will discuss re-identification attacks in more detail in chapter 8.


  
1.3.6 Challenges of privacy protection in big data analytics


  Apart from the threats and attacks tailored explicitly to ML models and frameworks, another privacy challenge arises at the opposite end of the ML and privacy spectrum. That is, how can we protect data at rest, such as data stored in a database system before it is fed to an ML task, and data in transit, where data flows through various elements in the underlying ML framework? The ongoing move toward larger and connected data reservoirs makes it more challenging for database systems and data analytics tools to protect data against privacy threats.


  One of the significant privacy threats in database systems is linking different database instances to explore an individual’s unique fingerprint. This type of attack can be categorized as a subclass of a re-identification attack and is most often an insider attack in terms of database applications. Based on the formation and identification of data, these attacks can be further classified into two types: correlation attacks and identification attacks.


  Correlation attacks


  The ultimate purpose of a correlation attack is to find a correlation between two or more data fields in a database or set of database instances to create unique and informative data tuples. As you know, in some cases we can bring domain knowledge from external data sources into the identification process. For example, let’s take a medical records database that lists user information with a history of medication prescriptions. Consider another data source with user information along with pharmacies visited. Once these sources are linked together, the correlated database can include some additional knowledge, such as which patient bought their medication from which pharmacy. Moreover, if it is smart enough to explore the frequently visited pharmacies, an adversary might obtain a rough estimate of where the patient resides. Thus, the final correlated dataset can have more private information per user than the original datasets.


  Identification attacks


  While a correlation attack tries to extract more private information, an identification attack tries to identify a targeted individual by linking entries in a database instance. The idea is to explore more personal information about a particular individual for identification. We can consider this one of the most threatening types of data privacy attacks on a dataset as it affects an individual’s privacy more. For example, suppose an employer looked into all the occurrences of its employees in a medical record or pharmacy customer database. That might reveal lots of additional information about the employees’ medication records, medical treatments, and illnesses. Thus, this attack is an increasing threat to individual privacy.


  At this point, it should be clear that we need to have sophisticated mechanisms in data analytics and ML applications to protect individuals’ privacy from different targeted attacks. Using multiple layers of data anonymization and data pseudonymization techniques makes it possible to protect privacy in such a way that linking different datasets is still possible, but identifying an individual by analyzing the data records is challenging. Chapters 7 and 8 provide a comprehensive assessment of different privacy-preserving techniques, a detailed analysis of how they can be used in modern data-driven applications, and a demonstration of how you can implement them in Python.


  
1.4 Securing privacy while learning from data: Privacy-preserving machine learning


  Many privacy-enhancing techniques concentrate on allowing multiple input parties to collaboratively train ML models without releasing the private data in its original form. This collaboration can be performed by utilizing cryptographic approaches (e.g., secure multiparty computation) or differential private data release (perturbation techniques). Differential privacy is especially effective in preventing membership inference attacks. Finally, as discussed previously, the success of model inversion and membership inference attacks can be decreased by limiting the model’s prediction output (e.g., class labels only).


  This section introduces several privacy-enhancing techniques at a high level to give you a general understanding of how they work. These techniques include differential privacy, local differential privacy (LDP), privacy-preserving synthetic data generation, privacy-preserving data mining techniques, and compressive privacy. Each will be expanded on later in this book.


  
1.4.1 Use of differential privacy


  The data explosion has resulted in greatly increased amounts of data being held by individuals and entities, such as personal images, financial records, census data, and so on. However, the privacy concern is raised when this data leaves the hands of data owners and is used in some computations. The AOL search engine log attack [7] and Netflix prize contest attacks [8] demonstrate the existence of such threats and emphasize the importance of having privacy-aware ML algorithms.


  Differential privacy (DP) is a promising solution for providing privacy protection for data. It attempts to protect an individual’s sensitive information from any inference attacks targeting the statistics or aggregated data of the individual. Publishing only the statistics or aggregated data of multiple people in a dataset does not necessarily ensure privacy protection in many cases. Let’s consider a simple retail use case with a loyalty card scenario. Suppose we have two aggregate statistics: the total amount spent by all customers on a particular day and a subgroup of that—the total amount spent by customers using a loyalty card on the same day. Suppose there is precisely one customer who purchases without a loyalty card. In that case, by simply comparing the difference between two such statistics, someone could easily infer this customer’s total amount spent, based on only those aggregate statistics.


  DP is based on the idea that statistics or aggregated data (including ML models) should not reveal whether an individual appears in the original dataset (the training data for the ML models). For example, given two identical datasets, one including an individual’s information and the other without their information, DP ensures that the probability of generating specific statistics or aggregated values is nearly the same whether conducted on the first or the second dataset.


  To be more specific, consider a trusted data curator that gathers data from multiple data owners and performs a computation on the data, such as calculating the mean value or finding the maximum or minimum value. To ensure no one can reliably infer any individual sample from the computation result, DP requires the curator to add random noise to the result, such that the released data will not change if any sample of the underlying data changes. Since no single sample can significantly affect the distribution, adversaries cannot confidently infer the information corresponding to any individual sample. Thus, a mechanism is differentially private if the computation result of the data is robust to any change in the individual samples.


  Due to its underlying mechanisms, DP techniques resist membership inference attacks by adding random noise to the input data, to iterations of a particular ML algorithm, or to algorithm output. In chapters 2 and 3, we will thoroughly analyze how we can adopt differential privacy in privacy-preserving ML (PPML) applications.


  
1.4.2 Local differential privacy


  When the input parties do not have enough information to train an ML model, it can be better to utilize approaches that rely on local differential privacy (LDP). For instance, multiple cancer research institutions want to build an ML model to diagnose skin lesions, but no single party has enough data to train a model. LDP is one of the solutions that they can use to train an ML model collaboratively without violating individual privacy.


  In LDP, individuals send their data to the data aggregator after privatizing data by perturbation. Hence, these techniques provide plausible deniability (an adversary cannot prove that the original data exists) for individuals. The data aggregator collects all the perturbed values and estimates statistics such as the frequency of each value in the population. Compared with DP, LDP shifts the perturbation from the central site to the local data owner. It considers a scenario where there is no trusted third party and an untrustworthy data curator needs to collect data from data owners and perform certain computations. The data owners are still willing to contribute their data, but the privacy of the data must be enforced.
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