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Foreword

“TAKE OFF YOUR SHOES AND PUT them on the belt! Take your computer out of your bag. All of your liquids, gels, and aerosols must be outside your bag in a one-quart baggie, and each may not exceed 3.4 ounces.” These phrases cause blood to boil.

Last year there were more than six hundred million passenger encounters with the Transportation Security Administration (TSA) at American airports, resulting in more than six hundred million opinions about the experience. Over 54 percent of those surveyed in a recent Gallup poll think the TSA is doing a good job—or better—handling airport security screenings. When you read or hear all of the complaints that are registered, that is a remarkable percentage, and Secretary of Homeland Security John F. Kelly has commended the job that TSA Officers are doing.

We always joked that passengers drop at least fifty IQ points the second that they arrive at the airport. This observation comes from both TSA and airline personnel. I understand that for the casual flyer the airport is a large and confusing place, but some passengers exhibit behavior that, I assume, they do not exhibit anywhere else because they conduct themselves in a manner that does not ordinarily result in hospitalization or incarceration. There are many types of passengers. There are infrequent flyers that are just not familiar with flying or our procedures and get very intimidated. Families with children can be difficult because they take a lot of time getting screened, but we try to be very patient because it can be especially traumatic for the kids to get screened. We try to be nice because God loves drunks, fools, children, and infrequent flyers.

We treat all passengers who express concerns about security with kid gloves. Many people with disabilities also fly intermittently. People with special needs receive care and concern from Officers who are specifically trained to care for people with disabilities. If these passengers reach out ahead of time, TSA will treat them particularly well. For example, we take lots of families with autistic children on dry runs so that the children will feel comfortable being screened. Wounded military warriors are treated with the utmost respect and care (see chapter 13).

There are road warriors that know our procedures almost as well as we do, and some of them are very happy to impart that knowledge. They can be nice and helpful or very difficult. They spend a lot of money with the airlines, and they expect a lot for their money. They feel entitled to receive perks. They may be entitled to receive perks from the airlines, but not from us. We are there to keep everyone safe. They like to tell us how to run our checkpoints. They may very well have some valuable insights, but more likely than not they tell us how they want things run to be convenient for them. At the end of a long, hard, busy day—for us and them—the ability to listen may be somewhat impaired.

First class passengers can be great or demonstrate a total lack of class. Foreign passengers are usually easier than domestic passengers, as discussed in chapter 11, An International Incident. Do you catch more flies with honey than vinegar? I like to think so, and I always tried to make things friendly. I liked to use humor to keep things moving. “Welcome to TSA Pre-Check. It is like being transported to an airport in 1995, except back then I weighed fifty pounds less and had hair. I also lied about my weight back then, too.”

We have passengers that just hate TSA, and they take it out on the screener. We do our best to not react, but as soon as it is obvious that they are going to be difficult they get passed up the chain of command. This is why supervisors and managers make the “big money.” We try not to give them any additional reasons to hate us, but TSA Officers are often referred to on the checkpoint as traitors, Nazis, or child molesters, even to their faces. Perhaps individuals in no profession, other than police officers or IRS agents, are treated as rudely, though rarely directly to their faces. Fortunately, many people that complain about TSA do not fly. Some of them don’t really want to live in a century that begins with a “2”. They would be content to be blacksmiths and tanners. They often comment on blogs, have websites, and if they did catch something happening at an airport would be the first to post it on TMZ or YouTube. I guess they do like something about this century—not having to set type to print flyers.

One of the difficulties in writing this book was establishing a consistent point of view when there are so many different types of passengers. I wanted to be fair to everyone, but some passengers are just not very nice.

And TSA employees are normal people. Officers don’t want to “touch your junk” any more than passengers want it to be touched. Officers also don’t want to lose their jobs for not screening properly, and don’t want to be responsible for a plane being brought down. “Not on my watch!” is our battle cry. Yet in doing their jobs, and following directions, passengers often treat TSA Officers as pariahs; hit, screamed at, and cursed, and treated to behavior that would shock most people. Officers wear their TSA jackets inside-out on the way home to protect their identity and to stay safe.

My goal in writing this book is to humanize the people of TSA. I want to show some of the funny and horrible things that the Officers are exposed to every day, and some of the good things that TSA Officers and passengers do for each other. If you read about some of the things that Officers go through it is my hope that you will develop a greater appreciation for the job and the people that perform it. They are not different from you. They are you. They are not monsters. They are not molesters. They do not take pleasure, as a bumper sticker alleges, in: “Handling more packages than UPS.” They don’t like doing the pat downs any more than you like receiving them. They do not take pleasure in making your life difficult. It is a tough job, and the Officers do their best, often under difficult and trying circumstances. They get cursed at, hit, and insulted in the name of “freedom of speech.” I believe in the First and Fourth Amendments, but don’t tell me you have a bomb in your bag or you will not fly!

TSA has had a terrible reputation. I cannot honestly say that TSA is entirely without blame in developing their bad reputation. It is often ranked as the second most hated federal agency behind the IRS. They are far from perfect. It is not my intention to out any of the individual bad actors at TSA that I worked with, and there were quite a few. That needs to be done in an appropriate venue, by the appropriate parties. But the bad apples are also a part of the story. It is hard to hire fifty-six thousand people in the space of a few months, and then add at least twenty thousand employees per year, and not have some bad hires. I don’t name people unless their names are a matter of public record. Most of the Officers remain anonymous, as they have always been.

It is my desire that you see the humor, pain, astonishment, embarrassment, and fun that is part of day-to-day life at TSA, and that perhaps you will go a little easier on the next person that asks you to “Take off your shoes, and take your laptop and liquids out of your bag.” All stories in this book occurred at Chicago’s O’Hare International Airport (ORD) over the past fifteen years. Most of them are the first-hand experience of the author. Some have been contributed by colleagues, but everything contained in the book really happened. On a normal business day it was possible to find at least one to ten book-worthy stories, because they happen every day at every airport. Every TSA Officer has lots of stories that they get to tell at parties.

Officers provided me with some of the stories for TSA Baggage. However, any factual errors are mine. I witnessed many of the things that happened in this book, and have made every effort to ensure that all stories are accurate.

If you work(ed) for TSA and have your own stories to tell please send them to me at: takeoffyourshoes.thebook@gmail.com. If there is a second volume and I use your story, I will gladly give you credit. Passenger stories will also be gladly accepted for a next book.


Glossary

TSA IS A FEDERAL AGENCY, AND like all federal agencies it functions by employing an incredible number of acronyms. I used the following acronyms throughout the book, so I have tried to collect them all here to make things a little easier to understand and follow.

AFGE: American Federation of Government Employees. The TSA union.

AIT: Advanced Imaging Technology; the whole-body scanners that aroused the public ire. Contrary to popular belief they do not have the ability to see and store naked pictures of passengers. There isn’t even anyone watching a monitor.

AWOL: Absent Without Leave. AWOL is an unapproved, no-pay status.

Baggage Screener: A TSA Officer that has been trained, tested and certified to work screening baggage. Officers view images on a CTX/EDS screen and determine whether the bag requires further inspection. If it does, the bag is routed to an Officer to conduct a directed search on the alarming object. After the bag has been finally inspected it may be placed on a “clear” conveyor belt and routed to the plane. In many airports every Officer is Dual Certified and works in both the Baggage and Passenger operation.

BAO: Bomb Appraisal Officer. See TSS-E.

BDO: Behavior Detection Officer. An Officer that has been specially trained and certified to observe passenger behavior and determine if they are showing signs of undue stress, based on their observation of passenger signs or “tells.” They use these tells to refer passengers to a Law Enforcement Officer (LEO) for further questioning and evaluation. BDOs are sometimes derogatorily referred to as “Wizards.” Many critics think that there is little science behind the BDO position, making it controversial. As a result the BDO program is being phased out.

BOLO: Be On the Look Out.

BQ List: Best Qualified List. When applying for a new job or promotion, Officers apply on www.USAJobs.gov. The applications are vetted and anyone that achieves predetermined airport standards may be considered for the next round in the application process. Their name gets added to the BQ List. These individuals will usually get an interview for the position, but not always.

CBP: Customs and Border Protection.

CCTV: Closed Circuit TV. Cameras are placed throughout the airport, including at TSA checkpoints and baggage zones. They are most often used to prove or disprove charges of TSA theft and Standard Operating Procedure (SOP) violations and to find passengers who entered a terminal improperly.

CDM: Command Duty Manager. A higher level of TSM that is specific to ORD. The CDMs operated from the O’Hare Command Center (OCC) and used CCTV to help direct the operation. They often move Officers from quieter to busier checkpoints to make the operation run more efficiently. The CDM also serves as the incident commander for problem situations that develop on their shift.

CFD: Chicago Fire Department.

CPD: Chicago Police Department.

CTA: Chicago Transit Authority. Chicago’s public transportation system.

CTX: Computed Tomography/X-Ray Scanner. See EDS.

DEA: Drug Enforcement Administration.

DO: Divestiture Officer. The person near the front of the line or at the Walk Thru Metal Detector (WTMD). The DO tells passengers what to remove from their suitcases or what to take off prior to entering screening. It is reported by HQ that a good DO, that is, engaged with passengers, can help the checkpoint avoid up to 35 percent of all bag checks. This is a huge time savings when the position is used effectively.

DOA: Department of Aviation. The city department that runs O’Hare International Airport (ORD). O’Hare is connected by a thin sliver of expressway to the City of Chicago. There are nearly forty thousand people employed there. I believe that ORD is the second largest source of revenue for the city, next to property taxes.

DOS: Department of State.

EDS: Explosive Detection System. A large piece of equipment that is a combination CT/X-Ray scanner that is used for inspecting the inside of checked bags. An EDS shows the Officer an alarm image which must be evaluated to determine if the bag will be opened and subjected to a directed manual search, or allowed to pass as “Cleared” in order to get put on the plane. An EDS can be used as stand-alone equipment with an explosive trace detector (ETD) or can be part of an integrated in-line system.

EMT: Emergency Medical Technician.

ETD: Explosive Trace Detector. A piece of inspection equipment. A swab is run across part of a bag or a person’s hands and this swab is placed into the ETD where it is exposed to heat and tested for a variety of chemicals that are prohibited from being carried on an airplane.

FAA: Federal Aviation Administration.

FAM: Federal Air Marshall. Officers flying undercover and armed on many flights. Federal Air Marshall Service is a division of TSA.

FFDO: Federal Flight Deck Officer. A pilot that has undergone specialized handgun training from TSA and is permitted to carry a gun in the airplane cockpit. We sometimes jokingly called them FIDOs.

FSD: Federal Security Director. They are the Top Dog, head of TSA at an airport or a regional airport system. Some airport systems are organized into a central hub airport, where most administrative offices are located, and one or more spokes, overseen by a lower ranking Officer.

HAZMAT: Hazardous Materials.

HHMD: Hand held Metal Detector. Wand that is waved over parts of a passenger’s body to see if a passenger is carrying metal.

HQ: TSA Headquarters in Arlington, VA.

ICE: Immigration and Customs Enforcement.

ICMS: Integrated Conflict Management System. A system for employees to manage their workplace conflicts. There were many avenues to either handle your own conflicts or get help from the ICMS organization. We always said that if you were angry at your Supervisor or another Officer you may not have been capable of giving your full attention to the X-ray image that you were reviewing or the bag check that you were conducting. The ICMS provided mechanisms for resolving interpersonal work conflicts.

IED: Improvised Explosive Device. A homemade bomb. An IED consists of five components: a power supply, trigger, detonator, main charge, and a container.

KCM: Known Crew Member. A database containing the names and pictures of airline employees, especially pilots, in order to facilitate their entrance to the sterile side of the checkpoint, i.e., screened side.

LEO: Law Enforcement Officer. I am probably the only person at ORD that used this acronym for something else: Lox, Eggs, and Onions. I have a deli/restaurant background.

LTSO: Lead Transportation Security Officer. Lead, a two-striper.

MTF: More to Follow.

NCIC: The National Crime Information Center is a computerized database of documented criminal justice information available to virtually every law enforcement agency nationwide, 24 hours a day, 365 days a year.

NFTR: Nothing Further to Report.

NOI: Notice of Inspection, a.k.a. TSA Love Note. The notice/form that gets put into a bag indicating that an Officer has opened a bag and gone into it to conduct an inspection to clear an alarm.

Non-sterile side—Also called street side. The entire airport before going through screening. The lobby.

OCC: O’Hare Command Center. Operational hub of ORD.

OJT: On-the-job training.

ORD: O’Hare International Airport.

Passenger Screener: A TSA Officer that has been trained, tested, and certified to screen passengers at checkpoints and other parts of the sterile side. Passengers are directed into the screening system through a screening portal, such as an AIT or WTMD. The Officers view scanned images of the passenger and pat down the passenger for identified anomalies. They view X-ray screens with carry-on bag images, and determine whether the bag requires further inspection. If required the bag is routed to an Officer to conduct a bag search for the alarming object. When the bag has been cleared it is returned to the passenger to take to the plane. In many airports every Officer is Dual Certified and works in both the Baggage and Passenger operations. All TSA Officers are subject to routine testing and special testing that can be scheduled and unscheduled—like deadly serious pop quizzes.

PAX: Passenger.

PIC: Pilot In Command.

RDO: Regular Day Off. Most of us don’t have weekends or holidays off. We have RDOs. On any day of the week you hear people say, “Thank goodness. Today is my Friday, and the next two days are my RDOs.”

RBS: Risk-Based Security. A number of TSA efforts designed to stop cookie-cutter screening. Screening is modified for passengers based on their perceived level of risk. For example, TSA has determined that passengers under 12 and over 70 pose a low risk and require less intense screening.

SOP: Standard Operating Procedures. The code of conduct through which we conduct our screening operations. The screening Bible. There are separate SOPs for Passenger and Checked Baggage Screening.

SSI: Sensitive Security Information. A category of information, created by the Air Transportation Security Act of 1974, which is sensitive but unclassified, but if disclosed, might compromise the transportation system. SSI is the type of material that you will not find in this book.

Sterile side: Also called air side. The part of the airport where everyone has either been screened at a checkpoint or was allowed to enter based on exception criteria.

STSO: Supervisory Transportation Security Officer. Supervisor. A three-striper

T1: Terminal 1 at O’Hare. United and Lufthansa are the primary airlines. T1 contains three passenger checkpoints and numerous checked baggage zones

T2: Terminal 2. United, Air Canada, and Delta are the primary airlines. T2 contains one passenger checkpoint, one vendor checkpoint, and several baggage zones.

T3: Terminal 3. American is the primary airline, with a host of smaller airlines at one end of the terminal, including Spirit, Jet Blue, and Virgin. They are also very busy. T3 contains five passenger checkpoints, one vendor checkpoint, and numerous checked baggage zones.

T4: Terminal 4. This terminal does not exist. It used to be about where the Hilton Hotel is now located.

T5: Terminal 5. International Terminal. There is a revolving roster of twenty to thirty airlines in T5. Because Customs is also located here all international flights arrive in T5, though international flights depart from all terminals. T5 contains one passenger checkpoint, one vendor checkpoint, and numerous checked baggage zones, including “Recheck” for passengers with continuing domestic flights.

TDC: TSA Travel Document Checker. Usually the first TSA person a passenger meets at the checkpoint. They match the ID to the passenger. They ensure that the ID and boarding pass match, and they scan the boarding pass to ensure that it is valid.

TSA Pre Check™: A Risk-Based Security (RBS) program. TSA Pre Check™ qualified flyers receive less intense screening when entering security, based on an interview, fingerprints, and a background check. The cost is eighty-five dollars for five years. They can also enroll in the Global Entry program to receive these and additional benefits.

TSM: Transportation Security Manager. The Manager, in plain clothes.

TSO: Transportation Security Officer. Screener, a one-striper.

TSOC: Transportation Security Operations Center. The HQ Op Center where TSA connects with the Department of Homeland Security, Federal Aviation Administration, FBI, and other law enforcement and security agencies to analyze and monitor security-related operations, incidents, and crises in aviation in the United States and around the world.*

TSS-E: Transportation Security Specialist–Explosives. Formerly known as BAOs—Bomb Appraisal Officers. These Officers have extensive police or military experience with explosives. They conduct a lot of training for the Officers designed to improve their X-ray image recognition capability and explosives awareness.

WTMD: Walk-Through Metal Detector. The “Mag” or magnetometer, is a portal through which passengers walk and are screened for metal.

_______________

* https://www.tsa.gov/videos/inside-look-transportation-security-operations-center


Chapter 1

• • •

History

THE TRANSPORTATION SECURITY ADMINISTRATION (TSA) WAS, “Created in the wake of the terrorist attacks of September 11, 2001, to strengthen the security of the nation’s transportation systems. The Aviation and Transportation Security Act passed by the 107th Congress on November 19, 2001 gave it three mandates:

•   Responsibility for security for all modes of transportation

•   To recruit, assess, hire, train, and deploy Security Officers for 450 commercial airports from Guam to Alaska in 12 months

•   To provide 100 percent screening of all checked luggage for explosives by December 31, 2002

In the largest civilian undertaking in the history of the US government, the newly-formed TSA met these deadlines. In March 2003, TSA was moved from the Department of Transportation to the Department of Homeland Security, a department that was created on November 25, 2002 by the Homeland Security Act of 2002, unifying the nation’s response to threats to the homeland.†

The TSA hired the first employees at O’Hare International Airport (ORD) in May, 2002. All of them received off-site training, and were then distributed all over the country to “stand up” airports to initiate screening. Most of them came home to Chicago’s ORD by September. It was the Wild West. There were plenty of people, but nothing for them to do. Some would take breaks for the entire day. Some even got paid and didn’t show up for work, a little like a City of Chicago patronage job. On the other hand, sometimes they didn’t get paid on time, or even at all. I have heard that there was also more than a little hanky-panky at parties in hotels and motels across the United States. But, eventually, the ship was righted, and the TSA at ORD became operational.

I first heard about TSA from a friend, who told me that her son got a job as a Manager with no previous security experience. I applied online for a TSA job in August. A couple of weeks later I went in for an interview.

I arrived at the Holiday Inn near the airport at 9:00 a.m. with more than seven hundred other people, and left at 9:00 p.m. with the promise of a new job. For most of the day we sat together in several large rooms. A lot of people were pretty jittery; the economy was poor right after 9/11, and these new federal jobs represented economic security for the applicants. We talked or dozed, and then groups would be hustled into side rooms for different parts of the application process. There were some pretty simple English and math tests. I also took an image test to ensure that I could recognize test guns and knives on-screen in a simulation. I had a minimal medical examination; they made sure that I wasn’t color blind and had a pulse. Then they tested my physical stamina; I had to pick up and move a fifty-pound suitcase around the room five to six times in ninety seconds to pass. They don’t perform that physical test anymore, but they should. They also gave me my first-ever drug test. I passed all of the tests. And then I waited in the room as numerous people were told that they could leave. I was nervous, but someone told me that the people who were leaving were not accepted. One of the interviewers eventually told me that I passed, but would have to wait for the job to start. Only about one applicant in seven was actually hired. This was the first time I was told by TSA to hurry up and wait, but it wouldn’t be the last. The TSA called me on November 10, and I took my oath of office on November 17, 2002.

I was a TSA employee at O’Hare International Airport (ORD) for almost thirteen years. I started out as a Transportation Security Officer, (TSO), a Screener, in Checked Baggage. I was in one of the first baggage classes at ORD. My training, conducted by outside contractors, lasted for one week and covered a lot of material, but it wasn’t difficult. After completing the class all 125 of us went to do our on-the-job training (OJT). This lasted for several weeks. I trained at a CT/X-Ray scanner (CTX) in Terminal 5 (T5). But they still hadn’t opened the baggage operation at O’Hare so after I completed my OJT I worked on the checkpoint in Terminal 5 for nearly a month. I made friendships in that first week that last to this day.

We (TSA) were obligated by law to begin screening checked baggage by December 31, 2002. That evening, just before midnight, I was transferred to Terminal 2 and we commenced screening to meet the statutory requirement. I worked at a CTX/EDS machine there. In those days the acronym TSA was most commonly identified as “Thousands Standing Around,” and I was one of them. The CTX machine was only used to screen exceptions, so they were largely unemployed. The CTX machine identifies potential threats and provides cross-section views of checked baggage similar to medical CT scans. The rest of the bags were screened on the floor, by Officers manually using Explosive Trace Detection (ETD) swipes. On a big day at the CTX we might have screened twenty-five bags, with four or five of us manning the machine. That didn’t last for long.
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