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To the memory of Stanford and Beulah Jones






Prologue – A Box in the Jungle

The heart of the Amazon is more than a thousand miles from the ocean. To get there, one must fly to Manaus, Brazil, in the very center of the rainforest. First established as a fort by Portuguese explorers in 1669, the outpost was of little account for its first century and a half until the industrial revolution created a demand for a plant brought back from the Amazon—rubber. Bendable, shapable, useful for thousands of purposes, rubber became an essential component in industrialization, and at the time could not be sourced anywhere but from the Amazon. In the race for profit that followed, German, Portuguese, and American businessmen vied for access to the Amazonian rubber tree, and Manaus become a hub of imperial commerce. The fossils of that period adorn the city to this day—from a seven-story mansion in the style of a Bavarian Schloss, a market building built as a replica of Paris’s Les Halles, and the Teatro Amazonas, to a pink and white opera house topped by a dome covered with thirty-three thousand ceramic tiles painted the yellow, green, and blue of the Brazilian flag—one of the more surprising marvels of the late imperial age. It’s a gritty town of wilderness and industry and eccentricity surrounded in every direction by over 1,500 miles of rainforest.

The vastness of the rainforest is broken only by the Amazon River, which courses along the banks of Manaus, three miles wide and seven hundred feet deep—neither the widest nor the deepest stretch of the Amazon, but still moving an astonishing volume of water.I Manaus also borders another river, the Rio Negro, or Black River, which runs 1,400 miles southwest from the highlands of Colombia, emptying into the Amazon. Its name comes from the color of the water, a kind of translucent chocolate black, like someone had poured the world’s supply of Coca-Cola into a riverbed. Where the two rivers meet and start to flow together at Manaus, a strange natural phenomenon occurs. For the space of three and a half miles, the two rivers flow through the same wide channel, but their waters do not mingle: they flow alongside each other, one chalky and the color of sand, the other thin and dark—two parallel streams of water surging, touching, occasional eddies swirling together, but not merging. This is caused by the radically different densities of the two bodies of water, the one full of vegetable residue accumulated as it runs through the upper stretches of the rainforest, the other scraped clean of anything other than minerals by its long descent down the mountains. In Manaus it is known as the “Meeting of the Waters,” though that hardly captures the wondrous oddity of the sight.

One may take a riverboat out to see the Meeting of the Waters, and the aquatic life it attracts. Of particular appeal is a subspecies of pink dolphins unique to the Amazon. They concentrate at the confluence of the two rivers, where the separate streams mingle and churn up an abundance of fish on which to feed. The giant Amazonian pirarucú, or arapaima, is a staple of the dolphins’ diet, and of the cuisine found in the restaurants of Manaus.

There, amid the whimsy of the remote city and splendor of the rainforest, I saw a familiar but wholly unexpected sight: a stack of sky-blue metal containers, neatly piled on a small container ship steaming its way upriver against the strong current. The boxes were instantly recognizable by their color and logo—a seven-pointed star painted white against the sky-blue backdrop—the symbol of Maersk, a shipping giant headquartered in Copenhagen, Denmark, a distance from Manaus of six thousand miles as the crow flies.

That Maersk had a wide global reach did not surprise me, but to find some of its containers on the deck of a transport ship 1,500 miles up the Amazon was eye-opening. If there was ever a visible symbol of the total worldwide penetration of modern globalization, this was surely it. And the sight established for me something I had understood intellectually but not viscerally: that it is sea-based trade that is the primary driver of modern globalization. There in the heart of the rainforest was the evidence.



Shipping containers are now a ubiquitous feature of the modern world. Once you start looking for them, you can’t stop seeing them. Drive down the highways and byways of the United States or Europe and you notice these containers everywhere. The 18-wheeler is a storied part of the American history of continental trucking; but it’s been displaced by the “prime mover”—a flatbed truck onto which is latched one of these shipping containers. Containers have also remade rail: watch a train transport at a road crossing and you are bound to see the Maersk logo on container boxes stacked two high on these freight trains, alongside containers from Taiwan, Korea, South Africa, Germany, and many points beyond. There’s a secondary market for containers for housing and industrial design. You can even buy used containers on Amazon. But at the core, they are an instrument of global trade—the most visible, but as it turns out far from the only, manifestation of the way bulk shipping has transformed the world economy—and is starting to transform world politics.

The penetration of Western trade into central Brazil was just one part of a wider phenomenon that has been unfolding over the past three decades. Brazil was one of several important, populous countries—China and India being two essential others—that decided at the end of the Cold War to open up their economies and join the maelstrom of globalization. The entry of more than 2.5 billion people into the global economy has had dramatic effects. Many of those changes have been for the good. China, India, and Brazil between them pulled more than a half a billion people out of poverty and created a global middle class. Internationally, more than sixty countries were pulled out of poverty by the ever-further expansion of the world economy, and by China’s huge appetite for natural resources and exports of cheap manufactured goods—a dynamic made possible by changes in global shipping. Having grown into an economic giant, China helped the United States navigate the global financial crisis, and Chinese growth helped the rest of the world recover from that shock. The Singaporean diplomat-turned-writer Kishore Mahbubani, one of the foremost chroniclers of the rise of Asia, made popular in his book The Great Convergence the application of an old aphorism to the phenomenon of modern globalization: “A rising tide lifts all boats.”

The tides were also critical to a second part of the changing story of the global economy: energy. Here, too, Brazil played a key role, though not in the Amazon. For it was in the long gentle slopes of the continental shelf off of Brazil’s eastern shore that deep-sea energy exploration first took hold outside of the United States. Pulling other countries into globalization meant huge economic growth, and that in turn put major pressure on the world’s supplies of oil and gas. The plumbing of the ocean depths for new sources of those fuels has been a critical part of the changing patterns of trade and geopolitics in the past decade, from Brazil to the East China Sea to the Arctic Ocean.

But it was also in the tides that early signs appeared suggesting that all was not well with the rise—or more accurately, the return—of these giant nations. In 2009, China made a sweeping claim to a huge stretch of the South China Sea, asserting a historical right to waters claimed by several other nations and dominated by the US Navy since the end of World War II. It was a move that presaged a mounting competition between the United States and the rising power of China—a competition playing out first and foremost in Asia’s contested waters.

Between the mounting tensions in the South China Sea and the scale of global sea-based trade and energy discovery, I began to realize quite how central were transactions on and across the world’s oceans to the texture of the changing times. Here, in the middle of the Amazonian rainforest, was a signifier of these global pressures, a stack of humble shipping containers, hidden in plain sight.



This book looks at the struggle for political and economic power from the vantage point of the world’s oceans.

Four simple facts organize inquiry into this topic. First, the world’s oceans are rapidly becoming the most important zone of confrontation between the world’s great military actors—the United States and China above all, but also Russia, Japan, India, and others. How these powers manage their naval rivalry will shape the next half century. Second, when we hear the word “globalization” we think of airplanes and high-tech information flows, but the reality is that more than 85 percent of all global commerce is a function of sea-based trade. That trade flows across the Atlantic and Pacific Oceans bound in bulk carriers and mega container ships. Third, the oceans are vital to modern communications; we rarely think about the oceans in connection to the internet or finance or our smartphones, but the reality is that more than 90 percent of global data flows along undersea cables. Fourth, oceans play a surprisingly central role in the realities of energy, and in the global fight over climate change. Today’s energy exploration is a story of tapping the vast resources of the seabeds from the Gulf of Mexico to the high Arctic, even as the oceans play a critical role in the changes to our weather that increasingly shape how we live.

I decided to see for myself how these dynamics were unfolding. My job required me to travel extensively, and starting in early 2017, I added a series of side trips to better understand and to visualize this new age of oceans. I sailed a fast boat out of the mouth of the Pearl River into the hills of Hong Kong and its great natural harbor, to put myself in the minds of the merchantmen and sailors of the English East India Company when they wrestled that island away from China nearly two centuries ago, in an act that reshaped the global politics and economics of the time. The commandant of the Port of New York toured me through the Coast Guard facilities there and around that vital harbor. I inspected the world’s most important counter-piracy coalition, operating out of Changi Naval Base in Singapore—also the gateway to the most important choke point in modern trade. A Chinese friend arranged for me to tour the vast container port on Donghai Island, south of Shanghai, the world’s largest. In Hawaii, I inspected the most advanced Aegis-class destroyer in the Pacific Fleet—once again the first line of defense against an ambitious Asian power. In the northern Arctic I saw how all these dynamics—warming seas and cooling relations—are reshaping the modern world.

And for ten days in the summer of 2019, I sailed on what was then the world’s largest trading ship—the Madrid Maersk—across the world’s most contested waters, in the Western Pacific: the Singapore Strait, the South China Sea, the Philippine Sea, and the East China Sea. The notes from that voyage frame each part of this book.

As I traveled, I read everything from the epic histories of imperial battles at sea to the labor economics of ports to marine insurance statistics to the engineering reports of deep-sea energy discovery and the complex science of ocean chemistry. Everywhere I turned I discovered entire worlds of history and science and politics.

Along the way I noted nuggets of history or modern life that seemed to illuminate patterns or politics not often discussed. Like the fact that the longest-running overseas military engagement in American history is neither the long war in Afghanistan nor even our seven-decade-long deployment to the demilitarized zone on the Korean Peninsula, but rather the near-century-long deployment of the US Navy in China, along the Yangtze River. Or the fact that to deploy troops to Afghanistan, the US armed services required the support of a Norwegian fleet of huge ferries, commercially owned and operated, that carry heavy equipment. That the use of nuclear weapons undersea is still an active part of the weapons planning of the world’s major navies. Or that the testing of nuclear weapons at sea triggered some of the most important scientific study that would eventually result in careful documentation of what we now call climate change.

As I read and as I traveled, I experienced a phenomenon that surprised me. While the studies of globalization, energy, and even naval warfare gave me much that explained the technical or tactical dimensions of contemporary struggles, they cast little light on the nature of the rivalry. Instead, the older histories of imperial contest, of piracy, of the early days of ocean science, seemed to illuminate much more. Patterns set in the Age of Steam but that waned in the twentieth century seemed to be reemerging from the backdrop of modern history. Dynamics of trade and travel that would have been familiar to scholars and explorers in the late 1800s seemed to hew closely to the newest patterns of post–Cold War globalization.

Like other books that examine the role of sea power in the lives of nations, this one reaches back to the intellectual tradition of President Theodore Roosevelt’s friend and confidant Alfred Thayer Mahan, who first sketched the naval foundations for what would become America’s global role. Mahan would have been disoriented by the Cold War, an era dominated by continental superpowers and nuclear rivalry. But he would recognize the world coming into being now, where the urge to protect maritime commerce is stoking a global naval arms race. Unlike books that rest solely on the tradition of Mahan, though, this one also tackles issues he could not have foreseen—like the vast role the oceans play in our changing climate.

This book, I should add, is not about the oceans as much as it is a book set on the oceans. They are the screen against which the dynamics of our time plays out, a backdrop against which the shadows of history reveal themselves. They are a lens through which to watch a core struggle—what we might describe as the geopolitics of globalization.

The oceans are a metaphor, too, for the way in which the patterns of world affairs ebb and wash across our lives. History is often told as a series of events, sequenced in time and space. At moments, though, history moves like the ocean themselves, with currents that span continental shelves and patterns of waves that unfold over time, reaching far beyond their originating shores. Sometimes it behaves like a tsunami, where an earthquake in one area sends a shock wave through an adjacent ocean, barely noticed as it ripples across the waters, ultimately to be felt at a distant shore first by a receding of the tide, just before a huge tidal surge crashes onto land, wreaking destruction.

As we witness the epic scale of modern global trade, the mounting tensions of naval power, and the drama of climate change playing out in warming oceans, it’s hard to resist the sensation that we are now at that moment just before such a tsunami, standing ashore when the tide has quietly flowed outward, far farther than normal—that eerie, quiet moment before the sea surges back in, destroying much of what we have come to know.

I. Across its epic span, the Amazon River carries more water than all of the rivers of Europe combined.
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Awaiting the Madrid, Tanjung Pelepas, Malaysia

Algeciras, Spain, at the mouth of the Mediterranean. Lisbon, Portugal, Europe’s westernmost vantage point, from where Portuguese conquistadors set sail on their voyages of discovery and violence, from Brazil to India. Muscat, Oman, where the Arabian Sea narrows toward the Persian Gulf. Kolkata, once Calcutta, that great historic trading entrepôt on the northern tip of the Indian Ocean, in the Bay of Bengal. Canton, now Guangzhou, where China first opened itself to foreign trade. And Shanghai, at the mouth of the Yangtze River, lifeline of China’s economy, once dynamic, then closed, now risen again. These great ports, which have so shaped our history, would have been familiar to any trader or sea captain from Europe to the Middle East to East Asia as early as at the turn of the seventeenth century. Today, together with the great modern American ports, they form the spine of the route plan of the world’s cargo fleet—a fleet that sails not in dhows or schooners or clippers, but vast floating factories of steel and oil that sew together the world.

Many of these ships, though, will dock at a port that did not exist in the world of those earlier legions of traders. That port is in Tanjung Pelepas, at the tip of the Malay Peninsula. It is the southernmost city in mainland Asia; only the islands of the Indonesian archipelago lie farther south. It has a long history as a fishing village, dating back to the thirteenth century, when this stretch of the Malay Peninsula formed the outer edges of the Siam empire. Now it’s the industrial centerpiece of modern Malaysia, one of those rare places where in a single gaze you can take in relics of the long past, the arc of recent development, and the shadows of the probable future.

All this is best seen on the last remaining section of the city not given over to new-built apartment complexes or industrial warehouses. Guests and officials visiting the nearby port (or, occasionally, waiting to board a container ship like the giant Madrid Maersk) are often taken to a small stretch of coast off the old Jalan Sembilang road, where can be found a few remaining traditional restaurants and residences. Some of these are built on piers that reach forty feet out into the brackish waters where the Pulai River empties into the Johore Strait, at the northwestern tip of the long, shallow Java Sea. Even at low tide these waters lap up to the midpoint of the trunks of the mangrove trees and nearly cover the intertidal seagrass meadows that once lined far more of these shores. When the winds pick up and the tide is high, the waters rise to near the tips of the piers that have kept structures like these safe from the seas for several centuries. Standing on them, you can feel the visceral pull and power of the ocean as the tide pushes in and swells and briefly recedes and pushes in again, each movement of the water beneath your feet seeming to evoke long tides of history.

It is often in the shallows that we best perceive the power of the oceans. In Simon Winchester’s lyrical history of the Atlantic Ocean, he imagines that moment when humankind first walked from the inland plains to the coast and encountered the “thrashing and thundering and roaring of an endless assault against the rocks that marked the margin of his habitat.”1 This sense that the oceans are most powerful at the shore is an illusion, of course; in the deep waters of the oceans, the currents are far more powerful still, pushing billions of gallons along the ocean floor and across continents. But when you are amid the endless gray expanse of the high seas, it’s hard to place their span in human scale. It’s only when they break their power against the coasts that we can situate our own scale in the context of their immensity.

On the coast of Tanjung Pelepas, these last remaining traditional structures carry with them the echo of the peninsula’s long, contested history. Like much of the Malay coast, it was wrested away from Siam by the Malaccan empire, then claimed by the Portuguese, and then the Dutch East India Company. The Anglo-Dutch Treaty of 1824 divided the peninsula, and the area surrounding Tanjung Pelepas fell to the British. Directly south, the view on the horizon is dominated by a living relic of that period, the Horsburgh Lighthouse, which guides shipping through the Singapore Strait. It is named for a hydrographer of the East India Company, who first charted these waters for London. Nearby, though just out of sight, is the Sembawang Naval Base, where for more than a century the Royal Navy solidified its hold on Asia until Japan displaced the British during World War II, part of their bid to control the flow of oil and rubber in Southeast Asia.

After the turmoil of war, and as the “winds of change” blew through the farthest reaches of the British Empire, Malaysia and Singapore bid jointly for independence. They then parted ways in 1964. Singapore rapidly developed—aided by the comforting presence of the American navy, now docked in the Sembawang facility—and turned into a modern financial powerhouse. But Malaysia languished, one of the least developed parts of East Asia. In the early 1990s, then, Malaysia’s government decided to open its economy to globalization—just as Brazil and India and dozens of others countries were doing the same. And as part of this bid to open their economy, they took the essential step for any country seeking to enter globalization. They built a modern port.

What is known locally simply as PTP—the Port of Tanjung Pelepas—occupies nearly two thousand acres of waterfront property along the dredged shores of the Pulai River, with a further 1,500 acres given over to an adjacent free trade zone. It boasts fifty-eight Super Post-Panamax cranes (technically, ship-to-shore gantry cranes)—the largest in the world. Each weighs approximately 900 tons, stands 177 feet tall, and has a reach of more than 229 feet. These load containers from its holding yard, which is 745.6 acres in size, and is able to host more than 120,000 shipping containers at one time—the same size as the ones I saw in the Amazon. The port has an apartment complex for its day laborers, a health service, the authority to issue its own regulations, and its own police force.

PTP received its first ship in October 1999. The Malaysia authorities had anticipated a relatively steady early growth, but got lucky when the world’s shipping giant, then named Maersk SeaLand, decided to move its operations from Singapore to Tanjung Pelepas. Two years later, another large shipping company, Taiwan Evergreen Marine, followed. Tanjung Pelepas rode the ensuing wave of globalization, and by 2015 had entered the top twenty ports in the world by value. The port anchors a far larger complex of industrial developments, housing complexes, byways, and land reclamation projects that have led Tanjung Pelepas to be labeled Malaysia’s Shenzhen (China’s first special economic zone).

The last remaining stretch of coast, though, did not fall to the port complex, but to a very different kind of development. Known as Forest City, it comprises a series of matched high-rise apartment buildings, twenty of them, an average of thirty-five stories tall. These are spread over four man-made islands, spanning 11.5 square miles of reclaimed land. The $100 billion complex of apartments is linked by a giant shopping mall, schools, and a medical facility. It even has its own beach, although the rising sea levels in the South China Sea threaten its long-term viability.

Throughout the project, the signage is in two languages: Malay and Mandarin. That reflects two facts: the anticipation of the owners that the majority of residents will be foreign, and most of them Chinese; and that the project itself is a Malaysia-China joint venture. The complex was built and financed in a partnership between the local Malay authorities and Country Garden Pacificview developers as part of China’s Belt and Road Initiative. Their projection is that by 2050, when all phases of the project are complete, Forest City will host a whopping seven hundred thousand residents.

Now it is largely empty. Chinese nationals own most of the already-built apartments, but few live there; complex rules about residency and foreign ownership complicate the transactions. But that hasn’t stopped Country Garden Group from continuing to build out the project, with strong government backing. Malaysia is torn between its deep economic ties to China and its suspicion of China’s anti-Muslim policies; it’s unclear where their eventual loyalties will lie. But if Malaysia moves increasingly in China’s direction, Country Garden Pacific stands hugely to profit, and China would gain influence in Tanjung Pelepas and its growing port.



And so, standing on the shores of the Pulai River, in the gentle pull of the tides, we can see the echoes of Asia’s long history, its violent encounter with Europe, the arc of its modern economic development, and the shadow of its likely future, where China’s presence looms large. Just as we can see the competing realities of modern trade, embodied in the scale and dynamism of Port Tanjung Pelepas, and the continuing realities of Western naval power, encapsulated in the American presence in neighboring Sembawang. And if we look closely enough, we can see, too, in the rising tides and the erosion of the local shoreline, a whisper of the role the oceans are playing in our changing climatic future.

These glimpses of power dynamics past, and the rapidly changing future, are visible, too, in a very different locale on the other side of the globe; in the high north above the Arctic Circle.




1 Secrets of the High North


In the high north, above the 69th parallel, the deep of winter brings weeks of total darkness, day after day, when the sun never rises and only artificial light breaks the omnipresent black. By late January, though, the change in the Earth’s axis relative to the sun is just enough to create a unique phenomenon known as blue night. While the sun never does crest above the horizon during this period, for a few hours each day just enough of the sun’s light spills into the atmosphere to warm the darkness. A form of twilight emerges. Land, sea, hill, and sky all take on a silvery-blue hue, like the entire area has been dipped in liquid pewter. The daunting beauty of this frozen terrain shimmers in the ambient light.

In the blue night, it is hard to tell where land ends and the sea begins. All the more so because at this latitude, the Arctic Ocean spends part of the year under a thick blanket of sheet ice, impenetrable by all but the staunchest icebreakers. Even its littoral Barents Sea, off the coast of Russia’s northern tundra, is frequently made impassible by ice floes.

The Norwegian Sea, southwest of the Barents, forms a kind of buffer between the cold, mineral-rich waters of the Arctic Ocean and those of the Atlantic, whose Gulf Stream currents start in the upwelling of the Southern Ocean, but are warmed on their way north by the heat of the Caribbean. The mixing of those waters plays a unique and consequential role in the flow of ocean currents worldwide, but they have a local effect as well, making the Norwegian Sea more navigable than its northern neighbors, ice-free year-round. It’s still frigid, though, with an average temperature during the winter months around 37 degrees Fahrenheit, making it one of the coldest waters in the world that isn’t trapped by ice. And during storms, high winds and thirty-foot swells pound against the mountainous coastline of the northern Finmark region, where the Scandinavian Peninsula arcs around its farther tip. The drama of the Norwegian Sea has given rise to legends, from the lore of the kraken sea monster to the epic tales of the maelstrom.I

The waters are not much warmer in the long, deep fjords that cut inland off the Norwegian Sea, but the fjords do at least provide protection from waves and wind. They shelter remote fishing communities, Arctic research stations, the occasional small city—and Cold War secrets.

The largest city in the area, Tromsø, lies at 69.64 degrees north, 18.95 degrees east, nearly 200 miles north of the Arctic Circle. It hosts a population of around 70,000 and serves as a hub for scientific research on the Arctic. And for tourism: several times a day small planes land at the airport in nearby Langnes, bringing European, Russian, and now frequently Chinese tourists to the high north. They spill out of planes clad in outdoor gear and carrying heavy boots and ice crampons and will soon head out into the snow on late-night dogsleds (or, for the less adventurous, dinner cruises) to catch a sighting of the glimmering fire of the northern lights.

Tromsø is located near the bottom of the largest fjord in this section of the coast, the Kaldfjord—literal translation, the “cold fjord.” South of Tromsø, the smaller Balsfjorden runs for nearly sixty miles, broken at various intervals by still-smaller fjords that branch off from the main channel. These create highly protected deep-water inlets, secured from the winds by steep slopes on all four surrounding sides.

One such inlet lies fifteen miles south of Tromsø. The Ramfjorden forks east off of Balsfjord for three miles, and then curves sharply south to hit the mainland. Steep, high ridges protect it in every direction. Overhead to the south, the dramatic slope of the pyramid-shaped Piggtinden juts out from the surrounding Lyngen Alps, just visible in silvery relief.

If you cruise down the Ramfjorden, hugging close to shore, the blue night gives off just enough light to make out a small opening carved into the side of the mountain. Steer closer and you can see a tight tunnel, though the dark quickly swallows the little light that makes its way into this opening. A dark wall appears to indicate the end of the tunnel—even with limited visibility the smooth surface of the wall suggests something man-made rather than natural. But the swift current of the fjord makes anything more than a passing glance at this mysterious entrance hard to achieve.

A similar opening is carved into the same mountain two thousand yards to the northeast. This one can be accessed by road, though, assuming you have the right security clearances. And this one doesn’t stop at an iron wall. It opens into a tunnel that penetrates the mountain for almost a mile. At eight feet wide and eight feet high at its peak, it’s only big enough for a single car. Above the tunnel are hundreds of thousands of tons of solid gabbro, a dark, coarse-grained igneous rock. Driving into it, you are hard-pressed to avoid deep claustrophobia.

The road curves gently into the heart of the mountain, continuing for about a mile until it hits a T-junction. Turn left and you head deeper into the mountain for roughly one-fifth of a mile. Suddenly, the tunnel widens and the ceiling lifts and you find yourself in a large, well-lit chamber the size of a small airplane hangar. And the sense of enclosure gives way to one of astonishment as the dangerous secrets of the mountain reveal themselves. For there in front of you is not just another tunnel but a fully equipped submarine dock. This is no mere cavern: this is the Olavsvern naval base, a once-secret submarine facility carved into the very heart of the mountain.

Turning into the chamber is like stumbling into the heart of the Cold War, or onto the set of a James Bond movie come to life. The enigmatic approach, the physical scale, and the bewildering revelation of a naval base inside a mountain combine to confound expectations and senses alike.

The base is organized around two major components. The first is a long tunnel that comes in from a discrete eastern opening, and then curves into a straight lane just under one thousand feet long. Off this main channel are eight storage chambers, ranging from 160 to 220 square yards. These chambers are carved into the rock of the mountain, into which were then built a series of cement sheds, designed to store ammunition. Inside the largest of them, a series of red metal racks stacked on top of one another—like oversize milk crates—served to store torpedoes. An overhead crane, operated by a large remote hanging from thick wires in the ceiling, helped move the heavy weapons. Two of the storage sheds in the facility have small pools built into the floors: torpedoes operate on highly flammable fuels, and the water in the pools can absorb and extinguish any sparks from the clash of metals as the heavy weapons undergo inspections or repairs. The chambers themselves are enclosed by heavy steel doors, painted yellow. Remarkable pieces of military infrastructure in their own right, they were purpose-built for the compound, forged out of three feet of solid steel and built to a convex curve—so that an explosion in any other part of the base would ricochet off the doors and back out into the main channel, protecting the munitions within.

At the top of the channel is what is known innocuously as Hall 32—a large, empty chamber shaped like a dome cut in half. It’s a vast blast chamber, curved and sweeping, designed to capture the shock waves from an explosion, turn them around, and send them shooting back out the tunnel toward the fjord. The blast would then hit the outer door by the eastern quay, a door made deliberately weak so that the pressure from the shock wave would be sufficient to blow it off its hinges, releasing the pressure out into the fjord, minimizing damage to the facility itself.

The second component is more impressive still. This is the submarine dock itself. It parallels the first channel and runs for one thousand feet inside the mountain. Unlike the first channel, though, this one is dug a farther twenty feet into the ground and flooded with seawater to just below dock level. A large metal door on a swivel operates like a canal door on the Erie or the Thames: sluices alongside the door can drain the water out of the rear portion of the dock, turning the chamber into a dry dock. On the ground under the water are a series of blocks of wood, like railroad ties, on which the base of a submarine can rest when the water is removed. Above, floodlights and cranes are set up to enable the ground crew to perform repairs or modifications to all parts of a waiting submarine. Powerful cabling enables electric-powered subs to recharge, while stores of fuel can reload their diesel counterparts. At the highest point in the channel, a cutout into the ceiling creates additional room for the base crew to effect repairs on a raised periscope.

Close by are a series of crucial support chambers: a secure communications room, a powerful engine room, and an area marked CBRN CLEANING—that is, a room designed to wash and scrub anyone exposed to chemical, biological, radiological, or nuclear materials.

For many years, this facility was NATO’s northernmost vantage point. Originally commissioned just before the outbreak of World War II, the facility was dug out to exacting standards over the course of almost forty years. The eventual result: inside the mountain, almost three hundred thousand square feet of blast-proof space, carefully ventilated, wholly secure. Above, a thousand feet of solid rock protects the base from airstrikes or even a nuclear attack. The world’s most powerful bunker busting bombs would come nowhere close to penetrating the outer shell of the mountain. At the water entrance, the facility is protected on four sides by the two fjords that create its enclosure. The steep slopes protect from more than just wind. Neither a fighter jet nor even a modern cruise missile can flatten out fast enough, having crested the peak of the surrounding slopes (which rise from the fjord at a near-vertical pitch), to penetrate the small opening. A series of additional security measures that cannot be revealed here protect the base from underwater attack.

The central purpose of the facility is the landing dock for submarines. Fully occupied, three full-size diesel submarines can be docked inside the chamber at one time. The wet dock is in fact large enough to berth even the largest nuclear-powered submarines in the NATO fleet, but for now the entrance to the cavern isn’t wide enough to allow them in; there are plans to enlarge it. During the height of the Cold War, an additional, removable quay was floated just outside the entrance to the facility. Archived photographs from that era show the USS Hampton, the USS Albany, the USS Toledo, and unnamed Seawolf- and Los Angeles–class submarines docking at the external facility. It was at Olavsvern that the powerful US submarine fleet rested and refueled after shadowing Soviet submarines under the Arctic ice.

At the core of the facility is a command center. Abandoned when the base was given up at the end of the Cold War, the remnants of Norwegian and NATO battle plans are still visible on faint outlines of a map etched into the main planning wall. Discarded Norwegian Defense Ministry nautical charts still lie atop the central table, and still fill the map drawers along the rear wall. Adjacent, a command office with a large domed window overlooks the map room, and is connected to a dedicated communications chamber that still shows evidence of the kind of security measures that would enable the facility to receive NATO’s most secure communications.

It’s no longer a secret that during the Cold War the purpose of the Olavsvern submarine facility was to help keep track of the Soviet fleet. Its location was perfect. For most of the 1,650 miles of the Norwegian land mass, Finland lies between Russia and Norway—and served as a neutral buffer between the Soviet forces and NATO. At its very tip, though, Norway borders Russia directly, creating one of only two land borders between NATO and the Soviet Union. But this is near-impassable terrain. The land trip to Tromsø from Murmansk, the largest town on Russia’s northern-western edge, is an arduous fourteen-hour drive across the Finmark peninsula, a high mountain plateau whose roads are mere clefts in those high craggy peaks, blocked by ice and snow for most of the year; and so, easily defended. But Murmansk, and Russia’s Northern Fleet, is only 590 nautical miles from Tromsø—just over a half-day sail for fast cruisers. If the Soviet Union was going to launch a sea-based invasion into NATO’s north, it would have been in or around Tromsø that the attack would be most likely to start.II

When the Cold War ended, and in the relative calm in the region that followed, neither NATO nor Norway had any use for the base. It fell into disuse, and in 2008 it was decommissioned. Most of the steel doors were removed, and the command facility abandoned, stripped of its secure communication gear. Eventually, the Norwegian Ministry of Defense sold it into private hands. For several years, a private operator used it to rent storage for pleasure craft owners, to protect their boats during the deep-winter months. Some of its roadways and its storage channels held marine craft, yachts, Ski-Doos, sleds, Jeeps, and even classic cars—including a 1956 cherry-red X-Type Jaguar in mint condition. Its weapon bays were converted into storage chambers, practice bases for deepwater diving, and machine-tooling workstations. One was even converted into a facility for training show dogs. The juxtaposition between the show dogs’ jumping gear and the base’s original purpose stands now like some form of parodying monument to the leisurely excesses of the post–Cold War world.

And then, in 2018, the Norwegian armed forces reacquired the base. In September 2019, the Norwegian Defense Logistics Organization signed a contract with a marine engineering firm to operate the facility and restore it to defense standards. The contracting arm of one of the world’s largest maritime logistics companies, the Wilhelmsen Group, began a swift program of rehabilitation to bring it back to military specifications. The objective was to have the base operational in 2020. By 2019, the United States was in negotiations with Norway to sign a “status of forces agreement” that would allow the US Navy to resume its access to Olavsvern, for submarine deployments to the high north.

The reasons why speak directly to the themes of this book.



Over the past quarter century, we’ve become increasingly accustomed to the material benefits of a globalized economy, a world where production moves and flows seamlessly across national boundaries, in seemingly limitless quantities and at ever-lower costs. Where the new middle classes of Asia and Latin America can afford modern housing and air-conditioning and cars and hugely improved health care and sanitation. A world in which American working parents can readily afford to feed and clothe their families, and to purchase goods that were once luxuries, like flat-screen TVs and laptops, by buying the inexpensive goods milled and manufactured by those same Asian and Latin American middle classes. A world in which Africa’s cities have become hubs of innovation, and 400 million citizens of the continent carry cell phones. It’s also a world where American city dwellers can drive German, Korean, Japanese, and Italian cars, buy raspberries and kumquats and pineapples in the middle of winter, and work and play on smartphones that are almost certainly the most globally integrated consumer good ever produced. Of course, it is also a world where American cotton plantations have been supplanted, for good and ill, by growers in Bangladesh and Laos; where steel factories in Ohio have been displaced by industrial production in Vietnam and China; where “American” airplanes use Russian steel and British engines and German software. By the same token, this is a world in which American and European service firms, engineering firms, technology companies, and banks have reaped huge profits from the ever-larger flow of trade. It’s a world, as we shall see, born of trade by sea.

We’ve also become accustomed, over several decades, to relatively stable relations between the world’s top military powers. Not free of tensions, to be sure, or of violence and war in the world’s poorer regions; but a world in which the United States and its Western allies were free of existential threats; a world in which most countries, most of the time, could pursue their national ambitions and foreign policies free from the worry that one of the world’s top military powers would seek to annex their territory, or that they would fall afoul of a militarized conflict between the world’s nuclear powers. It was a world, as we will remember, characterized by the global reach of American military might—whose enabling feature was America’s unrivaled blue-water navy.

And over a far longer period of time, we’ve become accustomed to the easy, inexpensive consumption of fossil fuels—the oil, the gas, and the coal that power the modern economy and every aspect of our lives—a practice made ever more possible, as we’ll discover, by the sea-based flow of oil, and now also of natural gas.

As these economic and political dynamics of the last part of the twentieth century and the first phase of the twenty-first unfolded, they flowed together beside each other in relative harmony—relative comity between the world’s most populous nations reflected in a deepening economic integration, and a sense of shared stakes and even a shared fate in the evolution of the natural world. But beneath the surface, older patterns of history—of rivalry, of distrust—were building strength. And over time, as these currents flowed beside each other, they began to intermingle—and to churn against one another.



All these patterns are on display in the high north.

In 1845, at the height of British imperial adventurism, the Royal Navy commissioned the HMS Terror to find a route through the Arctic—the fabled “northern route.” It was a voyage that generated valuable scientific discovery—ever since, the ocean sciences have been a leading indicator of global power. But it failed to find a northern sea route, for the simple reason that there was none. For all of recorded history, the Arctic has been blocked year-round by a thick layer of sea ice. No longer. Just since 2000, the Arctic has warmed by an average of 2.7 degrees, which means that now for several months a year some of its waters are ice-free. The northern route so longed for by the British Crown has arrived.

This is a disturbing harbinger of the state of the natural world, but it is also in many ways an economic boon. No longer impeded by year-round ice, in 2018, a flotilla of Chinese container vessels sailed the route from Shanghai to Hamburg, Germany—almost six thousand miles shorter than the traditional route across the Indian Ocean, through the Suez to the Mediterranean, out through the Pillars of Hercules and up the western coast of the Atlantic. In time, this new route may prove as consequential to global trade—and to the geopolitical relations that underpin it—as the opening of the Suez Canal. What’s more, the shallow continental shelf off the Norwegian and Barents Seas is increasingly accessible for energy exploration. In 2019, the largest oil and gas find in the world was in the Yamal Peninsula, off Russia’s Barents coastline. And, somewhat ironically, the newly ice-free waters are generating an increasing yield in the already bountiful Arctic fishing grounds.

Yet for all the commercial prospects of the Arctic—indeed, partially because of those prospects—it’s also emerged as a zone of military competition, as the world’s naval powers vie for access and influence. Russia has moved important naval assets to its northern bases, from where it can threaten the Atlantic, while China has begun building a fleet of icebreakers to take advantage of the new northern route; and America is resuming its Cold War–era vigil underneath the residual sea ice. While much of the world’s media attention has been in the warmer waters in the South China Sea, the cold waters of the north are yet another flash point in our rapidly changing world. It’s but one part of a wider struggle this book charts—at the heart of which is a new global arms race, one that has navies playing the role that nuclear weapons played during the Cold War.

The Arctic is neither the sole nor even the most important exemplar of a changing climate; neither the sole nor the most tense flash point in the new global naval arms race; and not yet the most important new trade route on the high seas. But it is another of those rare places where we can witness how rapidly those patterns are changing, where we can see the relics of the past, the shape of the present, and the early signs of the future that awaits us. And once again the Olavsvern naval base will be the West’s northernmost eye on that dangerous future.



The company contracted to rehabilitate the Olavsvern naval base is an interesting entity in its own right, and a brief consideration of its Norwegian parent company reveals the kind of linkages that exist between corporations and governments. That parent company is the publicly held Wilhelmsen Group, the largest maritime network operator in the world, with 2,200 locations around the globe, where it provides marine support services to companies and governments alike. Among its claims to fame, the Wilhelmsen Group is the world’s largest operator of ro-ro boats.

But what on earth is a ro-ro boat?

“Ro-ro” is industry shorthand for “roll on, roll off.” Ro-ro ships are basically giant ferries, square-sided, mammoth in scale. They are purpose-designed to transport rolling vehicles, primarily cars, to destinations around the world—in that, they’re a perfect reflection of a changed world of global economic production. Buy a car in the United States, and chances are high that the vehicle spent part of its life on one of the fifteen decks of a large ro-ro ship, being transported from Japan or Korea or Germany to one of a dozen major port complexes on the eastern and western seaboards. But ro-ro ships have more uses than simply transporting cars. They are also used to transport heavy machinery and equipment—including for the US military.

The American military establishment likes to extol the virtues of its ability to put American power anywhere in the world, at short notice. Limited operations, like the deployment of Special Forces, can be handled by airplane or submarine. But any large-scale deployment involves getting huge amounts of military equipment—armored personnel carriers, tanks, light aircraft, helicopters—into position overseas. And for any purpose other than for a new invasion of Mexico or Canada, that involves large ships.

The US Navy operates a fleet of its own logistics ships and ro-ro carriers. But when a major mobilization is underway, even the US Navy has to contract out to the commercial market. That included when the US military mobilized at scale to mount the deployment to Afghanistan in the wake of 9/11.

That deployment of American power to central Asia—literally on the other side of the globe from New York’s Twin Towers—may have marked the apogee of American power. Let’s, for the moment, leave aside any policy questions about the endurance or conduct of the war. The launch of the war was, from a purely logistical perspective, an extraordinary thing. At no prior point in human history has a state power been able to launch first pinprick strikes, then heavy bombing raids, and then large-scale infantry deployments, fully half a world away from its home borders—and then to sustain them for years. At the very least it was the most logistically impressive feat of power projection since D-Day—whatever the results of the encounter. All the more remarkable, then, that the majority of the equipment deployed to Kabul and Kandahar and points beyond was sailed there by the ro-ro ships of the Wilhelmsen Group.III

There are several factors that go into the question of whether the military or other users of very heavy equipment can use a given ro-ro ship. One is simple size. The largest ro-ro ships, for example the Wilhelmsen Group’s MV Tønsberg, the world’s largest, can be up to 900 feet long, 100 feet wide, and have a total weight of 75,000 gross tons. Second is the weight of the hull. On the heaviest ships, the high decks on these ro-ros can withstand up to one ton of pressure per square foot, which means they’re capable of carrying an armored tank. And a third factor is the dock. Ro-ro ships come with their own docks, self-propelled, mounted to the back of the ships, that enable them to port virtually anywhere in the world and off-load their weighty cargo. To drive a tank up the dock ramp requires a loading capacity of several hundred tons per square foot. A normal ro-ro ship ramp can handle 150 tons per square foot; the heaviest ro-ro carriers, like those used by the Wilhelmsen Group for the Afghanistan operation, can handle 500 tons per square foot.

It’s another hidden feature of the modern realities of ocean traffic that even the world’s most powerful military relies on bulk shipping in the private sector to be able to deploy overseas. This is yet another way in which America’s fate and the dynamics of international security are bound up in command of the oceans.



That all of this matters to the US Navy, and to China and Russia, is evident. But to see how it links to the daily functioning of the economy, it helps to shift from the high drama of the north to the more quotidian realities of trade, and a location where the Wilhelmsen Group docks its ro-ro ships when not on special assignment to the US military. Like many of the features of contemporary changes to trade, it’s plainly visible—in Newark, New Jersey.

I. While the maelstrom depicted in Norse mythology and in Edgar Allan Poe’s famous short story is legend, it’s based on a real phenomenon—a series of powerful tidal eddies in the Norwegian Sea, including the Moskstraumen, one of the strongest whirlpools in the world. At maximum tide, it moves at sixteen knots and pushes more than ten million tons of water every hour through the narrow strait between the Lofoten Islands; it’s one of the most dangerous pieces of water on the planet. (See Douglas Myles, The Great Waves: Tsunami (New York: McGraw-Hill, 1985).

II. During World War II, it was to Tromsø that the Norwegian government exiled itself when the country fell to the Nazi invasion; and from Tromsø that King Haakon—together with fifty tons of gold, several warships, and over a thousand merchant ships—was evacuated from Norway by the Royal Navy, acting on Winston Churchill’s last orders given as Lord Admiral of the Navy, before he ascended to the role of prime minister.

III. The bulk of the equipment was loaded in Newport News, Virginia, and off-loaded in Pakistan, where it could move by road into Afghanistan.






2 The Outer Perimeter; or, Pushing the American Border Out


Every day, tens of thousands of New Yorkers climb into a taxi or an Uber to drive through the Lincoln Tunnel into Hoboken, New Jersey, on their way to Newark Airport. Along the way, many cross the Newark Bay Bridge on Interstate 78, one of the nation’s most congested expressways. Most of them are watching TV shows on their iPads or texting and emailing from their phones—anything to avoid the bleak viewscape of chemical plants and storage facilities and rail yards that make up the industrial rim around New York City. Similar voyages make up the route to airports in Seattle, Boston, Houston, and other American locales—in each case, bypassing major seaports that no longer occupy central real estate in modern cities.

If these preoccupied passengers did look out the window and pay attention to their passing surroundings, along the route they would probably see at least one ro-ro ship docked in Port Newark, at the terminus of the Kill van Kull—the westernmost dock in New York’s massive harbor, and easily the most important waterway that most people have never heard of. And chances are good that their car arrived in the United States on the decks of one of those ships, before being off-loaded at Newark, New Jersey, and then moved by truck or rail to dealerships across the state, and as far away as Chicago.

New York’s harbor has a long history. In 1524, Portuguese captain and explorer Giovanni da Verrazzano sailed aboard La Dauphine from a home port in Brittany under service to the French king, Francis I. Nearly two months later, his ship neared an area now known as Cape Fear, off the Carolina coast. He then sailed northward, missing the Chesapeake Bay and the mouth of the Delaware River, and eventually encountering a large opening that he believed to be a lake. It was in fact the mouth of the Hudson River. Little did he know that the narrows he sailed past would end up bearing his name and be the sea-based gateway to the most important city of the twentieth century.

Today, few New Yorkers experience the old approach to the port and the harbor. They arrive by plane or train to the grim and grime of LaGuardia, Newark, or John F. Kennedy airports and to Amtrak’s recently finished Moynihan Train Hall, which has replaced the dilapidated horror of Penn Station. But sailors aboard modern trade ships still enter by the old route. Having weathered the notorious storms and swells of the gray Atlantic, they approach New York City sailing west along Long Island’s southern shore, and approach the Narrows from the east. Rounding the head, they sail under the huge suspension bridge named after Verrazzano—when it was built, at the height of American power, the largest suspension bridge in the world.

For the first few minutes after you enter the Narrows, the view is bounded by the headlands of Staten Island and Long Island. Then the field of vision opens to the wide expanse of the deep natural harbor where the East River and the Hudson River empty into the Atlantic. A small formation on the horizon soon reveals itself to be the Statue of Liberty. To the west lie the remnants of Fort Tompkins, named for Daniel D. Tompkins, governor of the state of New York during the War of 1812, when Britain’s Royal Navy mounted a blockade of fledgling America off these waters.1 To the northeast, the towers of lower Manhattan are outlined against the sky, their reflections shimmering in the surprisingly clear waters of the harbor.

In the days of sail and steam, and up through the 1960s, ships coming into New York Harbor from the Narrows would steer north up to the mouth of the East River and the piers at Manhattan’s South Street port, or across the river on Brooklyn’s shore. The Brooklyn Bridge—the world’s first steel-wire suspension bridge—was built to provide a rail connection between Manhattan and the new Brooklyn shipping piers. From the early 1900s until the mid-1970s, New York was the largest and most important port in the world.

Not so for modern cargo ships. Indeed, the largest of those ships can’t even enter New York Harbor, as it is too shallow at low tide to accommodate the draft of the ultra-large ships that make up the high end of the global trading system. These ships head farther south to the deepwater port of Charleston. But many other container ships—from the Maersk fleet, or from Orient Overseas Container Line, or Mediterranean Shipping Company, or Hapag-Lloyd—or ro-ro ships, oil tankers, grain steamers, or bulk carriers with shallower keels transit the Narrows, but instead of continuing north they turn southwest. There, they enter the Kill van Kull, a narrow channel that runs for three miles between Staten Island and the eastern shore of New Jersey. They have to navigate carefully—even modest-size cargo ships often have a draft of well over forty feet, and even after multiple dredging operations the Kill is only fifty feet deep at low tide. A slight wrong turn, a brief miscalculation, and a grounded ship would choke off dozens of billions of dollars of imports into the eastern United States.

Safely through, they dock at the piers at Elizabeth, New Jersey, just south of Newark.

The Inner Perimeter

If a cargo or container ship has made it this far into New York Harbor, it’s already passed through several concentric rings of security—a vast system of interlocked intelligence gathering, cyber monitoring, Coast Guard operations, and overseas programs that put the United States at the heart of global trade security. The system is designed to protect the United States against terrorism, the import of weapons of mass destruction, and infectious disease, as well as the smuggling of drugs and counterfeit goods. And it effectively extends the American border outward seven thousand miles from each coast. We’ll explore that in a moment. But having passed through that system and made it to the Kill van Kull, there are still two critical layers of protection to get past.

The first is a large but nondescript warehouse in the middle of the secured Customs and Border Protection zone in Elizabeth. This is the Centralized Examination Station, one of three, each encompassing 100,000 square feet of interior space, with sixty docking bays of container trucks. From inside the warehouse, agents of the Customs and Border patrol can inspect cargo inside the containers themselves, without having to unload the goods, unless they have specific intelligence or a reason to dig deeper.

The opened container doors reveal a bewildering array of packing methods, from the rigorous to the shambolic. In one container, an entire apartment’s worth of furniture, clothes, carpets, and cleaning supplies are strewn across the container with no additional packaging or arrangement, like a college student in a rush has thrown their dorm room furniture into the back of their parents’ truck—if that truck were one of twenty thousand containers on the world’s largest cargo ship. In another, an old Mercedes is strung to the roof of the container using leather straps—as if being above a bunch of crates of toilet paper would somehow cause the customs agents not to notice. More commonly, every square inch of space inside the container is taken up with neatly stacked pallets or boxes, eight feet high by eight feet eight inches wide, and forty feet long. In one, dozens of cases of rum are boxed one on top of another—amazingly, not a single bottle broken during the twelve-day sea voyage across 7,500 nautical miles.

Not everything is inspected inside the container trucks, though. Acting on intelligence, a tip, or sheer gut instinct, the Customs and Border agents pull a selection of the goods onto the warehouse floor for more detailed examination. Their main job these days is counterterrorism—but the old-school agents still love the hunt for contraband. John V., a gruff old Irish customs agent, thirty-five years in the service, says with a grin, “We old-school guys do it old-school ways.”

That involves stacking row after row of goods across the warehouse floor and doing a detailed inspection by hand. On a given day, the number and variety of goods arrayed across the Centralized Examination Station is staggering. There’s a large row of neatly piled bags of turbinado sugar. A pallet of allspice. Dozens of bags of rice, next to sackcloth bags full of hibiscus leaves. Boxes of butane lighters next to old-fashioned boom boxes and pirated CDs. There are dozens of vacuum cleaners lying on their sides amid mops and brooms and pails and cleaning supplies. One row displays enough paper towels to wipe down a city block. There are hundreds of flat-screen TVs and stereos. A section of the warehouse is given over to furniture—dining room tables and chairs and living room sets, mattresses and pillows and blankets, all wrapped in translucent blue plastic. Crates of batteries. Boxes full of running shoes in every conceivable color combination, alongside T-shirts, jeans, and sweatshirts. There’s an X-ray machine and a ventilator and a high-end laser printer. Stuffed animals and children’s clothing and toys. A row of motorbikes, and several used cars—some of them in such appalling condition it’s inconceivable that there’s reason to import them. Car parts and canisters of fuel of every description. China dinner sets, toiletries, and an entire container full of sex toys. Reams of paper, paintings, wash powder, taxidermied animals, canola oil, laptops, headphones, winter coats, and pallets of dried flowers. Every possible facet of modern household consumption is arrayed here for inspection.

As are foodstuffs. Hundreds of sacks of potatoes and yams and rice. Coffee beans from Brazil, paneer from India, dried noodles from Pakistan and Thailand. And niche goods for specialty markets, like duck feet and chicken tongues and goose hearts. And every conceivable variety of pork product, mostly from China—pork tails, pork tongues, dried pork, smoked pork, pork hearts, pork livers, pork hocks.

Some of these goods are simply illegally imported and will be returned. Others are past their sell-by dates and will be destroyed. But there are also fresh goods and fruits designed for markets across the city and the entire eastern United States: crate after crate of persimmons and clementines and lemons. Pallets of tomatoes. Crates full of bananas. Pineapples, kumquats, avocados, lychees, and all of the other tropical produce that Americans have come to expect to be able to buy in their local markets. As well as fruit that is grown in the United States, but only seasonally, or that is cheaper to ship from Latin America than to fly from California—billions of dollars’ worth of blueberries and strawberries and grapes and cranberries and mangoes and watermelons and apples.

There’s a special inspection regime for live agricultural products. That doesn’t mean sampling every piece of fruit—literally uncountable billions of pieces of fruit and vegetables enter this port every year. Instead, the agents work with the Plant Protection and Quarantine unit of the US Department of Agriculture to figure out scientific methods to test for disease. They conduct detailed experiments to measure the units per thousands of bugs, infestations, blights, and diseases that spread across specific types of plants, and sample against those ratios. Every single container that has agricultural goods is opened for inspection. The main concern is preventing the import of pests that could damage American crops, but it’s also an important barrier against foodborne disease—foot-and-mouth disease and Asian swine flu being the two most pressing concerns. In the wake of COVID—and reports of potential new swine flu outbreaks in Asian markets—this function of the service feels particularly important.

A lot of what the CBP finds during these inspections are simply cheap knockoffs—counterfeit goods. You can almost monitor the popularity of various street brands by the quantity of knockoff imports inside the Centralized Examination Station. Yeezy shoes are the newest fad, and the newest catch. Timberland boots are a particularly common catch, with manufacturers using a series of tricks to try to get around counterfeit rules—like importing fake Timberlands that aren’t adorned with the brand’s distinctive under-sole label, which is produced domestically and glued onto the imported fakes if they make it past customs. There are fake Guccis, and Rolexes, and Nikes and Uggs and Beats headphones by the hundreds of dozens.I

And then there are the drugs. Lots of them, hidden in an ever more creative array of concealment techniques. So many that the customs agents dedicate a small portion of the warehouse floor to what they call their “concealment museum.” Understandably, they don’t display or talk about the latest methods. But even the methods that are now so routine that they aren’t hesitant about displaying them are striking in their malign creativity. There’s a bicycle whose tires had strips of marijuana hidden inside the inner tubes. A simple cardboard box: its contents passed inspection, but a clever agent noticed that the cardboard itself had a different consistency than normal, and tests determined that cocaine had been turned into a form of glue and painted into the ribs of the cardboard itself. A pallet of kitchen towels, seemingly innocuous, but actually with heroin baked into the fabric. A ceramic toilet with meth hidden in its inner piping. Dates, still on the vine, imported from Algeria—and with cocaine soaked into the fruit. A stack of taxidermied lizards with LSD hidden in the stomach cavities—a clever idea but for the fact that the lizards themselves are a prohibited item. A 1992 BMW 750 whose gas tank was full of ecstasy pills. Every other variety of American appetite for vice is on display here as well.

They also find money. Once, $11 million stuffed into used truck parts. Another time, $150,000 hidden in bales of hay. And sometimes, simply a bundle of money left in the front of a container—a kind of standing bribe to look the other way at contraband.

The contents on display at the Centralized Examination Station give a glimpse both of the huge array of goods imported into the United States and of how much American consumption has come to rely on those imports. The scene is repeated in every major American port. And in port cities in every rich country in the world—highlighting the near-omnipresent nature of sea-based trade, no longer confined to specialty goods like spices and tea, but woven into the fabric of everyday household consumption and economic production.

Still, for all the diversity and scale of what’s on display inside the Centralized Examination Station, only around 5 percent of the containers are pulled for inspection. The scale of what’s imported now into the United States by ship is so large that if the customs agents pulled every container for inspection, it would drastically slow the entire American economy.

There’s one critical exception, though: nuclear material.

The Last Line of Defense

In the wake of 9/11, with fears of a terrorist organization trying to smuggle a dirty bomb or radiological device or chemical weapon into the country, the Departments of Commerce and Homeland Security collaborated to put together new methods at Elizabeth to scan cargo coming into the country for radiological materials. That sounds very complicated, but after some trial and error and some technical innovations, this has been turned into a smooth operation. Containers coming into Elizabeth can be off-loaded from 6:00 a.m. to 8:00 p.m., Monday through Friday. As they do, they drive through a portal that checks for gamma radiation. It looks, quite simply, like an extremely large metal detector, the same kind you walk through when boarding an airplane. Only, this one is twenty feet high and twenty-six feet wide, painted yellow, covered in two-inch metal rivets, like the kind that hold airplane wings together. They stand two abreast, at the last exit from the port. Trucks pull up and drive slowly through the scanner one at a time, hundreds of them in any given hour. A few yards away, six officers sit crammed into a small shed, scanning the results.

The results are instantly displayed on a computer terminal, which shows the heat signature from the container on the back of the truck. The challenge for the CBP officers comes from the fact that many types of goods throw off some degree of radiation, including a variety of plastics, hospital equipment, even smoke alarms. Usefully, though, every type of radiation has a specific signature. For the most part, the officers inside the truck can tell the difference between the radiation thrown off from innocuous materials and those they should be worried about. The systems keep getting refined. When these “radiation portal monitors” were first installed at Port Elizabeth, up to two hundred containers a day would set off a flag that would require more detailed examination. With refinements in the technology and increased training for the agents, that’s now down to twenty a day.

Sometimes still a red flag does go off. A container giving off the heat signature of cesium-137, for example, is indicative of nuclear or other radiological materials. That can still be legitimate, though: a hospital might be importing a complex piece of medical equipment that has a nuclear component, which is perfectly legal. The paperwork is inspected, and the container can move onward. If the signal is unclear, or the paperwork incomplete, the officers have to send the data source and the heat signature to one of the country’s nuclear laboratories for further examination. A Washington, DC, lab monitors all this in real time and helps the officers to decide when to escalate for more complex screening. By now, that’s down to one time a month, when a heat signature for cobalt-60 or another similar, prohibited substance gives off a large enough measure to worry about. Now 100 percent of containers leaving the port are scanned for radiological material.

Then the trucks carrying the off-loaded cargo head out into the complex of railway lines, highway terminals, and airports that surround Elizabeth—from there, feeding the entire eastern seaboard of the United States.



Elizabeth exists at the hub of a remarkable concentration of industrial and commercial logistics. Within a short radius of downtown Elizabeth can be found the nation’s second-largest port, the main oil and gas pipeline into the American northeast, the world’s most vital data cables, two of the nation’s busiest airports, NY State Highway 89, the New Jersey Turnpike, several rail yards, and Wall Street.

For more than half a century, New York was the largest port in the world, and by most measures arguably the most important city of the twentieth century. Early in the twenty-first, New York’s standing as the largest American container port was lost to Los Angeles/Long Beach—a reflection of the shift in economic weight away from Europe toward Asia, from the transatlantic trade to the transpacific. But New York still plays an outsize role in the global economy, in ways that are directly linked to sea-based flows. Taken as a whole, the port in New York and New Jersey is still one of most important economic pieces of real estate in the entire United States. The port area includes a system of waterways that make up some 650 miles of shoreline in New York City and northern New Jersey, as well as the region’s airports. It’s the second-largest port by tonnage and the busiest in the US, and it’s vital to the most lucrative metropolitan region in the US. In 2018, the port alone imported more than $165 billion in value—more, if you count the oil that flows into nearby terminals. That’s more than Turkey, South Africa, or Argentina.2 The port system itself generates over four hundred thousand jobs, which is enough to employ the entire population of Tampa and more.3

It represents one of a handful of port complexes that anchor American trade. In 2018, the United States imported about $2.8 trillion in goods. And while those imports were spread over four hundred seaports, airports, and border crossings, the vast bulk of the imports—more than 60 percent of them—came into the country via one of ten major port complexes.4 Those complexes—in Los Angeles/Long Beach, San Francisco/Oakland, Seattle-Tacoma, Miami–Fort Lauderdale, Laredo Texas, Anchorage, Houston-Sugarland-Baytown, Detroit-Warren-Livonia, and Chicago-Joliet-Naperville—move more than $8 billion in goods daily in and out of the American economy. International trade accounts for nearly one-third of the country’s entire GDP. And as we’ll see at the end of Part II, that actually understates the importance of sea-based trade to the American economy, or to America’s leadership role in the world.

Also: a little-understood role of modern shipping ports is that they are critical to major airports, too. Jets require very specific types of fuel, unsurprisingly collectively known as jet fuel. The supply of fuel for JFK, LaGuardia, and Newark airports, which combined represent the largest airport system in the United States, predominantly comes through Kill van Kull to oil terminals in New Jersey and New York.

All of this matters to New York, to the eastern seaboard of the United States, and to the entire American economy. But New York’s port is vital in ways that extend far beyond its economic impact. It’s a key hub in one of the most far-reaching and penetrating forms of American power—a system of trade intelligence and security that projects into the territories of dozens of countries worldwide with the goal of extending the American border outward; in the words of Customs and Border Protection, the objective is to “extend the zone of security outward so that American borders are the last line of defense, not the first.”5

The Second Perimeter: Coast Guard Station New York

Jason Tama is in his midforties, with a wife and two young girls who occupy him when he’s not surfing or skiing on the weekends, or cycling to and from his twelve-hour-a-day job in Staten Island, home to the main Coast Guard base for New York Harbor. Born in Maryland, near Annapolis, he’s spent his entire adult life in the Coast Guard. His father worked as a civilian in the navy, and from both the surrounding geography and his father’s influence, a life of service and a life at sea both came naturally. He was interested in both the navy and Coast Guard, but his father, despite his own path, convinced him to pursue the Coast Guard option—he thought his son would prefer the smaller service and the peacetime mission. A few weeks after graduating high school, at age seventeen, he reported to the US Coast Guard Academy in New London, Connecticut. Tama then served on ship and at shore, as well as in the DC headquarters, for twenty years. He took a master’s degree in naval architecture from UC Berkeley and an MBA from the Sloan School of Management at MIT. He was then deployed as the Coast Guard’s chief prevention officer in San Francisco.

In 2018, he was assigned as the captain of the Port of New York and New Jersey. From there, he was tasked to oversee every aspect of the Coast Guard’s maritime safety, security, and environmental protection operations in the huge harbor, with approximately six hundred uniformed Coast Guard personnel under his command, as well as three hundred reservists and one hundred civilians. That included overseeing the blandly named Vessel Traffic Service—in reality, a war room that monitors the flow of commercial, naval, and recreational vessels in and out of New York Harbor: one vessel every eight minutes, 24 / 7; four thousand vessels every month, in addition to the hundreds of daily ferry transits crisscrossing the harbor.

Sit in Captain Tama’s office for more than a few minutes and you’re likely to witness him fulfilling his most important duty. His cell phone rings and he listens patiently to his deputy commander or watch chief at the other end of the line. He asks a clarifying question and listens to the answer. And then he says decisively, “I concur.” He’s just issued a “Captain of the Port Order.” And in doing so, he’s wielded a near-absolute authority, one that can’t be overturned by the commandant of the Coast Guard, the secretary of Homeland Security, or even the president of the United States.

His Captain of the Port authorities go back to an incident in New York Harbor in July 1916, when a bomb was detonated in a stockpile of weapons on barges off Black Tom Island, just off the coast of Jersey City. The bomb destroyed a huge cache of weapons, over 2 million pounds of ammunitions, destined for a WWI resupply of the Allies. The explosion damaged the Statue of Liberty, buildings in Jersey City a mile away, and shook the Brooklyn Bridge. The shock wave was felt as far away as Philadelphia. It was the most important act of German espionage inside the United States during the war. The Black Tom incident led Congress to pass the Espionage Act of 1917, which for the first time established a domestic intelligence capacity for the United States. It also gave port captains sweeping powers to secure their ports.

For nearly a century, those authorities remained largely unchanged. Until 9/11. After that set of attacks, the fears of terrorists or rogue states using ships to smuggle weapons of mass destruction or related material into major cities caused Congress to pass an additional law, the federal Maritime Transportation Security Act of 2002. It took Captain Tama’s substantial powers and expanded them. Indeed, it put him in the middle of a global web of intelligence collection and security operations.

In times past, the reach and authority of a Coast Guard captain was limited to the physical terrain of the port itself and the immediately surrounding waters. Given advanced warning of an illegal shipment or smuggling operation, the Coast Guard could interdict a ship just before it entered the port itself. More commonly, ships were inspected once they were already docked in harbor. Now the world’s major ports are plugged into a twenty-four-hour-a-day web of information technology that connects hundreds of ports in dozens of countries into a single system of information designed to provide security to global trade.

If the radiation monitoring portal or the Centralized Examination Station in Elizabeth are the innermost layers of defense for American trade, then the most carefully guarded layer is the second—the entrance to New York Harbor. To protect it, the US Coast Guard, in close coordination with CBP, runs a worldwide program that requires ships to identify themselves and file vital information far offshore from the entrance to the harbor. From two hundred miles offshore, or ninety-six hours before docking, any ship wanting to enter an American port has to file with the Coast Guard what’s known as an Advance Notice of Arrival (NOA). It lays out for the US authorities critical data they need to assess whether the ship poses a threat, or can be safely allowed into harbor. On its face, the document is innocuous enough: a simple list of ports of call, of crew members, and of the recorded contents of the cargo. In fact, it triggers a complex set of legal and operational authorities with global, national, and local law enforcement capacities.

One of the most important pieces of information on the NOA is the name of the last five ports in which the ship had docked. Those ports or the countries where they are located can ring an alarm bell if they are among the several dozen ports tracked by the US intelligence community—a list that is continuously updated and closely guarded. A combination of the NOA and intelligence flows come together in Captain Tama’s office. Every single ship that enters the harbor has to pass by the scrutiny of his team.6 If the port in question is on the watch list, or anything else about the NOA rings an alarm bell, Captain Tama issues a Captain of the Port Order and the Coast Guard swings into action. The ship is halted off the coast of New York, and a Coast Guard vessel motors out at high speed to intercept the ship prior to it passing through the Narrows.

The coordinated gathering and sharing of intelligence between the Coast Guard, CBP, and other law enforcement agencies has resulted in some huge seizures in ports across the country. For example: the largest cocaine bust in the history of US enforcement was three thousand pounds seized off the container ship MSC Carlotta, sailing up from Guyana. Based on local intelligence, the Coast Guard and local CBP agents boarded the ship as it was entering the Port of Philadelphia. They found forty thousand bags of cocaine hidden among hundreds of containers spread around the ship.

The Outer Layers

For a ship to leave an overseas port and head toward Captain Tama’s port, it has already passed another layer of security. After 9/11, with enhanced fears about terrorist smuggling, the US adopted what’s known as the Container Security Initiative (CSI), a system of port inspections, scanning methods, intelligence collection, and monitoring of port compliance that operates far beyond American borders. Fast-forward to 2019, and fully 80 percent of the goods imported into the United States by sea come to the US from a port that’s participating in the CSI program. That includes all the major European ports, plus the main ports in Korea, Singapore, Japan, and even China. CSI, enabled by Congress’s Fair Trade Act of 2007, requires any container or bulk cargo carrier seeking to sail toward an American port to disclose the manufacturer, seller, buyer, and destination; the location where the container was filled; the consolidator; the importer of record; the country of origin; tariff data; the vessel stow plan; and any and all updates on the status of the container. Seen in comparison to, say, the transport of people and goods by plane, this system seems mundane, obvious; but it brought a revolution in transparency to the opaque and under-regulated world of shipping.

And in real terms it means that US Coast Guard and Customs and Border Protection agents are stationed inside the port operations of the dozens of participating countries. They are constantly developing sources of information about potential smuggling operations—of humans, of drugs, of weapons—and can flag a specific cargo or a specific ship before it leaves a foreign port. If they don’t give the ship a clean bill of health, it can’t sail out of the port—at least not until it files a non-American destination. As Tama says, “Using big data and intelligence we can analyze threats much, much further up the supply chain.”

The program is also designed to provide the US intelligence and Coast Guard communities with up-to-date information about the status of the security in ports worldwide and the question of whether a port captain can have confidence in the manifest of the ship that has emerged from suspect ports. The list of ports and countries subject to the watch list is closely guarded, but it would be no surprise if North Korea’s Pyongyang were on the list, as well as Iran’s Caspian Sea ports, and probably the Pakistani ports of Gwadar and Karachi.

If intelligence is received that gives the US authorities pause or concern, they can issue a “Do Not Load” order. This means that the container in question can’t be loaded onto its intended ship. Of course, the United States can’t physically block the loading of the cargo or the departure of the ship, but such a ship would never get anywhere near American shores—and the ship operator and cargo facilitator would find themselves subject to fines and extensive legal action in the US courts. And the shipowner would likely be barred from exporting to American ports. Denial of access to the vast American market is the kiss of death for any global manufacturer, so this is an imposing power.

These programs give the United States concrete tools to secure trade flows worldwide. They reflect a deep American security concept, one whose roots lie in the earliest days of the American Republic and the formation of the US Navy. It’s the concept of “playing the away game”—that is, taking the fight to the enemies’ shore so we don’t have to fight on American soil. It’s a concept of American foreign policy that has its roots at sea—as we’ll see in chapter 3—and an astonishing conceptual extension of American might.

And these programs have this other effect: they put the American navy on patrol worldwide.

Sailing the Outer Perimeter

The largest hub of trade in the world is China. From ports outside Hong Kong, Shanghai, and Beijing, container vessels and tankers and cargo ships of every description sail east across the Pacific to Los Angeles and Seattle and Vancouver, or south to cross to the Indian Ocean en route to ports in Europe and the eastern United States. But a small number of ships do something very different. They turn off their locator beacons and head north for just over five hundred nautical miles, where they bunker off the boundary waters of North Korea. These are the sanctions busters: a form of modern-day smugglers, often private, sometimes state backed, who sell goods or weapons to a country that’s been placed under sanctions. In this case, the target of the sanctions is the Democratic People’s Republic of Korea: North Korea, the Hermit Kingdom, a country largely sealed off from the rest of the world by its own Orwellian government, and now also by multiple different sanctions imposed by the US and the United Nations. The sanctions were imposed both as punishment for its development of nuclear weapons, against rules set out in key international treaties, and to prevent North Korea from importing the materials or fuel to develop more.

The sanctions also prohibit the country from selling the shrimp, rice, minerals, and light manufactured goods that the country produces, and from importing manufactured goods, weapons components, and fuel. That is, all but a small supply of fuel, enough to heat its population, not enough to power its industry. That’s where the smugglers come in. Ships sail out of the Yangtze River, or ports north closer to Beijing, and cross the Yellow Sea, usually under cover of dark. From reports from defectors, and by piecing together evidence from smugglers who have been caught, it seems that many of these ships sail to just over twelve miles off the North Korean coast, where they anchor in what are still technically international waters. Then they wait until local merchant ships steam out to meet them. The two ships then transfer their loads of coal or other fuels, which are then transported to land. It’s estimated that by these means North Korea manages to smuggle roughly five times as much coal and other fuel as it is allowed under the sanctions.

Smuggling coal is one thing, smuggling weapons is another. In 2003, North Korea was caught doing just that. Early that year, the US intelligence community got wind of the fact that North Korea was smuggling rockets to ports in Yemen, in the Arabian Gulf, at that time an incipient stronghold of an ISIS affiliate. US agents managed to track down the So San, a North Korean–owned ship, as it was sailing through Spanish waters. The director for arms control at the State Department, none other than the feisty John Bolton, wanted to intercept the shipment. At the request of the US authorities, the Spanish naval frigate Navarra attempted to board the So San, which in turn tried to flee. The Navarra sent a shot across the bows and raked the stern of the So San with rifle fire, at which point the So San complied with the order to halt. The Spanish navy boarded the ship. And there, as warned, they found fifteen Scud missiles.

Bolton asked the State Department’s lawyers to let him know which part of international law allowed him to seize these smuggled weapons. To his surprise the answer was “None.” It wasn’t illegal to smuggle the weapons on the lawless high seas, and Spanish and American lawyers determined that they had no legal basis to seize the weapons. Eventually, the missiles were allowed to proceed to Yemen.II

Bolton, furious, decided to remedy the situation. Building on the launch of the Container Security Initiative, the US called several allies together to join what became known as the Proliferation Security Initiative (PSI). Its signatories agreed not to use ships on the high seas to smuggle weapons. But more important, they agreed to allow the United States, or another country with a claim, to board ships sailing under their flagsIII if they were suspected of smuggling weapons of mass destruction or WMD-related material. PSI has been in operation ever since—used by American, German, Spanish, and other naval powers to intercept suspicious flows at sea.

These programs reflected the reality of the second decade after the end of the Cold War: that the United States was the undisputed leader of the international system, both architect and anchor of most international security arrangements, and in the leadership role to protect the flow of trade—above all, at sea. The Container Security Initiative reflected the long reach of the American market, and the ability of the United States to wield its market power to great effect. The Proliferation Security Initiative reflected a dual reality—that the United States alone operated a global blue-water navy, which sailed unchallenged; but that it used that navy, in part, at least, to enforce the rules and norms of open trade on the seas and to enforce decisions of the UN Security Council when other countries were abusing that open system. This notion of the navy as the guarantor of freedom of the seas was inherited from Britain’s Royal Navy—one of the main legacies passed from that former imperial power to the United States in the wake of World War II.

A Sea of Data

All these programs rely on the constant and massive flow of data. But what happens if that data gets hacked? In 2019, Captain Tama was the first American port commander to board a ship on the basis of concerns about a cyber hack.

In February, a US-flagged container vessel filing its NOA en route to New York, verbally alerted the port that it believed that its data operations might have been penetrated by cyber espionage or interference. The NOA told Tama’s team that the ship had docked in some high-risk ports in Asia and the Middle East and was transporting, among many other things, cargo for the Department of Defense. Now that they were reporting a potential hack, their route and cargo were points of serious concern. What was the intent? Was a state with adversarial intent seeking to gain control of the ship, or compromise its IT and navigation systems? Did terrorists want to ram the ship into the Verrazzano bridge and block the harbor, thereby disrupting a huge portion of the American economy?

Tama contacted the Coast Guard’s nascent Cyber Protection Team, as well as the New York FBI’s Cyber Task Force. Together—and with the ship’s consent—they boarded it to investigate.

Tama was well trained for this operation. When serving in San Francisco, he frequently came into contact with executives from technology firms looking to develop projects in the harbor or off the coast of the Bay Area. When he returned to Washington, DC, he spent a stint developing recommendations to help the Coast Guard deepen their interactions with the West Coast tech firms, in large part to buttress cyber security.

In theory, many of the critical navigation systems of any ship entering New York Harbor are delinked from vulnerable networks to prevent hacking. But in practice, ships’ crews, like all the rest of us, do not practice good cyber hygiene. When ships near ports, they need to communicate with the authorities, file records, and requisition supplies of fuel, food, water, and other goods. All this happens electronically. In the galley where the first officer of a ship works the bill of lading and oversees the onboarding and off-boarding of crew and containers, there may be dozens of thumb drives containing the relevant files from ports all over the world. These are routinely plugged into USB drives on the ship’s operating system. The software that drives those gets automatic updates. And the notion that all of those updates are free from penetration is self-evidently false. On board the ship that reported the cyber hack, Tama and his team found an entire drawerful of thumb drives from ports all over the world, including from some on the Coast Guard’s watch list.

In the end, software diagnostics proved that the ship had not been hacked by a malign nation, but simply infected by a piece of malware known as Emotet that had been attacking government institutions and corporations around the US. It seemed likely that the ship had not been deliberately targeted, but randomly infected. Still, it was a wake-up call for the marine industry, and for the Coast Guard.

A critical part of the data that ships use is what’s known as the Automatic Identification System. The AIS is a post-9/11 innovation that requires ships to continuously transmit vital information like their position, their name, their size, their type of ship, their course, their speed, their cargo, their crew, and so on. Twenty or so pieces of basic information about every one of the ninety thousand ships that are sailing at any given time, all of it updated every minute, meaning that in a single day just over 2.5 billion pieces of data are flowing through the AIS, or more than 950 billion pieces of data per year. All of which can be penetrated by cyber hacks.

The biggest hack on shipping to date occurred on the afternoon of June 27, 2017.7 Maersk employees in Copenhagen began to panic as one after another of their computer screens turned black. Earlier that year, hackers connected with the Russian military had hijacked the servers of a small, family-run software business in Ukraine, and in June, they used the back door they’d created to release a piece of malware called NotPetya. NotPetya spread like wildfire, attacking automatically and indiscriminately. It crippled companies across the globe—not just giants like Maersk, but also Merck, FedEx’s European subsidiary TNT Express, and Rosneft. The hack hit more than sixty countries in Europe, the US, and beyond, and resulted in more than $10 billion in damages.8

The impact for Maersk reached across the world. In Port Elizabeth, where Jason Tama would arrive one year later, hundreds of truck drivers were stalled outside the port as the system that allowed them to come in and drop off their wares for shipping went black. Rail lines up and down the eastern seaboard were halted while they waited for cargo. No one could get in the gate. With no word from Maersk, the Port Authority announced that Maersk’s terminal would close for the rest of the day. Shippers were stuck clamoring for either last-minute, expensive alternative shipping methods or temporary storage until the mess cleared. The same would happen at sixteen of Maersk’s other loading terminals across the world.9

The computers on Maersk’s ships weren’t infected, but the computers monitoring and dictating the movement of those ships and all of their containers were. And key to that were the company’s network’s domain controllers, which among other functions set the rules that determine which users can access which systems. They only found one clean backup copy: in an office in Ghana, which happened to have been affected by a power blackout just before NotPetya struck and was thereby not vulnerable to the malware’s attack. In a scene out of a spy thriller, Maersk raced to get the backup to London, where its IT department was based. With none of the Ghanaian staffers holding a British visa, the USB was handed off between two employees in an airport in Nigeria before being flown onward to London. It would be more than a week until Maersk terminals around the world began operating under any sense of normalcy. The attack alone cost Maersk between $250 and $300 million.10

All this to say that communications is key for the shipping industry. When trucks unload containers in ports for shipping, they are “checked in” similar to an airplane, given an identification number that not only details what is in the containers and where they are going but also feeds into an automated system that tells the truck where to unload the containers, then helps the cranes load them onto the ships, and so forth, until the container is returned to a new truck at the destination port. If something in that system breaks, the whole thing breaks—and the effects spread throughout the global economy.

From China’s shores to America’s, there’s another critical way that sea-based traffic shapes the American economy: how data actually moves around the globe. It’s commonplace when talking about the flow of data to talk about it “flying through the air”; and of course some data does move by radio waves. The vast bulk of data, though, moves by sea. That is to say, it flows through a system of cables that run along the ocean floor, connecting continents and linking economies. Fully 93 percent of all data traveling around the world ends up flowing through ocean cables. There’s no part of our modern world of finance, internet communication, Zoom meetings, Amazon ordering, online commerce, Facebook, YouTube, and TikTok that isn’t made possible by cables on the seafloor.IV

In fact, a complex grid of more than four hundred seafloor cables link every major market in the world. Looking at their map is like playing a game of connect the dots between the world’s major cities. Cables border the edges of every continent, hugging Europe from France to Portugal and then Africa from Morocco to South Africa. They cross in wide chunks from New York to nearly every part of Europe. They follow similar paths as do container ships, traveling the Mediterranean and passing through the Suez Canal before hugging India and traversing the Malacca Straits to Beijing and other coastal Chinese cities. There they group together to cross the Pacific, connecting to the West Coast of the United States—and everywhere in between. It’s no accident that these cables concentrate in the world’s key financial capitals, and it’s no accident that those capitals are one and the same as the great harbors of the world.

That this global system of ocean floor cables requires continuous replacement and upgrade is not a revelation; what is perhaps surprising is that these cables were first laid in the 1850s, at the height of British maritime power. The famed HMS Challenger (whose voyage of discovery and scientific inquiry was celebrated by the first US shuttle launch) also undertook some of the first studies of the contours of the seabed and the conditions at seafloor depth that would affect the laying of various types of potential cable.11 A scientist and engineer by the name of William Thomson made the key scientific breakthroughs about the design of cables that could sustain deep-sea conditions, and took to sea on the HMS Agamemnon in 1857 to begin laying cable. A series of failures and disasters did not deter Thomson or the shipowners, and in 1865 the first complete cable was laid. The onset of the transoceanic telegraph cable enabled quicker communications between Britain and its former colonial outpost, delivering news and data between journalists, government officials, and trading and shipping companies, supplanting the sea “packets” that used to carry the mails between London and Newport, Rhode Island. In 1858, with the successful completion of the first transatlantic telegraph cable, the first message, on August 16, 1858, read, “Europe and America are united by telegraph. Glory to God in the highest.” The next morning, one hundred guns saluted the connection in New York, with a grand parade and fireworks in September. William Thomson was knighted Lord Kelvin by Queen Victoria for his role in the effort.

Since then, cable speeds have kept getting faster—as a function of technology, military necessity, and the ravenous demands of capitalism. These cables link the great financial and trading hubs of the world, from New York to Hong Kong to London. “People don’t understand how important the undersea cables are to our business,” one financial trader told me. When the major firms are considering their trades, they’re constantly calculating which undersea cable they should use to connect to specific markets; speed is a factor but redundancy and reliability are just as important.

All this profits the United States. Over the past three decades, the US share of world trade has gradually diminished to around 22 percent. Things look different if you examine the share of world profits taken by American financial firms. There, as of 2020, it was between two to three times that share.12 Managing the flow of money that attaches itself to every single trade ship that enters the port of New York, to every trade transaction around the world that’s brokered in US dollars, has become a huge part of what drives economic performance in the United States. In 2016, fully 50 percent of the profits recorded by American firms were in the financial industry. And all of this was made possible by seabed cables.

One of the tools that Captain Tama used to manage the security of the Port of New York and New Jersey is called an Area Maritime Security Committee. It brings together federal, state, and local authorities—and Wall Street. One of the country’s largest financial firms sits on that committee, to help the Coast Guard perform its function. When Tama asked one of their executives why they paid attention to the Coast Guard’s work, they answered: “You’re a market mover. A disruption in the maritime supply chain would roil the financial markets.”



So what’s at stake is the American economy, American security, and America’s role in the world as the banker to the global economy and the anchor of global trade security, a role that affects billions of people globally. It’s a role that relies on American naval dominance, a position it inherited from the British Royal Navy—whose role in the eighteenth and nineteenth centuries was violent, sometimes immoral, but massively consequential to the shape of the twenty-first-century world.

I. What’s true on the way in is also true on the way out. The same agents can scan exported goods for sensitive American technologies, stolen vehicles, and illegal merchandise. But the vast majority of this enforcement function is now electronic.

II. The US first got assurances from the Yemeni authorities that the missiles would be used for defensive purposes only. That held until 2015, when the missiles were used in attacks by Houthi rebels against Saudi Arabia.

III. “Sailing under their flag”: one of the oddities of international maritime law is that ships can fly the flag of any country that allows what’s known as “registration of convenience.” A ship can be owned by an American company, operated by a Dutch marine operator, sailed by an Indian crew, be sailing between Britain and South Africa, carrying Chinese, Japanese, and Thai goods; but for legal purposes can be registered in the Bahamas, or St. Kitts, or in any one of more than a dozen countries that allows the practice. This explains why the three countries in the world that lead with the number of ships registered to them are Panama, Liberia, and the Marshall Islands—countries with a combined population of circa 8 million. The business of assigning these “flags” is managed by the United States, specifically the straightforwardly named American Committee for Flags of Necessity.

IV. Which is why Microsoft and Facebook collaborated in 2017 to lay the fastest cable yet laid across the Atlantic, capable of transmitting data at a rate of 160 terabits per second.
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