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   Neither Arseny’s (online marketing) nor Valerii’s (chemometrics) early careers had much to do with machine learning (ML). However, it was the mathematical tools of our trades like regression models and principal component analysis that sparked our obsession with extracting maximum value from data. Each of us started our journey in the early 2010s, with Valerii ultimately taking on corporate leadership roles in data science at companies such as Facebook, Alibaba, Blockchain.com, and BP, and Arseny honing his engineering skills within deep-tech startups at various stages of growth.
 

  
 

   

   Before joining efforts in writing this book, the only shared piece of our careers was related to ML competitions, when we sharpened our skills on Kaggle. Valerii has reached Grandmaster status and was formerly ranked in the Top 30 globally. Arseny is a Kaggle Master with vast expertise in competitive ML, while both authors strive to share their knowledge and experience as public speakers on ML-related topics.
 

  
 

   

   Our collaboration blends Arseny’s hands-on experience with building and optimizing ML systems with Valerii’s strategic vision and leadership in data-driven enterprises. From real-time video processing and retail optimization to financial transactions analysis, we have tried to distill our combined expertise into the essential principles for building functional ML systems.
 

  
 

   

   Despite the difference in our career paths, we both discovered a gap between knowing ML algorithms and understanding how to effectively apply them in real-world scenarios. We saw brilliant minds struggling to connect the dots and combine fragmented knowledge into a coherent picture. It was this challenge that inspired us to write this book.
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   about this book
 

  
 

   

   Machine Learning System Design is a comprehensive step-by-step guide designed to help you work on your ML system at every stage of its creation—from gathering information and taking preliminary steps to implementation, release, and ongoing maintenance.
 

  
 

   

   As the title suggests, the book is dedicated to ML system design, not focusing on a particular technology but rather providing a high-level framework on how to approach problems related to building, maintaining, and improving ML systems of various scales and levels of complexity.
 

  
 

   

   As ML and AI are getting bigger and bigger these days, there are many books and courses on algorithms, domains, and other specific aspects. However, they don’t provide an entire vision. This leads to the problem Arseny and Valerii have seen in multiple companies, where solid engineers successfully build scattered subcomponents that can’t be combined into a fully functioning, reliable system. This book aims to, among other things, fill this gap.
 

  
 

   

   This book is not beginner friendly. We expect our readers to be familiar with ML basics (you can understand an ML textbook for undergraduate students) and to be fluent in applied programming (you have faced real programming challenges outside the studying sandbox).
 

  
 

   

   Who should read this book?
 

  
 

   

   We hope this book will be helpful to
 

  
 

   

   	 Mid-career engineers: to hone their skills in building and maintaining solid ML systems and make sure they don’t miss anything critical. 
 

   	 Engineering managers and senior engineers: to fill the gaps in their knowledge and view ML system design from a broader perspective. 
 

   	 Those starting their journey in applied ML: to have structured guidelines at hand before kicking off their first ML system. 
 

  
 

   

   How this book is organized: A roadmap
 

  
 

   

   The book structure is designed as a checklist or manual, with an infusion of campfire stories from our own experience. It can be read all at once or used at any moment while working on a specific aspect of a ML system. At the same time, we try not to slip into sounding like a typical textbook or course on classic machine learning or deep learning.
 

  
 

   

   We’ve split the book into four main parts so that its structure is in line with the life cycle of any system:
 

  
 

   

   	 Discovery 
 

   	 Building a core 
 

   	 Improvement 
 

   	 Maintenance 
 

  
 

   

   Chapters 1–8 are based around the early stages of ML system design. Throughout chapters 1–4, we focus on overall awareness and understanding of the problem your system needs to solve and define the steps needed before system development has started. This phase rarely involves writing code and mostly focuses on small prototypes or proofs of concepts. 
 

  
 

   

   Chapters 5–8 delve into the technical details of the early-stage work. This stage requires a lot of reading and communicating, which is crucial for understanding a problem, defining a landscape for possible solutions, and aligning expectations with other project participants. If we compare an ML system to a human body, it’s about forming a skeleton.
 

  
 

   

   Chapters 9–12 are focused on intermediate steps. At this stage of the system life cycle, the schedule of responsible engineers is usually flipped, and there is way less research and communication and more hands-on work on implementing and improving the system. Here, we focus on such questions as how to make the system solid, accurate, and reliable. Continuing the human body metaphor, this is where the system grows its muscles.
 

  
 

   

   The final part, featuring chapters 13–16, is dedicated to integration and growth. For an inexperienced observer, the system may seem ready to go, but this is a tricky impression. There are multiple (mostly engineering-related) aspects that need to be taken into account before the system goes live successfully. In the software world, a system failure is rarely a disaster like in civil engineering, but it’s still an unwanted scenario. So at this stage you will learn how to make your system reliable, maintainable, and future-proof. If you’re still not tired of human body metaphors, this is where the system gets its wisdom, because untamed strength can lead to nothing but trouble.
 

  
 

   

   liveBook discussion forum
 

  
 

   

   Purchase of Machine Learning System Design includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/machine-learning-system-design/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion. 
 

  
 

   

   Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the authors can take place. It is not a commitment to any specific amount of participation on the part of the authors, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking them some challenging questions lest their interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website for as long as the book is in print.
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Part 1 Preparations

 

  
 

   

   This part is fully dedicated to the early stages of machine learning system design. Chapter 1 introduces our vision of machine learning system (ML) design and highlights the areas where its principles can be useful. Chapter 2 thoroughly describes the problem space and solution space and the absolute priority the former has over the latter, as well as provides insights on defining the problem, risks, limitations, and costs of a mistake. Chapter 3 unveils the build-or-buy dilemma, looks at the problem as a source of inspiration, and suggests our view on problem decompositioning. Chapter 4 is dedicated to the design document as the essential building block of any ML system.
 

  


 

   

   
1  Essentials of machine learning system design

 

  
 

   

   This chapter covers
 

    

    	What machine learning (ML) system design is, why it is so difficult to define, and where you may first encounter it 
 

    	Who we believe will benefit most from reading this book, what information we’re about to give you, and how it will be structured
 

    	What principles of ML system design can be helpful and the best time to apply them
 

   
 

  
 

   

   Machine learning (ML) system design is a relatively new term that often gets people from the industry puzzled. Many find it hard to compile a certain scope of responsibilities behind this term, not to mention trying to find a proper name for a respective role or position. The job may be done with various efficiency by ML engineers, software engineers, or even data scientists, depending on the scope of their role.
 

  
 

   

   While all of the positions are valid, we believe that to become a seasoned expert in ML system design, you have to encapsulate expertise from each of the backgrounds. Note that while some of the things we discuss in this book are specific to ML systems, others will be familiar to those readers who have already built non-ML software systems (you will find this information in chapters 2, 13, and 16). This is because ML system design, although a new phenomenon, is still based on the classic fundamentals of software development. 
 

  
 

   

   But first we need to discover what ML system design is as a whole. In this opening chapter, we will suggest our take on the definition of ML system design and support it with examples from personal experience, both our own and those of our colleagues; we will describe the perfect persona for the position and share cases from our personal experience of why a coherent and consistent approach to designing an ML system will save you a lot of time in the long run and will help in delivering short-term business wins, which is crucial to gain the trust of colleagues in this new working method from the early stages. 
 

  
 

   

   
1.1 ML system design: What are you?
 

  
 

   

   ML system design might sound familiar if you have ever tried interviewing at deep tech/big tech companies (the first term commonly stands for startups or R&D units within large corporations that either work with or develop cutting-edge technology, and the second term refers to the largest and most dominant tech companies of the world that are often known for their high bar in talent acquisition and advanced engineering culture) for ML engineer/manager positions. Both of us have vast, deep tech experience, so while planning to write this book, we were convinced the definition was clear enough to everyone, and there was no reason to dwell on it. 
 

  
 

   

   However, after reaching out to a variety of people for their opinions on the outline, we saw that the term itself caused discord in opinions and interpretations. Perhaps this is due to the fact that the industry has long had a definite list of job titles, which gives candidates a relatively clear understanding of what set of functions and responsibilities they are applying for. The positions of software engineer, research engineer, ML engineer, and so on each entail a certain classic set of functions enshrined in textbooks and eloquently stated in job descriptions. 
 

  
 

   

   So, is there a job title associated directly with the term ML system design? Currently, there’s no position completely tied to the scope we’ll be describing in this book, but if you meet a person fulfilling this scope, their position will most certainly be data scientist.
 

  
 

   

   In our attempts to understand the nature of this connection, we reached various people working in data scientist positions and eventually realized that the role implies a rather vast and vague list of responsibilities. Indeed, you can find 10 different people working in 10 different companies as a data scientist and ask them what they do—and you’ll end up hearing about 10 completely different things:
 

  
 

   

   	 Create pivot tables in Excel. 
 

   	 Set up a 10 PB distributed cluster. 
 

   	 Build a real-time computer vision system. 
 

   	 Deploy numerous chatbots. 
 

   	 Visualize data in Tableau/Metabase/Looker/PowerBI. 
 

   	 Write SQL scripts. 
 

   	 Run A/B tests. 
 

   	 Create recommender systems. 
 

   	 Handle communication with stakeholders. 
 

   	 Answer questions from top management. 
 

  
 

   

   As you can see, a short, crisp-sounding title carries a rather mottled set of functions, having grown into a unifying “jack-of-all-trades” term for anything that goes beyond the commonly accepted scope of work behind the roles of data engineer, ML engineer, and research engineer.
 

  
 

   

   While contemplating this, we found that in the case of ML system design (or rather what later received such a name), the situation is quite the opposite: there is a phenomenon without a common name but with a clear set of functions and responsibilities, and what needs to be done is to organize them and bring them to a coherent structure of interrelated functions.
 

  
 

   

   In the following chapters, we will be giving our own perspective on ML system design and even suggesting unconventional ideas and solutions, but before we dive in, we’d like to suggest our own definition:
 

  
 

   

   

    

     Machine learning system design is a complex, multistep process of designing, implementing, and 

     maintaining ML-based systems that involves a combination of techniques and skills from various fields and roles, including ML, software engineering, project management, product management, and leadership.

    


   
 

  
 

   

   Figure 1.1 illustrates this definition.
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Figure 1.1 The variety of skills one should possess to succeed in ML system design


  
 

   

   The reason we’ve highlighted maintaining in italics is that we believe that ML system design does not end at the release of an ML system. Apart from providing accurate predictions and ensuring efficient decision-making, your system must be scalable and flexible enough to be easily adjusted to changing business environments or any other factors, both internal and external. Thus, right after you go live, maintenance and fine-tuning your ML system will secure its efficiency in the long run, which can be crucial, especially when working under strict budget or capacity limitations.
 

  
 

   

   But it is not only the term machine learning system design itself that has been questioned by those who have seen this book’s synopsis or walked through the table of contents. We received a host of questions on various aspects of the book; the following are those we found the most notable:
 

  
 

   

   	 “Data scientist, machine learning engineer, and software engineer are different roles; why are you fusing them together?” 
 

   	 “It confuses me a little that a book about ML systems covers things like data gathering and reporting, as this is exactly what separates classical machine learning from data science.” 
 

   	 “I was surprised there was no mention of MLOps in the outline, which is the common industry term for many of the components you’re describing (reproducibility, testing, pipelines, etc.).” 
 

  
 

   

   For us, these questions became an additional indicator of the confusion between ML and data science, as well as between ML engineers and data scientists in the general public. We have our own perspective on that, but first, let us try to clarify our statements. 
 

  
 

   

   Coming from deep tech companies, we got used to calling people who do ML machine learning engineers, but the difference between ML engineer and software engineer is getting slimmer, especially since some prominent people call machine learning software 2.0 (https://mng.bz/yoNe). At the same time, data scientist is a job title mostly tied to people who do product analytics and work with metrics, insights, etc. (Please note we are speaking about our experience in deep tech companies, but since these companies employ thousands of highly qualified pros and gradually set standards for the whole industry, we tend to take this approach as a benchmark.)
 

  
 

   

   When people interview for an ML engineer position, they mostly walk through the software engineer hiring loop topped with additional sections, with ML system design being one of the most important. It is used to draw out signals about a candidate’s expertise, maturity, and ability to overview complex systems and decompose them into blocks of interdependent tasks. This is not an easy exercise, as a candidate has only 40–45 minutes to present their design of a system randomly picked by the interviewer.
 

  
 

   

   Eliezer Yudkowsky, a modern AI writer and philosopher, wrote, “The most dangerous habit of thought taught in schools is that even if you don’t really understand something, you should parrot it back anyway” (https://mng.bz/r1Zy). It is very applicable to the tech interview flow in some companies: the interviewer provides a puzzle and expects a particular answer to be parroted back. After the interviewee is hired and becomes an interviewer of their own, the bad practice gets reinforced, and the company continues hiring people with perfectly memorized knowledge fragmentarily drawn from various fields. There is no guarantee these people understand the whole picture, and this is what we came across while conducting interviews ourselves.
 

  
 

   

   We interviewed and hired ML engineers for various companies. Some were at the start of their career, some were seasoned experts, and some were solid software engineers switching to ML. However, there was a specific commonality among those who didn’t get through the interview: while working on the ML system design section, they were concentrating too much on details, never getting to the bigger picture. 
 

  
 

   

   For us, these failures indicated an expectations mismatch; as young hiring managers, we were convinced that a person who knew all the algorithms, tools, and patterns would be a good fit for the role by default. But later we saw that sometimes people just couldn’t combine their pieces of knowledge into an integrated vision.
 

  
 

   

   In addition, building systems in a real environment is overwhelmingly different from discussing them during interviews. One can learn dozens of popular ML system design questions (“How would you design a job recommendation system for a LinkedIn-like website”?) and be puzzled when a similar problem occurs in real work.
 

  
 

   

   But let’s ignore the interview part for a while. ML experts get hired for a reason: companies need them to build, maintain, operate, and improve systems—and not just for the sake of writing some code or closing Jira tickets. Businesses need reliable ML systems to reach objectives and solve problems.
 

  
 

   

   Building ML systems requires a wide scope of skills. To put it briefly, a person in charge must be able to answer three questions:
 

  
 

   

   	 What are we building? 
 

   	 What is the purpose of the system? 
 

   	 How should it be built? 
 

  
 

   

   In practice, it requires a combination of skills from multiple roles: a bit of a product manager to understand the main goal and communicate it to peers and stakeholders, a fair share of ML researcher to empower the system, and, of course, a solid software engineering background to make the product usable, maintainable, and reliable. An ML system design expert should be able to think globally and dive deep enough locally if needed. 
 

  
 

   

   There are few people who can combine all these skills at the proper level. However, a lot of ML systems are being built these days, and someone has to design them. From our experience, it is common for an ML system to be designed by either a bright ML expert (because it’s ML) or an experienced software engineer (because it’s a system). They do the job but often struggle in the areas where they don’t shine.
 

  
 

   

   To sum it up, the confusion around ML system design is more typical for candidates with less expertise on the one hand and hiring managers or recruiters who are looking for that jack of all trades on the other. However, if we look at it from the point of view of an executive officer or an expert, a much broader picture appears. They know that you hire these specialists to build, maintain, and improve ML systems, and their end performance working on ML systems becomes the ultimate benchmark of their career growth. 
 

  
 

   

   We believe that it’s the fusion of data scientist and software engineer with experience in academic ML that constitutes an expert in ML system design. People who end up designing ML systems may come from various backgrounds—software, practical ML, academic ML, data research—and we hope our hands-on experience aided by small bits of theory will help them close the gaps, systemize their knowledge in the areas they’re familiar with, and feel more confident in the areas where they’re lacking precious experience.
 

  
 

   

   
1.1.1 Why ML system design is so important
 

  
 

   

   While you have MLOps as a set of tools to use for building and maintaining your ML system, you can consider ML system design a blueprint that you can rely on and refer to at any moment that will give you scalability and flexibility (a proper understanding of building blocks and their connections helps to identify bottlenecks and address other problems fluently). Most importantly, though, it provides a framework that will weld your whole system together.
 

  
 

   

   Some projects are simple enough that they don’t require that thorough of an approach. Let’s take construction as an example. You could probably build a shed without an initial blueprint. But when your ambitions spread further to the level of a house or a skyscraper, you can’t get away with not using a prearranged, detailed plan. ML system design is an architectural approach to engineering ML systems that incorporates the experiences of hundreds of experts who have worked in dozens of companies on a multitude of projects.
 

  
 

   

   
1.1.2 Roots of ML system design
 

  
 

   

   Building complicated software systems has always been a challenge, and organizations had to crystallize the process somehow. People used a general principle for managing complexity through abstraction: build low-level blocks with complexity encapsulated into them, treat them as magic black boxes, use them to build higher-level blocks, and so on. 
 

  
 

   

   This process worked, but it had a weak spot: someone had to decide the structure of all these blocks (what are the highest-level components, what’s their structure inside, and so on to the lowest level of implementation). The most responsible decisions were made by software architects—experienced engineers who worked with many systems. 
 

  
 

   

   This kind of approach is usually associated with the Waterfall methodology and Big Design Upfront paradigm. In other words, it assumes software projects start slowly and are deeply analyzed and documented before the first line of a real system code is written. This approach was and continues to be reliable but inertial and bureaucratic. In a world of rapid changes, the project could lose its initial sense before finishing. 
 

  
 

   

   Opponents of such slow but steady approaches are often enthusiasts of something called the agile software development paradigm. The authors of Manifesto for Agile Software Development (https://agilemanifesto.org/) stated four main values:
 

  
 

   

   	 Individuals and interactions over processes and tools 
 

   	 Working software over comprehensive documentation 
 

   	 Customer collaboration over contract negotiation 
 

   	 Responding to change over following a plan 
 

  
 

   

   In other words, these people fairly state that many software systems can’t be effective while trying to plan and document everything. Of course, sometimes such bureaucracy makes sense—e.g., for building software controlling medical devices or airplanes. But most software engineers work on other types of applications—office software, entertainment, websites, and mobile apps. That’s how the software architect’s role became associated with something slow and old school—the opposite of swift hackers changing the world rapidly without a software specification approved by the whole hierarchy of architects, managers, and other experts. This agile approach was popularized by the Silicon Valley hacker culture and thousands of successful startups. Even big companies like Meta try to keep such a culture—their internal motto is “Move fast and break things.”
 

  
 

   

   Let’s summarize this little historical overview: at some point, industry faced a spectrum of software engineering processes, from a heavily regulated one led by software architects to the chaotic, anarchist “screw the hierarchy” hacker-style way of building things. And, as it often happens, things got mixed. More traditional companies tend to become more agile, and most anarchist startups mature, introducing processes and separate roles. 
 

  
 

   

   This mixture leads to a consensus that dominates tech companies these days: instead of delegating all the decisions to dedicated people like software architects, we will keep it the responsibility of regular software engineers; let them both design systems and write code for these systems. But this level of freedom didn’t wipe out the initial need for decisions: someone still has to have a final word on how things are structured. Someone has to be responsible for the system design. Every engineer may be involved here and there, but seeing the whole picture is critical.
 

  
 

   

   Skills in implementing low-level pieces of a designed system are not the same as skills in designing a proper system. That’s why deep tech companies tend to have separate interview sections to check a candidate’s skills in writing effective code (aka algorithms section) and designing systems: it’s expected that engineers will wear both hats. The split between those two can be different: usually, junior engineers are silent readers of design documents, and senior engineers are authors or active contributors. 
 

  
 

   

   In a nutshell, there is a consensus: a solid software engineer should be able to operate on different levels of abstraction, from low-level implementation to high-level architecture decisions. 
 

  
 

   

   Everything we have said so far about the definition of system design is fair for any software—we didn’t mention something ML related. However, not everyone who can successfully design a software system will succeed in designing an ML system—it’s a very specific subset of systems. While designing an ML system, the person in charge should keep in mind many aspects that are not relevant to regular software. In this book, we’ll focus on these aspects; readers interested in more general system design questions can look into other literature.
 

  
 

   

   
1.2 How this book is structured
 

  
 

   

   There are several books covering system design, but literature on ML system design is scarce. We decided to contribute to this field and bridge the gap between supply and demand. Our goal is to share our knowledge and experience to help you convert the many things you know into a holistic system.
 

  
 

   

   This book is structured as a comprehensive practical guideline on how to build complex, properly functioning ML systems in various domains, regardless of the size of the company you work for. This guideline includes
 

  
 

   

   	 The overall landscape with an overview of general structural principles and all the components that make up such systems, as well as the pitfalls you may get trapped in 
 

   	 Low-level checklists of the tools that might come in handy at each step, with a brief reminder of why they are important 
 

  
 

   

   The book structure tends to resemble that of a checklist or manual, with an infusion of campfire stories from our own experience. It can be read at once or used at any moment while working on a specific aspect of an ML system. 
 

  
 

   

   Each chapter is a high-level checklist mandatory for every ML system. Note that while not all the items must be fulfilled, each of them must be remembered and considered.
 

  
 

   

   In addition, each chapter answers the question regarding why and when the given item is important. It also includes a description of the landscape (what techniques and tools are suitable for the item). The description is systematized (not just a list of 100 buzzwords), although not necessarily exhaustive, as we believe that an experienced reader will be able to compare the example case with something from their background and draw their own conclusions. At the same time, we try not to slip into a typical textbook or course on classic ML or deep learning.
 

  
 

   

   We come from quite different (and therefore, very intercomplementary) backgrounds: both of us have been involved in ML projects with over 20 years of combined “mileage” in a variety of roles, companies, and environments—from pre-seed startups to multibillion-dollar international corporations. Sometimes we worked long hours as individual contributors. Other times, our work primarily implied rapid team growth and coaching talented and aspiring young engineers. We have witnessed and have been part of successes and failures, big acquisitions, and massive job cuts. And, of course, we’ve discussed a lot of the successes and failures of ML projects with our friends.
 

  
 

   

   But no matter how different our backgrounds are, there’s one thing we strongly agree on: ML projects almost never fail because their participants can’t use algorithms properly. There may be multiple reasons for a failure: a misdirected or completely unnecessary task, sloppy data handling, an unscalable solution with no growth potential—this list could go on and on. 
 

  
 

   

   There is a pattern so popular that we’ll have to repeat some stories in different parts of the book: a deep expert in a narrow area focuses a lot on their area of expertise—maybe picks some similar areas but still doesn’t get the big picture. As a result, some important nuances are missed, and it leads to project failure, missed deadlines, and violated budgets.
 

  
 

   

   While books on ML usually provide the “right” answers, our main objective is quite the opposite. What we’d like to do is to teach you how to ask the right questions. These might be the questions you ask yourself, your teammates, users, stakeholders—you name it. Each one of us, as tech industry professionals, accumulates tons of valuable information but can’t always connect the dots. This is where timely questions help structure all the knowledge around us.
 

  
 

   

   We’ve split the book into four main parts so that its structure is in line with the life cycle of any system—research, creation, improvement, and maintenance. 
 

  
 

   

   The first two parts are based on the early stages of machine learning system design. Throughout part 1, we’ll focus on the overall awareness and understanding of the problem your system needs to solve and define the steps needed before system development has started. This phase rarely involves writing code and mostly focuses on small prototypes or proofs of concepts. Part 2 delves into the technical details of the early-stage work. This stage requires a lot of reading and communicating, which is crucial for understanding a problem, defining a landscape for possible solutions, and aligning expectations with other project participants. If we compare an ML system to a human body, it’s about forming a skeleton.
 

  
 

   

   The third part is focused on intermediate steps. In this stage of a system life cycle, the schedule of responsible engineers is usually flipped. There is much less research and communication and more hands-on work implementing and improving the system. Here we focus on questions such as how to make the system powerful in multiple dimensions: solid, accurate, and reliable. Continuing our human body metaphor, the system grows its muscles.
 

  
 

   

   The final part is all about integration and growth. For an inexperienced observer, the system may seem ready to go, but this impression is tricky. There are multiple (engineering, mostly) aspects that need to be taken into account before the system goes live successfully. In the software world, a system failure is rarely a disaster like in civil engineering, but it’s still an unwanted scenario. So, at this stage, you will learn how to make your system reliable, maintainable, and future-proof. If you’re not tired of human body metaphors, this is where the system gets a mind and gains wisdom because untamed strength can lead to nothing but trouble.
 

  
 

   

   Overall, the opening chapters will contain more general information, which is nonetheless crucial for framing the problem and sets the core fundamentals for building a well-functioning ML system. The further you go into the book, though, the more complex and in-depth the material becomes, providing you with practical examples and exercises. Starting from the very next chapter, we will introduce two fictional cases, radically different from one another, that we will carry through the whole book. Both will require an ML system to solve their problems, and both will evolve as you continue exploring. 
 

  
 

   

   In every part of the book, we always prefer intuition over comprehensiveness. There are many aspects to building ML systems, and each one deserves a book of its own. However, we don’t plan on writing a separate book on data gathering and preparation, another one on feature engineering, and another one on metrics. Instead, we describe the top of the iceberg and review the landscape structure while supporting our thoughts and points with links to noteworthy papers so readers can both familiarize themselves with top-level examples and add their own specific knowledge to the provided framework. We also do not aim to explain details related to particular libraries or engines. We will mention notable examples in certain chapters, but they are only for illustrative purposes in favor of higher-level abstractions.
 

  
 

   

   Real systems are always more complicated than examples we see in blog posts, conference talks, and, of course, interviews. For all of these scenarios, people talk about high-level abstractions, but in reality, the devil is in the details. That’s why we believe getting some intuition on problem-solving is so important: a successful ML system designer should be able not only to recognize some recipe from the cookbook and reproduce it but also to adapt themselves for company-specific details that can flip the table sometimes.
 

  
 

   

   We hope this book will be useful for
 

  
 

   

   	 People preparing for an interview for an ML engineer/manager position 
 

   	 Software engineers, engineering managers, and ML practitioners working with an existing complex system who want to either understand or improve it 
 

   	 People who plan to design their own ML system or have designed one already and want to be sure they didn’t forget anything critical 
 

  
 

   

   Due to the philosophy described here, the book is not beginner-friendly. We expect our readers to be familiar with ML basics (e.g., you can understand an ML textbook for undergraduate students) and fluent in applied programming (e.g., you’ve faced some real programming challenges outside the studying sandbox). Otherwise, this book is better read after studying basic material.
 

  
 

   

   
1.3 When principles of ML system design can be helpful
 

  
 

   

   As we said earlier, applying these principles is critical to build a system complex enough to have multiple failure modes. Ignoring them leads to high chances of delivering something with feet of clay—a system that may work right now but is not sustainable enough to survive a challenge from the dynamic environment of reality. The challenge can be purely technical (what if we face 10 times more data?), product-related (how do we adapt for changed user scenarios?), business-driven (what if the system is to be included into a third-party software stack after an acquisition?), legal (what if the government puts forward a new regulation on personal data management?), or anything else. Recent years have only proved we can’t foresee every possible risk. 
 

  
 

   

   Improving the system is even more important. As we’ll describe in more detail in the upcoming chapters, building systems from scratch is a relatively rare event. People outside the industry may think software engineers spend most of their time writing code, while in reality, as we all know, way more time is dedicated to reading code. The same goes for systems: much more effort is usually spent improving and maintaining existing systems (which requires an in-depth understanding of system internals), not building them from scratch. 
 

  
 

   

   The difference between improving and maintaining is somewhat blurry. For the sake of clarity here, we define improvements as adding new functionality or changing existing functionality significantly and maintenance as keeping existing functionality working in a constantly changing environment (new customers, new datasets, infrastructure evolution, etc.). 
 

  
 

   

   Some principles included in the book are mostly focused on ML system improvement. They help identify weak spots and growth points of a system and even new applications sometimes. 
 

  
 

   

   Finally, some principles are more oriented toward ML system maintenance. The sad truth is that very often systems are maintained by teams who didn’t participate in building them. So it’s a double-edged sword: the building team should keep some principles in mind to simplify the lives of their followers, and the maintenance team should understand the principles to be able to understand the whole system logic in a timely manner and find proper workarounds to keep the system alive over a long period of time. 
 

  
 

   

   It is safe to say that close to 100% of ML projects that didn’t have a well-written design document have failed, whereas a sweeping majority of those systems that were thoroughly planned found success. Although it should not necessarily be a complex, multipage piece of documentation, and it is often enough to have several pages of condensed information, the design document, in this case, plays two major roles. Not only does it set proper priorities within a project, but it also helps explain whether you actually need this project in the first place and drags your gaze away from the core idea (you might be too focused on the project itself) to see the whole picture. Please see chapter 4 for details. 
 

  
 

   

   After working for multiple businesses, we can firmly say that once there’s structured documentation describing all aspects of your system functionality, any activity, from onboarding newly hired employees to applying core changes, is implemented many times faster. Instead of searching for the one and only loremaster who keeps all the knowledge to themselves (but still won’t guarantee precision), you can address a certain document in the library.
 

  
 

   

    

    Campfire story from Arseny
 

   
 

    

    A long time ago, I worked for a ride-hailing company. One of its ambitious projects was to build a system for ride fare estimates. The regular pricing model was exactly like the one old-school cabs used for charging passengers: fare = X * time + Y * distance. The company needed to estimate the fare before the actual ride happened to inform both the driver and the passenger. 
 

   
 

    

    The project seemed clear and straightforward from the very start. All we needed to do was to fit a simple model that used geo features from the map service and wrap it as a microservice. It seemed so simple I didn’t even think about writing a design document. 
 

   
 

     

    [image: sidebar figure] 

    How the system initially looked in Arseny’s imagination: a simple step-by-step algorithm


   
 

    

    In reality, there were multiple pitfalls (we will cover most of them respectively in the following chapters):
 

   
 

    

    	 Geo features weren’t enough for precise estimation, and more complicated features required advanced infrastructure (aka feature store, although back in the day, this was not a popular wording or pattern). This will be covered in chapter 11. 
 

    	 As the model became more sophisticated, its predictions became less reliable (a certain number of results would turn out to be outliers—values that were either too big or too small). 
 

    	 Errors were not uniformly distributed, so the model was biased. We touch on this topic in chapter 9. 
 

    	 The executives wanted to override fare estimations sometimes with some promo activities or heuristics-based shortcuts. This subject is discussed in chapter 13. 
 

    	 Too much time was spent building a model that didn’t really solve the exact problem. We touch on this topic in chapter 2. 
 

    	 The whole problem was prone to distribution drift and thus required smart monitoring. We cover more of the subject in chapter 14. 
 

    	 The infrastructure was not ready for the scenario, which led to unacceptable latency in peak hours. This topic is covered in chapter 15. 
 

   
 

    

    	 Some other teams were not aware that the system was being developed, and it led to API mismatches. This topic is discussed in chapter 16. 
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    How the system looked after several iterations 


   
 

    

    The system was not deployed after all—before all the problems were fixed, the market situation changed significantly, and the need for the initial system faded. While the original idea for the system was great (some competitors used similar ideas), my colleagues and I failed to implement it in a proper way: some key aspects, both tech and product-related, were totally missed and were discovered only in the late stages of the project when the price of changes skyrocketed. At the same time, if some aspects had been taken into account at earlier stages, addressing them would have been trivial. If only I, my boss, or my teammates had read a book like this, we could have avoided this failure.
 

   
 

  
 

   

   Still, for every few stories of failures, there’s a story of success. The next story has less drama and might seem boring, but it’s worth sharing for the sake of balance. Back in the day, Valeriy used to work at the Russian tech giant Yandex, when it acquired a startup providing real-time recommendations. When mergers like this happen, it takes time to fine-tune cooperation between the existing and new units, onboard new staff, sync business processes, etc. In this case, however, he was amazed at how smoothly and seamlessly a new business was integrated into a massive corporation. The reason behind it was a well-built design document that made this transition possible.
 

  
 

   

   To summarize, we strongly believe that arranging a design document, preceded by asking your business the right guiding questions and setting up proper goals, is the key to success for your ML system—or a reason to cancel the project at the earliest stage, which is also a positive outcome, considering how much time, effort, and money you can save by dropping an unwanted activity. We’ll dedicate at least three chapters to this stage of the project, as this is the most crucial part you’ll have to deal with.
 

  
 

   

   Summary
 

  
 

   

   	 While it’s a relatively new term, ML system design is based on the classic fundamentals of software development, incorporating the existing knowledge from related disciplines. In this book, we will try to reorganize this knowledge base into a set of working algorithms. 
 

   	 Whereas MLOps can be considered a set of tools for building and maintaining your ML system, think of ML system design as a framework that will weld the whole system together. 
 

   	 To succeed in designing ML systems, it is crucial to be equally experienced in such disciplines as ML, software engineering, project management, product management, and leadership. 
 

   	 Before designing an ML system, you should know what you are building, what the purpose of the system is, and how it should be built. 
 

   	 The pillars of a successfully designed ML system are a consistent approach, a well-planned roadmap, and a list of preliminary actions that will organize your work and save time in the long term. 
 

  


 

   

   
2  Is there a problem?

 

  
 

   

   This chapter covers
 

    

    	Problem space and solution space: which comes first?
 

    	Defining a problem as the most important step
 

    	Defining risks and limitations
 

    	Costs of a mistake
 

   
 

  
 

   

   To succeed in machine learning (ML) system design, you literally need to be an expert in multiple fields, including project management, ML and deep learning, leadership, product management, and software engineering. However, when stripped down to the bones, even the most complex and sophisticated solutions in ML system design will have the same framework and fundamentals as any other product.
 

  
 

   

   The variety and amount of sheer knowledge gained in recent years gives you unprecedented freedom to choose exactly the approach you want toward your ML system, but no matter how refined the instruments of your choice are, they’re no more than implementation mediums.
 

  
 

   

   What are the business goals? How big is the budget? How flexible are the deadlines? Will the potential output cover and exceed overall costs? These are among the crucial questions that you need to ask yourself before scoping your ML project.
 

  
 

   

   But before you start addressing these questions, there is a paramount action that will lay the foundation for successful ML system design, and it’s finding and articulating the problem your solution will solve (or help solve). This is a seemingly trivial point, especially for skilled engineers, but based on our own experience in the area, skipping this step in your preliminary work is deceptively dangerous. It goes even further when we realize that some problems cannot be solved on a proper level, due to either the current state of available technologies or the aleatoric uncertainty of the ill-posed problem. While in the first case, the problem can be a candidate for the future solution (e.g., today’s level of text generation would seem totally unachievable for an ML engineer in the early 2010s), the second case means the problem should not be tackled at all (e.g., one cannot build an algorithm that can beat casino roulette).
 

  
 

   

   In this chapter, we will cover the importance of knowing the problem before developing a solution; we will highlight risks and limitations you may face while defining a problem; and we will touch on what consequences can follow a mistakenly defined problem.
 

  
 

   

   
2.1 Problem space vs. solution space
 

  
 

   

   

    

     I suppose it is tempting, if the only tool you have is a hammer, to treat everything as if it were a nail. 

     

       —Abraham Maslow, American psychologist 

     


    


   
 

  
 

   

   Imagine a boss coming to an engineer with an exciting new idea for a mind-blowing feature (we’ve all been there). For the sake of illustration, let’s make the example more specific. Steve works as an ML engineer in a growing SaaS company. Steve’s boss, Linda, just got back from a meeting with Jack, VP of sales, on a problem his team has been dealing with—too many customer leads with too few managers to handle them. Jack wonders if the ML team could come up with an AI solution that would automatically rank customer leads from best to worst based on potential profit for the company. This would help the sales team pick potential cash cows first and handle remaining leads residually. On paper, the feature looks stunning. It seems like a no-brainer!
 

  
 

   

   Steve, a young but meticulous specialist, immediately has numerous questions regarding this project. What’s the due date for delivery? How big is the dataset of existing leads to build an ML model around? What’s the maximum time allowed to score a lead? What accuracy do we expect? What information do we have about each lead? How fast should the system be? What exactly does a “promising lead” imply? Which sales system do we integrate our solution with? After some back-and-forth Q&A, Steve knows the following: 
 

  
 

   

   	 The dataset is currently fairly small (the company is a young startup). 
 

   	 Jack wants the tool to integrate with the existing customer relationship management (CRM) so that the company doesn’t spend money on new software and there’s no need to retrain the team.  
 

   	 Luckily, there are no hard limits on processing time, which means a reliable real-time API is not required. 
 

   	 The due date is the usual “the sooner, the better.” 
 

  
 

   

   Steve gets back to his desk and starts scoping the project. “Okay, this looks easy. We can frame it as a ranking or classification problem, craft some features, train a model, expose an API, integrate, and deploy—that should be it.” However, two things still bother him: 
 

  
 

   

   	 What’s the best fitting method to handle classification problems of this kind? 
 

   	 How should he integrate his Python code with the CRM used by Jack’s team? 
 

  
 

   

   Three hours later, his browser is full of tabs with a few shot classification techniques and documentation on CRM API. He wants to suggest a precise time estimate on project delivery to his colleagues, but he’ll have a hard time doing that because of one crucial mistake that may cost a lot at the early stage: while thinking and asking questions, he focused on the solution space, not the problem space. 
 

  
 

   

   To Steve’s understanding, the information he received was more than enough to come up with a suitable solution, while in reality, it was just the tip of the iceberg. The remaining context could only be discovered by asking numerous specifying questions of multiple people involved in the project.
 

  
 

   

   What are the problem space and solution space? These are two exploration paradigms that cover different perspectives of a problem. While both are crucial, the former should always precede the latter (figure 2.1). 
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Figure 2.1 An experienced engineer always handles the problem space first with specifying questions. 


  
 

   

   The problem space is often defined with “what?” and “why?” questions, often even with chains of such questions. There is even a popular technique named “Five Whys” that recommends stacking your “why?” questions on top of each other to dig to the very origin of the problem you’re analyzing. Typical questions often look like this:
 

  
 

   

   	 Why do we need to build the solution? 
 

   	 What problem does it solve? 
 

   	 Why does the problem occur? 
 

   	 What are the alternatives we know? 
 

   	 Why do we want to make it work with given limitations (metrics, latency, number of training samples)? 
 

  
 

   

   After exploration, you are expected to have an understanding of what you should build and why.
 

  
 

   

   The “what?” part, in its turn, is about understanding the customer and functional attributes (figure 2.2)—for example, “A tool that annotates customer leads with a score showing how likely it is that the deal will happen; it should assign the scores before sales managers plan their work at a Monday weekly meeting.” 
 

  
 

    

   [image: figure] 

   
Figure 2.2 The questions you must ask before starting your project and the crucial difference between them 


  
 

   

   In some companies, asking these questions is a job done solely by product managers. However, it’s not very productive for engineers to exclude themselves from problem space analysis, as a proper understanding of problems affects the final result immensely. 
 

  
 

   

   The solution space is somewhat the opposite. It’s less about the problem and customer needs and more about the implementation. Here, we talk about frameworks and interfaces, discuss how things work under the hood, and consider technical risks. However, implementation should never be done before we reach a consistent understanding of a problem.
 

  
 

   

   Reaching a solid understanding before thinking of a technical implementation allows you to consider various workarounds, some of which may significantly reduce the project scope. Maybe there is a third-party plugin for CRM that is designed to solve this problem. Maybe the cost of errors for the ML part of such a problem is not really that important despite Jack’s first answer (stakeholders often start with the statement they need accuracy close to 100%!). Maybe the data shows that 95% of empty leads can be filtered out with simple rule-based heuristics. All of these assumptions lie outside the story, but if proven, each of them is an essential part of the overall context. It is unveiling this context that will give you insight into the problem. 
 

  
 

   

   There are two reasons why we began the chapter with Steve’s story. First, it’s common and will most probably resonate with you in one way or another. Second, it is applicable for any scenario, be it building a new system, modifying an existing solution, or passing an interview in a tech company. 
 

  
 

   

   Third, and most important, the scale and effect of consequences that derive from this kind of approach can be damaging to varying degrees:
 

  
 

   

   	 Steve will have to rewrite quite a big chunk of the end system. 
 

   	 Linda will end up using a partial solution and compensating for the missing portion. 
 

   	 The solution may be completely abandoned. 
 

  
 

   

   All these cases require understanding the problem first. 
 

  
 

   

   
2.2 Finding the problem
 

  
 

   

   

    

     Organizations which design systems (in the broad sense used here) are constrained to produce designs which are copies of the communication structures of these organizations.  

     

       —Melvin E. Conway 

     


    


   
 

  
 

   

   Some old-school enterprise companies still keep the culture that encourages ordinary engineers to focus on low-level implementation (just coding) and leave the design (including problem understanding and decomposition) to architects and system analysts. From our experience, due to increasing flexibility requirements, this culture is disappearing rapidly, giving way to more horizontal structures with more problem understanding delegated to individual contributors. 
 

  
 

   

   This means engineers don’t have to be solid experts in the domain (it can be too complicated for a person without a proper background). The reason is simple: it’s hard to learn the nuances of building a stock exchange or manufacturing quality control between meetings, code reviews, and training new state-of-the-art neural networks. But having a broad understanding is a must before starting an ML system design. 
 

  
 

   

   We encourage you to write down a problem statement using an inverted pyramid scheme with a high-level understanding in its basement and nuances at the top. It is a common and effective top-down approach that will help you gather as much general information as possible, determine what data is most valuable to your project, and then, using point-by-point leading questions, delve into the specifics of a problem (figure 2.3).
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Figure 2.3 The inverted pyramid scheme is an approach we recommend for gathering data required for a successful project launch.



  
 

   

   On the very top level, you can formulate the helicopter-view understanding of the problem. That’s the level understandable to any C-level office of the organization where people don’t care too much about ML algorithms or software architecture—for example:
 

  
 

   

   	 There are fraudsters in our mobile app who try to attack our legit users. 
 

   	 Our pricing model demonstrated extremely low profit margins for some products while being absolutely uncompetitive in other categories. 
 

   	 Customers complain that our software requires a lot of manual tuning before bringing value; it should be automagic. 
 

   	 App users aren’t engaged enough. 
 

  
 

   

   Having such a statement at the start gives many opportunities for the next exploration steps. Just try to question every word in a given sentence to make sure you can explain it to a 10-year-old child. Who are fraudsters? How do they attack? What report gave the initial insight about excessive prices? What bothers our customers the most? Where is the most time wasted? How do we measure user engagement? How are recommendations related to this metric? Ask yourself or your colleagues questions until you’re ready to build the next, broader block of the pyramid that expands the initial one.
 

  
 

   

   This next pyramid block requires more specific, well-thought-out questions. One of the successful techniques is looking for the origin of the previous-level answers. How do we decide this behavior was fraudulent? What kind of manual tuning do our customers have to perform? How are user engagement and recommendation engine performance currently correlated?
 

  
 

   

   An even more powerful technique involves looking for inconsistencies in answers; people tend to group objects based on their similarity and distinguish objects based on their differences. There may be similar users; some are considered spammers and should be banned, while others are still legit, even if their behavior may overlap with that of a person outside of the problem domain. For an uninformed observer, the same added margin for similar goods may be acceptable or not, but what are the criteria? An engineer here doesn’t have to find all the splitting criteria in a problem statement (they’re not decision trees), but that’s a good field to catch crucial signals and generate insights. This can be summarized by the following statement: trying to understand what people want is important; trying to understand what they need is critical.
 

  
 

   

   Be sure to involve all the interested parties in the process. It’s not only your boss or product manager who cares about the project; you’re likely to have multiple stakeholders (it is crucial to understand which of the stakeholders is responsible for budgets and will be a point of approval for a given component of the system). Often, it is recommended to chat with experts at different levels to envelop both strategic and tactical perspectives. A high-level executive knows much about the goal of a given initiative. On the other hand, individual contributors who currently handle the absence of a designed system know tricks and details that may substantially affect the design. 
 

  
 

   

   Once you feel confident enough to explain the problem in simple terms, it’s time to wrap it up. We recommend writing down your problem understanding. Usually, it’s several paragraphs of text, but this text will eventually become the cornerstone of your design document. Don’t polish it too much for now; it’s just your first (although very important) step. 
 

  
 

   

   The importance of this step may vary, depending on the organization or environment. Sometimes the problem is easy to understand and, usually, very hard to solve—this is a common case in established competitive markets. Another side of the spectrum is startups that disrupt existing markets; here, the initial understanding of the disruption is rarely correct. One of the authors worked at a company where up to 50% of his time on a project was spent on defining goals and relevant context. After the context was clear, the ML engineering part of the project was smooth and straightforward. 
 

  
 

   

    

    Campfire story from Valerii 
 

   
 

    

    Back in 2019, I worked in a tech company that decided to expand its eCommerce department and “go offline.” The new project named Super Bill was based on the following idea: 
 

   
 

    

    	 Customers could use the Super Bill app as a price comparison tool for grocery stores and could also upload their receipts to get cash back, as well as buy in-store using an app. 
 

    	 Brands could use the app to provide cash back for buying specific items, promoting their goods as substitution items or recommended items. 
 

   
 

    

    The problem was that a single item could have multiple names (as printed on a receipt) in various grocery chains. “Mars small,” “M. bar small,” “Mars bar small,” etc., which could all be different spellings of the same stock-keeping unit (SKU), were to be mapped to the same item: Mars Candy Bar.
 

   
 

    

    The initial idea was to train a deep-structured semantic model and perform search engine matching, where the name from a receipt would play the role of Query, and SKU was the Document.
 

   
 

    

    I didn’t like that solution, as it was too complex and bulky for this kind of problem. It required gathering data, labeling it, training the model, assessing its quality, etc. So I decided to think it over. If I need to label data, I will do it only once per name in the receipt per grocery. Hence, I need no ML model for an already labeled sample, and this can occur quite often. Given that the item frequency follows Zipf’s law, we needed to label the most popular name-SKU pairs, constituting a small fraction of all unique pairs but a larger fraction of all pairs to label (based on this empirical law, when a list of measured values is sorted in decreasing order, the value of the nth entry is approximately inversely proportional to n).
 

   
 

    

    The remaining fraction can be labeled by employees with access to the whole SKU database, but we probably do not want to share this database with a crowdsourcing hand-labeling platform. At the maximum, we can provide a list of candidates from this database and check which one of them (if any) is a match.
 

   
 

    

    So what can we do here? We can try to predict/extract the brand and predict the sample category in the receipts. Narrowing down the list of candidates is a relatively easy classification task or distance-based task, as we have a limited number of categories and brands and can use very simple techniques for postprocessing, such as Levenshtein distance. As soon as we have candidates, we can send them with a sample from the receipt to label through our crowdsourcing process. How often do we need to do that? The answer is only once for each SKU-grocery chain pair. This makes it a much easier and quicker solution compared to the initial idea. After all, we were not building search engines for billions of queries per day but rather a limited matching system.
 

   
 

    

    We were able to put this solution into production in less than three weeks, which is astonishingly quick. All it took was understanding what problem we wanted to solve and gathering context.
 

   
 

    

    P.S. Later, when we were preparing a similar system for another deep tech company with tens of millions of SKUs, we replaced the last layer of postprocessing with a deep semantic similarity model to produce a more intelligent system. That was a benefit of designing an easy-to-adjust decoupled system.
 

   
 

  
 

   

   Once the problem statement is explicit enough, it’s time to think about what we, as ML engineers, can do with it. 
 

  
 

   

   
2.2.1 How we can approximate a solution through an ML system
 

  
 

   

   Inexperienced or just hasty engineers often first try to drag the problem directly into a Procrustean bed of well-known ML algorithm families like supervised or unsupervised learning or a classification or regression problem. We don’t think it’s the best way to start.
 

  
 

   

   For an external observer, an ML model is like a magic oracle: a universal machine that can answer any properly formulated question. Your job as an ML engineer would be to approximate its behavior—build this oracle using ML algorithms—but before mimicking it, we need to find the right question and teach users to ask it. In less metaphoric words, here we reframe a business problem into a software/ML problem. 
 

  
 

   

   Some questions may seem very straightforward:
 

  
 

   

   	 For the fraud problem, we want the oracle to label a user a fraudster as soon as possible—in a perfect world, even before they did anything. This sounds like a sort of classification. 
 

   	 For the pricing model, we’d like to understand how much a customer is ready to pay for their goods without dropping the service in favor of a competitor (if we aim for a short-term problem only) or without thoughts like “This shop became too greedy; I should avoid them in the future” (if we care about long-term perspectives of the brand). That’s definitely similar to regression examples from textbooks. 
 

   	 For the recommendation system, we’d ask what we can suggest to the customer so they are happy with the service. This very much resembles the ranking problem. 
 

  
 

   

   Even with the metaphor of a magical oracle, we often had to leave multiple remarks that affected this potential answer. We’ll pay attention to similar details and remarks here and there in the book, but the highlight here is the following: there may be no single simple answer for the problem, and your ML system design must be aware of it in advance.
 

  
 

   

   In our pricing example, there may be a spectrum of goals, from maximizing profit right here right now to growing the company in the long run. A good ML system would be able to adapt to a specific point in this spectrum. In the following chapters, we will discuss the tech aspects of doing so.
 

  
 

   

   Many ML practitioners, including the famous Andrew Ng, a renowned AI expert, professor at Stanford University, and founder of Landing AI, suggest using a heuristic of a human expert: let’s build a system that answers in the same manner as the expert in the area would. It works for many domains (health care is a great example) and sets the bar of an early understanding of how solvable problems are with AI approaches. Unfortunately, it comes with disadvantages as well: there are problems where machines perform better than people. Such problems usually happen in domains when data is represented as a log of events (often a human behavior), not something carefully labeled. It’s easy to find such cases in the ad tech and finance industries. So human-level performance may be a fair bar to reach, but it’s not always the case.
 

  
 

   

   And only after the question is clear does it make sense to dig into the way of algorithm approximation and draft a model capable of doing it. It doesn’t have to be a single model: a pipeline of various models or algorithms is often a legit tradeoff. We will cover problem decompositioning as part of a preliminary search covered in the next chapter.
 

  
 

   

   
2.3 Risks, limitations, and possible consequences
 

  
 

   

   Imagine you’ve built a fraud detection system: it scores user activity and prevents malicious events by suspending risky accounts. It’s a precious thing—zero fraudsters have come through since its launch, and the customer success team is happy. But recently, the marketing team launched a big ad campaign, and your perfect fraud detector banned a fair share of new users based on their traffic source (it’s unknown and therefore somewhat suspicious, according to your algorithms). Negative effects on marketing could have been way more significant than the efficiency in detecting fraud activity.
 

  
 

   

   You may find this example obvious and not worth attention. However, the reality is ruthless: situations like this often happen in companies where teams are misaligned, and that was one of the risks you should have kept in mind while designing the system. You shouldn’t think, “Our team is professional; a failure like that just can’t happen here.” So explicit thinking about risks is the way to go, as there’s a high chance of potential risks spreading beyond the project team or a single department. 
 

  
 

   

   With great power comes great responsibility—this popular proverb is very applicable to ML software. ML is no doubt powerful. But besides the power, it has one more important and dangerous attribute, which is opaqueness for most observers, especially when the model under the hood is complicated. Thus, professional system designers should be aware of potential risks and existing limitations. 
 

  
 

   

   Software development classics suggest the idea of functional and nonfunctional requirements. In short, functional requirements are about the functionality of a new feature or system, its value, and its user flow, while nonfunctional requirements are about aspects like performance, security, portability, and so on. In other words, functional requirements determine what we should design, and nonfunctional requirements shape the understanding of how it should work under the hood. So when we talk about potential risks and limitations, we effectively gather nonfunctional requirements.
 

  
 

   

   The cornerstone of any defensive strategy is a risk model. Simply put, it’s an answer to the “What are we protecting from?” question. What are the worst scenarios possible, and what should we avoid? Answers like “incorrect model prediction” are not informative at all. A detailed understanding aligned with all possible stakeholders is absolutely required. 
 

  
 

   

    

    Campfire story from Valerii
 

   
 

    

    Once I was building a dynamic pricing algorithm for another big tech company. It was a neat system able to optimize revenue, margin, or traffic, with constraints for the latter two. It could work on the user level, but as soon as you had user-level atomicity, it was possible to aggregate to any level you wanted. It could adapt to changes in user behavior very quickly and output prices for users in real time. It had a nice balance between exploration and exploitation, was able to take uncertainty into consideration, and was quick for training and inference. I even had a desire to write an article about it and came up with a name for it: “Double Bayesian Universal Contextual Bandits for Dynamic Pricing.” The figure outlines the algorithmic design of the system; isn’t that nice?
 

   
 

     

    [image: sidebar figure] 

    Initial design for the dynamic pricing system


   
 

    

    However, possible risks, existing limitations, and undesired consequences have drastically changed the final design.
 

   
 

    

    Risks: it turned out that you can’t discriminate against people with different prices for the same item. You can discriminate between locations, of course, but if it is the same city and the same item and you sell online, the price must be the same. Technically, we still can discriminate, but that bears the risk of customers suing the company and, consequently, the company losing tons of money and reputation. Fortunately, we were more or less prepared for that, as we could aggregate on any level we wanted. Do you recall user-level atomicity?
 

   
 

    

    Limitations: the second strike came from the backend side. It turned out we could change the price only as often as every 6 hours (at best!), and thus our ability to change the price in real time didn’t matter that much. This was the final blow, forcing me to radically simplify the system, still with some ability to adapt, which will be covered in the next story.
 

   
 

    

    It’s easy to see that limitations and risks shaped the final design, which I didn’t mind, as I enjoyed the process of creating it and was ready to change it (see the next figure). But what if that was my opus magnum? How would I feel after that? The moral is simple—you need to find out any possible risks and limitations as soon as possible; otherwise, you can be forced to discard all your hard work.
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    Final design for the dynamic pricing system


   
 

  
 

   

   Understanding the risks and limitations will affect many future decisions, and we will cover this later in chapters dedicated to datasets, metrics, reporting, and fallback. Before we do, though, we’d like to give a couple of examples displaying how considering (or ignoring) valuable data can affect your goal setting. 
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