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   For those who cannot fail to remember, 
and to those who would have us forget.

  

 
  
   ‘Next year we celebrate the seventieth anniversary 
of the creation of the Ministry for State Security!’

   Former Stasi lieutenant colonel, 2019
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      To Know Everything
Stasi operational offices in East Germany – a country smaller than Florida.
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‌Author’s Note

   This isn’t a history book, as I’m not a historian. But like all true stories, it begins with and is carried forward by the past. More than that, it’s a product of real events and circumstances that are still hard to believe, the lingering effects of which confronted me daily during my years serving as an FBI agent in Eastern Europe and other places around the world that were traumatized by tyranny. These real dramas deserve far more than a printed page, and are deeply personal to people whose lives were forever altered. They were confirmed by my many formal and informal conversations with police and intelligence services of those countries and my own.

   Where the story will end remains to be seen.

  

 
  
   
‌Preface

   Dresden, East Germany
Tuesday

   What would happen today, Siegfried would never be allowed to forget.

   He stood on a street corner with a group of more than a hundred young activists who were giddy with excitement. It was December 5, 1989, and tyranny’s half-century grip on Eastern Europe was breaking apart in front of them. The Berlin Wall had fallen less than a month before and anything now seemed possible. Communism was reeling and a new world seemed nearly within reach. After demonstrating in the streets for weeks, frequently clashing violently with security forces, they all now sensed that something had changed. Word quickly circulated that the inner sanctum, the offices of the East German secret police, the feared Stasi, were being occupied all over the country.

   Why not then also here in Dresden?

   The group fragmented and rushed down Bautzner Strasse and along the Elbe River, before finally crowding together again near a grey compound that they all knew housed the regional Stasi offices. For forty years before that day, and even a month or a week before now, this place would have been avoided at all costs. The block buildings complete with prison cells symbolized the iron grip that the Ministry for State Security had wielded over the city for decades, and that the Soviets had before that. It was a place of nothing other than misery and fear. Never somewhere any of them would have gone voluntarily. Until today.

   The crowd grew much larger and the winter night had already come by 5pm when they made their move. Gathering courage and sweating in spite of the wind from the river blowing damp and cold, several hundred activists pushed their way inside the iron front gate, determined to prevent the destruction of whatever files were there. They hoped not to get shot in the process.

   To their surprise, no machine-gun-carrying Stasi guards in grey uniforms stood in their way. The few occupants inside appeared confused and accommodating, and the place was largely empty. They opened office doors, and looked in drawers. They were there to protect the files, they announced. Nobody stopped them. The fear of a dictatorship had lost its grasp, and everyone there could smell death.

   Now more emboldened, and quite sure something monumental had taken place, Siegfried and part of the crowd clustered at the entrance and quickly descended the stairs. On a whim they rushed together across the wide boulevard, chattering nervously, their eyes now focused on a pale yellow house within sight on Angelikastrasse. Everyone in Dresden knew the KGB was headquartered there. This time without any hesitation they confronted a lone guard at the gate and repeated their demand to be let in. The crowd seethed with energy and stared impatiently as the guard rushed inside the building, returning with a young, small officer dressed in the green uniform of a Soviet lieutenant colonel. This Russian officer appeared agitated as he approached the gate, speaking fluent German.

   ‘My comrades are armed, and authorized to use our weapons in an emergency.’

   The group withdrew. The face of that Soviet officer remained burned in Siegfried’s mind, and also the name when he later learned it. It was Vladimir Vladimirovich Putin, the future Russian president. Putin was then assigned to Dresden on his first foreign KGB posting. On that day a Stasi-issued identification card was in his pocket.

   Throughout the chaos on the streets that week, Putin and the three other KGB officers sitting on the second floor of the house on Angelikastrasse that evening naturally assumed they’d receive ample protection from a nearby Soviet tank regiment that was based in the city. The tank commander was close and indeed fully prepared to intervene with brute force. He only waited for the call from Moscow, which they were all sure would soon come. It never did. ‘Moscow was silent’, they were all told. Many of those in the know believe this incident, and the resulting rapid fall of the secret police and communist East Germany, had a profound impact on Putin. He was soon forced to hastily drive back to his hometown of Leningrad, which had suddenly become St Petersburg again, in disbelief, with little besides his wife and a twenty-year-old washing machine that he’d received as a gift. It was over. On arriving in St Petersburg his colleagues at the KGB even started referring to him by a new nickname:

   Stasi.

   This was the end for a young Vladimir Putin, and for the ruthless Stasi. Everything was finished.

   Or was it?

  

 
  
   
‌PART I
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   Personal Destruction as a Fine Art

   It was a crisp fall morning in 2008 and dawn had barely arrived. The sort of day that warned of yet another early and brutally cold Baltic winter. I was driving a vehicle with diplomatic plates on a deserted road, speeding to a location very near the Russian border.

   As the deputy FBI agent responsible for liaison in the region with criminal or terrorist investigations involving all of the fifty-six domestic Bureau field offices, I was in yet another unusual job. Next to me that morning riding shotgun was an ethnic Russian police officer from that Baltic state. I knew Anatoly well, having worked with him on cases involving organized crime and cybercriminals that touched his country and the United States. As is usually true, many found it irresistible and not so difficult to steal from America. Computers made it dramatically easier to do so from the safety of St Petersburg or a Moscow suburb. But sometimes they crossed a border, and sometimes they waited a little too long to cross back.

   As a rule, while working overseas I always carefully avoided mentioning politics or history with any of my contacts. That was especially true in formerly occupied countries. There was tragedy of many kinds everywhere in Eastern Europe, and it was frequently unclear which type someone had borne. The people here were warm and genuine, but also hesitant and somewhat formal. It was still odd enough to come across an American, besides the occasional adventure-seeking tourist. However, law enforcement people worldwide share two things: one is wanting to get the bad guy, and the other is talking when bored.

   Anatoly leaned back in the seat and sighed, fingering a cigarette with obvious regret since he knew he couldn’t smoke it for another forty-five minutes. ‘So, many in America think that we all are happy here now?’

   ‘You mean you’re not? But why?’ I paused, noticing him staring at his hand. ‘You can smoke that – no problem for me. Just roll down the window.’ He grinned but shook his head, instead tucking the wrinkled cigarette into his breast pocket. ‘My parents are not doing well now. Before… they knew that a loaf of bread and liter of milk were fifty kopecks each last week, and would be the same next week. They had a free flat, too. Now that all changed, and they’re pensioners. And since we are in the EU, when we convert to the euro it will be worse! My father tells me things were not so bad before…’

   I nodded. It was a Cold War legacy, sudden inflation and loss of status of the ethnic Russians. ‘But, Anatoly, you weren’t really free, right? Could you leave the country back then, before 1991?’

   He stared at the road and rolled the window down a crack, breathing in the icy air. ‘No. Of course not. But I was young and didn’t think about it. My father said that was okay anyway. We were so happy that our number had just come up to finally let us buy a Lada. We would have a car! He liked to tell us we were birds in a gilded cage.’ I sat quietly, knowing such candid comments might not be well received by many non-Russians in Eastern Europe I knew and worked with, who had lived for two generations as second-class citizens.

   The trip that day, and Anatoly’s calm efficiency in pursuing Russian criminals, paid off. A tip was checked out, and soon a special police team silently lined up late in a dim upstairs corridor of a drab block of flats on the edge of town. They stood in the shadows and against the wall as the point officer lightly tapped on the door and waited. When the dead bolt turned and a crack appeared, the officer’s boot jammed it open and shoved – ‘Politsiya!’

   As the door sprang open, the surprised man inside grunted and spun without comment, scrambling for the dining table where a laptop lay open. He didn’t make it.

   After he was taken away, a search team began their methodical work. They found two encrypted thumb drives – identifying an international network – hidden in a picture hanging on the wall, bundles of cash stuffed behind a wall panel in the kitchen and a confused girlfriend. That man – a high-level cybercriminal whose organization stole nearly $10 million from a US bank in twelve hours over a three-day weekend – was the first such Russian to be extradited and sent to a federal prison in America.

   ———

   In the United States, the Federal Bureau of Investigation is both the primary domestic intelligence organization and the principal federal law enforcement agency.

   J. Edgar Hoover created the first overseas FBI office in 1941, then needed to combat the Nazi threat. Others soon followed, as they proved essential to increasing liaison and reach, which were crucial to the global nature of all major investigations, especially terrorism. After the fall of the Soviet Union, a forward-thinking expansion of these offices took place in newly liberated Eastern Europe, where most countries had been closed to Western contact for half a century. It was a new frontier.

   With this new access came tremendous opportunities and many surprises, but it also required navigating the deep divisions that lingered from the years of occupation in police states. For those who have new concerns of possible intelligence abuses in the future, there are clear lessons to be learned.

   When the Soviet empire crumbled in 1991, the loss of status of those with privilege was universal, as the rest savored new freedoms. In the years I lived and worked in Eastern Europe, I became accustomed to stumbling on surprise and tragedy. The idea that the very recent past of fifty years of occupation had been wiped quickly away was mostly an illusion, a veneer. Sometimes less than that. I had attended meetings in buildings that had once belonged to the Soviet state, visited empty file rooms, former basement execution and detention cells. More than once I even had revealing conversations with old women selling cigarettes and candy from small kiosks on the street, as they always had. In most places, you could see it in their faces. The pain in the eyes of the older generation, confusion in the middle-aged and the eagerness and tentative hope in the new. It wasn’t uncommon for those in the recently freed police and intelligence agencies to whisper to me with a quiet gesture while nodding at someone else seated at a meeting: ‘He was KGB!’ Or, they pointed out a German – ‘He was Stasi!’

   Many times, it was true.

   Less than three weeks after my trip with Anatoly, I stood in an office in Berlin that had been occupied for twenty-eight years by the most feared man in Germany. The desk was now carefully wiped clean except for two black telephones neatly arrayed to one side. It still had the well-worn chair in which the head of the Stasi, Minister Erich Mielke, had sat for nearly three decades. His huge, thick wall safe stood open and empty. Mielke was called the Master of Fear by East Germans for good reason – he created and ran the secret police with an iron hand and was also the person who oversaw the construction of the Berlin Wall in 1961. Although I was on an unofficial visit, it was hard not to notice the irony of an FBI agent being here, in this place. I turned and stepped into the adjacent room in which stretched a long, gleaming conference table, and thought about the old men who had sat there.

   The stated goal of the Ministry for State Security (MfS), Staatssicherheit, or Stasi, was simple: To Know Everything. The proud slogan, used with their red crest depicting an outstretched arm gripping a rifle with a bayonet, was the Sword and Shield of the Party.

   Unlike other Eastern European security police agencies, their responsibilities were very different. They combined the agencies of state security, foreign espionage, police and judicial ministries. They were an intelligence service, secret police, public prosecutor and elite military all at once. In addition, they were charged with monitoring the churches, all aspects of the cultural sector and the news media; prosecuting those who tried to escape to the West; and gauging the population’s mood. They weren’t accountable to the German Democratic Republic (GDR) legislature, the Volkskammer, but only to the Politburo – of which Minister Mielke was a senior member. He also had a dedicated and heavily armed motorized rifle regiment at his disposal, the Felix Dzerzhinsky Guards Regiment, some 11,000 members strong.

   In private, Mielke liked to call himself fondly a Chekist in honor of Dzerzhinsky (aka ‘Iron-Felix’). In 1917 Dzerzhinsky founded the Cheka, the predecessor to the Soviet Narodnyi Komissariat Vnutrennikh Del (NKVD) and the Komitet Gosudarstvennoy Bezopasnosti, better known as the KGB. In fact, at Mielke’s order the Stasi crest was designed to be similar to the Cheka’s.

   With Mielke firmly in control, the Stasi grew exponentially. Formed only in 1950, by 1953 the organization already had more employees than the Nazi Gestapo. That number then doubled each following decade. Even the KGB, which during the Cold War had an estimated one officer for every 600 citizens, fell far behind the East German Ministry for State Security average of one officer for every 180 persons. If you add the Stasi informers, called Inoffizielle Mitarbeiter, Unofficial Employees, or IMs, that number grows to one per sixty-three persons. The Stasi created reams of detailed reports. Of the sixteen million citizens in the GDR as of 1989, the Stasi had files on six million. The Firm, as it was more commonly referred to by those within, had more than 90,000 full-time employees and 189,000 active informants at the bitter end in late 1989. They operated from one of 209 offices solely designed to scrutinize and take actions against their own population, each and every day. Their sole mission was to protect the leftist dictatorship. During the four decades that the Stasi operated, they dedicated 250,000 employees and 600,000 informants to this task.

   They were known collectively to many East Germans as the Grey Men. Those to be avoided and not spoken about, as if they didn’t exist. If ever seen on state television, they were guessed to be those in the background, wearing grey suits. And exist they did. By the mid-1980s, every day special machines were steaming open 90,000 pieces of mail for their inspection, 5,000 officers were engaged in physical surveillance, and 6,000 were busy with wiretaps and hidden microphones. Their seventeen secret prison facilities, scattered across the country, were always occupied.

   As an average East German, many things could and frequently did cause your destruction by the Stasi. A casual conversation that was somehow reported and a tick placed in your file, a family member who was perceived to be disloyal, your expressed wish to travel to the West or dutifully applying for a permit to do so, a refusal to report on others, a letter you wrote or one you received, a political enemy, receiving too many packages in the mail from West Berlin, an opinion you voiced in your school classroom, or any number of other minor ways. Sometimes it was a report filed by your spouse, brother, sister, child or even parent who you didn’t know was an IM. Most East Germans never knew why they didn’t get that exit permit to visit family in the West, or that job they applied for, or even why they were refused entry to the prestigious Humboldt University in East Berlin, or another school.

   If you were in Berlin, the answer might have come on a street corner with a hand on your shoulder, or an unexpected early morning rap at the door.

   ‘State Security.’

   You would be thrust by two or three men into a small delivery truck idling at the curb, perhaps appearing to be from a flower shop or a neighborhood bakery. Inside you would be summarily locked into one of two tiny metal compartments with no windows. Before the door to the tiny cell slammed you might glimpse a uniformed guard with a small machine pistol seated outside. For long hours, the truck would then drive randomly around the city to disorient you, before finally halting at what appeared to be a faraway place.

   It was at that place, and within a walled compound called Hohenschönhausen, which officially didn’t exist on any map until 1990, and surrounded by an otherwise unremarkable residential neighborhood, that you and every new prisoner would stand alone and blinking under bright lights and in front of a high desk. A green ledger would be opened. Next to each prisoner’s name, and the name of the arresting Stasi member, which was neatly entered into the book by the uniformed duty officer, was a simple sequential number. It was that number by which the prisoner would be referred to, from that moment on. Personal identity was over. You were a number, and only a number, to you and everyone you would see. Even the fact that you had been arrested was a state secret. It was then that the twenty-four-hour interrogations would start. Many would disappear for years here, or at facilities like it, never hearing their names spoken or even seeing another prisoner.

   Perhaps you were lucky. You were thought to be a dissident, but not dangerous enough to the state to be imprisoned in one of the remand facilities. In that case, they would employ Zersetzung, which loosely translated means decomposition – to degrade, subvert and render ineffective. It was for them a fine art.

   Some found out only years later while reviewing their Stasi files how their life had been ruined. It turns out it doesn’t take much to destroy a person. A quiet ‘not recommended’ to a diligent company or government agency vetting applicants, or just a mere pause during the conversation when a routine call was made to a university, was enough to sidetrack the course of lives.

   Between the commencement of the Cold War in the late 1940s and 1990, two entire generations of East Germans were trained in this way to please the state. It was roughly in the middle of this period, during 1977, that the GDR stopped recording statistics on suicides. It became embarrassing and inconvenient to do so.

   Then on November 9, 1989, the Berlin Wall ceased to effectively keep the East in, or the West out, and the communist state fell. To the credit of the new German Republic, the Office of the Federal Commissioner, known as Der Bundesbeauftragte für die Stasi-Unterlagen, or BStU, the official custodian of the Stasi Archive, was swiftly created in late 1990 to allow affected persons and researchers access to the more than one hundred kilometers of recovered Stasi files. That decision wasn’t without controversy. At the time many, for their own reasons, called for the records to be destroyed. Thankfully, others prevailed. It was, after all, a singular opportunity. The people had a right to see their files, if they had the nerve to look. Many never have.

   ———

   More than a quarter of a century after the GDR and the Stasi unraveled, going to the Records Agency to review the files, even if they’re not your own, can sometimes be an unsettling experience. I discovered that when making a routine request to see certain organizational records. It was a spring day, and I received official notification that files I’d requested were ready for viewing.

   Arriving at the appointed time at the Berlin BStU office, a government-appearing building just off Alexanderplatz and deep in the former Eastern Sector, I was ushered into a room resembling a school classroom, complete with rows of small desks. About half of them were filled by people who had arranged themselves apart from each other. Facing the room at the front was a stern-looking woman who seemed ready to ensure we kept quiet. That seemed hardly necessary, since unlike a school classroom no one in this room was in any way acknowledging anyone else. To the left of the minder there sat rows of files stacked neatly against the wall, each separated by a slip of paper that matched the number given to you. After displaying identification and your letter of appointment, and signing a book, you sat at your desk and reviewed what they brought you, one file at a time. It was a tense collection of uneasy people.

   Looking to the back, I noticed an elderly woman, wearing a worn grey sweater pulled close, get up and shuffle to the front. With her eyes averted, she carefully replaced a volume in her row and took another, barely denting at least five thick volumes that remained. It was the story of her entire life, and maybe that of her family as well. She appeared to be what they collectively call in Eastern Europe a pensioner. No doubt it required a great deal of courage for her that day.

   I later asked my contact, an efficient woman at the Records Agency, about the close monitoring that went on there.

   ‘The assistant is needed in the records inspection room for two reasons,’ I was quickly told. ‘One is to offer aid to those who sometimes physically break down when reviewing their files’ (they are removed to special counseling rooms). ‘The other is because there have been attempts to destroy or remove the documents. Even to tear out pages and stuff them in their mouths.’

   The Stasi files, filled with shocking deceptions and human weaknesses, even years later remain pools of tears.

   In Germany, years after unification, people hesitate to mention the Stasi. For those longtime Berliners on either side of the faint marks on the streets and sidewalks that mark the Wall, virtually all family histories have been touched. Families from the East always doubted the West could understand, and remain afraid even now what secrets are contained in the kilometers of detailed records now carefully cared for by the Records Agency. Those in what was once West Germany are embarrassed to have it as a combined legacy that refuses to die. Many of them were also impacted, either by divided families, guilt over their success or perhaps collaboration. To many of both of those groups, there remains a very real Wall in the mind.

   So where did they go, the successful and senior Stasi officers who designed all of this? Asking that simple question to many, it seemed apparent that nobody really knew the answer.

   I wasn’t a stranger to government intelligence or police agencies, by then having served more than twenty-five years as an FBI agent, including years running offices in Eastern Europe and Africa. I first stood in Germany shortly before the Wall dramatically fell in 1989. I had seen first-hand many times, and in many places, the twisted impacts and bizarre remnants of the Cold War, a war that was never very cold. I’d been on the front lines of the rapid increase of cooperation between intelligence agencies made necessary by the upsurge in global terrorism. I have no illusions about the necessity of that fight, or of the need to be on guard against spies within. Even so, the unprecedented depth and influence over society by what many insiders still call the Firm was chilling.

   While no serious comparison can be made between the intelligence service of a dictatorship, such as the GDR, with those services found in America or Europe today, there are valuable global lessons to be learned and questions that must be asked and answered. Among rumblings that we’re now poised on the brink of a new Cold War, that Russia and China are becoming increasingly restless, are concerns that intelligence abuses may once again be tolerated. China, the largest repressive state at the moment, is busy further perfecting surveillance and detention of millions of citizens, while extending technological repression globally without regard to state borders.

   Clearly, being worried that an externally focused intelligence agency like the National Security Agency (NSA), which is mainly concerned with foreign terrorists, unfriendly or rogue governments, and spies, poses the same risks as an inwardly directed agency such as the Stasi is without merit. Regardless, it’s true that Europe and the United States, and the rest of the world, are quickly changing to confront our new threats. Not having the recent lessons learned from the excesses of a leftist communist government close at hand would be unwise.

  

 
  
   
‌2

   Present and Past

   Two hundred thousand travelers passing daily through the crush and bustle of the world’s largest airport are oblivious to a decades-long struggle that rages close by.

   Just north of Atlanta today, in a suburban town of maybe six thousand people, an aging but still neat and trim man well past seventy runs a German car repair shop. It’s a family business, held together by passion, sacrifice and long hours. The cars that litter the outdoor lot hint that business is good. The owner’s house is just down the street. By day he repairs and restores Audis and BMWs. Late at night he’s on a special phone line at the shop, calling Germany well into the early hours of the morning, determined to prevent the reemergence of communism and to speak up for its victims.

   When I saw him, Christian Lappe was sitting erect and on the edge of his chair placed just out of the hot Georgia afternoon. He was gesturing at a picture in front of us, and his passion was undeniable. Hearing him excitedly describe his restored vintage BMW Isetta supercar, it was hard to believe this man had been an enemy of the state. I doubt if his neighbors even now suspect. But it’s clear that’s how the East German Ministry for State Security saw him. Arrested by two MfS officers the first time when he was nineteen, he was held and interrogated for four months. The Stasi was intent on ridding the German Democratic Republic of him and everything his family stood for. They were, after all, the children of a Lutheran minister, who placed God before government and thus wouldn’t be tolerated by a state that was focused on eradicating what it considered the threat of religion.

   Christian paused from waving the car picture and turned it over on the table, his sharp eyes and face darkening as he rummaged through papers strewn all over the floor.

   ‘Communists are just Nazis painted red,’ he repeated. It was one of the first things he’d said to me on the telephone months earlier.

   ‘A famous German said that. It’s true.’

   He stood and stamped his feet while rubbing his arms as if trying to warm himself.

   ‘Yes, the Stasi arrested me. More than once. I wrote political poetry. Then I wrote a letter to a friend in West Germany telling him I planned to escape, and asking for help. Of course, I knew better than to mail it.

   ‘My mistake was giving the letter to someone else to deliver. They gave it to the Stasi instead. The last time they didn’t let me go – they kept me in jail, in Halle, at their prison.’

   He reached over and grabbed a huge bound stack of papers from the shelf, his MfS file he had received later from the Archive.

   ‘It’s all here!’ He dropped the stack on the chair with a thud. ‘Two thousand pages on me.’

   I flipped through hundreds of pages of interrogation records, all neatly typed and signed.

   ‘I was called only Prisoner when they spoke to me. Those first four months with the Stasi, I never saw another person – just my interrogator.

   ‘Wait, except for one day.’ That was when a medical person came in and smeared both of his arms with a sort of chemical, without explanation. ‘Some sort of medicine they were testing, I learned,’ he said. ‘At the time I was told not to touch it but to tell the interrogator if there were reactions.’

   Finally, at age twenty-six, and after having been arrested four times, Christian was sentenced to two years in prison for trying to escape to the West. After some time, he was assigned to work in the prison’s small workshop in the basement. It was across the hall from the room, the Stasi guards reminded him, where the Nazis had executed prisoners. Where he worked every day, the guards said, had been the waiting room for the condemned. After a year and half, he somehow ended up on a list of prisoners ransomed to freedom by the West German government. He was free!

   But by then, imprisonment, interrogations and uncertainty had altered his life forever. Next, the identical thing happened to four others in his family. One of them committed suicide as a result.

   Arriving in West Berlin confused and blinking in disbelief, Christian sought a trade, eventually working as an engineer, and years later marrying an American woman.

   ‘She tells me all the time to forget this stuff. But how?’ he said, the sad look briefly changing to a smile as his wife appeared and then disappeared back into the rear of the house. ‘I cannot.’

   He glanced toward the family pictures hanging on the wall, and stepped nearer to look closely at one of them.

   ‘The first time after that I returned to East Berlin was in 1991. I had to see it for myself, that it was gone. That they were.’

   ‘And was it? Were they?’

   Shaking his head, and staring at his working man’s hands, he peered back at me over reading glasses.

   ‘It was confusion then. Confusion and hope. I work with other victims of communism there even now, and return maybe once a year or so. I just came from Düsseldorf.’

   He dropped back down into the chair and scraped across the floor as he moved closer, threading his way through stacks of papers.

   ‘Was it gone, you say? I don’t know. Sure, the border was open. But the Stasi…’ He stared out the window toward the shop.

   ‘Now there are those they call the Antifa there in Germany, and even in America now! In Hamburg recently, those that said they were Antifa, antifascist they claim, burned cars in the streets!’ He paused and his face darkened. ‘The monster of communism isn’t dead! Ignazio Silone had it right!’

   ‘Silone, the Italian writer…?’

   ‘Yes! He had it right! He was a communist who became an anticommunist. He said that when the fascists return, they will call themselves antifascists! Those calling themselves antifascists are rising! Antifa, and the others.’

   ‘And the Stasi? What happened to them?’

   ‘They’re there. All over Berlin, even now with their money and influence. Ask anyone!’

   Sitting in middle America on a humid afternoon, I heard the same things I’d heard many times in Eastern Europe. Pain, frustration and a lack of resolution. This was a man whose entire life was permanently altered when he was nineteen. Such things were a common specialty of the Grey Men.

   At the shop, we weaved our way through German classic cars in various stages of restoration. Christian showed me the 1957 Isetta, a perfectly restored and gleaming red-and-white micro BMW of a type I had never seen before. It’s unique, having only one large door in front resembling that of a refrigerator. Produced in Germany in the fifties and early sixties, at the time it was credited with keeping BMW from failure and bankruptcy.

   Christian volunteers as the US representative for a Stasi victims’ group. ‘From a phone in my shop I call Germany almost every night and day, to talk with the others. We can’t let the communists return!’ As he walked me out to the driveway, he held out his hand. ‘Things don’t look so good.’

   He stopped and squinted in the sun. ‘You know, I’ve started writing poetry again. Political kind. They didn’t win. I even had some published in a magazine once. I’m still working on the rest. One of them is posted on the wall in Berlin at the victims’ association. I’m working on more, but they won’t publish them in Germany now.’

   The Isetta had been perfectly restored, but Christian wasn’t there yet.

   ———

   East Berlin
May 1959

   The man pacing nervously had no way of knowing that in only two years the Berlin Wall would be erected in the dead of a single summer night. Yet he and many others he spoke carefully with knew something bad was going to happen. And soon.

   For now, travel from the communist East to the West was as easy as walking across the street. That was the problem. A huge problem for the East German government, as all the wrong sort of people were leaving – the productive, educated and those inclined to take risks. Something must be done, but even the Soviets were resisting the kind of drastic action that the SED Politburo had planned. The Socialist Unity Party, or SED, were the leaders of the nine-year-old East German communist dictatorship. They called it the German Democratic Republic, the GDR. There was in reality nothing democratic about it.

   To the Grey Men, who were busy adding thousands to their ranks, all the people planning to leave only meant there were even more troublemakers to be dealt with. They called them criminals. Officially at least, there hadn’t been and never would be any politically motivated arrests in the GDR. Publicly claiming otherwise could get you arrested. The laws could easily cover anything that the state didn’t like. But at the moment all they could do was watch as educated and productive citizens stepped into the West, most never to return. Others tried to maintain a life, crossing to work in the West for hard currency, and returning to families in the East on evenings or weekends with scarce goods and West German marks.

   It was late in the evening, and the lanky thirty-six-year-old walked back and forth in his tiny East Berlin flat, making up his mind. Wilhelm Knabe was one of seven children and knew the value of a family and sacrifice. His mind raced; there was a tough decision to make that night. He was one of many who’d survived the Second World War in Germany by sheer luck, and since then he couldn’t avoid the thought that someone had been watching over him. As a result, he had become a pacifist and developed a Christian faith. Barely making it through the closing days of the war in Dresden, he survived the Allied carpet-bombing, only to be nearly shot by the Nazi SS. They assumed that a young man riding a bicycle through a burning city to see if his mother might still be alive must be a deserter or spy. He somehow talked his way free and then survived postwar imprisonment by Stalin’s army. But then fate and bad luck dictated that he would find himself in the Soviet part of Germany as the Cold War descended. He already understood tyranny: his father had died during SS interrogation when Wilhelm was only sixteen.

   By ill happenstance he was now an East German subject. Not a good future for him or his young wife and three small children, with yet another child now on the way. He heard Soviet premier Nikita Khrushchev announce on the radio that the ‘Berlin problem’ would soon be ‘solved’. He had watched what the Nazis, and then Stalin, had unfurled in Europe. Now he was seeing worse things with the Stasi, and had a front-row seat for the escalation of the Cold War. The last straw came the day he received the letter. Ripping open the official envelope, he read the notification. He was expected to join the reserves in the NVA, the National People’s Army. Wilhelm refused, a very dangerous thing to do. He was employed in a decent job at the time, but could sense things were rapidly closing around Berlin and his family. Like most people in the city at the time, he wasn’t sure how the ax would fall or when. He decided not to find out.

   ‘We’re going,’ he told his pregnant wife. ‘Tonight. Gather just a few things for the children.’

   Late that May evening the family of five merged with the usual daily crossers to the West Berlin side. Wilhelm abandoned his job at Humboldt University and they left behind virtually all their possessions. Maybe his decision was finally made by what his wife had said late at night the week before. She had told him that she sat and wondered every day if her next child would be born in a Stasi prison. Born as an enemy of the state.

   A few steps over and the family with the pregnant woman stood in West Berlin. To avoid suspicion and possible questioning by onlooking State Security officers, they carried few possessions. They had become refugees. Now, where would they go? There was nobody to greet them that night; crossers at odd hours were common then. And so, the Knabe family started to walk. Eventually they stopped in the town of Unna, long enough for his wife to give birth a couple of months later. They named their new son and fourth child Hubertus Wilhelm Knabe. Forced by the descending Iron Curtain to abandon relatives and the family home, Hubertus had been victimized before he was even born. But he was one of the lucky ones. They were all surely safe in West Germany.

   His parents raised him in the Christian faith and often spoke of the evils of the communist dictatorship from which they had escaped. Hubertus, described by teachers as a bright and intense boy, quickly became restless in Bremen, a town north of Berlin in which he spent his childhood. It was a restlessness that’s common to young men. He grew up his whole life seeing the Berlin Wall and the soldiers, but lived in freedom as a citizen of West Germany. Or so he imagined.

   In reality, by the time Hubertus Knabe was nineteen he had already been targeted by Department XX of the Stasi, who had opened an operational file on him. More than twenty years later he would learn that Department XX specialized in taking actions against churches and those who attended them.
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   Awakenings

   By late 1979, Hubertus Knabe was barely twenty and active in the Peace Movement in West Berlin. He began visiting the communist East frequently on weekends, his West German identification tucked safely in his pocket. As matters of the heart would have it, he soon met a special woman in a gathering of theology students at East Berlin’s Humboldt University. But she was a citizen of the GDR – meaning things were quite different for her. Annette was a captive.

   The two of them were renegades, asking far too many questions, and as such they had much in common. They had long discussions about their frustrations with the communist system. He sensed that she was the one. Hubertus did well with his studies, especially those involving history, but wasn’t content with that. He began to write while sitting safely in West Berlin, recording his thoughts about the realities of the communist system in East Germany. On weekends with Annette they shared everything, talking forever. He was careful not to stand out and wrote about those things under assumed names, random ones such as Klaus Ehring, just in case.

   One of his early writings was simply an open letter to Erich Honecker, the East German president, posing a polite series of questions. Not daring actually to mail it, he printed the questions on stickers, which he smuggled in the lining of a torn pocket of his old coat when he crossed to meet Annette. Sometimes, he brought banned religious materials over the same way. They attended a church together and such materials were of interest to the pastor.

   Information, he learned early, is what matters. It’s a very effective weapon against tyranny, and what dictatorships fear. As a West German, he was permitted to travel to East Berlin and stay for up to three days, thirty days per year. It was a good way for the GDR government to ensure some much-needed hard currency would be left behind, forcibly exchanged at the unfavorable official rate. Over months of such trips, he was always alert to try to detect any watchers, and to have political conversations only in private places. Political gatherings in public were banned anyway. He was doing well, he assured himself, acting like an East German. He soon became even bolder – or maybe it was the foolhardiness of youth. Hubertus next began to bring prohibited books with him, also hidden in the lining of his tattered jacket as he passed through the checkpoint at Friedrichstrasse. It was a small thing, a further little act of defiance. He doubted anyone would care.

   He had underestimated the Stasi.

   Just before Christmas 1979, Hubertus received some bad news from Annette. State Security had knocked on the door of her flat in East Berlin’s Pankow district. Two men with persistent questions. Questions about him and her. He always safely and easily crossed back to West Berlin after a weekend, something she couldn’t do. He was worried, and had to see her.

   A few days after a restless New Year’s Eve, he presented himself in the crowd at the crossing at Friedrichstrasse as always, and slid over his West German identification card. Something was different. The border guard sitting at his high desk looked closely at him and the card. He glanced down and hesitated while thumbing through a document that was just out of sight. This time, the reason this crossing place was best known to East Berliners as Tränenpalast, or the Palace of Tears, became clear.

   ‘Your entry is not allowed’ was all the border guard announced before thrusting the ID at him and pointing back the way he had come.

   ‘Next!’

   Hubertus stood on the platform, identification clutched in his hand. There was no one to ask why he had been turned away. Helplessness, and a sick feeling, washed over him. It was devastating to a young man in love. He later chanced a guarded telephone call with Annette, but what now? Would she be arrested? He could do nothing about it!

   Carefully, over months, they began to plan to meet in Budapest, where they could safely talk over her applying to visit the West. Who knew how long that process would take, or if it would succeed at all? They both realized that even the action of making such a request would be a stain for life in her file. We must! There was no other choice but to give it a try. In a brief meeting in a Budapest hotel they carefully crafted her exit application. Then they separated, to nervously wait and wonder.

   Hubertus returned once again to the refuge of his studies, to work on a PhD from West Berlin’s Freie University. Just being there was historic, he supposed. Famous US Army general Lucius Clay originally founded the university to be a place ‘free’ from communist influence in 1948. Two months later, Clay gave the bold order for the biggest airlift ever, which rescued West Berlin from a Soviet stranglehold.

   As those first months turned into a year, and then two, it ate away at Hubertus. He was banned from returning to Annette and East Berlin, but that only made him more determined. He knew he had to go back.

   His father tried repeatedly, and vainly, to discourage him.

   ‘Your life is good!’ he would say. ‘Why take such a chance?’

   Hubertus nodded and decided he would wait for the right moment.

   So, he studied some more, wrote and waited. After two years, Annette was unexpectedly approved to visit West Berlin. Like many others who managed to get out by asking to ‘visit relatives’, she knew she wasn’t going back. Being together again and safe was a relief, but something more still spoke to him from the East.

   Hubertus slowly began to realize how much he had to thank his parents for saving him from a life under the communist dictatorship. That didn’t change his decision, however. He was going back. The more he wrote about the leftist dictatorship, understood what the Nazis and the communists had done to Germany and considered what he and Annette had been through, the more convinced he was that he had something to accomplish there.

   Something else consumed his thoughts and sleepless nights. He’d been so careful on those trips! Very careful. Somebody he knew had informed on him. Who could that informer be? He was determined to find out. How, or when? He had no idea.

   ———

   A wall would naturally make things easier for the Grey Men of State Security, which was a primary goal. Officially, the Stasi and the communist leaders of the GDR preferred to call the project the Protective Barrier. It was, they insisted, needed to keep antisocialist elements out of East Berlin and thus not taint the socialist paradise called the German Democratic Republic. In reality, it was desperately needed to stem the flow of people constantly streaming away from socialism and to the West. There were no refugees going in the other direction. To build it they needed approval from Moscow, which they finally received.

   GDR president Walter Ulbricht made a clear and forceful dismissive statement designed finally to put the rumors to rest:

   ‘Nobody has the intention of building a wall!’

   It happened two months later. The Wall was swiftly rolled out unannounced one quiet Sunday morning in August 1961 under the watchful direction of State Security minister Erich Mielke. Ida Siekmann, a nurse, was the first person to be killed there only nine days later while making a desperate last-ditch attempt to escape the day before her fifty-ninth birthday.

   The Wall was reinforced and perfected over the years, becoming in reality two walls with a mined no-man’s-land in between. The final version, a well-developed death strip, was patrolled by dogs and had machine guns placed in key areas, set to fire automatically at any movements. The standing order to the patrolling border guards was to shoot without warning. The causes of death of the at least 136 persons killed there over the years tell the story:

   Shot dead while trying to escape. Drowned under fire. Shot as an escape helper. Committed suicide after failed escape attempt. Died as a result of injuries trying to escape. Drowned in border waters.

   Perhaps five thousand more were arrested for planning to escape over or under it, or for being found hidden in vehicles at tense checkpoint encounters.

   Now that East Berlin was satisfactorily contained, the Stasi could much more easily concentrate on running down their enemies. The embarrassing flow of productive elements to the West, damaging the image of a socialist paradise, could be all but stopped. Everything inside the GDR could then be dealt with by the most omnipresent, intrusive and ruthlessly effective secret police the world had ever seen.

   The Stasi dealt with things by turning their own population inward against itself, adapting old Soviet detention facilities and constantly improving on their methods. Training materials for new officers announced the enemy:

   Every citizen is a potential security risk! That was the message drilled into each and every recruit.

   There was much to be done. Massive hiring of officers, all possessing unquestioned authority. Perfecting the means of decomposition, rendering troublesome persons ineffective and sidetracking their lives as needed. Improving the seventeen special prisons scattered throughout the country. Next, expanding reach far beyond the borders via the intelligence section, deploying officers to other border areas, improving the arms and heavy mechanized equipment of the motorized rifle regiment. The Dzerzhinsky Regiment would need tanks and better automatic weapons. And all of them naturally must always be on the lookout for means to acquire hard currency. The Party must be supported and protected.

   ———

   Hubertus and Annette, now finally together in West Berlin, realized they were lucky. Others told them that, and they told it to each other. After all, it only took two years to get her out. Hubertus busied himself as the years went on, with his writings and completing his PhD studies. But the man who the Stasi was by then calling Glue was looking East, and he was becoming even more restless.
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   Enemies of the State

   ‘Worse than the Gestapo!’

   That was how famed Nazi hunter Simon Wiesenthal once described the Stasi.

   At least 280,000 East Germans were imprisoned, terrorized, kidnapped, murdered or driven to suicide by their own government. Many more found their lives sidetracked, and most have never spoken about it. Families split by parents being hauled away, prison, expulsion for ransom, or perhaps turning one family member against another. And how many others never took that chance, never created passionate writings or art, or used their intellect to make a difference? It was best to take the safe road, take the dull job that the state offered, best not to stand out. Even if your telephone wasn’t being monitored, your mail not being opened, your neighbor or close friend not reporting about you, better to assume they were.

   By the age of eleven, schoolchildren were encouraged to tell their teacher if they had an interest in working for the Ministry for State Security. That would be dutifully reported and a note placed in a file. Mostly, though, the real recruiting for officers was done from within the ranks: sons and daughters of loyal employees. Much more predictable that way for the organization, they decided. But not too many of the daughters. In 1990, 85 percent of the MfS’s 91,000 employees were male. The actual size of the organization always remained a closely guarded secret. The United States and allied Western intelligence agencies in the 1980s believed them to have 25,000 members, still a huge number for a small country. But they were all wrong, by a factor of almost four.

   Nobody really knows even today how many informants, called Unofficial Employees, or IMs, they operated. Perhaps 500,000 people over forty years, or maybe double that. Wives reporting on husbands, brother against sister, children against parents. In 1989, more than 10,000 of the operational IMs were children. People were scrutinized everywhere. All apartment buildings in East Berlin had a person who kept a house-book, a record of all visitors who stayed in any of the apartments overnight. That information was routinely relayed to the MfS via a trusted local police officer. Whatever the actual number of informers was, there’s no doubt that the Stasi, the self-nominated Sword and Shield of the Party, was close to achieving their ultimate goal: To Know Everything.

   Their training showed preparation for an even stronger grip. Training of new recruits increasingly emphasized operational and practical aspects of surveillance, interrogation, selection of informants and scientific aspects of detecting threats. They operated departments at major East German universities for this purpose, including a complete law school in Potsdam. The ‘cadre’, as it was called, became much better educated than the general population. In reality, the so-called university law school was neither a university nor a law school. A glance at the long list of dissertation topics they submitted in the school shows what the interest was:

   
	The Manifestation of Anti-State Activity

	Conspiracy and Secrecy by Members of MfS as a Prerequisite for Ensuring the Internal Security of MfS

	Detection and Processing of Offenses of Unlawful Leaving the GDR

	Investigation on the Facts or the Endangerment of Public Order by Antisocial Behavior

	The Repeated Interrogation of Witnesses and Accused Persons



   
   
   
   
   Humboldt University in East Berlin also housed a broad Criminalistics Section only for the Stasi, well known for their ability to analyze graffiti and identify the perpetrator. It trained generations of the organization, and was headed by undercover officer and doctor of medicine Professor Hans-Ehrenfried Stelzer. When the fog cleared in the early 1990s, Stelzer would be more commonly known to Germans as something quite different.

   The MfS was organized into Directorates, called Main Departments, to parallel the KGB structure. By Western standards, then or now, their activities and sheer penetration of the general population were shocking. The actual number of direct employees and informants is one example. What they all did daily is another.

   The Second Main Directorate, which handled counterintelligence, also opened all mail to or from any noncommunist country. Ninety thousand pieces every day were being carefully steamed open by 1989. There were other goals besides identifying subversive targets. Any small amount of West German marks being sent from the West to their hopeful relatives on the other side of the Wall was removed from the envelopes and sent to a special account. During the last three years of the dictatorship, the equivalent of US $4 million was collected this way. Packages of otherwise attractive goods were many times diverted to a warehouse for other uses, such as providing treats for Stasi generals and colonels, or favored Party officials, who frequently dropped by for that reason.

   And then there were the large, round, clear glass jelly jars with tightly screwed-down tops, identified by only a number. Thousands of them arranged neatly on shelves, each with a piece of cloth inside. The MfS collected samples of body scent, secured from interrogated prisoners told to sit on their hands on special chairs, or instructed to place the cloth under their arms at police stations. Sometimes, special entry teams would break into houses and steal women’s undergarments for the jars. This was all designed to allow tracking of these people with dogs, if and when required. The numbers on the jars were recorded in a name index for quick reference.

   In the Third Directorate, six thousand officers were assigned to intercept and monitor the telephones and conduct microphone surveillances.

   More than one thousand people were killed for political reasons in the GDR. The Stasi was responsible for fifty attempted murders and 650 abductions, including political kidnappings from West Berlin. Some of those targeted were drugged by a person they thought was a friend before being shoved into the trunk of a car. At least 200,000 persons were jailed for political purposes. More than 300 were killed at the GDR borders trying to flee the country. The last of these was a dark-haired twenty-year-old named Chris Gueffroy, who dreamed of becoming an actor in West Berlin. He was shot through the heart late in the evening of February 5, 1989, while trying to escape over the Wall. Less than eight weeks later, as the GDR began to unravel, the long-standing shoot-to-kill order was revoked. The communist masters had developed a new concern for their public image, and their own survival.

   There were no pensions for the members of the Gestapo. But at present, Germany is promptly paying more than 350 million euros each year to former Grey Men who are living all over the world.

   ———

   Lothar Schulz was standing and waiting patiently for me on a cold late afternoon on the steps of Hohenschönhausen, the main Stasi prison in Berlin. Now a frequently visited memorial, it was named simply for the district in which it was built, but didn’t officially exist for decades. He offered to show me around, and though quick to say he had never been an inmate at this particular prison, he had volunteered at the Memorial. Now in his late sixties, being here somehow helped him.

   ‘No. I wasn’t here. But those other places…’

   We sat at a table just inside the outer wall.

   Lothar, a distinguished-looking man with carefully groomed greying hair and a professional bearing, was at one time a highly educated nuclear engineer in the GDR, and on the way up. That is, until the day he said, ‘No.’



OEBPS/image/1.jpg
THE

GREY

MEN

PURSUING THE STASI
INTO THE PRESENT

RALPH HOPE






OEBPS/image/cover.jpg






OEBPS/image/2.jpg
MfS District Administration Offices and
Gommunity Administration Offices, 1989

[\ Stralsund
Ribnitz-
Damgarten

EIORostock

Bad Doberan Grimmen

o
Bitzow @

Gustrow.

2.0

Ueckermande
Malchin

Gadebusch Stemberg Altentreptow

Schwerin

o

Waren

o

Robel

Neubrandenburg smohm psw.lk

O

Hagenow Parchim

Neustrelitz

Prenzlau

Kyritz Neuruppin

Eber ow
rswalde
Havelberg o

Bad Freienwalde
Osterburg L

Oranienburg

Stendal
Gardelegen

Genthin

o
Brandenburg Oo

Potsdam

Haldensleben

Zossen  hausen

Magdeburg [CJO
o Luckenwalde
Wanzleben @ Zerbst o
Oschersleben Schénebeck ° Jiterbog

Halberstadt @)

()
Aschersleben

[e]
Hettstedt

Eisleben
Sangerhausen  Querfurt

@iy Erenburg

Heilgenstadt Sondershausen Wi o
Leipzig () Oschatz
Grimma
Mahthausen
° Ssmmerda ° L
Geithain
Lar lza
ngensa Allebburg

Eisgxh o

Gotha

Eisenberg :

o © Emstthal BrandErbisdorf

Stadtroda Gauchal’ @ Karl-Marx-Stadt
Zschopau

Zuickay  SOUDTE o

Marienberg
Reichenbach @A

Oplaen ©  Schwarzenberg
Auerbach

Dippoldiswalde

Schmalkalden

Schleiz
Lobenstein

Meiningen  Syhl
Hildburghausen  Neuhaus

Sonneberg
o

District administration office
County administration office
(Berlin: 11 county administration

od

Territorial division of the MfS in 1989:

15 district administration offices, 209 county
administration offices and 7 on-site adminis- offices]

tration offices @ On-site administration offices







