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Frank and explicit—that is the right line to take when you wish to conceal your own mind and confuse the minds of others.

—BENJAMIN DISRAELI

Confusion to the enemy!

—ED BALL








PREFACE


This book is intended to give readers a better understanding of the new face of war and what the United States must do to prepare for it. The main message is this: the Information Revolution has fundamentally changed the nature of combat. To win wars today, you must first win the information war.

Recent experience bears this out. All of the military successes of the United States during the past twenty years have had a common ingredient: the ability to achieve an information advantage over our adversary. Every military failure has occurred mainly because we failed to secure that advantage.

The ability to know where your opponent is and act before he can act has become the most important factor in modern warfare. The ability to hide—and mass to kill when required—has become key to survival.

The ability to use U.S. military forces in military action in the Persian Gulf, deter aggression in the Far East, prevent proliferation in Southwest Asia, or counter global terrorism all depend on a common question: Have we established the information advantage we need for victory?

For the most part, the Information Revolution has treated the United States kindly. The American military is overwhelmingly stronger than any of its potential adversaries. This is mainly because it has been more successful in taking advantage of information technology, and because of American leadership in most information industries.

However, experience has also demonstrated that this margin, while large, is fragile. Much of the technology that was critical to our information edge just ten years ago is now available to all. Also, success in the information wars often depends as much on creativity and ingenuity as on technology.

Traditional concepts of armed self-defense are sorely tested when armies must hide and disperse to survive, and striking first is all-important. Democratic oversight is inherently harder when victory depends more than ever on stealth and secrecy. It will be a challenge to maintain both our security and our values. Understanding the issues, and what is at stake, is the first step in meeting these challenges.






Chapter 1 THE NEW TERRAIN


The next wars will be fought not just on battlefields but also in the world’s computers and communications systems. The combatants will often be familiar military powers—like China, France, and Russia—but there will be others, including underestimated military powers, like India; presumed allies, like Israel; and countries that hardly seem to have any military capability at all, like the Philippines. Terrorist groups, landless peoples, and international criminal organizations will also be players in the new warfare. They are laying the groundwork for this war as you read these words. And so are we.

This book is about the future of battle. It is about the threats the United States will face in the years ahead, and how we must prepare for them. It focuses especially on how the Information Revolution is defining these threats and providing the solutions for dealing with them.

To be sure, information technology has been with us for around 4,000 years, since Sumerians started preserving their beer recipes on clay cuneiform tablets. Even electronics has been around since 1844, when Samuel Morse tapped out, “What hath God wrought?” in the first telegram, sent from Washington to Baltimore. There is always a lot of evolution behind most revolutions when you look at them closely.

Yet clearly something new is happening today. Information technology is improving at an exponential pace, and is penetrating every corner of the world. It may be the mainframe that your bank uses to balance its books. It may be an old PC that someone has trucked in through a mountain pass in the back of a Datsun pickup, or a microprocessor built into the control system of an electric generating plant. Or it may be a disk with pirated software sold on the streets of Hong Kong. But it is there, in every sector of society—finance, transportation, utilities, entertainment.

Not only is information technology everywhere; it continues to grow more and more powerful and, in the process, takes new forms. Booking a flight today is almost always easier on the Internet—only the most visible information technology of the last decade. Even if you call the airline, you will speak first to a machine, a product of cheap microprocessors and even cheaper read-only memory chips. When you do reach a real person, he or she will be in another state or even another country, a result of fiberoptic digital communications, which allow companies to locate their operations wherever they can find the best labor and real estate deals.

No one has felt the effects of the Information Revolution more than the world’s military forces. This is no surprise, considering how much of the technology was developed in military labs or under defense contracts. The money that created microchips, satellite navigation, and the Internet was not green; it was olive drab, sky blue or navy blue—or deep black. The government was paying the bills in the name of national security.

Information technology has become so important in defining military power that it overwhelms almost everything else. Back in the Cold War, everyone knew technology was a “force multiplier” (to use the jargon of the day), but no one knew by how much. Did better technology make a U.S. battalion half again as effective as its Soviet counterpart? Twice as effective? Recent experience suggests that the right technology, used intelligently, makes sheer numbers irrelevant.

The tipping point was the Gulf War in 1991. Iraq had the third-largest army in the world and had just killed 300,000 Iranians in eight years of the most gruesome warfare of the twentieth century. American generals faced the same problem as their Iranian counterparts: how to dislodge dug-in Iraqis from well-prepared, fortified positions. Officials feared catastrophe and carnage. But when the war was over, the United States and its Coalition partners had lost just 240 people. Iraq probably suffered about 10,000 battle deaths, although no one will ever really be sure. The difference was that the Americans could see at night, drive through the featureless desert without getting lost, and put a single smart bomb on a target with a 90 percent probability. The difference was information technology.

The same thing happened when the United States fought Yugoslavia in 1999 and the Taliban regime in Afghanistan in 2001. Each time experts feared the worst; each time U.S. forces won a lopsided victory (at least on the battlefield; the strategic objectives remained more elusive).

There is a trend. Information technology is so important in war today that it overwhelms everything else. And when it comes to applying information technology to warfare, today no one is better than the United States.

But will the United States always enjoy “the Information Edge”? In the Gulf War the Americans were the only ones who could see at night and navigate the desert. Today anyone can purchase a night-vision scope and satellite navigation gear by mail order. Anyone with a credit card and a reasonably fast Internet connection can download satellite imagery from the Web. The whole package costs less than $10,000.1 Our government may try to control this technology, but experience suggests it will usually fail. And simply having better technology does not guarantee success. Victory goes to the side that understands how to use information technology more effectively.

The most significant effect of information technology on warfare has been to make the concept of “the front” obsolete. Everyone and everything is part of the battlefield today and a potential target. True, we have heard this before. In the 1930s military pundits wrote about future aerial gas attacks against cities. In the Cold War, children practiced their “duck and cover” drills to prepare for a nuclear strike. There was always some new weapon (like the bomber) or tactic (like blitzkrieg) or concept (like guerrilla war) that would put everyone on the front line.

This time is different. The front line really is disappearing from war. It is not just that the battlefield is becoming bigger because weapons have longer range and are more powerful (which they are). The difference today is that worldwide communications enable armies to disperse—and even deploy covertly within their adversary’s territory before a battle even begins.

At the same time, weapons are so accurate—another result of information technology—that armies must disperse. Today, if you can see a target, you can usually kill it. Often you do not even need to see it; you simply need to know where it is, or where it will be at some moment in the future. In the past armies massed for mutual protection. Now any army that masses offers an easy target. So armies must hide. Concealment and dispersion become their normal operating status, and, if the profile of military forces is lower, the profile of civilians and the surrounding environment become higher, and thus the front is gone.

Of course, some things about war will never change. Wars will always be bloody. Soldiers—and, inevitably, civilians—will be burned alive, torn to pieces, and often die horrible deaths. Combat will always be confusing and terrifying. Even in the Information Age, war will often come down to a face-to-face, hand-to-hand encounter where one soldier prays he can snuff out the life of his enemy and save his own. High-tech warfare is not antiseptic warfare. Look at Afghanistan. Look at the West Bank.

Nevertheless, information technology is now the essential difference between winning and losing. Better technology means deadlier armies. And as armies become more dependent on information technology, they will develop new kinds of vulnerabilities.



In considering the new face of war, it is useful to keep five numbers in mind. They draw the basic outline of American national security today.

The first number is $750 billion. According to the CIA’s World Factbook, that’s the total of the world’s military spending—that is, every country’s defense budget combined. This number has been declining, slowly, almost every year since the end of the Cold War, partly because Russia can no longer pay for its military, and partly because everyone else no longer fears the Russians.

The second number is $380 billion. That’s approximately what the United States spends annually for its military forces today. In other words, the United States now spends roughly as much on defense as everyone else in the world combined.

Rarely in history has a single country been so dominant. During the Cold War, pundits argued whether the Soviet Union or the United States was ahead in the so-called arms race. Today there isn’t even a race.

To be sure, there is lots of room to cut waste and improve efficiency. Many programs do nothing more than represent bureaucratic turf and congressional pork. But partly because it spends this much money, the United States can do things no one else can, such as build aircraft invisible to radar, design bombs that can hit within a few feet of their target, and transport thousands of troops halfway around the world.

The third number is 3.2 percent. That is the approximate percentage of the U.S. gross domestic product that today goes to defense. Think of this as a measure of the “defense burden,” or how much of our wealth that might be spent on more productive activities is instead going to fund the military. The most interesting thing about this statistic is that it suggests that our defense burden today is remarkably small by historical standards. During the Cold War we spent up to four times as much of the nation’s wealth annually on defense.

Put these three numbers together, and the picture looks something like this: Not only does the United States have overwhelming military power; we are keeping our edge without even breathing hard. We could keep up our current defense effort—and even a bit more—indefinitely, and the U.S. economy would hardly notice the difference.

However, if 3.2 percent of the U.S. economy is devoted to defense, it follows that 96.8 percent is not. This is another way of quantifying the obvious: The Defense Department is a small part of American life. Most Americans have little direct involvement in national defense. They know little about their armed forces. For that matter, the typical American is blithely unaware of the threats that face us. The typical college student—no, the typical college professor—could not tell you the difference between Ahmed Ressam and Ahmed Barada. (The former is a convicted Al Qaeda terrorist from Algeria who planned to bomb Los Angeles International Airport. The latter is a professional squash player from Egypt.)

This is a problem, because today we need cooperation between the government and the private sector more than ever before—both for ensuring access to the information systems that our foreign adversaries use, and for protecting our own. But cooperation is a two-way street.

In Information Age wars, victory usually goes to the side having more influence over technology and better access to the world’s electronic infrastructure. And that often depends on market share. If U.S. companies do not dominate the nets, someone else will, and that would be to our disadvantage. When legislators pass laws and civil servants implement regulations, today they all need to think about how they are shaping the electronic battlefield.

Of course, it would also help if the men and women heading American companies had a better understanding of the pivotal role they play today in the nation’s security. Being business executives, their understanding will be highly correlated with economic carrots and sticks. And, if warfare in the Information Age is often going to spill over into the private sector, we all need to think about how to ensure effective oversight and protect civil liberties, so that we do not destroy democracy in the process of defending it.

The fourth number to keep in mind is 17 percent. That’s the annual rate at which Chinas defense budget has been growing lately. It reminds us that, despite Americas predominance, there are countries willing and able to make big investments to challenge us.

Oddly enough, starting from behind has certain advantages. When you design a new army from scratch, you start with a blank slate. You can learn from your competitors and avoid their mistakes. Though smaller, unit for unit your army will be newer. Also, an economist would say that most of the huge U.S. military establishment is a “fixed cost.” Politicians and military officials are both reluctant to shut down production lines, retire existing weapons, and fire people. So most of the $380 billion dollars the United States spends annually on defense does not vary much. Changes occur only in small increments each year. That makes it harder for the U.S. military to adapt.

Our adversaries can start afresh. They can focus on their specific needs and our greatest vulnerabilities. So U.S. military superiority may be less certain than simple dollar comparisons suggest. And because military power depends so much today on information technology, any advantage the United States enjoys today could disappear quickly.

Anyone who has shopped for a computer knows how quickly information technology becomes cheaper and more capable. As military power becomes more closely linked to information technology, any investment becomes outdated faster. Just as it’s hard to keep up with the neighbors in having the fastest computer on the block, it’s hard to keep up with the neighbors in having the most capable Information Age military force.

Besides, our adversaries know they cannot match the United States in tanks, planes, and warships. They know they will most likely lose any war with us if they play according to the traditional rules. So, naturally, they will try to change the rules.

This is why most military dangers we face from abroad today are from “asymmetric threats”—strategies and tactics that avoid our strengths head-on, and instead hit us where we are weak. Our adversaries will use unconventional weapons and tactics to overcome our advantage.

For example, consider the potential threat of a Chinese attack on Taiwan. Chinese leaders routinely claim Taiwan is Chinese territory ruled by a “renegade regime.” They openly say they plan to recover it, even if this requires war. President George W. Bush, on the other hand, has said that the United States will do “whatever it takes” to prevent China from conquering Taiwan. The loss of a popularly elected democratic government to an authoritarian regime would be an epochal event that we could not let stand.

U.S. armed forces are much larger and better equipped, but China enjoys several advantages. U.S. forces must travel 8,000 miles to defend Taiwan; Chinese forces only need to travel 100 miles to attack it. Most Chinese people, regardless of what they think of the Communist regime, think reuniting Taiwan with the mainland is important. The typical American has only a vague idea of where Taiwan is located.

China would likely strike American forces where they are weakest. They would probably attack the bases on the Pacific Rim that are essential to any U.S. military operation in the region. Chinese leaders also understand our dependence on information technology. If the Chinese military can neutralize certain essential U.S. computers and communications links, then U.S. plans to defend Taiwan might collapse like a house of cards.

The fifth and final number is 3,025—the number of people killed at the World Trade Center, the Pentagon, and Somerset County, Pennsylvania, on September 11, 2001. This number reminds us that although today the United States is the supreme military power, hostile countries and terrorist groups can still strike directly at America from halfway around the world with devastating results.

The September 11 attacks showed how some basic features of war have changed. Small countries and even organizations that are not states can successfully strike great powers. Also, these threats can conceal themselves and their plans for maximum advantage.

To deal with these threats, the United States must not only beat them in the information war—U.S. leaders must also be able to decide when and how to strike them before they strike us. Doing this while observing the traditional rules of war will be a challenge. So will maintaining democratic control of U.S. armed forces. Welcome to the realities of warfare in the Information Age.






Chapter 2 AN AFGHAN HARD DRIVE


Alan Cullison realized he needed a new computer. Ordinarily this would not have been a problem, except that at the time Cullison happened to be in the Hindu Kush mountains in eastern Afghanistan. It was October 2001, his truck had just fallen off the road, it was cold as hell, and he was still forty miles from Kabul.

Cullison had been in Afghanistan covering the war against the Taliban as a reporter for The Wall Street Journal. “I was coming over the mountain and our truck lost its brakes. We hit another track, rolled over, and my computer was smashed.” He spent the next month reading his reports to New York over a satellite phone.

In November the Taliban’s resistance collapsed, and Cullison hitched a ride to Kabul. He hoped to find a replacement for his laptop. “There aren’t a whole lot of computers in Afghanistan,” Cullison recalls. But with the help of a local shopkeeper he found someone trying to sell a Compaq laptop and an IBM desktop. Apparently the current owner had acquired the two machines from the local headquarters of Mohammed Ataf, chief strategist of Al Qaeda, the international terror network. By bankrolling the Taliban, Al Qaeda had virtually taken over the country, and had started the war back in September with its attacks on New York City and Washington.

Ataf no longer needed the computers, having been killed in a U.S. bombing raid. The Taliban started a rapid retreat back to Kandahar once the Northern Alliance defeated them first at Mazar-e-Sharif and again at Kunduz. In fact, the war was turning into a rout as the Northern Alliance started to roll toward Kabul. The computers got left behind. A looter fenced them to a local trader, who was now offering them for sale to Dow Jones, Inc., for just $4,000.

Cullison called John Bussey, his editor in New York. Bussey said the price seemed high and told him to get a better offer. Cullison haggled. He got the two computers for $1,100.

In fact, Cullison knew that the computers were worth more than their face value. While he was shopping for a computer, he learned from one merchant that some of the local Arabs—most likely, members of Al Qaeda—had brought their computers to him for repair. The Arabs always looked over his shoulder when he worked on their machines, and their files were usually password-protected.

Cullison put two and two together. He was already behind the other reporters who had beat him to Kabul and grabbed every piece of paper they could find in Al Qaeda’s abandoned offices. Making a virtue of necessity, he decided that, as long as he needed a computer, he might as well go hunting Al Qaeda hard drives.

That was how he came upon the IBM desktop. Cullison found what he was looking for. The computer held four years’ worth of records detailing operations of the terrorist organization in Afghanistan and abroad.1

If you believed some experts after the September 11 attack, Al Qaeda was hard to penetrate because it was a loose, amorphous network of groups that used only person-to-person contacts. It was hard to track because the organization had sworn off technology. It sounded like a good explanation and played into the popular bigoted image of Al Qaeda’s consisting of a bunch of rag-heads riding camels through mountain passes, carrying secret instructions written in invisible ink on goat scrotum.

Hardly. Al Qaeda was a modern army. It was as adept with computers as any organization founded by the engineer son of a construction millionaire and staffed largely by middle-class educated males. Intercepting Al Qaeda communications was hard mainly because the organization understood information technology so well. It had some of the best operational security anywhere—OPSEC, to use the technical term.

Al Qaeda had tightened its security even before the press reported that U.S. intelligence listened in on Osama bin Laden’s satellite telephone calls to his mother. Al Qaeda members in Europe and North America began to e-mail from cyber cafés and libraries. They encrypted their files and would use a cell phone for a week or two, throwing it away before they could be traced. They knew that the flow of digital data traveling around the globe had grown exponentially during the past decade, and they knew how to hide in the torrent.2

Meanwhile, Al Qaeda operatives used the Internet to scope out targets. They downloaded layouts of bridges and buildings from Web sites. In the past, collecting this kind of information might require traveling around the world. Getting it to someone in the field required undercover couriers. Now you could click, get the data, click again, and send the diagrams to a temporary, untraceable e-mail address.

Anyone who had bothered to follow a trial in the Southern District of New York that spring might have predicted that such a computer existed somewhere in Kabul. In August 1997, three years earlier, Special Agent Daniel Coleman, some FBI colleagues, and several Kenyan police officers had dropped in on a white stucco house at 1523 Fedha Estates, in Nairobi. It was the home of Wadih el-Hage, an assistant to bin Laden. It was also the office el-Hage used for Al Qaeda’s African operations.

El-Hage, a Lebanese Catholic, grew up in Kuwait, converted to fundamentalist Islam, and moved to the United States to attend college. He left in the early 1980s to fight the Soviets in Afghanistan with the mujahideen. That was where he hooked up with Osama bin Laden. Returning to the United States, he became a citizen and, at about the same time, got involved with Islamic fundamentalist groups.3 By the early 1990s el-Hage was in Africa, working for bin Laden—first in Khartoum, Sudan, and then in Nairobi.

A Sudanese source tipped off U.S. officials that el-Hage had been involved in the 1993 World Trade Center bombing, and so the FBI got a warrant to search his home in Nairobi. El-Hage was not in, but the FBI agents did find his Apple PowerBook 140. Coleman gave the computer to Special Agent Robert Crisalli, a computer technician who had joined the FBI after a stint at Oppenheimer Capital. Crisalli hooked up a Zip drive to the laptop and booted the computer using his own operating system. Then, using a software toolkit on the Zip drive, he downloaded a mirror image of the computer’s hard drive to a portable optical disk.

Once Crisalli captured the contents of the computer, he went back to Washington and burned the files onto CDs—sort of a “Best of bin Laden”—that could be sent to FBI analysts anywhere. In May 2001 one of the CDs become Exhibit 300T in United States of America v. Usama bin Laden, et al., the trial of el-Hage and three other Al Qaeda suspects accused of planning the 1998 bombings of U.S. embassies in Nairobi and Dar es Salaam.

Even after the September 11 attack some people still could not believe Al Qaeda was a real army. “How do you penetrate an organization which is largely ideological and bound by religious fervor?” wondered Larry Johnson just after the attack. Johnson was an apt person to ask the question, having served as Deputy Director of the State Department’s Office of Counterterrorism during the first Bush administration. “They don’t have a membership. You don’t have to fill out an application. It’s not like joining a country club.”4

That would have been news to Jamal Ahmed al-Fadl, who had recently turned state’s evidence and testified against el-Hage. Prosecutor Patrick Fitzgerald asked al-Fadl how he came to join Al Qaeda in 1990. “I swear and I signed,” he said. “He give me three paper, I read it, and after that I swear in front of him and I sign the papers,” al-Fadl added, noting that he was just the third person to sign a contract adding him to the organization. Apparently in Al Qaeda there is cachet in having a low membership number. Just like joining a country club.5

El-Hage denied involvement with Al Qaeda, but letters on the computer told a different story. Several described the preparations for the bombing and called el-Hage the “engineer” of the Nairobi cell. The jury convicted el-Hage of conspiracy and perjury. The judge sentenced him to prison for life.

Even before these computers turned up in Kabul and Nairobi, yet another computer provided the tip-off for an earlier Al Qaeda operation, an operation that had several parallels to the September 11 attacks.

In January 1995 Aida Fariscal was the watch commander at Police Station No. 9 in Manila. The fire department reported that a bunch of Pakistanis playing with firecrackers had set off a fire in their apartment down the street. The Manila police were already tense. Pope John Paul II was scheduled to visit the Philippines soon. Everyone was concerned about a possible terrorist attack; John Paul, after all, had already been the victim of an assassination attempt back in 1981.6

Fariscal decided to investigate. When she and her officers entered the apartment, they discovered what appeared to be a makeshift lab for concocting explosives. The two men in the apartment, Ramzi Ahmed Yousef and Abdul Hakim Murad, tried to explain why they were storing hot plates, electrical wire, and large plastic containers filled with chemicals in their bachelor pad.

The apartment turned out to be a base for an Al Qaeda cell. This was before most people had heard much about the terrorist network, so at first Fariscal and the police officers did not know what to make of the scene. They also did not know that Yousef was wanted for planning the 1993 World Trade Center bombings and carried a $2 million bounty on his head.

Murad and Yousef tried to make a break for it, and in the confusion that followed, Yousef escaped. But Murad tripped, and the police tackled him, tied him up, and hauled him to the precinct house. Before leaving the apartment, Fariscal also found a laptop computer, which later turned out to belong to Yousef. Suspecting that something bigger was going on, the Manila police called in the Philippine national authorities, and they called in the local FBI and CIA representatives.

Although the computers hard drive was password-protected, the Philippine authorities were able to open at least some of the files and translate them from Arabic. They contained plans for Operation Bojinka, a plot to plant bombs on a dozen airliners en route between the United States and Asia. The bombs would go off at approximately the same time, while the aircraft were over the ocean.

Most of the information needed to put the picture together was on that magnetic disk: true names, aliases, and telephone directories. The files also revealed that Murad had been taking flying lessons and that the organization was planning a suicide strike on Washington, possibly CIA headquarters. The FBI had enough information to track down Yousef in Pakistan; he was later extradited to the United States, tried, and convicted for his connection to the 1993 World Trade Center attack.

Like the Nairobi and Manila laptops, the Kabul computers contained valuable information. Many of the files were encrypted, but with some help, Cullison was able to extract about 1,800 files. Most of them were routine memos, records, and letters. This is typical in intelligence analysis. Every once in a while a single piece of evidence captures the entire story—say, the master plan of an attack. But usually you just get cryptic bits and pieces: “Bob wants to meet Jake at the diner.” It takes some puzzle solving to figure out Bob and Jake are pseudonyms for two terrorist operatives, and the diner is a safe house.

Pieced together, the odds and ends from Cullison’s computer provided a mosaic of Al Qaeda at work over a four-year period: lists of members, locations of cells, methods for moving people and money. One of the files was a scouting report from August 2001 sent by an “Abdul Ra’uff.” It described several public buildings in Israel—targets. You needed to read through the jargon and pseudonyms, but it was clear that Abdul Ra’uff was an alias for Richard Reid, a British citizen of partly Jamaican descent who had recently been arrested in an incident that was, at least by pre-September 11 standards, unusual.

Reid had been a passenger a few weeks earlier on American Airlines Flight 63 from Paris to Miami. Hermis Moutardier, a flight attendant, smelled something burning. Thinking someone might be violating the no-smoking rule, she looked for the source. A passenger pointed to a scruffy, longhaired passenger—Reid—who quickly put a just-extinguished match into his mouth. Moutardier called the captain.

Reid took off a shoe and lit another match. Moutardier saw a fuse hanging from the shoe and tried to grab it. Reid shoved her into a bulkhead. Moutardier ran to get some water and yelled for help. Cristina Jones, another flight attendant, heard Moutardier and also tried to get the shoe away from Reid; he bit her. By that time other passengers joined in, wrestled Reid to the floor, and tied him up. A doctor injected him with a sedative, and the police arrested Reid when the plane made an emergency landing at Logan International Airport in Boston.7

Late-night comics joked about Reid, the “shoe guy” who tried to light up his high-tops on a no-smoking flight. But if Moutardier and Jones had not tackled Reid (six feet four, two hundred and something pounds), Flight 63 would have been lost midway over the Atlantic without a trace. Investigators might not have any idea of what had happened for months. Following on the heels of September 11, such a disaster could have shut down air travel for weeks.

It was proof that Al Qaeda was still several steps ahead of U.S. intelligence. Several days after Reid was arrested, government authorities still believed that he was a lone ranger, possibly a copycat. Only later did they discover, partly with the help of Cullison’s computer, that Reid was an alumnus of Al Qaeda’s training camps in Afghanistan.8

The data was out there. In effect, in late 2001 Al Qaeda and the United States were in a race. The question was whether U.S. intelligence could figure out where the data was, collect it, and analyze the information before Al Qaeda could carry out its attack plan. Al Qaeda won the race.

It is impossible to talk about American national security in the first years of the twenty-first century without referring to the September 11 terrorist attacks on New York City and Washington. That is, in fact, a good place to begin to discuss the new role of information in war.

History will not portray Osama bin Laden as a mere terrorist. Rather, instructors at West Point and Annapolis will cite him as one of the first military commanders to use a new kind of combat organization in a successful operation. One of the most interesting things about the September 11 attack by Al Qaeda and the operations of U.S. military forces in Afghanistan was how the two sides used essentially the same tactics. Consider the parallels:


	Both were connected to their fighters by an encrypted, secure global communications system using a variety of modes—cellular, satellite, fiberoptic, voice, fax, and Internet.

	Both used small teams of special forces covertly deployed deep in enemy territory to assist in terminal guidance. (Of course, “terminal guidance” had a whole different meaning for the Qaeda fighters.)

	Both directed their military operation from headquarters located halfway around the world—bin Laden most likely from Tora Bora, General Tommy Franks from U.S. Central Command headquarters in Tampa, Florida.

	Both used large fuel-air bombs to level high-profile targets and command centers—BLU-82 “daisy cutters” carrying 12,600 pounds of explosive slurry in the case of the United States, airliners carrying 10,000 pounds of jet fuel in the case of Al Qaeda.

	The leaders of both sides, when facing direct attack, took refuge in underground shelters, as this was the only kind of base that could survive such an assault.

	In Afghanistan, both adversaries were foreigners relying on local allies for ground operations, and both had to compromise their strategic objectives because of that.



Further parallels exist. Both used similar psychological warfare campaigns. Bin Laden disappeared to an undisclosed location, emerging for brief television appearances to boost the morale of his fighters and seek public support from the world’s Muslim population. Likewise, Vice President Cheney had his own undisclosed location, and periodically appeared on television to assure the American public that their government was functioning as normal.

I don’t mean to suggest for a moment any kind of moral equivalency. The Taliban was a totalitarian, fundamentalist regime that killed apostates, banned music, destroyed priceless antiquities, and treated women as chattel. The United States is a raucous democracy that assimilates all cultures, protects freedom via the Constitution, tolerates both Bach and Eminem, and employs women as fighter pilots and national security advisers. There is no moral comparison.

My point is simply that technology is driving everyone, terrorist and armies alike, to the same tactics. What is more, most of the technology is commercially available, and thus, it is there for the taking. That is why some of the poorest, most backward countries in the world are able to carry out credible military operations against the richest, most advanced countries, using the same methods.

For want of a better name, call this new kind of combat organization a “fighting network”—a way of arranging soldiers for combat. It fits into the tradition of older formations, like the Greek phalanx, the French regimental fighting square, or the NATO armored column. The network has three defining features.

First, it consists of interconnected but autonomous cells. Each cell can operate for long periods independently. But each cell understands the organizations strategic objectives, so each can coordinate its actions with the others and take advantage of local opportunities as they come along.

Second, each cell is armed with extremely potent weapons that make it incredibly deadly. These can be the “conventional” weapons of mass destruction—that is, nuclear, chemical, or biological. Or they can be less conventional weapons, like Al Qaeda has used—hijacked airliners, truck bombs, or exploding dinghies. In the future they might be cheap robotic weapons, like GPS-guided drones.

And third, the cells are linked together by a secure, networked communications system for both logistics and command and control. This system can be a military system, a commercial system, or a combination of the two. Or it can use voice, e-mail, fax, or floppy disks sent by courier or commercial package express. The most important thing is that it allows anyone in the network to communicate with anyone else as required, and does not depend on a single central node.

Fighting networks can be as small as a three-man terrorist organization or as large as a joint task force. They can operate on the scale of a few city blocks or an entire hemisphere. They can use cheap, simple handheld weapons or weapons that cost hundreds of millions of dollars. Their essential feature lies in how they use information technology and how they operate.

Network warfare looks a lot like guerrilla war with incredibly powerful weapons. Or like special forces operating on a global scale. But no matter what you want to call it, what bin Laden accomplished was truly a new, significant step. By using this new approach, the poorest, least powerful country in the world was able to team with a terrorist organization to carry out the most successful military strike ever against the richest, most powerful country in the world—from the other side of the globe.

Consider the effects of the September 11 strike. Al Qaeda killed 3,025 people, representing the greatest loss of life resulting from an attack on the United States in a single day. By comparison, Japan killed 2,403 Americans in its raid on Pearl Harbor, and 2,100 Union soldiers were killed by the attacking Confederate force at the Battle of Antietam during the Civil War (the Confederates themselves lost 1,550 lives).9 As for the material damage, projected insurance payouts in New York City alone ranged up to $70 billion. The economic cost to the city was estimated at $83 billion in lost output and the disappearance of 52,000 jobs. Repairs to the Pentagon cost $800 million.

At a broader level, the American economy, already stalling, was knocked further into recession. Washington’s political agenda was turned upside down as issues like balanced budgets, Social Security lockboxes, and tax cuts were replaced by homeland defense and bailouts for the airlines (provided $15 billion in assistance). A national medical survey reported that 44 percent of Americans demonstrated a “substantial” stress-related reaction during the five-day period following the attack.10

Call it immoral, insane, or plain evil, but the September 11 strike was military genius. What is more, this was not a single isolated attack. It was just one operation in a well-organized campaign that stretched over several years. The first World Trade Center bombing in 1993 killed seven people and nearly collapsed the towers. The August 1998 embassy bombings in Kenya and Tanzania killed 224 people. In October 2000 Afghanistan came close to becoming the first naval power to sink a U.S. warship since World War II—the U.S.S. Cole, an 8,200-ton destroyer Al Qaeda bombed in the Yemeni port of Aden.

As we have seen, the United States and Al Qaeda took the same approach to war. That is because many groups can now compete at the same level as many nation-states, and everyone is adopting similar methods, because that is what works. Ever since the Gulf War, anyone who wanted to challenge the United States knew that they needed a new military option. Desert Storm proved that no one can match U.S. forces in a traditional kind of war. The September 11 attacks show that they have found that new option.

The basic concept of how to fight a war has not changed much since Cyrus of Persia created the first organized army about 2,500 years ago. Sometime around 600 B.C. Cyrus organized his warriors into divisions of 10,000 men. Each division was subdivided into battalions, which were in turn divided into companies. It was the first time in recorded history that a central government controlled an army through an orderly, hierarchical chain of command. Lower-ranking officers commanded smaller units, and followed instructions from higher-ranking officers commanding larger units. It was an organization based on the communications of the day: spoken words (or, in the heat of battle, shouted commands).

About two centuries later the Romans added the idea of using professional soldiers instead of citizens and slaves. Roman legions trained full-time and operated from fortified bases. Governments controlling territory had an advantage over nomadic groups or religious movements in preparing for war because they could organize and run an army more efficiently. They could also build defenses around the territory they controlled.

Most armies have been organized more or less the same way ever since, and their basic approach to warfare has not changed much, either. Armies attack an opponent by assembling in formation, and then moving forward on a linear front, mowing down and killing whatever happens to be in front of them. That was the reason for the training and hierarchical command—to enable an army of many men to move as a single unit so soldiers could concentrate their firepower and protect each other.

This approach changed hardly at all for many centuries. In fact, a Roman legionnaire who fought Hannibal’s Carthaginian army at Zama in 202 B.C. would probably have felt pretty much at home with a French knight who fought the British at Agincourt in 1415. After the Renaissance introduced gunpowder and the Industrial Revolution introduced mechanization, armies grew larger, faster, and more deadly. But these changes were evolutionary, not revolutionary. Armies still operated as hierarchical, centrally controlled organizations.

The Information Revolution is changing this. Satellite links, fiber-optics, and digital, networked communications make it possible to deliver information almost anywhere immediately. Cheap computers can process even complex data. Everyone in an army can share the same picture of the battlefield (at least in principle), and they do not depend on a central node for all their information.

Now a unit operating alone can size up the situation on the battlefield, take advantage of local opportunities, and coordinate with other units directly. Each unit depends less on its superiors to direct it through every step of a war plan. All of this makes it possible to organize an army as a flexible network of forces, rather than a fixed, rigid hierarchy.

Once you reduce the need for hierarchical command and control, there is also less need to physically arrange armies as hierarchies. This offers opportunities for new tactics. Before, a unit that found itself surrounded behind enemy lines was doomed. Today such a unit may be in the best position to attack its target at its weakest point. Now armies have an incentive to pre-deploy invisibly—even in the midst of enemy territory—exactly as Al Qaeda and U.S. special operations forces did.

The defensive game has also changed. It used to be that the best way to defend yourself was by taking shelter in a fortress. When marching into battle, troops would protect each other by gathering into formation, like the Romans did. Now weapons are so accurate and potent that it is hard to protect any conventional fixed facility, and massing forces merely offers your opponent a better target.

Today dispersion, covertness, and stealth—essentially, information armor—are the only effective protection. What you cannot hide or disperse, you need to bury—which is why so many governments (Russia, Iraq, North Korea, Cuba, Taiwan, Libya, and the United States, just to name a few) have all dug deep, carving out shelters for the leadership and for secret military bases. One report estimates military organizations have built 10,000 underground shelters worldwide.11

This was how bin Laden went into combat on September 11. By using computers, satellite communications, and the Internet, Al Qaeda pre-deployed its strike force in America and Canada. Bin Laden controlled the force from halfway around the world; the day before the attack, bin Laden’s lieutenants discussed the “big attack” they were about to launch (U.S. intelligence intercepted the messages, but was unable to process them until it was too late). On the day of the attack, Mohamed Atta, the leader of the hijackers, called Ramzi Binalshibh, the planner of the strike, who had fled back to Pakistan. Atta told him, “Two sticks, a dash and a cake with a stick down,” a code for “9-11,” indicating he was executing the plan, and when.12

Each cell in this network could coordinate its action with others, even up to the last minute. While waiting on the tarmac at Boston’s Logan International Airport, Atta, on American Airlines Flight 11, used his cell phone to make a call to Marwan al-Shehhi, the leader of the team on United Flight 175. Atta was probably sending al-Shehhi a final “go” signal. At about the same time, back in Afghanistan, the Taliban scattered their small number of jet fighters and tanks into the countryside.13

In other words, Al Qaeda and the Taliban were coordinating military operations on a global scale. We might have expected this mastery of networked military action to emerge in our era. Corporations are using telecommuting. Researchers use “virtual teams.” Why not the same approaches for an army? Indeed, as we shall see, the Defense Department has been moving in the direction of network warfare for years—we just did not expect to be on the receiving end so soon.

Information technology was the most important feature of the war between the United States and Al Qaeda. Communications networks held both armies together. Communications networks defined the battlefield. Al Qaeda won on September 11 because it had, to use military jargon, “information dominance.” It knew where its targets were and maneuvered to attack them. We did not know where Al Qaeda was until it was too late.

The lesson: Today the ability to collect, communicate, process, and protect information is the most important factor defining military power. In the past armor, firepower, and mobility defined military power, but now it often matters less how fast you can move or how much destructive force you can apply. Stealth trumps armor, precision trumps explosive force, and being able to react faster than your opponent trumps speed.

If this is true, then to defeat your opponent, you must first win the information war. You can do this by making your own information systems more capable, reliable, and secure, or by attacking your opponent’s systems so that they are less capable, less reliable, and less secure.

Today the threat that worries people most is terrorism. But the line between different forms of armed conflict is blurring. National armies are planning to use many of the same methods as terrorist organizations. Both organize their forces in similar fashions. Both rely heavily on information technology and on secrecy.

Indeed, as their technology and tactics converge, morality and a willingness to comply with the rules of war might become the only difference between terrorist groups and legitimate armies. Governments have an interest in preserving the current international order and thus play by the rules. Terrorists, by definition, want to overturn the existing order. They therefore not only break the rules; they will try to drag down their opponents by forcing them to do the same.

Nonetheless, anyone who uses lethal force today is being driven to similar tactics, because that is what works. The technology is so widely available that all countries will likely use network warfare in some form. The tactics are scalable; the cell in a fighting network can be paramilitary terrorists, special operations forces, or high-tech, mobile forces. They can even be robotic.

Armies will develop these capabilities, find allies who have them, or subcontract for them. Any organization with a global presence and experience in violence could be the next Al Qaeda. It could be an ambitious criminal ring such as the Italian, Russian, Japanese, and Chinese mafias. Or it could be a paramilitary organization affiliated with political parties or movements, such as Hezbollah, Hamas, or the “Real IRA.” Narcotics traffickers such as Fuerzas Armadas Revolucionarios de Colombia (FARC) have many of the skills and resources, as do some cults (e.g., Japan’s Aum Shinrikyo) and some militant environmentalist and antiglobalization extremists (e.g., the Earth Liberation Front).

Osama bin Laden was a pioneer, and the September 11 strike was a demonstration. The basic ingredients for creating such a lethal network or combat organization are widely available. Many organizations have the global presence and skills required. They will learn the lesson and adopt similar tactics. The threat is not just Al Qaeda fundamentalism, or terror. The threat is a technology combined with an idea. Lethal networks are here to stay.






Chapter 3 “THEY ARE ALREADY AMONG US”


To understand modern warfare, you need to begin, of all places, in Budapest.

There is a joke that you are bound to hear if you spend any time hanging around physicists of a certain age. According to the story, Enrico Fermi posed a question to his fellow Manhattan Project scientists. If, asked Fermi, extraterrestrials with advanced intelligence really exist, why haven’t we observed them on earth? Leo Szilard supposedly offered the answer, and the punch line: “They are already among us… they are called Hungarians.”

Much of the twentieth century’s brainpower was born within Hungary: John von Neumann, inventor of both quantum mechanics and the computer program; atomic scientists Edward Teller, Eugene Wigner, Leo Szilard, and Isidor Rabi; Elie Wiesel, humanitarian and recipient of the Nobel Peace Prize; Andy Grove, one of the founders of Intel Corporation. All were Hungarians. Or, more precisely, ex-Hungarians. Budapest may resemble a fairyland. Its onion-domed churches and hot-spring fountains may seem enchanting. But the city has always had a dark side. Hungary is at the crossroads of Europe, another way of saying that it has been on the invasion routes connecting Germany, Russia, and Turkey.

Things got especially chaotic in Hungary after World War I, when the Allies carved up the Austro-Hungarian Empire, and got even worse after the Fascists and Communists began to compete for control. Eventually the Fascists won out, and Hungary sided with Nazi Germany during World War II. As a result, the U.S. Fifteenth Air Force flattened Budapest, and the Red Army pillaged what remained. The combination of a cosmopolitan society, a devotion to education, and a penchant for war and riot has made Hungary a leading exporter of human genius.

Among those fleeing all the chaos were Edward and Irene Rona, who sent their son Thomas and his older brother George to the more tranquil environs of Paris soon after Tom was born in 1923. Tom grew up a Parisian, taking his finals in engineering at the École Polytechnique on V-E Day. After a brief detour with the French engineering corps building bridges in Cameroon (partly to dodge an irate father and a shotgun marriage), Rona returned to Paris and met Monique Noel, a bank clerk. Tom and Monique soon married.

Tom and Monique began moving farther and farther west to escape the chaos and constraints of the Old World—first to Montreal, then to a junior faculty position for Tom at the Massachusetts Institute of Technology. By that time he and Monique had three sons and a daughter. An assistant professor at MIT earned an annual salary of $2,400, so money was tight. Tom heard about an opening for a staff scientist at Boeing. He and Monique flipped a coin. Boeing won, and they piled the four kids in the car and began the drive to Seattle. Tom reported to work, and Monique got a job at the University of Washington.

It’s hard to tell if Rona ever actually used his engineering degree at Boeing, at least in the sense that he never designed a bomber or missile. Officially he was a senior scientist. Defense contractors like Boeing charge the government an extra fee beyond the basic materials and labor it takes to build a B-52 or an air-launched cruise missile. This money goes into an account for preparing bids and proposals (B&P, in defense contractor jargon), which Boeing used to pay for most of Rona’s salary.

The idea was that Rona would develop new ideas for using military hardware—hopefully, new Boeing hardware. In any case, Rona effectively had a license to look at any technology or topic that seemed interesting and was a potential market for Boeing. It was almost as good as being a professor at a major university, if not better.

People were still trying to assimilate the lessons of World War II when Rona arrived at Boeing. The war was just ten years past, and everyone was still trying to figure out the legacy of what Winston Churchill called the “wizard war”—the contest of electronic weapons and countermeasures.

The British had learned the hard way just how complex this game could be. Electronic warfare had become a critical factor in World War II during the Battle of Britain. In 1940 émigrés who had escaped the Continent told British intelligence that the Germans had developed some kind of “beam” weapon. At first the Brits thought this might be a ray gun that could shoot down aircraft by electronically frying their ignition systems; the refugees had talked about the Germans’ testing a “beam weapon that stopped cars.”

When they dug deeper into the reports, though, the Brits discovered that translators had mangled the syntax; what the émigrés really meant was that the Germans were testing a weapon that required them to stop cars—that is, stop nearby traffic to avoid radio interference. Later the British bugged the cells of some German POWs and learned that the weapon was a radio device for guiding bombers to their targets.1

The Luftwaffe had developed a system of steerable radio beams criss-crossing Britain from stations in France and Germany. A primary beam traced a path to the target for the pilot to follow. If the pilot went off course, the beam would grow weaker, and this would trigger a buzz in his headset telling him to correct his heading. Additional beams bisected the flight path to alert the bombardier as he approached the release point. When the signal from the final crossbeam peaked, the bombardier heard a signal in his earphone and he knew he was over the target. It was like an electronic “X marks the spot.”

Eventually the British learned how to deduce the direction of the beams and thus figure out which targets to protect. Yet this breakthrough had little to do with detecting the beams themselves. The real trick was in intercepting and deciphering the communications that the Luftwaffe used to tell their radio stations where to aim their beam each night. This revealed the direction and frequency of the beams, and with this information, the British could both determine the target the Germans planned to bomb, and also track a beam back to its transmitter.

The British soon learned how to transmit their own signals on the same frequency, jamming the receivers on the aircraft or causing the bombardier’s signal to go off before his aircraft actually reached its target. Combined, all of these separate ingredients provided the components of an information warfare operation. The British learned where the Germans planned to attack, manipulated the Germans’ view of the situation, decided how to respond, and then reacted before the Germans knew what they were up to.

The British thus had the advantage, but they then had to answer the Perennial Question of Information Warfare. Even Indians faced the Perennial Question when they first discovered a rival tribe using smoke signals. It still confounds information warriors even today: Deny, deceive, destroy, or exploit? Do you transmit your own smoke signals to interfere with his? Do you send bogus signals to confuse your adversary so that he is easier to kill? Do you find the enemy sending the message and kill him? Or do you quietly watch the signals so you know where your adversary plans to be, head him off, and kill him then?

If the Brits jammed the beams or destroyed the radio stations, they might have eliminated the beam system temporarily. The Germans, however, would then have known that their guidance system was successful, or at least successful enough that the British believed they needed to neutralize it. Some German program manager would likely have used this fact to justify a request to build new transmitters that were better hidden and transmitted on different frequencies.

On the other hand, if the British simply sent their fighters to protect the target designated in the deciphered message, some German bombers would have gotten through. Even worse, if a squadron of Spitfires or Hurricanes regularly appeared at the appointed place night after night, the Germans would have eventually figured out that the British had cracked the cipher, which was about the most valuable secret the British had at the time.

This question of how best to attack an information system once you have the advantage—and who should do it—is an old one. Even today it is good for countless interagency meetings and memoranda. The Indian tribes probably had strategy meetings to deliberate how to deal with the smoke signal threat. One warrior likely proposed killing the signal senders, leaving their rivals blind, while another argued passionately for using the information to lay an ambush for the enemy braves who were being directed by the signals.

In the end, the British did a little of each. They jammed some of the signals some of the time, just enough to confuse the Germans. They bombed some of the radio stations. They even leaked some fanciful reports claiming that they had learned how to “bend” radio beams.

The goal was to keep the Germans off balance, and the plan worked. The Germans never lost confidence in their technology and kept using the same beam navigation system. By September 1940 the British had shot down 1,400 German aircraft. German bombing became less accurate. And Ultra, the secret intelligence based on the decrypted intercepts, remained secret until 1974, when the British government itself revealed its coup.2

Even so, no one had really given much thought to how all these pieces—jamming, deception, intelligence—fit together. The really important thing was always the weapon—a gun or aircraft. Communications, tracking, and guidance were merely “support systems.”

This was all about to change, thanks to other events underway in Seattle. As far back as 1851, when the city fathers convinced Henry Yesler to build his newfangled steam-powered sawmill along the banks of the Puget Sound, Seattle had risen, and fallen, on each new wave of technology. After Bill Boeing built his first seaplane for the Navy in 1917, the new technologies driving the Seattle economy were mainly based on aerospace—first airmail, then bombers, and more recently, missiles and satellites.

In the 1960s a new technology began to drive the Seattle economy: computers. Up to then, computers were scarce and expensive, and could only run one program at a time. Then in 1957 a young mathematics graduate student named John McCarthy proposed a revolutionary idea: time-sharing, or having a single computer run several programs simultaneously. This completely changed the computer business and, by extension, Seattle.

McCarthy, who was visiting MIT on a fellowship at the time, observed that the slowest part of a computer system is always the person operating it. We work at human speed; the computer works at electronic speed. The computer requires just milliseconds to run a typical calculation. McCarthy, later a distinguished professor in computer science at Stanford, realized that if you can collect computer jobs from many users, the computer can electronically rack-and-stack the jobs as they arrive, perform the operations as capacity becomes available, and thus run more or less continuously.3

A Teletype—a typewriter that transmits a different electronic signal for each character in the alphabet—made it possible to do all this from miles away. The basic idea for the Teletype had been kicking around since 1909, but it was not until 1931 that the Bell System had introduced it into commercial telegraph service. It was a major improvement at the time, because it eliminated the need for telegraph operators to learn Morse code; now they could just type a message. By 1968 Bell Lab engineers had adapted Teletypes to send and receive data from time-sharing computers.
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