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For want of strategy an army falls, but victory comes with much planning.
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INTRODUCTION

A team of agents under the command of the Mossad, Israel’s famed intelligence service, pulled off one of the most spectacular exploits in the entire history of espionage on the eve of January 31, 2018. After months of meticulous planning, endless hours of sophisticated electronic surveillance, and the risky infiltration of Israeli agents into Iran, the Mossad team broke into the secret warehouse where Iran’s nuclear archive, containing the full record of its efforts to become a nuclear weapons power, was kept. Working through the night, the Mossad team loaded the archive onto trucks and, avoiding the watchful eyes of the Islamic Republic’s security apparatus, smuggled it across one of Iran’s porous borders and eventually to Israel.

The heist was one of the most sensational of many Israeli operations against Iran, a country that since its Islamic Revolution of 1979 has been Israel’s most powerful and dreaded enemy. Paradoxically, Iran under its former leader, Shah Mohammad Reza Pahlavi, had for years been a rare friend of Israel in the otherwise almost entirely unfriendly Middle East. But following the revolution that deposed the Shah, the country’s new Supreme Leader, the Ayatollah Ruhollah Khomeini, declared the annihilation of what he called “the Zionist entity” to be a goal of the new Islamic state. In the mid- to late 1990s, Iran began a concerted effort to develop nuclear weapons, a move seen by Israel as an existential threat. Since then, successive Israeli governments and successive chiefs of the Mossad have made foiling Iran’s nuclear program a priority, one that has involved an array of measures—sabotage operations against its various nuclear installations, assassinations of its scientists and important personnel, diplomatic overtures to nations in the region, as well as the spectacular theft of its nuclear archive in 2018.

The 2018 operation provided vital intelligence for the Mossad in planning future strikes at the heart of Tehran’s nuclear program. In addition, there were its diplomatic consequences, which went well beyond the collection of new information. The revelation of the archive’s contents showed that Iran had been lying for years to the international community about its nuclear program, falsely claiming that it was only for civilian use. This disclosure led the International Atomic Energy Agency, the Vienna-based U.N. group charged with inspecting and reporting on Iran’s nuclear program, to step up its demands for its inspectors to have greater access to Iranian facilities. Most important perhaps, it gave then president Donald Trump, informed by a delighted Israeli prime minister Benjamin Netanyahu of the information derived from the archive, the justification he needed to withdraw from the nuclear accords with Iran signed by the Barack Obama administration in 2015. According to that deal, Iran agreed to stop its nuclear development and the U.S. agreed to drop economic sanctions it had placed on the regime.

This book tells what until now has been a secret story—the decades-long effort led by the Mossad, Israel’s intelligence agency, to prevent Iran from becoming a nuclear power. It will start with a daring theft of the entire record of Iran’s nuclear weapons program, carried out in Tehran in 2018 under the very noses of Iran’s security services, a remarkable exploit that exposed Iranian cheating for the entire world to see. The story will then flash back to the beginnings of Iran’s concerted effort to make a nuclear bomb and to the multifaceted actions taken by Israel to stymie that effort. Along the way, we’ll tell the full and closely related story of the Abraham Accords, the landmark set of agreements signed in 2020 by which Israel established diplomatic relations with several Muslim countries, forming a new alliance aimed at combating the Iranian threat. The Accords have continued to reap new fruit even as Saudi Arabia appears to be enhancing its dialogue with both Israel and Iran.

It is a story of espionage, sabotage, assassinations, and secret diplomacy every bit as exciting as such television thrillers as Homeland, Fauda, and The Black List. But this is not a work of fiction. It is the true story of the Mossad, formally the Institute for Intelligence and Special Operations, and its behind-the-scenes programs. It is based on numerous sources available to the two of us, Yonah Jeremy Bob and Ilan Evyatar, investigative reporters who have covered national security issues in Israel and the country’s relations with its neighbors for many years. We had extensive access to Yossi Cohen, the head of the Mossad from 2016 to 2021, who planned and directed many of the operations that are the focus of this book, including much of the secret diplomacy that led to the Abraham Accords. We also had access to former Mossad directors Meir Dagan and Tamir Pardo, Israeli prime ministers, to many other Israeli intelligence operatives past and present, as well as to many American officials from the administrations of Donald Trump and Joe Biden who played key roles in the story.

The events recounted in Target Tehran were truly historic in their scope and impact, and the book provides the fullest and most richly detailed account of those events available in any other reporting. With Cohen at the center of the narrative, it describes the hybrid operations by which the Mossad waged its anti-Iranian war, including targeted assassinations of Iranian nuclear scientists, infiltrations into Iranian territory, the use of cutting-edge technologies, cyberattacks and drones to sabotage Iran’s nuclear sites, as well as cooperation with the United States in the killing of Iranian military commanders.

The narrative also keeps the bigger picture in view, a picture involving not only Israel’s goal of stopping Iran from getting nuclear weapons, but also the broader mission of preventing it from providing sophisticated weaponry to other countries and groups in the region. These include militias in Syria, Iraq, and Yemen as well as Hezbollah in Lebanon and Hamas and Islamic Jihad in Gaza, the Iranian-supported proxies who share Tehran’s ultimate, oft stated goal of annihilating the Jewish state. Part of that bigger picture from Israel’s point of view has always been its effort to win over other countries in the region and across the world to its side in its confrontation with Iran, and especially to maintain and nurture a special relationship with the United States, a relationship that at times was strained by differences over how best to deal with the Iranian nuclear challenge. This was especially true during the Obama administration and is true now with the new Netanyahu government which has attracted negative global attention for attempts to overhaul the Israeli judiciary and includes a cast of ministers making provocative statements on Palestinian issues.

The account includes the Iranian side of the ongoing war, in particular how Iran’s rulers advanced their goal of building their nuclear technology and how they responded to Israel’s deadly efforts to set that goal back. The book describes Iran’s reactions and tactics, its factional disputes, the operations of its tentacular security services, and the methods it used to hit back against Israel, including terrorist attacks on Israeli targets, cyber strikes, and the use of its proxies. The Iranian strategy has been to surround Israel with a “ring of fire”; Israel’s goal has been to prevent that ring from closing around it. Iran arms Hezbollah with precision-guided missiles. In retaliation, the Israeli Air Force carries out strikes against Iranian shipments of missiles in Lebanon, Syria, and sometimes western Iraq.

Target Tehran focuses on the Mossad and Iran, but there is a backstory to Israel’s efforts to defend itself against nuclear threats in the hands of its enemies. That story begins on June 7, 1981, when two quartets of Israeli F-16A fighter-bombers left the Etzion Air Base in the Sinai Peninsula, then occupied by Israel, on their way to strike and destroy the Osirak nuclear reactor southeast of Baghdad, Iraq.

In a statement the following day, the Israeli government enunciated the policy that it has followed ever since when it has faced what it deems to be a nuclear threat. Israel, the statement read, had been persuaded by “sources of unquestioned reliability,” that the Osirak reactor was intended, despite statements to the contrary, for the production of atomic bombs. The “goal for these bombs was Israel,” the statement continued, and then concluded with this warning:


On no account shall we permit an enemy to develop weapons of mass destruction against the people of Israel. We shall defend the citizens of Israel in good time and with all the means at our disposal.



In an interview a few days later, Israeli prime minister Menachem Begin said, “This attack will be a precedent for every future government in Israel… every future Israeli prime minister will act, in similar circumstances, in the same way.”

And so was born what came to be known as the Begin Doctrine, which has ever since guided Israel’s policy on weapons of mass destruction in the hands of enemy states. It was tested once more in 2007 when Israeli jets bombed and destroyed a North Korean–built, Iranian-financed nuclear reactor in Deir a-Zor, Syria.

But while the doctrine is certainly Israeli, Israel’s actions against other countries’ nuclear installations is neither unique nor unprecedented. In the Second World War, British Special Forces and Norwegian resistance fighters conducted ground raids against a heavy water plant operated in Norway by Nazi Germany as part of a potential nuclear weapons program. The same installation was also bombed on at least two occasions by the American air force. In early 1945, American bombers targeted a Japanese nuclear weapons research facility. In 1964, during the administration of Lyndon Johnson, the U.S. considered both covert action and bombing attacks against China to prevent it from becoming a nuclear power, though the Americans eventually resigned themselves to the People’s Republic obtaining atomic weapons and no attack was carried out. Iraq and Iran bombed each other’s nuclear research facilities during the eight-year war between the two countries.

No country, however, has undertaken as sustained an effort as Israel, an effort that has focused almost entirely on Iran for the past twenty years and has been the Mossad’s most important preoccupation. So far Israel’s reported actions have delayed an Iranian breakout to an actual atomic bomb, but if Israel obtains intelligence to the effect that Iran is about to produce such a weapon, the Begin Doctrine will surely be invoked again, and Israel could well launch a massive military raid against the Islamic Republic, no matter the cost.

While Israel has been outspoken about Iran’s nuclear program, it has maintained a policy of ambiguity about its own nuclear capabilities. It has never denied or admitted possessing nuclear weapons, saying only that it will not be the first to introduce them into the Middle East. Nevertheless, it has refused to sign the Treaty on the Non-Proliferation of Nuclear Weapons, to which Iran is a signatory, and it has also opposed efforts to create a WMD Free Zone in the Middle East. It has faced sustained criticism on this issue from the U.N., including in a General Assembly vote in October 2022.

Estimates of Israel’s nuclear arsenal range from eighty to two hundred weapons that it can reportedly deliver via various land, air, and sea-based systems, including submarine-launched cruise missiles that give it a second-strike capability.

Because Israel lacks any significant landmass, nuclear weapons, according to foreign sources, are considered the centerpiece of its strategic deterrence, since it signals to adversaries that it would be willing to cross the nuclear threshold in the event of an existential threat. This policy has been called the Samson Option after the biblical figure who killed himself and thousands of Israel’s enemies by bringing down the pillars of the Gazan temple where he was held captive.

According to foreign sources, the country’s nuclear program was begun in the late 1950s at the instigation of Prime Minister David Ben-Gurion, who believed Israel needed an insurance policy in the event of a disastrous military setback. Israel managed to complete its program around 1967 with French assistance, despite the opposition at that time of the United States.

Some observers, including some Israelis, argue that Israel’s war against Iran is both counterproductive and, in the end, bound to fail. They posit that if a tiny country like Israel could develop a nuclear weapon despite the opposition of the U.S., then an enormous country like Iran, with a population of over 80 million, will surely be able to do so as well. Others express the view that even if Israel’s nuclear program deters potential invaders, paradoxically it also gives an incentive to countries like Iran to develop nuclear weapons of their own.

The Israeli counter to these arguments has been a diplomatic initiative, in which Cohen as head of the Mossad played a key role. It has been to build on a fear of Iran shared by Israel and several Arab countries to refigure the entire Middle Eastern balance of power. The crowning achievement of this long, painstaking effort was the highly publicized Abraham Accords signed at the end of the Trump presidency, and which the Biden administration supports and is trying to expand. Through the Accords, Israel established diplomatic relations with countries that had blacklisted it, first with the United Arab Emirates, then with Bahrain and Morocco, and finally with Sudan, a country that had been close to Iran and unremittingly hostile to Israel. Ties have also been built up with the most important of the Gulf states, Saudi Arabia, although it has not gotten to the point of formal relations with Israel. Even as they dialogue with Iran, the Saudis continue to be motivated by the same fear of radical Shiite Iran and its allies that motivated the signatories to the Accords.

But while the Abraham Accords are hardly secret, much of the story of the Mossad’s role in how they were achieved has not been told. It was the fear of a nuclear-armed Iran that led the Arab states to stop insisting that Israel solve the Palestinian problem as a condition of normal relations. That alone is a major shift, though the absence of peace with the Palestinians creates many other issues not covered in depth in this book. In addition, the moderate Arab countries have come to see Israel as key to their economic vision for the future—a future in which technology eventually will replace oil as the most important ingredient for success. The key, and perhaps surprising, role that Cohen and the Mossad played in this set of remarkable changes is recounted in Target Tehran. It involved traditional intelligence gathering and analysis combined with ongoing secret contacts arranged by the Mossad and involving many clandestine trips and meetings carried out by Cohen himself.

The book describes all of the elements, large and small, open and secret, audacious and routine, by which Israel has dealt with a situation faced by only a very small number of other countries in today’s world: the determination of a much larger nearby country to destroy it. It provides the fullest account to date of the covert operations carried out by the Mossad, the analysis behind them, and the means used. The account here does not shy away from hard and profound questions about all of this, particularly whether the Mossad’s tactical successes have achieved a strategic victory, or whether, at least at times, they’ve led to strategic setbacks. The idea is to recount the Mossad’s exploits in all of their riveting detail, but also to reveal both the moral and the practical uncertainties that surround the clandestine operations of countries at war.






Chapter 1 THE HEIST


ON THE NIGHT OF JANUARY 31, 2018, the spies, the analysts, the technicians, and the operations chiefs of the Mossad, the State of Israel’s fabled intelligence arm, were gathered inside the agency’s state-of-the-art situation room on the outskirts of Tel Aviv to oversee an operation that they all knew could turn out to be momentous for their country—or, if things went awry, disastrous. Yossi Cohen, the dapper chief of the agency, dressed in his usual crisply ironed white shirt, sat at a desk, keeping his eye on the time, while the whole room was in a state of tense expectation, waiting for him to give the order for one of the Mossad’s most audacious operations to begin. On the surrounding walls, an array of plasma screens glimmered, as if waiting for the satellite video feed of the operation to appear on them, providing a real-time view of what was taking place on the ground hundreds of miles away. Cohen and dozens of Mossad agents had been working for days, almost without sleep. The moment had arrived.

At exactly 10:31 p.m., Cohen said, “Execute,” carefully enunciating each of the syllables of the command, which set in motion a Mossad team poised for action in Iran, specifically in the Shirobad industrial neighborhood on the southern outskirts of Iran’s capital, Tehran. Shirobad wasn’t the kind of place you would imagine as the scene of a spy drama with international consequences. It was just a drab zone of corrugated-iron-roofed warehouses stretching as far as the eye could see. But on that night, two dozen selected Mossad operatives—most likely a mix of Israeli agents and Iranians opposed to the Islamic Republic’s theocratic regime—were propelled into a swift, well-rehearsed motion. While Cohen watched the clock back in Israel, they broke into one of the warehouses, used high-temperature blow torches to penetrate a series of steel vaults, and began to remove files, physical and electronic, that contained the entire record of Iran’s strenuous effort to become a nuclear-armed power going back to its beginnings nearly thirty years before.

Cohen watched the clock because time was of the essence. The team in Iran had exactly six and a half hours to find the vast amount of material they needed, load it onto trucks, and make their escape, or they would be discovered, and the mission, with all its months of meticulous planning—data analysis, risky intelligence gathering by agents infiltrated into Iran, and more—would come to naught, and two dozen lives could be lost to the tender mercies of Iranian justice.

It was a long night stretching into morning, but as the Mossad’s top people watched on their screens in Israel, the team in Shirobad walked out of the warehouse with half a ton of hard files and compact discs—perhaps the largest physical heist of intelligence materials from an enemy capital in the history of espionage. Within hours, they were racing toward Iran’s border, their movements camouflaged by empty trucks, decoys being driven on fake routes in several fake directions. Back in the situation room outside Tel Aviv, a sense of triumph mingled with a sense of relief. All that planning, money spent, and months of surveillance were paying off.

Back in Tehran, Supreme Leader Ayatollah Ali Khamenei and Mohsen Fakhrizadeh, who had served for decades as his nuclear weapons chief, hadn’t a clue about what was going on in Shirobad, where they had secretly moved the archive precisely to keep it out of the hands of the Zionist enemy, the U.S., and the IAEA.



The Mossad’s decision to go after Iran’s nuclear archives had been made two years earlier, in January 2016. Cohen, newly appointed as the Mossad’s chief, was summoned to the office of Prime Minister Benjamin Netanyahu, in the glass-paned inner sanctum known as the “aquarium” on one of the lower floors of a drab 1950s-era building in Jerusalem. The setting was not new to Cohen. He had been the prime minister’s national security adviser since 2013. But now things were different. He was no longer just an adviser. He was now running one of the world’s most powerful intelligence agencies.

“We need not only to convince the world that Iran lied about its nuclear weapons program—we need to show the world,” Netanyahu told Cohen. The Mossad director understood exactly what his prime minister meant. The year before, in 2015, the United States and five other major world powers had, after a long and difficult negotiation, signed what its proponents believed to be a historic agreement with Iran by which Tehran agreed to limit its efforts to enrich uranium and give up its efforts to make a nuclear bomb, in exchange for a relaxation of the sanctions that had been imposed on the country by the U.N., led by the Europeans and the U.S.

Netanyahu, whether rightly or wrongly, thought the deal was a disaster. Among other things, he objected to an expiration date that was built into the agreement, such that in just ten years, some of the restrictions on Iran’s nuclear enrichment program would be relaxed and they would end entirely by 2030, just fifteen years later, after which Iran would be legally entitled to fully resume its nuclear development program. Aside from that specific issue, Netanyahu simply didn’t trust the Iranians to live up to their obligations. In addition to that, the signing of the deal had an immediate, very undesirable practical consequence for Israel. Its nonstop, aggressive, no-holds-barred program of sabotage, assassinations, and cyberattacks that it had been conducting against Iran’s nuclear program for years would have to be severely toned down, or risk angering the country’s indispensable ally, the United States. For all those reasons, Netanyahu and Cohen wanted evidence that would undermine the agreement and enable them to resume covert actions. That’s why they wanted the archive. They believed it would demonstrate beyond any doubt that Iran had lied outrageously in the past about its nuclear activities—saying, for example, that they were only for civilian uses while concealing the military dimension from U.N. inspectors—and couldn’t be trusted not to lie in the future.

Immediately after the meeting with Netanyahu, Cohen met with his top spymasters to begin planning to steal the archive. Among them was his deputy, Ehud Lavi, who had previously led the Mossad’s Caesarea unit, which operates agents in enemy territory and runs a squad known as Kidon that carries out targeted killings. Also involved were David “Dadi” Barnea, a graduate of the Israel Defense Forces’ elite special forces’ General Staff Reconnaissance Regiment, Sayeret Matkal, and head of the Tzomet division, which recruits and handles sources; and Dr. Eyal Hulata, a PhD physicist who was head of the Mossad’s technology division.

Following these meetings, Cohen returned to Netanyahu to present the plan to infiltrate a Mossad team into Iran and to steal the archive.

“Do they have a copy?” Netanyahu asked. The question had to do with the risk of the operation versus the benefit. If there was no electronic backup, Israel would both expose Iran’s lies and deprive it of documents critical to its nuclear program, a double win, and therefore more justification for the risk.

“I don’t know,” Cohen replied, “but they are so sure that nobody knows about this archive that they may not have made a copy.”

“You think they didn’t put all this information on computerized files?” the prime minister continued.

Cohen responded, “Not if they believed that we could get at such computer files [using hacking capabilities]. Maybe they thought that hiding [only] the original paper files is the best defense.”

The prime minister was pleased with what he heard.

He approved the mission.

The Mossad usually appoints a project manager for each special operation, but Cohen decided the archive project was so important that he would manage the operation personally. He ordered his analysts to redouble their efforts to find the location of the archives. “Just make sure you bring that material home,” Cohen told them.

Every resource was mobilized for the effort, including military intelligence, which operates one of the world’s largest listening stations. Iran is a big country, larger than France, Spain, and Germany together, and its nuclear installations are spread over numerous distant locations. “It would be easier to find a needle in a haystack,” a former Mossad source said. “At least there you know where to start looking.”

But the truth is that the Mossad wasn’t really searching from scratch. The agency and allied intelligence agencies had penetrated deep into the Iranian establishment. Numerous Iranian agents had been recruited, including “Nasiri,” the top deputy to Iran’s nuclear chief, and many others. These resources had enabled the Mossad to acquire recordings from the highest echelons of the Iranian government; it had also hacked into the Islamic Republic’s communications and computer networks. Starting in the early 2000s, the Mossad together with Military Intelligence had perfected a synthesis of human spying and signals intelligence, which they called HUGINT. One of the architects of this synthesis was Cohen, who had been given the Iran file from the then Mossad director Meir Dagan in 2004.

Mossad’s penetration of Iran was so deep that Iran’s former intelligence minister Ali Yunesi warned: “The Mossad’s influence in many parts of the country is so vast that every member of the Iranian leadership should be worried for their lives.”

Cohen’s immediate predecessor, Tamir Pardo, told us that while he was aware of the existence of the archives, he did not know where they were when he left office in January 2016. By a month or so later, the Mossad’s agents had discovered their location.

Meanwhile, there was another issue that Israel and the Mossad needed to take into account: the Israelis were well aware that the Obama administration had been the prime mover behind the 2015 nuclear deal, which it had defended against fierce criticism both in the U.S. and Israel. Given that, Israel had to ask how the administration and President Obama himself would react to an operation aimed at discrediting what the Americans had fought so hard to obtain. Though close allies who shared intelligence about terrorist threats, the U.S. and Israel were already at loggerheads over other issues, especially the continuing Israeli settlement of the disputed West Bank and the failure of Netanyahu to make progress in talks with the Palestinians. The Israelis didn’t want to add another area of disagreement to the list.

Indeed, for Obama, the issue was personal and had been made all the more so when Netanyahu addressed a joint session of Congress a few months before the nuclear accords—formally known as the Joint Comprehensive Plan of Action (JCPOA)—were signed. Without coordinating his address with the White House, Netanyahu lambasted the agreement as a “very bad deal.” The speech further exacerbated the bad blood between the two leaders. Many Israelis also felt that Netanyahu’s unprecedented move was likely to cause long-term damage between Israel and portions of the Democratic Party.

Even at this writing in April 2023, after extensive efforts by the Biden administration to return to the 2015 nuclear deal (from which President Trump withdrew), it is an open question whether the Netanyahu-Cohen Iran gambles paid off. But brilliant or foolhardy, the daring scheme Cohen and Netanyahu hatched in 2016 was an astonishing covert achievement that decisively altered both the balance of forces in the Middle East and U.S. policy.



Whatever worries Cohen and Netanyahu might have had about the possible opposition by the Obama administration, preparations for the nuclear archive theft continued, secretly. The U.S. was kept out of the loop. Then, everything changed in November 2016 when, contrary to almost everybody’s expectations, Donald Trump beat Hillary Clinton in the American presidential election. Many in the U.S. and around the world were alarmed and horrified by Trump’s isolationist “America First” rhetoric and his hostility toward traditional U.S. allies in Europe. But Trump had campaigned against the nuclear accord. Whatever Israelis thought of Trump himself, the majority of Israelis from the political right to even the vast majority of the political left were thrilled that he would take a tougher tone with the Iranian regime. And not only them. The Sunni Arab states in the region, also rivals of Iran, were happy to have an American president ready to take their side in the conflict.

Israel’s military intelligence chief from 2018 to 2021, Tamir Hayman, has told us that the Sunni Arab states are even more terrified of Iran than Israel is because, sitting just across the Persian Gulf, they basically border it, which Israel does not. Analysts and academics consider the sectarian rivalry between Persian Shiite Iran and the Arab Sunni Gulf states as deeper than that between Israel and the Islamic Republic. “The conflict today between Israel and Iran is in many ways ‘artificial’ and would end with the collapse of the clerical regime in Iran,” one senior Mossad source told us. That, he said, would not be the case with the antagonisms between Shiites and Sunnis, which have existed for most of the history of Islam.

Netanyahu and Trump had known each other before, but their first official meeting as heads of state took place on January 22, 2017, only two days after Trump was sworn into office. The conversation was warm. Iran topped the agenda. The two made it clear to their respective intelligence chiefs—Cohen and CIA director Mike Pompeo—that they wanted unparalleled intelligence sharing between the two countries. They also agreed to coordinate operations against Iran.

In February, Pompeo met Cohen at the King David Hotel in Jerusalem with his wife, Susan, and at some point also visited Mossad headquarters outside of Tel Aviv. His first words to Cohen, with whom he had instant chemistry, were “you’re even better looking than in our surveillance photos of you.” (Multiple American officials have jokingly warned spouses not to be overly taken with the dapper Mossad director.) When Cohen introduced Pompeo to the Mossad’s Iran team, Pompeo said that Cohen threatened to fire anyone who did not rapidly work well and share intelligence with Pompeo’s CIA people.

A few weeks later, Cohen visited Pompeo at “the Farm,” the nine-thousand-acre base in Virginia where the CIA trains its operatives in spycraft. Shortly after, Pompeo and his wife paid a reciprocal visit to Cohen at Mossad headquarters outside of Tel Aviv. From that point on, Cohen and Pompeo operated very much as a team professionally and personally. In one instance which Pompeo has revealed, he received an urgent call from Cohen, which he took on the tarmac of an airport in an unnamed European capital after going back to his plane which was equipped with “communications equipment suitable for a classified conversation with the leader of Israel’s intelligence agency.

“The voice on the other end was calm but serious: ‘Mike, we just had a team complete a very important mission, and now I’m having a bit of trouble extracting some of them. Can I get your help?’ ”

Pompeo recounted, “Whenever Yossi called, I took it. He did the same for me.… I was there to help our friends, no questions asked, no matter the risks. My people swung into action across the world. We connected with his team, and within twenty-four hours we had guided them to safe houses. Within the next two days, they were back in their home countries without the world ever knowing that one of the most significant clandestine operations ever conducted was now complete.”

The relationship between the two was so close that when Cohen retired from the Mossad in June 2021, it was Pompeo, not the serving CIA director, who attended the secret farewell ceremony, even though Pompeo had been out of government for six months and had not been CIA director since April 2018 when he was nominated secretary of state.



While planning for seizing the nuclear archive took place in Israel, in Tehran, Ayatollah Ali Khamenei was confronted by a troubling situation, also having to do with Iran’s nuclear program. Khamenei lived in the Beit Rahbar, the House of Leadership, on Palestine Street in the center of Tehran, where he followed a predictable routine. He started his workday at five with morning prayers. At the end of the day, before heading to bed, the tireless ruler of the Islamic Republic—at that point approaching his eighties—would take a stroll in the extended gardens around the residence, usually with one of 170 antique walking sticks from his collection, often to find a short stretch of peace to think through the issues of the day. Sometimes he would find some temporary relief smoking one of his favored pipes or tasting some of the caviar that he kept around in ample quantities.

Other than these indulgences, Khamenei had few comforts or riches on display in the House of Leadership compared to his counterpart Arab monarchs and other dictatorial heads of state. He was a deeply religious man who had only taken power after a public display of uncertainty about whether he deserved it or not, worried that he wasn’t qualified to be the supreme leader of the Iranian theocracy. He was selected for that honor, first by Iran’s Assembly of Leadership of Experts and then in a nationwide referendum in June and July 1989 following the death of Ayatollah Ruhollah Khomeini, the founder of the Islamic Republic. Among his first acts was an extraordinary self-effacing speech acknowledging that he had not reached the highest levels of religious scholarship expected of the Islamic Republic’s Supreme Leader. “I always considered my level too low for this highly significant and crucial post,” he said. But, he added, “They voted for me. There I tried, debated and reasoned to prevent the vote, but they voted.”

He told the Assembly initially he would only take on the role of Supreme Leader on a temporary basis, but then, perhaps belying his display of modesty, he moved carefully and meticulously in his early years to form his own new bases of power. It took him years, before he was able to rule Iran with an iron fist. There are even rumors circulating to this day that six years into his rule, Khamenei had Ahmad Khomeini, the son and right-hand man of Supreme Leader Khomeini, killed by poisoning. He was ruthless, but never rash. He believed he was a rational, stable man; certainly, his gradual ousting of religious rivals and his fostering of a succession of Iranian presidents to head the country’s secular government showed him to be patient and calculating.

The Israeli raid of some of Iran’s most closely held secrets would take priority over all his other problems. But in the weeks and months before that, Khamenei had been thinking more generally about a new challenge his country was facing. In 2015, after much deliberation, he had signed the JCPOA with the United States and five other nations—China, Russia, France, the United Kingdom, and Germany. Now, he must have been wondering if it had been a mistake to sign the nuclear deal in the first place.

When he’d done so, he’d known that there were risks. Among them was that there were only eighteen months to go in the presidential administration of Barack Obama, which had pressed hard for the JCPOA and was strongly committed to it. As a result, Khamenei knew there was a possibility that a more hard-line, anti-Iran leader could soon take power in the U.S.

And now that is exactly what happened with the election of Donald Trump. Khamenei’s worst nightmare about the deal had become reality, though he was as angry with himself about this turn of events as he was with Hassan Rouhani, Iran’s president, and its foreign minister, Mohammad Javad Zarif. Both were Western-educated moderates who had persuaded Khamenei to “drink from the poison chalice”—a phrase coined by Ayatollah Ruhollah Khomeini after he signed a peace treaty to end Iran’s eight-year war with Iraq without having achieved victory—and to sign off on the accord.

The immediate benefit, Rouhani and Zarif had argued, would be to free Iran’s sinking economy from biting economic sanctions imposed by the U.S. and Europe. Khamenei did agree, but he did so not only with misgivings of his own over the concessions his country had made, but also against the advice of his top advisers from the Islamic Revolutionary Guard Corps and, most important, from Qasem Soleimani, the powerful and influential commander of its elite Quds [Jerusalem] Force, the branch of the IRGC in charge of overseas operations and proxy forces advancing the Islamic Revolution.

But the man Khamenei relied on most to make his decision was Mohsen Fakhrizadeh, the father of Iran’s military nuclear program and Khamenei’s closest adviser. Fakhrizadeh had headed the AMAD Project, Iran’s first attempt to acquire nuclear weapons, supposedly suspended in 2003 when, having seen the United States invade Iraq on the pretext that it was in possession of weapons of mass destruction, the Iranians feared they could be next. The Mossad had maintained surveillance on Fakhrizadeh for decades and once had him in its crosshairs in an assassination attempt, only for the operation to be called off at the last minute. Fakhrizadeh had assured the Supreme Leader that all the concessions made under the JCPOA could be reversed within months or even weeks—as easy as reattaching the centrifuges Iran was putting into temporary storage. These assurances helped persuade Khamenei to side with Rouhani and Zarif and to sign the deal.

But now Iran faced an American president who harbored a deep distrust of the Iranian regime, was contemptuous of the deal struck by his predecessor, and was threatening to wreck it. For the first time since the U.S. invasion of Iraq, Khamenei felt that the full fury of America could be unleashed on his regime. At that time, Fakhrizadeh had masterminded a brilliant program of concealment and deception. At a series of secret intensive meetings over eight days in August and September 2003, Fakhrizadeh and four key lieutenants gave orders to downsize AMAD’s assets, but to preserve them at the same time. In a very real sense, it was these eight days which led to the birth of the Iranian nuclear archives which the Mossad would steal fifteen years later. But at the time, Fakhrizadeh’s plan to hide the archives played out flawlessly.

He kept significant portions of Iran’s operations frozen, but ready to be thawed out at a “safer” moment when the world would be less focused on Iran. Some operations that would have been too hard to conceal were stopped completely or were given a lower priority. Some elements of the military nuclear program were embedded into the civilian program, where their purpose could be obscured. Other parts of the program continued clandestinely at reduced levels so as to hide their footprint from the International Atomic Energy Agency (IAEA) and key intelligence agencies. In subsequent years, Fakhrizadeh continued to outwit the West, managing, for example, to conceal the major Fordow nuclear site until 2009.

In other words, Fakhrizadeh had been fooling and misdirecting the IAEA and many Western intelligence agencies for around fourteen years. When Trump was elected, Khamenei ordered that Iran’s nuclear program should go even further underground, and Fakhrizadeh played from the same playbook as before, moving, relabeling, and selectively splitting publicized items from items that remained concealed. One of the steps he took, in conjunction with Khamenei and Iranian defense minister Hossein Dehghani, was to move the archives. The 2015 nuclear accord required Iran to give the IAEA full access to the record of its past nuclear activities, but they’d managed to conceal it. They were deeply worried that these documents, which told the entire history of Iran’s nuclear program, were too exposed in their existing location and potentially accessible to IAEA inspectors and Western intelligence agents.

The defense minister and the nuclear chief selected Shirobad from a menu of potential locations, figuring that a dilapidated abandoned warehouse would stay below the radar of the Mossad and anybody else tracking the nuclear program. Fakhrizadeh oversaw which files needed to be moved, and how both the physical and electronic files should be stored. Dehghani, an Islamic radical with a long résumé of accomplishments—he had been among the hostage takers at the American embassy in Tehran in 1979 and later helped to found Hezbollah in Lebanon—provided security for the operation.

The plan was carefully crafted, such that when he took his evening strolls on the House of Leadership grounds, the security of the archive was one issue that most likely did not cross Khamenei’s mind. It was, or so he thought, safe in the inconspicuous neighborhood of Shirobad, well protected, out of danger.



Except that what Khamenei, and apparently nobody else in Iran’s leadership, knew was that the Mossad was tracking the movements of the key personnel in Iran’s nuclear program, and was able to follow the transfer of the archive to Shirobad with little difficulty.

Still, the relocation of the archive in early 2017 posed a serious problem for the Mossad. They knew where it was, but they now needed to figure out everything else. Where in the vast collection of records—much too big for it all to be hauled away—would they find the materials that would expose Iran’s past lies? How would they break into the warehouse where the archive was now kept without being noticed? How was the archive guarded? How would the Israeli team avoid detection? How would they disable the warehouse’s security alarm? And how would they manage to escape undetected?

One key element in the picture that wouldn’t change, however, was who was going to carry out the action in Iran. It was way too dangerous to try to infiltrate Israeli commandos. They would be far too conspicuous, and if they were captured they would likely be the objects of a horrible show trial and probably a public execution. Precisely because of that terrible risk, the Mossad had for years been cultivating relations with a wide range of local Iranian dissidents and minority ethnic groups. These have reportedly included the Mujahedin-e-Khalq, the People’s Mujahedin of Iran, known by its acronym MEK. The MEK was a Marxist Islamic group that participated in the 1979 Revolution that toppled the Shah and brought the ayatollahs to power, but then went into virulent opposition, accusing the new government of establishing a dictatorship. The regime responded by arresting and executing an untold number of MEK’s members.

At one point, the United States and the European Union both designated the group a terrorist organization, but nevertheless it reportedly received Special Forces training in the United States. In 2012, NBC News, quoting two senior Obama administration officials, reported that the MEK had played a role in the Mossad’s assassination of at least five Iranian nuclear scientists. According to the report, the MEK units were financed and trained by the Mossad. Contacts with the group would have been maintained by Mossad’s Tevel division. Tevel is in charge of liaising with foreign agencies and countries with which Israel has no diplomatic relations.

But first some critical information was needed, and, despite months of surveillance by the team inside Iran, the Mossad didn’t have it. Cohen and his colleagues met to talk about their options. Cohen was coming to the conclusion that an Israeli agent would have to be infiltrated into Tehran, but he was well aware of the terrible risks that that entailed, for the agent first of all, but for future operations as well. If he, or she, were caught, torture and execution would be the inevitable result, and, of course, the operation would be blown. The discussion was long and heated. But finally, they decided: the operation couldn’t go ahead with the information the Mossad had gathered to that point. An Israeli agent would have some of the technical know-how that the Mossad team in place simply didn’t possess.

Who to send? The choice that was made remains a closely guarded state secret, but the decision was made for it to be a woman, on the grounds that a female roaming a quarter containing a top secret nuclear archive might attract less attention than a man. Cohen had a candidate in mind, a female Mossad agent who spoke fluent Farsi and had an engineering degree. How she was slipped into Iran cannot be disclosed for obvious security reasons. However, she was there for several days, looking like an ordinary local. She was always accompanied by a man, sent into Iran for the sole purpose of forming a couple, since in any conservative Islamic society a woman walking around by herself would attract attention. The couple made several visits to the area of the warehouse, each time with the woman dressed slightly differently, again so as not to become an object of curiosity on the part of local people, or, more important, the security guards who were posted at the warehouse during the day. While the woman was in Tehran, Cohen and the very few aides who knew what was taking place lived in nervous anxiety, worried almost sick that the agent would be discovered. And then, they were able to breathe a sigh of relief when she and her companion returned safe and sound. They carried with them intelligence that enabled the Mossad to proceed with the rest of the operation.

Getting new intelligence wasn’t the only problem the Mossad faced. In its first years in office, despite its opposition to the nuclear pact, the Trump administration actually made a diplomatic effort to close what it regarded as the deal’s loopholes. These included: extending the nuclear limitations imposed on Iran beyond 2030, adding limits to the ballistic missile program, putting restrictions on Iran’s destabilizing adventurism in the region, and broadening the powers of IAEA inspectors to go “anytime, anywhere.” With those negotiations ongoing, it would have been awkward for Israel to get into a major flare-up with Tehran over stealing its nuclear archives, or worse, having some of its agents caught. So, the final stage of intelligence collection at the new site continued, but the operation itself was frozen, to take place at some unspecified time when the conditions permitted it.

The necessary change came in the beginning of 2018 when Trump’s position on Iran had finally evolved to being ready for a broader confrontation. A number of events led to that moment. Back in April and July 2017, pressured by his top cabinet secretaries and security advisers, Trump had certified Iran as being in compliance with the nuclear deal, a necessary formality that allowed the United States not to reimpose sanctions against Iran. But on October 13, 2017, the president, in an effort to create a paper trail for the eventual withdrawal he wanted, declined the certification formality. This did not restore the full sanctions regime on Iran, but from that point on, the drumbeat calling for withdrawal from the accord was constant and loud. CIA director Pompeo made clear the administration’s intentions in his continuing communications with Cohen. There were no signs, Pompeo said, that the Islamic Republic would agree to extend the nuclear limits beyond 2030. The ayatollahs, he continued, had not changed their basic anti-American, anti-Western, and anti-Israeli posture, and under those circumstances, Trump did not want to be seen granting Iran a pathway to a nuclear bomb with only thirteen years left before the deal expired.



Then, on the sidelines of the World Economic Forum in Davos, Switzerland, in late January, Netanyahu revealed to Trump that the Mossad was about to launch an operation in Iran that would expose the depths of its nuclear mendacity.

“Is it dangerous?” the president asked Netanyahu.

The Israeli prime minister replied, “The danger is not negligible, but the outcome justifies the risk.”

The stage was now set for the heist.

It was the culmination of more than two years of work in which hundreds of Mossad personnel—intelligence officers, decipherers, hackers, cyber experts, linguists, technology personnel across a wide range of operational disciplines—had been involved. They all worked, Cohen would later say in a rare public speech, “with resolve, determination, creativity and courage to get their hands on the truth about Iran’s military atomic plans and the depth of the lies of Iran’s leaders.”

And so, on that night in the Mossad situation room, Cohen enunciated the three fateful syllables—“Execute.” In Iran, the longest total lunar eclipse of the century was taking place, making for an unusually dark night. As it happened, a fog had fortuitously rolled into Tehran providing an additional shield for the operation. The fog was at its thickest at precisely the times the team moved in and then in the early hours of the morning when they were to make their escape.

It was cold, 24 degrees Fahrenheit. The team members wore dark thermals that kept them warm, but gave them the flexibility to move easily and quickly. They wore night vision goggles and were armed with pistols equipped with silencers in the event they met with resistance inside, or in case the operation was busted. The actual theft took place in the cramped confines of the warehouse. There, mounted on flatbed trailers that could be hauled by a truck and moved at short notice, were two shipping containers. Inside were the nuclear files stored in two rows of eight two-meter-high steel vaults facing each other with barely a meter in between them. The vaults had to be cut open and only the high-value contents removed, otherwise the haul would be too big to remove in the time the team had, and too large to fit into the trucks waiting to haul it away.

The operations team had rehearsed the heist countless times on a one-on-one model in a foreign country, whose identity is still classified. They had practiced every aspect of the operation from breaking into the warehouse to timing how long it took to cut through the vaults. In fact, the Mossad had procured the same model of Iranian-made safes used to store the nuclear archives, brought them to Israel, and then figured out the best way to break into them. And thanks in large part to the female engineer agent, as well as some other operatives whose work is still classified, they knew everything down to the last inch, including exactly where to look for the specific files they wanted. They knew where the alarms and security cameras were and how to disable them.

Exactly how the Mossad team pulled off some aspects of the break-in is still classified, but Cohen has described the theft as an Ocean’s Eleven–style operation, after the Hollywood movie in which a gang of thieves steals $163 million from a Las Vegas casino vault. In the movie, the thieves splice into an ethernet cable to substitute a fake video for the live feed the security men think they’re watching on their monitors. A similar tactic may have been used in the warehouse break-in, so that any remote surveillance would fail to detect that the warehouse had been penetrated. How did the Mossad team know exactly where everything was in the warehouse? Again, that is a closely guarded state secret, but intelligence experts surmise that the Israelis must have slipped a disk on a key, cable, or some other device on the inside to facilitate the hack. The alarm systems would also have been hacked using similar tactics. Some of the measures would have been prepared in advance, but some of them had to have been implemented by the team in place, presumably the first crew to move into the warehouse, specially trained to take on electronic defenses.

A break-in is usually an in-and-out job with just minutes to seize the target before security arrives. But in this instance, the Shirobad warehouse was only very lightly guarded, probably because the regime wanted to make the facility appear nondescript, of no interest, and a heavy security detail would have given it all away. The two security guards on duty would leave around 10:00 p.m. and not show up again until 7:00 the following morning. This meant that the Mossad’s team had precisely six hours and twenty-nine minutes, from 10:31 p.m. to 5:00 a.m., to get into the warehouse, seize the archive, and get out in time to have a head start for the getaway.

At precisely 10:31, the electronics team took out the alarm system. Almost simultaneously, the break-in team then forced open the heavy iron doors of the warehouse and moved inside undisturbed. Other members of the team took up positions outside to make sure no one had spotted the break-in, while another crew got to work inside the warehouse. While the break-in went smoothly, there was a hitch. Within the past twenty-four hours, it turned out, things had been moved around. Months and years of intelligence collection and preparation, no matter how perfect, can be thrown off in an instant by a quirk of fate. The operation could have been called off like so many other still classified operations that almost happened but were canceled at the last minute. There was a flurry of tense consultations among Cohen, Lavi, and others, and then Cohen rolled the dice and gave the go-ahead.

The team’s knowledge of the facility was so intimate that despite the changes, they were able to find what they were looking for without any significant delay. Using special blowtorches, heated to 3,600 degrees Fahrenheit, one of the crews burned through six of the thirty-two Iranian-made two-meter-high vaults, enabling another crew to begin extracting the files they needed, leaving the vaults containing less-important material untouched.

The main target was a collection of black binders that contained the designs of the bomb Iran wanted to build, but as they went through the vaults, the Mossad agents found a bonus: over a hundred CDs with 55,000 files and videos documenting the nuclear program, and a further treasure trove of photographs of secret experiments. All of this was loaded onto two trucks that left the scene at exactly 5:00 a.m. and headed on separate predetermined routes toward different points on Iran’s four-hundred-mile-or-so border (it’s in dispute) with Azerbaijan in Iran’s west. Even as the trucks careened toward the border, agents riding in them began to take digital photos of some of the findings, sending them to Israel so that even if the team was captured, some of the intelligence would have reached its intended destination.

Back at the situation room, Cohen watched as the images were live-streamed onto the plasma screens, feeling as if he could almost touch the long-sought documents. A team of the Mossad’s Farsi-speaking analysts and nuclear experts confirmed that the agents had found what the Mossad was looking for. Iran’s military nuclear secrets were already in its hands.

But the operation wasn’t over yet. The team still had to get out of Iran with half a ton of documents and compact discs.

Contrary to reports in 2018, after news of the raid broke, there was no cinematic pursuit of the team by the Iranian security police or the army. It was only after the break-in was discovered at 7:00 a.m., two hours after the trucks had left the warehouse, that a massive nationwide manhunt commenced. Khamenei, Defense Minister Amir Hatami, and Qasem Soleimani ordered Iran’s land, sea, and air borders to be sealed, and thousands of secret agents inside and outside of the country were put on alert. The police and the army also began to search for the thieves who took the archive and of course for the archive itself. It was a nail-biting wait for the agents to exit Iran safely, with Cohen keeping the prime minister updated on an hourly basis.

The Israeli government has censored information about how the Mossad smuggled the documents out of Iran to Israel, after Israel revealed the archive theft to the world, but, nevertheless, some basic aspects were leaked by Israeli intelligence. The leaks showed, most importantly, that the Mossad was well prepared for the expected all-points Iranian manhunt. It orchestrated a complex decoy scheme to lead the Iranians onto a series of wrong trails. Some of the team quickly dispersed to different locations throughout Iran. Other agents who had nothing to do with the theft were activated to draw attention to themselves while the real team got away. This put the decoy teams at significant risk.

According to intelligence sources whom we interviewed it is thanks to the substantial drug trade going over the Iran-Azerbaijan border that the operation succeeded. Azerbaijan lies on one of the major drug trade routes from Afghanistan—which produces 90 percent of the world’s opium—through Iran and on to Europe. In addition to heroin processed from Afghan opium, the drugs smuggled across the border with Azerbaijan include shisheh, high-purity crystal meth produced in the Islamic Republic, which has a major drug problem of its own.

According to our intelligence sources, only two Mossad agents on each truck were reported to have remained from the original team when the trucks arrived at the Azerbaijan border. The necessary payments made to smugglers, the Mossad agents would have taken possession of the document trove, which arrived in Israel soon thereafter. Although the borders were on high alert for several hours between the time the Mossad agents left Shirobad and the time they got to the border, the porous nature of the Iran-Azeri frontier and, apparently, the drug traders’ ability to compromise Iran’s border security would have enabled Israel’s agents to get through.

If Cohen were American, this might have been when he spiked the football in the end zone or at least high-fived the others in the situation room that morning. Instead, being moderately religious, he chanted a prayer of thanks and upon his return home kissed the Mezuzah (Jewish ritual item placed on doorposts as a symbol of a Jewish home and spiritual protection), and went into his house.

All the agents managed to get out of Iran safely, though Israeli military and intelligence sources confirmed exclusively to us that some had to be extracted, requiring the involvement of IDF intelligence, Special Forces, and aerial assistance, which suggests that Israel had to dispatch planes or helicopters to preassigned destinations in Iran where they picked up some members of the team and flew them to safety. Details of the rescues beyond these few facts remain classified.

Back in Israel, Netanyahu met with members of the team to thank them for their daring operation. “You have performed a magnificent service to Israel and the world,” he told them.



Soleimani, Fakhrizadeh, and Hatami, the minister of defense, did not often get emergency calls around 7:00 a.m. They had lieutenants to whom they delegated the job of putting out the usual fires. But when the call came in that morning reporting on the theft—discovered by the Iranian personnel showing up for work at the Shirobad warehouse—it was clear right away that this was different. This was Iran’s nuclear crown jewels falling into the hands of Iran’s worst enemy. Fakhrizadeh immediately conducted an assessment of the Shirobad site to identify exactly what was stolen and what the impact would be. He also advised Khamenei and Iran’s Foreign Ministry about how they might respond to the revelations contained in the files, besides, of course, issuing a generic blanket denial (which no one took seriously) about the files’ authenticity.

The idea that truckloads of secret nuclear files had been driven out of Tehran under the nose of Iran’s domestic security services and its feared Revolutionary Guards left even the cynical Khamenei astonished. Normally, Iran’s Supreme Leader prided himself on knowing what to expect. Even when the enemy hurt him or Iran, the damage was usually temporary, because he ordinarily would have taken into account potential setbacks and made contingency plans for every eventuality. This was a rare moment where not even he had dreamed that a setback could occur.

Over the first few days and weeks, Iran kept the heist secret, though on February 10, Iran made an attempt to launch an attack against Israel from Syria, possibly in retaliation for the archive theft just eleven days earlier. An Iranian drone packed with explosives crossed the border into Israel before being shot down by an Apache helicopter gunship over the northern town of Beit She’an. In response, two quartets of F-16 fighter jets fired missiles at Iranian positions at the Tiyas Military Airbase from where Iran had launched the drone. It was, the Israeli military said, “the most significant strike” on Syrian soil since the 1982 Lebanon War. It was also the first time in nearly forty years that Israel lost a fighter jet in combat, when one of the returning F-16s crashed on the Israeli side of the border after coming under heavy Syrian antiaircraft fire. After decades of proxy conflict, and even though Israelis and Iranians were fighting in a third country (Syria) and not on each other’s sovereign territory, this was the first-ever direct military clash between Israeli and Iranian forces.

Despite this encounter, Israel also kept quiet about the theft, though it did secretly provide some information obtained from the archive to the Americans.

In Iran, for Khamenei and his advisers, the main goal was to prevent Israel from being able to act on the intelligence it had seized. They hoped they could avoid any permanent strategic damage.

It would take a few months, but on April 30, 2018, the Iranians would find out just how futile that hope would turn out to be.






Chapter 2 DIVINE INTERVENTION


“KHOMEINI! ARAFAT!” AND THEN AGAIN and again, “Khomeini! Arafat!” bayed the crowd. It was February 1979, the Islamic Revolution had just toppled the regime of Mohammed Reza Pahlavi, the Shah of Iran, thereby radically changing the balance of forces in the Middle East. Yasir Arafat, the leader of the Palestine Liberation Organization, was the first foreign leader to be there, and took full advantage of his presence to make a show of triumphant solidarity with the new regime.

Wearing his customary checkered black-and-white keffiyeh and khaki battle jacket, Arafat stood on a balcony overlooking a leafy street in central Tehran. Next to him was the Palestinian flag; the words “Viva PLO” were daubed in red graffiti on the walls of the building, which, until just a few days before, had been the embassy of the State of Israel in the now defunct Imperial State of Iran. “Today Iran, tomorrow, Palestine,” Arafat pledged as the crowd below chanted its support.

It’s hard to overestimate the significance for Israel of this event. Iran, which had been a reliable ally of the United States and Israel, had now become the Islamic Republic of Iran, ruled by Ayatollah Ruhollah Khomeini, an austere cleric with a virulently anti-Western and anti-Israel ideology. Suddenly, this country of 80 million people with vast natural resources was proclaiming the U.S. “the Great Satan” and Israel “the Little Satan,” a “nucleus of evil” marked for destruction. There couldn’t have been a clearer symbol of the new regime’s hostility to Israel than Arafat’s receiving the acclamation of the crowd at what had been Israel’s embassy. But to make the message even clearer, Khomeini himself publicly promised the leader of the Palestinian cause that after consolidating its strength, the Islamic Republic would “turn to the issue of victory over Israel.”

And with that, a war that has now lasted more than four decades began.

Iran would go on over that long stretch of time to fund terrorist attacks against Israel, use its agents to attack Israeli assets overseas, and provide arms and money to proxy groups on Israel’s borders, namely Hezbollah in Lebanon and Hamas and Islamic Jihad in Gaza. In the wake of the Syrian civil war, it would establish a military presence there as well. All of this was threatening to Israel, but the most existentially worrisome of all of Iran’s actions came after Khomeini’s death in 1989, when Iran began its enormous investment aimed at building nuclear weapons, as it said, “to erase Israel from the passage of time.”

Ironically perhaps, as long as Khomeini was alive, Iran resisted the temptation to go nuclear, largely out of the Supreme Leader’s belief, as he told his followers, that weapons of mass destruction were “inconsistent with Islam.” From 1980 to 1988, Iran fought a brutal war against Iraq, whose leader, Saddam Hussein, did use such weapons. During that conflict, Mohsen Rafigdhoost, the minister in charge of Iran’s Islamic Revolutionary Guard Corps and the official who initiated both Iran’s ballistic missile program and the creation of Hezbollah, reportedly told Khomeini that he had plans to develop nuclear weapons. Khomeini was opposed. When Rafigdhoost made another attempt to persuade Khomeini to allow weapons of mass destruction after an Iraqi chemical attack, he was told, again, that such weapons were haram, forbidden.

Rafigdhoost interpreted this as a fatwa—a religious decree—against weapons of mass destruction. But while Khomeini’s restraint has often been viewed as a sign of moderation on his part, it was in fact a tactical consideration. Khomeini wanted first, as he’d told Arafat, to consolidate the Islamic regime’s grip on power and only later to create the means to export the revolution and project power beyond Iran. He feared that developing nuclear weapons too soon would endanger Iran at a time when it was vulnerable to attack and already embroiled in its war with Iraq.

Khomeini’s successor, Ayatollah Ali Khamenei, had no such compunctions. During the time that Iran was ruled by the now deposed Shah, it had begun a civil nuclear program that had Israel’s tacit support. Now, Khamenei ordered work to begin on upgrading that program into one aimed at a military nuclear capability. It’s confusing that Khamenei also issued a fatwa against the production or use of any weapons of mass destruction. But Harold Rhode, a former American intelligence analyst and Middle East specialist who spent many years in Iran, explained the apparent discrepancy. Even more than some other cultures, the Persian culture, he said, has “perfected the art of deception”; an ancient Persian term ketman, or dissimulation, translates roughly as concealing and camouflaging one’s true thoughts. The Iranians, he said, attach little meaning to words, and should be judged on actions, something that was, he added, often misunderstood by Western negotiators.

The Islamic Republic acquiring nuclear weapons was a nightmare possibility that Israel could not allow, and by the mid-1990s its leaders were warning that military action would be taken if the Iranian program was not stopped. They and Western intelligence services knew Iran was buying nuclear knowledge from the father of Pakistan’s nuclear weapons program, A. Q. Khan, who ran an illegal side business selling technology and know-how to other countries. North Korea and Iran were paying him tens of millions of dollars for that knowledge. The Mossad’s director at the time, Shabtai Shavit, would later admit that the agency had failed to correctly interpret Khan’s actions and that, had it known what Khan was up to, the Mossad would have killed him.

Later, Israeli intelligence also found out that the Iranians were setting up a nuclear enrichment facility in Natanz—a site deep in the heart of the desert in Isfahan province that Israel would go on to target repeatedly. In 1996, two Mossad agents entered Iran as tourists and managed to bring back soil samples that revealed traces of nuclear activity.

On August 14, 2002, the National Council of Resistance of Iran (NCRI)—the diplomatic wing of the MEK—publicly revealed two important developments: one, that a heavy water plant was in operation in Arak in northeastern Iran, and two, that at Natanz, the Islamic Republic had built a plant eight meters underground with a two-and-a-half-meter-thick concrete roof to protect it from any possible military strike. It was there that arrays of centrifuges were in the process of producing low-enriched uranium, an early step in the process of producing the fuel needed for a bomb.



The discovery prompted Israel into a new, more intense phase in its efforts to sabotage the Iranian nuclear program. Just two weeks before the NCRI’s disclosure, Prime Minister Ariel Sharon, the legendary military commander who, among other things, founded Israel’s Special Forces and commando units, had appointed Meir Dagan as the head of the Mossad.

Sharon had come to power around eighteen months earlier amid the bloody turmoil of a Palestinian uprising known as the Second Intifada, and he believed that Israel had been too cautious in its response to the threats that faced it. Specifically on Iran, he wanted more than just intelligence on its nuclear program; he wanted action. At the time, the Mossad was headed by Efraim Halevy, whom Sharon considered too cerebral, more of a diplomat than an operations man.

Not that Halevy had taken no actions, though it’s true that at the time he was more concerned about Iranian-backed terrorism against Israel than he was about the nuclear issue. Also, his strategy, to use a common metaphor in Israel, was to cut off the octopus’s tentacles rather than to go for the head. Still, he did take steps aimed at countering Iran’s nuclear weapons program. In 2002, under Halevy’s leadership, the Mossad sent a letter to a German national, Gotthard Lerch, who was working for the Khan network supplying centrifuge blueprints to Iran. The letter warned Lerch of “grave consequences” if he delivered the blueprints to the Iranians. The blueprints weren’t delivered. In another instance on Halevy’s watch, an Iranian colonel, Ali Mahmoudi Mimand, a senior missile program engineer on Iran’s ballistic missile program, was found dead in his office from a single gunshot to the head. No details were ever published, and no government or group ever took responsibility. But the operation has long been assumed to be an early targeted assassination carried out by the Mossad, to be followed by many others.

Still, Sharon wanted a Mossad leader more in his image, someone who carried a “dagger between his teeth,” and like Sharon himself was daring in his thinking and eager to use the Mossad for actual operations, not just for gathering intelligence. Dagan was his man. Born in 1945 in the Soviet Union where his parents had gone from Poland to flee the Nazis, Dagan came to Israel as a five-year-old. He served in the IDF’s paratroop brigade. In 1970, Sharon, at the time the head of the Southern Command, recruited him to head a new counterterrorism unit, Sayeret Rimon, tasked with breaking the Palestinian terror infrastructure in the Gaza Strip. Dagan soon became known for his unorthodox methods and his bravery—he was awarded a medal of valor for disarming a terrorist holding a live grenade. “Dagan’s specialty is separating an Arab from his head,” Sharon, not one to mince words, said.

Dagan would remain in the army for thirty-two years, rising to the rank of major general, before retiring in 1995. He took some time off to make a round-the-world jeep tour with his longtime friend Yossi Ben Hanan, another storied graduate of the paratroop brigade. Then, he served as a counterterrorism adviser to Benjamin Netanyahu, before heading Sharon’s victorious election campaign and serving as his national security adviser. Finally, Sharon made him the Mossad’s director in 2002.

Dagan was a man of contrasts: He was both a fighter and an intellectual. He could quote French poetry, loved to listen to Bach, and was a talented painter whose brightly colored subjects often came from the field—an Arab and his horse, an olive tree, an old man stringing worry beads, a horse and cart. The pictures borrowed heavily from the Land of Israel style of painters like Reuven Rubin and Nachum Gutman. But he was also a gruff and brazen officer, and in many ways, despite not being born in Israel, he was the quintessential sabra or native Israeli—a prickly pear, tough on the outside like the thorny shell of the fruit and soft on the inside like its sweet flesh.

Former CIA deputy director Michael Morell described Dagan as “someone you wouldn’t want to get into a street fight with, but somebody you also wouldn’t want to play a chess match against.”

Leon Panetta, the CIA director during the last two years of Dagan’s term as head of the Mossad, recalled in his memoirs the chilling advice he received from Dagan on a visit to Tel Aviv: “We’re dealing every day with Al Qaeda,” Panetta told him and then asked, “What would you do?” Dagan didn’t hesitate.

“I’d kill them,” he said. “And then I’d kill their families.”



Preventing Iran from obtaining nuclear weapons capability quickly topped Dagan’s agenda. He came up with a five-pillar strategy: political pressure, covert measures, counterproliferation of technological know-how, financial sanctions, and regime change. But that wasn’t all. His “five pillars” also were grounded in the understanding that Israel couldn’t go it alone and had to increase cooperation on the Iran file with the CIA and other Western intelligence agencies to keep Iranian nuclear ambitions in check. Dagan worked studiously on fostering such relations. Those efforts would culminate in a sophisticated cyberattack on Iran in a joint operation with the CIA and others that was discovered in 2010.

Dagan went far afield. He cultivated relations with Azerbaijan, a Turkic-speaking country that, as we’ve seen, shares a long border with Iran, whose population is about one-quarter Azeri. Sending Israeli agents into Iran is complex and dangerous, but an Azeri in Iran is never out of place. Israel sold the oil-rich Azeris billions of dollars in advanced military equipment, which earned it pretty much a free hand to do as it pleased along the border. Why did the Azeris, who are also Shiites and see themselves as the original Persians, cut such a deal? Rhode, the former intelligence analyst, explained: the Azeris are afraid that the Iranians want to sow discontent in Azerbaijan as a way of getting them to leave Iran alone. “Everything in Iran,” he said, “is a game of three-dimensional chess.”

Early on in Dagan’s tenure, as he built up his staff, chose his people, and prepared the intelligence and technological capabilities to be able to penetrate Iran, the Mossad focused on supply chain attacks, meaning sabotaging or booby-trapping materials destined for its nuclear installations. The Iranians, for reasons of pride or security, often didn’t announce or even admit to such incidents of sabotage, and Dagan made sure nothing leaked from Israel’s side. But in the words of a top former military officer, “From 2003, they had a lot of cases where things blew up.”

The Mossad’s tactics were based on the Iranians’ need to keep their nuclear program a secret, which often forced them to buy parts and equipment on the black market. This gave the Israelis a singular opportunity to sabotage the supply chains. The Mossad and other Western intelligence agencies set up a network of companies designed to sell defective or infected parts to the Iranians, and thereby to “poison” its atomic networks.

We were told by senior sources that the Mossad worked on a global scale, wherever the Iranians were looking for resources and technologies not available in Iran. “We followed where they were buying and looked at how to sabotage what they were buying without them even being able to know they had been hit when their equipment didn’t work. We attacked their supply chain throughout the world,” Ehud Olmert, then a senior member of Sharon’s cabinet and later prime minister, told us. “Israeli agents were everywhere including in Iran to learn what the Iranians were doing,” he continued. “If they were building a plant, [the Mossad] would learn how it was being built, how to identify its weak points and where it could be hit. We did a lot of operations like that and we reached a very detailed level of knowledge.”

Following the 2002 exposure of the Natanz nuclear site and years of preparation, the first known sabotage attack on Iranian soil happened in April 2006 during Iran’s initial attempt to enrich uranium at Natanz. Two electric transformers, which Iranian authorities said later had been manipulated, blew up, wrecking some fifty centrifuges. The centrifuges are believed to have been supplied by three Swiss engineers, part of A. Q. Khan’s nuclear smuggling ring—but had been recruited by the CIA. The attack pushed back the opening of the Natanz plant by several months.

The covert side of Dagan’s strategy was, in the spirit of his “five pillars” approach, highly multifaceted, including both large-scale attacks aimed at destroying equipment, but also narrowly focused on key Iranians and other individuals, who were killed in a series of targeted assassinations. The logic behind these controversial operations was twofold: one, to create a situation where Iran would lose the nuclear knowledge that, as Dagan put it in our later interview with him, “resides in the brains of people,” and two, to deter scientists from participating in the nuclear program in the first place.

“Hit the operation of a centrifuge, and they’ll soon find other centrifuges,” Dagan told us. “But target a nuclear expert—and you’ve destroyed vast knowledge acquired through hard work, time, and money. That will take a long time to rebuild.”

Dagan’s deputy, the silver-haired, chain-smoking former commando Tamir Pardo, who would go on to be his successor, formulated the operational plan to target Iran’s nuclear scientists. But while the international media pointed the finger at the Mossad for the several killings, the Mossad under Dagan’s leadership never once admitted to any of the attacks attributed to it.

Instead, Dagan would tell confidants with a wink that the assassinations and other covert operations were “divine intervention,” which he was sure would continuously delay the mullahs’ plans to develop a nuclear bomb.

The first “divine intervention” occurred in mid-January 2007. Dr. Ardeshir Hosseinpour was a specialist in electromagnetics who worked on uranium enrichment. He also reportedly had been personally enlisted by Ayatollah Khamenei, until he was found dead in his apartment on the third floor of a building on Saheli Street in Shiraz in northwestern Iran. News of his passing was only released several days after his body was found. Though officially Hosseinpour’s death was attributed to asphyxiation from a gas leak, Western intelligence sources pointed a finger at Mossad. The Stratfor private intelligence group said he had died of radiation poisoning and that the Mossad was responsible.

Next in line was Masoud Ali Mohammadi, a fifty-year-old professor of neutron physics at Tehran University, who worked with Mohsen Fakhrizadeh. On January 12, 2010, shortly after 7:00 a.m., he was killed when a booby-trapped motorcycle blew up as he opened the garage door under his house in the Qetariyah district of north Tehran. He had been about to leave for the university to give a lecture, as he did every Tuesday at the same time.

The blast was so powerful that it shattered windows in nearby buildings and led neighbors to assume at first that there had been an earthquake.

Iran denied, as it often did, that the targeted scientist had anything to do with its nuclear program, saying that he was an ordinary academic.

Nevertheless, Iran later arrested, charged, and hanged an Iranian citizen, Majid Jamali Fashi, a twenty-four-year-old former international kickboxer, supposedly for carrying out the assassination on behalf of the Mossad. In a televised confession, Jamali Fashi said he had been recruited in Istanbul, equipped with an encrypted laptop to transmit information about Iranian military sites on which he had gathered intelligence, and that later he flew to Azerbaijan from where he was taken to Tel Aviv for weapons training.

“They gave me some training during that trip such as chase and counter chase, chasing cars, getting information on a particular place, and sticking bombs under cars,” Jamali Fashi said in his confession. He also claimed that it was on that visit that his handlers had given him the mission to target Mohammadi and that he had trained for the task on a model of the professor’s house.

Later that year, on November 29—incidentally the same day that Pardo was announced as Dagan’s successor—Professor Majid Shahriari, an elementary particle physicist and a member of the nuclear engineering faculty at Shahid Beheshti University in Tehran, was killed in a blast as he drove through heavy traffic along the Imam Ali freeway on his way to work. His wife and driver were wounded in the attack carried out by a team of motorcycle assassins who attached a magnetic bomb to his Peugeot 206. Shahriari had reportedly worked closely with the IRGC-run weapons group on the development of a nuclear warhead. Iran this time, acknowledging the death of a nuclear scientist, accused the Mossad of carrying out the attack together with the United States.

Another attack, this one unsuccessful, was attempted about twenty minutes later, using exactly the same method. The target was also a member of the faculty at Beheshti University, Dr. Fereydoun Abbasi-Davani, an assistant professor of nuclear engineering, who had been part of the same team as Fakhrizadeh and Mohammadi. The attempted hit took place in a square near the university in Tehran’s affluent Velenjak district in the north of the city. Eyewitnesses said Abbasi-Davani had pulled the car to a stop and, along with his wife, scrambled out of it seconds before it blew up. They were both lightly wounded.

Abbasi-Davani, a member of the Revolutionary Guards who had served in the Iran-Iraq War, was sanctioned in 2007 by U.N. Security Council Resolution 1747 as a person “involved in nuclear or ballistic missile activities.” He would continue to be a major force within Iran’s nuclear program. Iran accused the Mossad and the U.S. of the attempted assassination.



Then there were a variety of other explosions and mysterious “accidents.”

Some of these incidents involved Israel acting against a volatile mix of Iranian–Syrian–North Korean cooperation. Dating back to 2007, there was the disappearance of Iranian IRGC General Ali-Reza Asgari, who went missing during a stay in Istanbul, Turkey. Iran accused Israel of “disappearing” Asgari, but, in fact, he was a defector taken to the United States, where he was debriefed by the CIA and given a new identity. He revealed critical information about Iran’s nuclear program that was relayed to the Mossad, which had been following him for years and had played a role in his defection.

Among Asgari’s revelations was that Iran was funding the construction of a secret nuclear reactor being built at Al-Kibar in northeast Syria with North Korean know-how. The reactor, a copy of the Yongbyon facility in North Korea, was intended as a backup for Iran’s heavy water reactor under construction at the time in Arak. Heavy water reactors produce plutonium, which is an alternative material for a nuclear bomb, which Iran wanted to have if it failed to make a bomb with enriched uranium. The Syrians hoped to receive a bomb in exchange for their participation in the program.

Asgari’s knowledge of the facility was limited, but the Mossad followed up on what he had provided and proved that the heavy water reaction indeed was in operation and that it was about to go “hot.” That proof was obtained, according to The New Yorker, when a team of agents broke into the Vienna hotel room of the head of Syria’s Atomic Energy Committee, Ibrahim Othman, and downloaded the contents of his laptop while he was at a meeting at the International Atomic Energy Agency.

“We had been following him for years,” Pardo would say later. “He was never interesting, but then he made a mistake and had something interesting.”

On September 6, 2007, an Israeli air raid destroyed the Al-Kibar reactor. That the raid was an Israeli operation was pretty much an open secret for years. But on March 21, 2018—just three weeks before it would go public with the nuclear archives heist—Israel finally publicly admitted that it had been behind the strike. The military declassified top secret intelligence reports and described in detail how eight warplanes had flown 270 miles to Deir a-Zor in eastern Syria on the banks of the Euphrates River and dropped eighteen tons of munitions on the site. It was an open threat to Iran, which had invested around a billion dollars in the facility. “The [2007] operation and its success made clear that Israel will never allow nuclear weaponry to be in the hands of those who threaten its existence—Syria then, and Iran today,” tweeted Intelligence Minister Israel Katz.

The following year in Damascus, Syria, the Mossad, together with the CIA, according to The Washington Post, pulled off another daring hit that took out Hezbollah’s military chief, Imad Mughniyeh, an archenemy of both Israel and the United States whose assassination was a major triumph for both countries. Among the many attacks he had orchestrated were the 1983 bombing of the U.S. embassy in Beirut that had wiped out the CIA station there, killing eight agency personnel, including its Near East director Robert Ames. Later that year, there was also the bombing of the U.S. Marines barracks in Beirut. In total, over three hundred people were killed in the two attacks, 258 of them Americans. Later in 1984, Hezbollah kidnapped the CIA’s new station chief in Beirut, William Buckley. He was tortured and his body dumped in an unmarked grave.

Mughniyeh was also the mastermind of numerous terrorist attacks against Israeli and Jewish targets, among them the 1992 bombing of the Israeli embassy in Buenos Aires, and two years later the bombing of the AMIA Jewish community center in that city in which eighty-five people were killed.



The overall Israeli record under Dagan was impressive enough, but perhaps the most devastating, certainly the most technically sophisticated, of Dagan’s “five pillars” strategy was the use of a type of weapon that had never been deployed before. This was the cyberweapon, which essentially involves installing software into an enemy country’s computer networks either to steal information or, in its most devastating form, to cause malfunctions leading to physical damage, often severe. Previously, most of the sabotage in Iran’s enrichment installations had come from supply chain infiltration. But in June 2010, the Iranians detected a computer worm called Stuxnet that had spread throughout its nuclear facilities and destroyed over one thousand uranium-enriching centrifuges at the Natanz plant. A Dutch intelligence agency mole had placed the worm in Iranian computers three years earlier, using a USB flash drive. In 2011 and 2012, two new types of malware were detected by the Iranians. One was Duqu, which gathers information from industrial control systems, the other Flame, which steals data from infected computers.

The Stuxnet cyber operation was code-named “Olympic Games,” after the five-ring Olympic symbol, representing the five countries involved—the United States and Israel, along with Germany, France, and the Netherlands. The Dutch had been brought in because Iran’s centrifuges were based on designs that A. Q. Khan had stolen from a Dutch company.

Stuxnet was the first known example of a virus being used to attack industrial machinery. It worked by targeting a device known as a programmable logic controller (PLC), produced by the German manufacturer Siemens, which regulated industrial machinery. The Stuxnet worm overrode the normal controls, causing centrifuges to spin too quickly or for too long, destroying or damaging them. At the same time, it induced the PLC to trick computers into thinking systems were functioning normally, preventing them from shutting down until it was too late.

No country ever admitted responsibility for creating the Stuxnet worm, which not only destroyed as many as one thousand Iranian centrifuges out of five thousand operating at the time, but also infected twenty thousand devices at over a dozen other nuclear facilities in the country. It caused severe damage to the Iranian nuclear program and according to some assessments set it back by as much as two years. There was no immediate response by Iran, but it began to pour massive resources into developing its own cyberwarfare capabilities, and by 2012 had begun launching strikes of its own, hitting Saudi state oil company Aramco as well as several U.S. banks.

It’s hard to overstate the importance of Dagan’s tenure at the Mossad. When he took up the position in 2002, Israeli and Western intelligence services expected Iran to become a nuclear power within two years. But “divine intervention” had done its job. When Dagan stepped down in January 2011, after nine years in office, he predicted that Iran would not be able to pass the nuclear threshold before 2015, if that. And as of 2023, it still hasn’t.

Dagan had not only bought time on the Iranian nuclear project. He had also hit arms shipments to Hamas and Hezbollah, had destroyed Syria’s Iranian-funded nuclear program, and perhaps most importantly had taken the Mossad’s capabilities to a new level, restoring its reputation as an uncompromising and intrepid organization for which anything is possible.
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