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front matter


  
preface


  I am a pragmatist at heart. My introduction to programming was inspired by a neighbor in my small hometown, who sold websites for businesses for a (back then) large sum of money. I thought, if he can earn money with that, I can do it, too. I started a business at the age of 17 with a friend, and we built websites for companies. Seeing this amount of value unlocked for these companies from the comfort of my home made me fall in love with this industry.


  However, programming was never my favorite subject, never something I wanted to dive deep into. It was a means to an end, something I had to do so I could deliver an application or a website. I went from writing PL/I on the mainframe to JavaScript for browser applications, while doing backend APIs in between. I just love developing for the internet. This passion led to Rust. It’s the first time a language and its compiler had my back so I could focus on what’s important: creating value for others.


  Rust Web Development is written from this pragmatic view about our industry: creating value with the best tools currently available. This book shows why Rust, even if not obvious at first sight, is a perfect match for the future generation of web applications and APIs. Rust Web Development is not just about syntax, but offers guidance and deep dives, and enables you to confidently start and finish your next project with Rust.


  I want to lift the curtain and look behind the scenes of a Rust crate, the language itself, and of the web frameworks we choose. The level of detail will always aim to be pragmatic: how much do you need to know to make a difference, to understand a solution so you can adapt it in your own project, and let you know where to look further.


  To quote one of my former colleagues, “Writing Rust is like cheating!” My hope is that this book inspires you to see the beauty of developing for the web, with a language that has your back and empowers you to do things faster and safer than you could have done before. I am honored to take you on this journey!
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about this book


  Rust Web Development will help you write web applications (be it an API, a microservice, or a monolith) from start to finish. You’ll learn everything you need to open an API to the outside world, connect a database to store your data, and test and deploy your application.


  This is not a reference book; it should be considered a workbook. The application we are building will make sacrifices in its design so concepts can be taught at the right time. It takes the whole book to finally be able to ship it to production.


  
Who should read this book


  This book is for people who have read the first six chapters of The Rust Programming Language by Steve Klabnik and Carol Nichols (No Starch Press, 2019) and then asked themselves, “What can I do with that?” It is also meant for developers who have built web applications in the past with a different language and are wondering if Rust would be a good choice for their next project. And last, it is a great book to help onboard yourself or a new hire to a new job requiring you to write and maintain web applications in Rust.


  
How this book is organized: A road map


  Rust Web Development has three parts with 11 chapters and one appendix.


  Part 1 covers the why and how of writing Rust:


  
    	
      Chapter 1 covers for which environment and team Rust is a great fit and explains the mindset behind choosing Rust for your team or next project. It compares the language with others and gives a sneak peek into its web ecosystem.

    


    	
      Chapter 2 talks about the Rust language foundations and knowledge needed to complete the book and understand the code snippets presented. It also covers the web ecosystem foundations and explains the extra tooling needed to write asynchronous applications in Rust.

    

  


  Part 2 is about creating the business logic of the application:


  
    	
      Chapter 3 creates the foundation that we will build on later in the book. It introduces Warp, the web framework we are using, and how to respond to HTTP GET requests with JSON.

    


    	
      Chapter 4 covers HTTP POST, PUT, and DELETE requests and how to read fake data from in-memory. This chapter also covers the differences between url-form-encoded and JSON bodies.

    


    	
      Chapter 5 is all about modularizing, linting, and formatting your code. We split large chunks of code into their own modules and files, use the Rust commenting system to annotate our codebase, add linting rules, and format it.

    


    	
      Chapter 6 introspects your running application. We explain the difference between logging and tracing and show various ways of debugging your code.

    


    	
      Chapter 7 gets rid of the in-memory storage and adds a PostgreSQL database instead. We connect to a database on localhost and go through the process of creating a connection pool and sharing it among our route handlers.

    


    	
      Chapter 8 connects to an external service, where we send data and process the received answer. We discuss how to bundle asynchronous functions and deserialize JSON responses.

    

  


  Part 3 makes sure everything is ready to bring your code in production.


  
    	
      Chapter 9 talks about stateful versus stateless authentication and how it manifests in our codebase. We introduce the user concept and add token validation middleware.

    


    	
      Chapter 10 parameterizes our input variables such as API keys and database URLs and prepares the codebase to be built on various architectures and for a Docker environment.

    


    	
      Chapter 11 closes the book with unit and integration testing, and how to start and wind down a mock server after each test.

    

  


  The appendix adds guidance for auditing and writing secure code.


  The book can be read in parts. The code repository can be used to check out chapters and get set up for the part you are currently reading. The application is built chapter by chapter, so you might miss some information if you jump ahead. However, chapters can be used as a soft reference guide.


  
About the code


  The code examples in Rust Web Development are written with the 2021 Rust edition and have been tested on Linux and macOS with both Intel and Apple chips.


  This book contains many examples of source code, both in numbered listings and inline with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text. In addition, bold is used to highlight code that has changed from previous steps in the chapter, such as when a new feature adds to an existing line of code. In some cases, strike-through is used to indicate code that is being replaced.


  In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. Additionally, comments in the source code have often been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.


  You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/rust-web-development. The complete code for the examples in the book is available for download from the Manning website at https://www.manning.com/books/rust-web-development, and from GitHub at https://github.com/Rust-Web-Development/code.


  
liveBook discussion forum


  Purchase of Rust Web Development includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/rust-web-development/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  
about the author
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  Bastian Gruber is a runtime engineer at Centrifuge, working full-time with Rust. He was part of the official Rust Async Working Group and founded the Rust and Tell Berlin Meetup group. He worked for one of the largest crypto exchanges in the world on the core backend with Rust. He is also a writer with 12+ years of experience, and writes on a regular basis about Rust for LogRocket and gives interviews and talks that have been collected on this book’s website (https://rustwebdevelopment.com). Through his experience, Bastian developed the ability to teach complex concepts in an easy way, and his articles are liked for being both easy to digest and in-depth at the same time.
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about the cover illustration


  The figure on the cover of Rust Web Development is “Femme de Stirie”, or “Woman from Styria”, taken from a collection by Jacques Grasset de Saint-Sauveur, published in 1788. Each illustration is finely drawn and colored by hand.


  In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.


  


  
Part 1 Introduction to Rust


  This first part of the book sets you up with the foundation of the language. To be able to use Rust for web development, you need an understanding of the language and of the tooling needed to write asynchronous server applications with it. Part 1 covers both topics.


  Chapter 1 takes care of the “why.” It shows how Rust can be more performant than other languages, and at the same time, enable you to easily and safely create applications with it. It shows how to set up Rust locally, what the toolchain looks like, and importantly, what the async and web ecosystem looks like in Rust.


  Chapter 2 then goes further to cover all the foundational knowledge required to not only follow the code snippets throughout the book, but also feel comfortable enough to start a new project in Rust.


  
1 Why Rust?


  This chapter covers


  
    	
The tooling that comes bundled with a standard Rust installation


    	
A first glimpse of the Rust compiler and what makes it so unique


    	
What is needed to write web services in Rust


    	
Features that support the maintainability of Rust applications

  


  Rust is a systems programming language. Unlike an interpreted language like JavaScript or Ruby, Rust has a compiler like Go, C, or Swift. It combines running with no overhead (like active garbage collection in Go or a virtual machine, like Java), but offers easy-to-read syntax from Python and Ruby. Rust therefore performs as languages like C. This is all possible because of the compiler that safeguards any type errors and makes sure to eliminate many classical runtime errors, such as use-after-free, before you run your application.


  Rust offers performance (it has no runtime nor garbage collection), safety (the compiler makes sure everything is memory safe, even in asynchronous environments), and productivity (its built-in tooling around testing, documentation, and the package manager makes it a breeze to build and maintain).


  You might have heard about Rust, but after trying to go through the tutorials, the language seemed too complex and you gave up learning it. However, Rust comes up as the most-loved programming language on the yearly Stack Overflow surveys, and has found a large following in corporations like Facebook, Google, Apple, and Microsoft. This book will unblock you and show you how to become comfortable with the basics of Rust and how to build and ship solid web services with it.


  Note This book assumes you have written a few small Rust applications and are familiar with the general concepts of a web service. We will go through all the basic Rust language features and how to use them in this book, but more as a refresher than as a deep learning experience. If you have read through chapter 6 of The Rust Programming Language by Steve Klabnik and Carol Nichols (No Starch Press, 2019, https://doc.rust-lang.org/book), for example, you are fine and won’t face any trouble following along with the exercises presented in this book. The book covers Rust 2021, and is backward compatible with version 2018.


  For you as a developer, Rust provides a unique chance to broaden your horizons. You might be a frontend developer who wants to get into backend development, or a Java developer who wants to learn a new language. Rust is so versatile that learning it can expand the kinds of systems on which you are able to work. You can use Rust wherever you can use C++ or C, but also in a situation where you would use Node.js, Java, or Ruby. It is even beginning to find a foothold in the machine learning ecosystem, where Python has dominated for years. In addition, Rust is great for compiling to WebAssembly (https://webassembly.org), and many modern blockchain implementations (Cosmos, Polkadot) are written in Rust.


  The longer you spend writing code and the more programming languages you learn, the more you realize that the most important things are the concepts you learn and using the programming language best suited to the problem. This book, therefore, does not stop at just showing you which lines of Rust code enable you to make HTTP requests. It describes how web services work in general, as well as the underlying concepts behind asynchronous Rust, so that you can pick the Transmission Control Protocol (TCP) abstraction that works best for you.


  
1.1 Batteries included: Rust’s tooling


  Rust comes with the right amount of tooling to make starting, maintaining, and building applications straightforward. Figure 1.1 gives you an overview of the most important tools you need to get started writing Rust applications.
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  Figure 1.1 All the tools you need to write and deliver Rust applications with


  You can download Rustup and install Rust by executing the command on the terminal shown in listing 1.1. This works on macOS (via brew install rustup-init) and Linux. For an up-to-date way to install Rust on Windows, follow the instructions on the Rust website (www.rust-lang.org/tools/install).


  Listing 1.1 Installing Rust

  $ curl --proto '=https' --tlsv1.2 -sSf https:/ /sh.rustup.rs | sh


  The command-line tool curl is built to transfer data with URLs. You can fetch remote files and download them onto your computer. The option --proto enables the use of protocols, like Hypertext Transfer Protocol Secure (HTTPS), which we use. With the parameter --tlsv1.2, we use Transport Layer Security (http://mng.bz/o5QM) in version 1.2. Next comes the URL, which, if we open it via the browser, offers a shell script to download. This shell script is getting piped (via the |) to the sh command-line tool, which executes it.


  This shell script will also install the tool Rustup, which lets you update Rust and install helper components. Updating Rust is as easy as running the command rustup update:

  $ rustup update
info: syncing channel updates for 'stable-aarch64-apple-darwin'
info: syncing channel updates for 'beta-aarch64-apple-darwin'
info: latest update on 2022-04-26, 
      rust version 1.61.0-beta.4 (69a6d12e9 2022-04-25)
 
...
 
  stable-aarch64-apple-darwin unchanged - rustc 1.60.0 
 (7737e0b5c 2022-04-04)
      beta-aarch64-apple-darwin updated - 
      rustc 1.61.0-beta.4 (69a6d12e9 2022-04-25) 
      (from rustc 1.61.0-beta.3 (2431a974c 2022-04-17))
   nightly-aarch64-apple-darwin updated - 
    rustc 1.62.0-nightly (e85edd9a8 2022-04-28) 
   (from rustc 1.62.0-nightly (311e2683e 2022-04-18))
 
info: cleaning up downloads & tmp directories


  And if you want to install more components, like the code formatter mentioned in figure 1.1, you use rustup as well.


  Listing 1.2 Installing Rustfmt

  $ rustup component add rustfmt


  Running this tool via cargo fmt will check your code against a style guide and formats the code accordingly for you. You have to specify the folder or file you want to run it for. You can, for example, navigate to the root folder of your project, and run cargo fmt . (with a dot) to run it for all directories and files.


  After executing the curl command in listing 1.1, we not only have the Rust library installed, but also the package manager Cargo. This will let us create and run Rust projects. With this in mind, let’s create and execute our first Rust program. The following listing shows how to run a Rust application. The command cargo run will execute rustc, compile the code, and run the produced binary.


  Listing 1.3 Running our first Rust program

  $ cargo new hello
$ cd hello
$ cargo run
 
   Compiling hello v0.1.0 (/private/tmp/hello)
    Finished dev [unoptimized + debuginfo] target(s) in 1.54s
     Running `target/debug/hello`
Hello, world!


  Our new program prints Hello, world! to the console, and we see shortly why. Looking inside our project folder hello, we see the files and folders listed in listing 1.4. The command cargo new creates a new folder with the name we specify, and also initializes a new Git structure for it.


  Listing 1.4 Folder contents of a new Rust project

  ❯ tree .
.
├── Cargo.lock
├── Cargo.toml            ❶
├── src                   ❷
│   └── main.rs
└── target                ❸
    ├── CACHEDIR.TAG
    └── debug
        ├── build
        ├── deps
        │   ├── ...
        ├── examples
        ├── hello         ❹
        ├── hello.d
        └── incremental
            └── ...
 
9 directories, 28 files


  ❶ We add third-party dependencies in Cargo.toml, which will get fetched while building the binary.


  ❷ The src folder is the main focus during development; your code will live in this folder.


  ❸ When building the binary, a target folder will be created that contains the build artifacts.


  ❹ The binary itself lives in the debug folder when executing cargo run on the command line.


  The command cargo run will build the application and execute the binary, which lives inside the ./target/debug folder. Our source code lives in the src folder. Depending on the type of application we are building, this folder has either a main.rs or lib.rs file in it with the following content.


  Listing 1.5 The autogenerated main.rs file

  fn main() {
    println!("Hello, world!");
}


  In chapter 5, you will see the difference between the lib.rs and main.rs files, and when Cargo creates which one. The folder target contains another folder called debug, which contains our compiled code, generated by the cargo run command. A simple cargo build would have had the same effect but would just build and not execute our program.


  When building a Rust program, the Rust compiler (Rustc) is creating Rust bytecode, and passes it on to another compiler, called LLVM (https://llvm.org), to create machine code (LLVM is also used by languages like Swift and Scala and turns bytecode produced by the language compiler into machine code for the operating system to run). This means Rust can be compiled on whatever operating system LLVM supports. The whole stack is shown in figure 1.2.
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  Figure 1.2 After installing Rustup, you have the Rust standard library on your machine, which includes the Rust compiler.


  Another important file is Cargo.toml. As we see in listing 1.6, it contains the overall information about our project, and specifies the third-party dependencies if necessary.


  NOTE When developing libraries, the Cargo.lock file should not get checked into your version control system (like Git). But when creating an application (binary), you should add the file to your version control system. Applications (binaries) are often dependent on specific versions of an external library, and therefore other developers you are working with need to know which versions are safe to install or have to be updated to. Libraries, on the other hand, should function on the latest version of used libraries.


  Listing 1.6 Contents of a Cargo.toml file

  [package]
name = "check"
version = "0.1.0"
edition = "2021"
 
# See more keys and their definitions at 
# https:/ /doc.rust-lang.org/cargo/reference/manifest.html
[dependencies]


  Installing third party libraries happens by adding the names of the dependencies under the [dependencies] section, and running cargo run or cargo build. This will fetch the libraries (called crates in the Rust community) from crates.io, the Rust package registry. The actual fetched version of the installed packages appears in a new file, called Cargo.lock. If the file is in the root folder of your project, Cargo will fetch exactly the version of the packages specified in the Cargo.lock file. This will help developers working on the same codebase to replicate the exact same state across different machines.


  
    TOML file


    The TOML file format is, like JavaScript Object Notation (JSON) or YAML Ain’t Markup Language (YAML), a configuration file format. It means Tom's Obvious Minimal Language, and as the name suggests, should make configurations easy to read and parse. The package manager Cargo uses this file to install dependencies and populate information about the project.


    



    To quote one of the Rust core members: “It is the least terrible option” (http:// mng.bz/aP9J). This doesn’t mean that TOML is bad, but just that there are always tradeoffs when handling configuration files.

  


  The last tool in our belt is the official code linter Clippy. This tool is included now by default when installing Rust. It can also be installed manually if you operate on older Rust versions.


  Listing 1.7 Installing Clippy

  $ rustup component add clippy


  Chapter 5 introduces the use of Clippy and details how to configure it.


  
1.2 The Rust compiler


  The advantages of using Rust versus other languages is its compiler. Rust compiles down to binary code with no garbage collection invoked at runtime. This gives you C-like speed. In contrast to C, however, the Rust compiler enforces memory safety at compile time. Figure 1.3 shows the differences between popular programming languages used for server-side programming, and C.
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  Figure 1.3 Comparing Rust and other languages in compiling machine code from source code


  Each language has tradeoffs. Go is the newest of the demonstrated languages and comes closest to the speed of C. It uses a runtime for garbage collection and therefore operates with a bit more overhead than Rust does. Go’s compiler is faster than Rustc. Go aims for simplicity and takes a small runtime performance hit to do so.


  You see that Rust offers no runtime overhead, and because of the compiler, offers more comfort and safety while writing code than Go or JavaScript, for example. Java and JavaScript require a (sort of) virtual machine for running the code. This results in a heavy performance penalty.


  One of the adjustments you will have to make when writing programs in Rust is to work with the Rust compiler to build applications. When you come from a scripting language, this is a huge shift in mindset. Instead of starting an application in a few seconds and debugging it until it fails, the Rust compiler will make sure everything works fine before it starts. For example, consider this code snippet (from later in the book, just printed here for demo purposes).


  Listing 1.8 Checking for an empty ID

  match id.is_empty() {
    false => Ok(QuestionId(id.to_string())),
    true => Err(Error::new(ErrorKind::InvalidInput, "No id provided")),
}


  If you cannot read this code snippet yet, don’t worry; you will soon. That’s a match block, and the compiler makes sure we cover every use case (whether id is empty or not). If we delete the line with true => and try to compile our code, we will get an error.


  Listing 1.9 Compiler error for a missing pattern matching

  error[E0004]: non-exhaustive patterns: `true` not covered
  --> src/main.rs:31:15
   |
31 |         match id.is_empty() {
   |               ^^^^^^^^^^^^^ pattern `true` not covered
   |
   = help: ensure that all possible cases are being handled, 
      possibly by adding wildcards or more match arms
   = note: the matched value is of type `bool`


  The compiler highlights the line and the exact position in our statement, and in addition gives a suggestion for solving the issue at hand. It is designed to produce error messages that are understandable and readable by humans, rather than just exposing the internal parser error.


  First making sure the program operates correctly in all use cases might seem tedious in small applications, but once you have to maintain larger systems and add or remove features, you will quickly see how writing Rust can sometimes feel like you are cheating, since so many issues you had to think about in the past will now be covered by the compiler.


  It is therefore seldom that you will be able to run newly written Rust code right away. The compiler will be part of your daily routine and help you understand where to improve your code and what you might have forgotten to cover.


  You can’t jump quickly into Rust as you can, for example, into JavaScript or even Go. You need to become familiar with a set of basic concepts first. In addition, you must learn many aspects of Rust to become a proficient Rust developer. That said, you do not need to know everything to get started; you can learn as you go with the help of the compiler. You see, the Rust compiler is one the strongest arguments for using Rust.


  Once you’ve become proficient, you can use Rust in multiple areas: game development, backend servers, machine learning, and maybe soon Linux kernel development (this is currently an ongoing discussion and trial phase: https://github.com/Rust-for-Linux).


  If you develop applications in a larger team, it helps to know that newly trained Rust programmers must pass through the compiler first before they can contribute to the codebase. This will already cover a huge amount of code review and guarantees a baseline of code quality.


  
1.3 Rust for web services


  We covered the main reasons we might choose Rust over other programming languages. Let’s look at how we can start writing web services with it. Surprisingly, Rust doesn’t cover as much ground when it comes to HTTP as, for example, Go or Node.js. Since Rust is a systems programming language, the Rust community decided to leave efforts around implementing HTTP and other features to the community.


  Figure 1.4 shows a typical tech stack of a web service, and to which degree Rust offers help. The bottom two layers (TCP/IP) are covered by the Rust stack. The Rust standard library implements TCP, and we can open a TCP (or User Datagram Protocol, UDP) socket and listen for incoming messages.


  [image: 01-04]



  Figure 1.4 Rust covers TCP, but leaves HTTP and larger web framework implementations to the community.


  However, there is no HTTP implementation. Therefore, if you want to write a pure HTTP server, you have to either implement it from scratch or use one of the third-party libraries (like hyper, which is used by curl behind the scenes).


  When using a web framework, the choice is already made for you. The web framework Actix Web, for example, uses its own HTTP server implementation, actix-server. When you use Warp, Axum, or Rocket, they all use Hyper as a web server (opening a socket, waiting for, and parsing HTTP messages).


  We can see in figure 1.4 that TCP is included in the Rust standard library, but everything above that is enabled by the community. But what does this look like in code? Let’s take an example from Go. The following listing shows an HTTP server written with Go.


  Listing 1.10 A short example of how to write an HTTP server in Go

  package main
 
import (
    "fmt"
    "net/http"
)
 
func hello(w http.ResponseWriter, req *http.Request) {
    fmt.Fprintf(w, "hello\n")
}
 
 
func main() {
 
    http.HandleFunc("/hello", hello)
 
    http.ListenAndServe(":8090", nil)
}


  We can see that Go provides us with an HTTP package. Rust is missing the HTTP part, and it stops at implementing TCP. We can use Rust to create a TCP server, as shown in the following listing, but we cannot use it right away to respond with formal HTTP messages.


  Listing 1.11 An example TCP server written in Rust

  use std::net::{TcpListener, TcpStream};
 
fn handle_client(stream: TcpStream) {
    // do something
}
 
fn main() -> std::io::Result<()> {
    let listener = TcpListener::bind("127.0.0.1:80")?;
    for stream in listener.incoming() {
        handle_client(stream?);
    }
    Ok(())
} 


  Therefore, it is up to the community to implement HTTP. Luckily, plenty of implementations are out there already. And when choosing a web framework later in the book, you don’t need to worry about that part of the stack anymore.


  Another big cornerstone of writing web services is asynchronous programming. This gives us the ability to handle multiple requests at once. And it reduces the wait time for responses from the server.


  When a web server receives a request, some work has to be done (accessing a database, writing files, and so forth). If a second request comes in before the work is finished, that request would have to wait for the first one. Imagine millions of requests coming in at almost the same time.


  Therefore, we need a way to somehow put work in the background and continue accepting requests on our server. This is where asynchronous programming comes in. Other frameworks and languages (like Node.js and Go) do this to some degree automatically in the background for us. With Rust, we have to understand the building blocks of asynchronous programming a bit more granularly to know which frameworks to choose.


  A programming language (or the ecosystem around it) has to offer the following concepts so we can create applications that can process work asynchronously:


  
    	
      Syntax—Marks a piece of code as asynchronous

    


    	
      Type—A more complex type that can keep the state of the asynchronous progress

    


    	
      Thread scheduler (runtime)—A way to handle threading or other methods to put work in the background and make progress on it

    


    	
      Kernel abstractions—Use the asynchronous kernel methods in the background

    

  


  
    Asynchronous runtimes in Rust


    When we talk about the runtime here, it is not the same as a Java runtime or Go garbage collection. During compilation, the runtime will be compiled into static code. Each library or framework that facilitates some form of asynchronous code will choose a runtime to build on top of. The work of the runtime is to choose its own way of handling threads and managing work (tasks) behind the scenes.


    



    Therefore, it is possible to end up with multiple runtimes. If you choose a web framework that dictates the Tokio runtime, for example, and has a helper library to do asynchronous HTTP requests, which is built on top of another runtime, then you basically have two runtimes compiled in your binary. Whether or not you run into side effects depends on the design of your application.

  


  What does this look like in Rust? Let’s look at listing 1.12 to see how asynchronous fetching of a website looks in Rust. This code can be found in the book’s GitHub repository (https://github.com/Rust-Web-Development/code). We don’t go into detail here; this is left for chapter 2 and onward, but this should give you a first idea what asynchronous code looks like in Rust. For this snippet to work, you need to add the external crate Reqwest (which is not a typo, and we don’t mean the word request here) to your project (via the Cargo.toml file).


  Listing 1.12 Sending HTTP GET requests asynchronously in Rust

  // ch_01/minimal_reqwest/src/main.rs
// https:/ /github.com/Rust-Web-Development/code/tree/main/ch_01/minimal_reqwest
 
use std::collections::HashMap;
 
#[tokio::main]                                                ❶
async fn main() -> Result<(), Box<dyn std::error::Error>> {   ❷
    let resp = reqwest::get("https:/ /httpbin.org/ip")        ❸
        .await?;                                              ❹
        .json::<HashMap<String, String>>()
        .await?;
    println!("{:#?}", resp);                                  ❺
    Ok(())                                                    ❻
}


  ❶ The runtime usage is defined on top of the main function of your application.


  ❷ We mark the main function as async, so we can use await inside.


  ❸ We are using the crate Reqwest here to execute an HTTP GET request, which will return the type Future.


  ❹ We use the await keyword to tell the program we want to wait for the future to be in a finished state before we move on in this function.


  ❺ We print out the content of our response.


  ❻ The keyword Ok returns a result, an empty one in this case.


  We annotate the main function with #[tokio::main]. Tokio is the asynchronous runtime (or thread scheduler) we are using here. Tokio itself is using (through another crate, called Mio) the asynchronous Kernel application programming interface (API) from the operating system we listed earlier.


  We can mark a function as async with the standard Rust syntax, and await on a future (http://mng.bz/5mv1) type. A future in Rust is a trait, which can be implemented onto types. This trait dictates that the implementation must have a type Output (indicating what the future returns when the computation is complete), and a function called poll (which a runtime can call to do work on the future). When working with web frameworks, you might never touch the actual implementation of a future, but it is important to understand the underlying concept, so compiler messages and framework implementations make sense to you.


  In contrast to other languages, in Rust, work by futures is only beginning when handed over to the runtime and actively started. An asynchronous function returns a type of Future, and the caller of the function is responsible for passing this future to a runtime to do something with it.


  For the developer, this means adding .await to the function call, which indicates to the runtime to execute it. There are also other ways of starting futures (like the Tokio join! macro: http://mng.bz/694D) which we will use in chapter 8.


  Figure 1.5 shows the building blocks we listed earlier and used in listing 1.12. Chapter 2 will go into more depth about this topic. Rust offers the syntax and type in its standard library and leaves the runtime and kernel abstractions up to the community to implement.
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  Figure 1.5 Rust provides the syntax and the type for asynchronous programming, but the runtime and kernel abstractions are implemented outside the core language.


  Your choice of a runtime is basically taken care of by the web framework you select later. That framework will dictate the runtime that it is dependent on.


  Listing 1.13 shows a minimal working web application with the web framework Warp—our later choice for this book. This web framework is built on top of the Tokio runtime, which means we have to also add Tokio to our project (via the Cargo.toml file, shown in listing 1.14).


  Listing 1.13 A minimal working HTTP server in Rust with Warp

  // ch_01/minimal_warp/src/main.rs
// https:/ /github.com/Rust-Web-Development/code/tree/main/ch_01/minimal-warp
 
use warp::Filter;
 
#[tokio::main]
async fn main() {
    let hello = warp::get()
        .map(|| format!("Hello, World!"));
 
    warp::serve(hello)
        .run(([127, 0, 0, 1], 1337))
        .await;
}
 
 
 


  Listing 1.14 The Cargo.toml file for the minimal Warp example

  [package]
name = "minimal-warp"
version = "0.1.0"
edition = "2021"
 
[dependencies]
tokio = { version = "1.2", features = ["full"] }
warp = "0.3"


  The syntax might look foreign now, but you can see that everything is abstracted away behind the Warp framework, and the only sign of the Tokio runtime is in the line above the main function. We will talk more about our framework of choice, and how and why we chose it in chapter 2.


  You might wonder, if Rust doesn’t have a standard runtime to handle asynchronous code, nor does it have HTTP included in the standard library, why would it make sense to write web services with it? It boils down to the language features and the community.


  You can argue that no standard HTTP implementation and runtime makes it even more future proof, since the community can always step in and improve something or offer different solutions for different problems. The type safety, speed, and correctness of the language play a crucial part in an environment where you handle asynchronous work in your application and deal with a huge amount of traffic. A fast and safe language will pay off in the long run.


  
1.4 Maintainability of Rust applications


  The Rust compiler helps you write sound software, but its other language features help make Rust great for maintenance. For example, it comes with documentation built in. Chapter 5 provides a deeper look at properly documenting your code with built-in tooling. The package manager Cargo has a command to generate documentation from your code comments, which is browsable locally and will be built by default when exporting a library to crates.io. Code embedded in your code documentation will not only show up in pregenerated HTML documents, but also run through the tests as well, so you can make sure you never have outdated code examples.


  Next to documenting, modularizing your codebase helps with grouping parts together or extracting reusable code into its own crate. Rust makes this rather easy with the use of the dependency section in the Cargo.toml file to include local libraries, from the official crates.io registry or any other location you wish.


  Rust also supports testing by default. You don’t need an additional crate or other helper tools to create and run tests. All these built-in and standardized features remove a lot of friction and discussions in your team, and you can focus on writing and implementing code rather than always looking for a new tool to write documentation or tests in.


  If you need help later and don’t have the expertise on your team, dozens of Discord channels, Reddit forums, and Stack Overflow tags are available to ask for guidance. For example, help for the runtime Tokio and the web framework Warp can be found on the Tokio Discord server (https://discord.com/invite/tokio), which has a channel for each tool. It’s a great way to ask for help or read other people’s comments to learn more about the tooling at hand.


  
Summary


  
    	
      Rust is a systems programming language that produces binaries.

    


    	
      It comes with a strict compiler with helpful error messages, so you have an easy time spotting mistakes and improvements.

    


    	
      The tooling around Rust ships with the Rust installation itself or has official recommendations so you save time by not constantly exploring, discussing, and learning new tools.

    


    	
      You have to pick a runtime when writing asynchronous code (the “how” will be covered in chapter 2), since Rust doesn’t include one like Go or Node.js does.

    


    	
      Web frameworks are built on top of runtimes, so your choice is made by the framework you choose later.

    


    	
      Rust’s speed, safety, and correctness will help you a huge amount when maintaining small to large web services and codebases.

    


    	
      Documentation and testing are built into the language itself, which makes maintaining your code even easier.

    

  


  
2 Laying the foundation


  This chapter covers


  
    	
Getting to know the Rust types


    	
Understanding the Rust ownership system


    	
Implementing custom behavior in your own types


    	
Understanding the building blocks of an asynchronous ecosystem


    	
Choosing third-party libraries to build web services with Rust


    	
Setting up a basic working web service with Rust

  


  The first chapter provided a pretty good rundown of the features that come with Rust, and the tooling we need to add to be able to create web services with Rust. This chapter elaborates on these points. The first part details how to use the language to create your own types and functions. In the second part, you’ll add a web server so you can serve your first response to the user.


  As mentioned before, you will fare best if you read chapters 1 to 6 of The Rust Programming Language (https://doc.rust-lang.org/book/). This chapter will teach the concepts needed for completing this book, so it might be enough to go through this chapter without any previous knowledge. However, I recommend again to go at least briefly through the first six chapters of The Rust Programming Language to have a proper foundation of the language itself.


  In this book, we will create an example Q&A web service, where users can ask and answer questions. We are going to build a Representational State Transfer (REST) API and will have a running service, deployed and tested by the end of the book. We will store new questions, update or delete them, and be able to post answers. Later in the book, we will figure out how to authenticate to this web service and how to test properly.


  Throughout the book, we focus on the Rust aspects of a web service. Regardless of which web framework you ultimately choose for your own projects, the material presented here should still be applicable in one manner or another. The goal is to educate and show one way of going about an implementation.


  It is important to have this in mind: Rust is twofold. You don’t need to know the lower-level details of operating systems; however, you benefit from knowing a bit more about how operating systems allocate memory and execute functions. This is also the goal of the book. You shouldn’t just learn another syntax but enhance your overall knowledge around systems and web services.


  This chapter lays the foundation. Figure 2.1 shows the intent behind the following sections. Once you understand the areas of Rust you will run into repeatedly, you can take your time to learn them thoroughly. The same goes for a web service. If you ever run into performance issues or are not happy with your choice of framework, you’ll know your way around in the Rust ecosystem to choose crates that fit your needs better.
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  Figure 2.1 Roadmap for this chapter to unlock your capabilities to become a Rust web developer


  To make reading this book a valuable exercise, you should learn these foundations now so you can still benefit from them for many years to come. This is the last chapter of the book that focuses more on fundamentals than code, and we will quickly pick up the pace in the next chapter.


  We’ll start implementing our web service with structs and have a basic web server running at the end of the chapter, but the goal is to explain the concepts along the way. In the following chapters, we’ll assume a basic understanding of the language and ecosystem.


  
2.1 Following the Rust playbook


  Rust is a complex language, but you don’t have to know all the ins and outs at the beginning, or even during a larger project. The compiler and other tools (Clippy, for example, which we will delve into in chapter 5) will help a great deal to finish up code in a clean and nice way. Therefore, we won’t cover every aspect of the language, but you will feel confident in looking up topics yourself when you run into them.


  To work confidently in Rust, you have to get up to speed on these skills:


  
    	
      Looking up types and behaviors via docs.rs, the official Rust documentation

    


    	
      Quickly iterating over errors or problems you face

    


    	
      Understanding how the Rust ownership system works

    


    	
      Identifying and using macros

    


    	
      Creating your own types via structs and implementing behavior via impl

    


    	
      Implementing traits and macros on existing types

    


    	
      Writing functional Rust with options and results

    

  


  We cover these basics in this chapter, and will practice and go more in depth in the following chapters. It is important to know that even complex problems or challenges you face down the road can be solved by the preceding skills. It just takes experience and the right mindset to overcome them.


  Since Rust is a strictly typed language, you need to put in a bit more effort in the beginning of your program. Quickly fetching a JSON file from another endpoint or modeling a simple program can take a bit longer if you are not familiar with existing types and how to handle unknown values you first have to inspect.


  
2.1.1 Modeling your resources with structs


  We want to create a RESTful API, which means we’ll provide routes to create, read, update, and delete (CRUD) resources. The first step is therefore to think about which models or types we have to deal with in our web service.


  It is wise to start with mapping out your smallest working application. This includes the custom data types you want to implement and their behavior (methods). For our very own application, we need the following:


  
    	
      Users

    


    	
      Questions

    


    	
      Answers

    

  


  Users can register and log into the system, and then post and view questions and answers to these questions. We will focus on users later in the book, when we talk about authentication and authorization of the application. For now, we’ll implement each route without checking for passwords or user IDs.


  Figure 2.2 shows what is needed to create and implement our own types in Rust. We’ll start by implementing the Question type and go through all the quirks we encounter and types we need along the way. You create your own type by using the struct keyword and adding fields to it. You then use an impl block to add behavior in form of functions.
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  Figure 2.2 Custom types can be created with structs, and adding custom methods is done via the impl block.


  Let’s start by creating our questions and answers and go over the basic life cycle of the creation of a custom type in Rust.


  Listing 2.1 Creating and implementing our Question type

  struct Question {
    id: QuestionId,
    title: String,
    content: String,
    tags: Option<Vec<String>>,
}
struct QuestionId(String);
 
impl Question {
    fn new(
        id: QuestionId, 
        title: String, 
        content: String, 
        tags: Option<Vec<String>>
     ) -> Self {
        Question {
            id,
            title,
            content,
            tags,
        }
    }
}


  As we create our Question type, we use id to distinguish between different questions later (we create the ID by hand for now and will move to an autogenerated one later in the book). Each question has a title, and the actual question is in the content. We also use tags to group certain questions together. We will explain what Option means in section 2.1.2. Functions look very similar to those in other programming languages. Figure 2.3 shows the function signature in Rust and what each element means.
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  Figure 2.3 The Rust function signature in detail when returning a value


  We always need to go through these steps to create custom data in Rust:


  
    	
      Create a new struct with struct Question {...}.

    


    	
      Add fields with their types to the struct.

    


    	
      Rust doesn’t have a default name for a constructor, so best practice is to have a method called new.

    


    	
      Add behavior to your custom type with an impl block.

    


    	
      Return either Self or Question to instantiate a new object of this type.

    

  


  We are also using the New Type pattern (http://mng.bz/o5Zr), in which we don’t simply use a string for our question ID, but encapsulate a string into a struct called QuestionId. Every time we pass a parameter or try to create a new question, we need to create a new QuestionId instead of just passing a string. Having a custom type conveys a purpose—one the compiler can enforce for us.


  For now, this seems unnecessary, but in larger applications, this gives parameters more meaning. You can think of custom types as IDs. You can have functions that take a Question ID within an application (like ours) and that also handle Answer IDs. Encapsulating primitive types in structs gives them meaning and later flexibility in instantiating them.


  
2.1.2 Understanding options


  Options are important in Rust. They let us make sure we don’t have null where we would expect a value. Via the Option enum, we can always check whether the value provided is present and can handle the case when it is not. Even better, when having an Option enum at hand, the compiler makes sure we always cover every case (Some or None). This also lets us declare not-required fields, so when creating a new question, we don’t need to provide a list of tags, but we can if we want to.


  Later, when you want to receive data while working with external APIs, marking certain fields as optional is quite helpful. Because Rust is strictly typed, whenever you expect a field on a type to be set but it is not, the compiler will throw an error. Also, by default, all struct fields are required when specified. Therefore, you have to manually make sure that the fields that are not required are marked as Option<Type>.


  
    Rust Playground


    An important part of the Rust learning journey is to use the tools available to quickly test out ideas. The Rust Playground website (https://play.rust-lang.org/) provides the Rust compiler and the most used crates to quickly iterate over smaller programs. Therefore, you don’t always have to create a local Rust project to tinker with a certain topic.

  


  A common way of checking whether Option has a value is through the match keyword. Listing 2.2, which you can copy and paste and run in the Rust Playground (or click http://mng.bz/neZg), shows how to use a match block on an optional value. This example is created out of thin air as a demonstration use case for the match block.


  
    Pattern matching in Rust


    Novice developers often look at match as an alternate keyword for switch. However, pattern matching in Rust is much more powerful. Chapter 18 of The Rust Programming Language goes into more detail (http://mng.bz/AVYp).


    The match pattern, for example, also allows the destructuring of structs (http://mng.bz/49na), enums (http://mng.bz/Qnww), and more. This powerful mechanism makes your code more readable and uses Rust’s powerful type system to express more meaning in your codebase, which the compiler can enforce.

  


  Listing 2.2 Using match to work with Option values

  fn main() {
    struct Book {
        title: String,
        isbn: Option<String>,
    }
 
    let book = Book { 
        title: "Great book".to_string(), 
        isbn: Some(String::from("1-123-456")) 
    };
    
    match book.isbn {
        Some(i) => println!(
            "The ISBN of the book: {} is: {}", 
            book.title, 
            i
        ),
        None => println!("We don't know the ISBN of the book"),
    }
}


  The standard library also offers a huge variety of methods and traits you can use on an Option value (http://mng.bz/Xa7G). For example, book.isbn.is_some returns either true or false, indicating whether it has a value.


  
2.1.3 Using documentation to solve errors


  Our simple setup will let us face many basic Rust behaviors and features, so let’s try to create a new question (see listing 2.3) in our program with the constructor we implemented previously on the Question struct (to debug in the Rust Playground, use http://mng.bz/yaNG). Be aware that this code will not compile and will throw some errors (listing 2.4), which we will fix together right after.


  Listing 2.3 Creating an example question and printing it

  // ch02/src/main.rs
 
struct Question {
    id: QuestionId,
    title: String,
    content: String,
    tags: Option<Vec<String>>,
}
 
struct QuestionId(String);
 
impl Question {
    fn new(
        id: QuestionId, 
        title: String, 
        content: String, 
        tags: Option<Vec<String>>
     ) -> Self {
        Question {
            id,
            title,
            content,
            tags,
        }
    }
}
 
fn main() {
    let question = Question::new(
        "1", 
        "First Question", 
        "Content of question", 
        ["faq"]
    );
    println!("{}", question);
}


  Add this snippet at the end of the main.rs file and run it. Notice that we use double colons (::) to call the method new on Question. Rust has two ways of implementing functions onto types:


  
    	
      Associated functions

    


    	
      Methods

    

  


  Associated functions don’t take &self as a parameter and are called with two double colons (::). They are roughly equivalent to static functions in other programming languages. Despite being called associated, they are not associated to a specific instance. Methods, on the other hand, take &self and are called simply via a dot (.). Figure 2.4 shows the differences in implementing and calling each option.
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  Figure 2.4 An associated function (new, at the top) doesn’t take an &self parameter and is called via double colons (::). A method (update_title, at the bottom) takes an &self parameter and is called via dot notation (.). Calling a function from within an impl block is possible via the name of the block (Question::new(...), in this case).


  We can start our application with the cargo run command on the terminal. This, however, will return a long list of errors. This experience won’t go away, even after writing Rust for multiple years. The compiler is strict, and you have to start to befriend its sea of red errors.


  Rust wants to produce safe and correct code and is therefore picky about what it allows to compile. This has the advantage of teaching you how to write code and gives excellent error messages so you can see where you are wrong.


  Listing 2.4 Error messages after trying to compile our code so far

  error[E0308]: arguments to this function are incorrect
  --> src/main.rs:27:20
   |
27 |     let question = Question::new(
   |                    ^^^^^^^^^^^^^                                ❶
28 |         "1",
   |         --- expected struct `QuestionId`, found `&str`          ❷
29 |         "First Question",
   |         ---------------- expected struct `String`, found `&str`
30 |         "Content of question",
   |         --------------------- expected struct `String`, found `&str`
31 |         ["faq"],
   |         ------- expected enum `Option`, found array `[&str; 1]`
   |
   = note: expected enum `Option<Vec<String>>`
             found array `[&str; 1]`                                 ❸
note: associated function defined here
  --> src/main.rs:11:8
   |
11 |     fn new(
   |        ^^^
12 |         id: QuestionId,
   |         --------------
13 |         title: String,
   |         -------------
14 |         content: String,
   |         ---------------
15 |         tags: Option<Vec<String>>,
   |         -------------------------
help: try using a conversion method
   |
29 |         "First Question".to_string(),
   |                         ++++++++++++
help: try using a conversion method
   |
30 |         "Content of question".to_string(),
   |                              ++++++++++++
 
error[E0277]: `Question` doesn't implement `std::fmt::Display`
  --> src/main.rs:33:20
   |
33 |     println!("{}", question);
   |                    ^^^^^^^^ `Question` cannot 
         be formatted with the default formatter                    ❹
   |
   = help: the trait `std::fmt::Display` is not implemented for `Question`
   = note: in format strings you may be able to use `{:?}` (or {:#?} 
           for pretty-print) instead
   = note: this error originates in the macro `$crate::format_args_nl` 
           (in Nightly builds, run with -Z macro-backtrace for more info)
 
Some errors have detailed explanations: E0277, E0308.
For more information about an error, try `rustc --explain E0277`.
error: aborting due to 5 previous errors; 1 warning emitted


  ❶ The Rust compiler shows us exactly where and what the problem is.


  ❷ Putting text between double quotes is somehow not a String but a &str.


  ❸ Instead of an array, the compiler is expecting an enum Option for our tags.


  ❹ We can’t print the question to the console.


  You will use these errors to learn more about the language and its features, so you are ready for your journey ahead building a solid web application. You will see that some errors have two issues, and others are just a repeated mistake we made and will go away by fixing the one before.


  It is best practice to always start with the first error you see, since this could be the reason the ones afterward appear as well. So let’s go over the first issue and see how we could fix it.
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