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This book is for the president of the United States—today’s and tomorrow’s—all of whom will eventually wish that they and their predecessors had done more to secure cyberspace








ACKNOWLEDGMENTS

This book could never have come together without the valuable insights and contributions that I received from many friends and colleagues who are steeped in the knowledge that I have attempted to analyze and explain in this book. They unselfishly dedicated hours of their time to challenge and contribute to the quality of the thought and analysis herein. For that, I am eternally grateful. You are the beneficiaries of their insights and generous work.


Most important were the contributions that I received over several months from my colleague of almost forty years, Robert H. Ledig; my good friend and economist/lawyer Robert M. Fisher; and a who’s who list of futurists, lawyers, regulators, academics, technologists, cryptographic mathematicians, software developers, and internet users and pioneers. They included Richard Borden, Brian P. Brooks, Jeremiah Buckley, Silvia Elaluf-Calderwood, John Carlson, James Dever, Adam Golodner, Peter Gutzmer, Richard Klein, Roslyn Layton, David Lesser, Josh Magri, Timothy McTaggart, Randall K. Quarles, Craig Schwartz, Richard Vartain, Karen Beth Vartanian, Scott Volmar, Peter Wayner, and Prof. Christopher Yoo. Special thanks to my agent, Andrew Stuart, and attorney, Lloyd Jassin.


It is impossible to write anything worth the time of any reader without the contributions, insights, criticisms, and inspiration of other experts. I was lucky to have people who were generous enough to assist. I hope they understand how valuable their comments were to the creation of this book.









ACRONYMS, ABBREVIATIONS, AND GLOSSARY OF TERMS




	ABA
	American Bankers Association



	ACH
	Automated Clearing House



	AGE
	authentication, governance, and enforcement



	AGN
	alternative global network



	APT
	advanced persistent threat



	ARC
	Analysis and Resilience Center for Systemic Risk



	ARPANET
	Advanced Research Projects Agency Net



	ASN
	autonomous system number



	ATM
	automated teller machine



	AWS
	Amazon Web Services



	BIS
	Bank for International Settlements



	BPI
	Bank Policy Institute



	CA
	certificate authority



	CBDC
	central bank digital currency



	CCIP
	Commission on Critical Infrastructure Protection



	CFAA
	Computer Fraud and Abuse Act



	CFPB
	Consumer Financial Protection Bureau



	CFTC
	Commodity Futures Trading Commission



	CIRCIA
	Cyber Incident Reporting for Critical Infrastructure Act of 2022



	CISA
	Cyberspace and Infrastructure Security Agency



	CISA
	2015 Cybersecurity Information Sharing Act of 2015



	CNCI
	Comprehensive National Cybersecurity Initiative



	CPMI-IOSCO
	Committee on Payments and Market Infrastructures–International Organization of Security Commissions



	CRI
	Cyber Risk Institute



	DAO
	decentralized autonomous organization



	DARPA
	Defense Advanced Research Projects Agency



	DBOM
	device bill of materials



	DDoS
	distributed denial of service



	DHS
	Department of Homeland Security



	DISA
	Defense Information Systems Agency



	DLT
	distributed ledger technology



	DNS
	Domain Name System



	DOD
	Department of Defense



	DOE
	Department of Energy



	DOJ
	Department of Justice



	DONA
	data-oriented network architecture



	DOS
	Department of State



	ECB
	European Central Bank



	ETF
	exchange traded fund



	FASB
	Financial Accounting Standards Board



	FATF
	Financial Action Task Force



	FBIIC
	Financial and Banking Information Infrastructure Committee



	FCA
	False Claims Act



	FCC
	Federal Communications Commission



	FDIC
	Federal Deposit Insurance Corporation



	Federal Reserve or Fed
	Board of Governors of the Federal Reserve System



	FFIEC
	Federal Financial Institutions Examination Council



	FHLBB
	Federal Home Loan Bank Board



	FIED
	financial improvised explosive device



	FinCEN
	Financial Crimes Enforcement Network



	FISMA
	Financial Information Security Management Act



	FMI
	financial market infrastructure



	FSARC
	Financial Systemic Analysis and Resilience Center



	FSB
	Financial Stability Board



	FSCIG
	Financial Sector Cyber Intelligence Group



	FS-ISAC
	Financial Services–Information Sharing and Analysis Center



	FSLIC
	Federal Savings and Loan Insurance Corporation



	FSOC
	Financial Stability Oversight Council



	FSSCC
	Financial Services Sector Coordinating Council



	GAO
	Government Accountability Office



	GIFTC
	Global Internet Forum to Combat Terrorism



	GPS
	Global Positioning System



	GSE
	government-sponsored enterprise (Fannie Mae, Freddie Mac, Federal Home Loan Banks)



	HTML
	Hypertext Markup Language



	HTTP
	Hypertext Transfer Protocol



	ICANN
	Internet Corporation for Assigned Names and Numbers



	ICO
	initial coin offering



	IEC
	International Electrotechnical Commission



	IED
	improvised explosive device



	IEEE
	Institute of Electrical and Electronics Engineers



	IETF
	Internet Engineering Task Force



	IIF
	Institute of International Finance



	IMF
	International Monetary Fund



	IOS
	International Organization for Standardization



	IoT
	internet of things



	IP
	Internet Protocol



	IPTF
	Infrastructure Protection Task Force



	ISAC
	information sharing and analysis center



	ISAO
	information sharing and analysis organization



	ISP
	internet service provider



	ITERA
	Identity Theft Enforcement and Restitution Act



	MAD
	mutual assured destruction



	M2M
	machine to machine



	MFA
	multifactor authentication



	MICR
	magnetic ink character recognition



	MUT
	malicious user of technology



	NACHA
	National Automated Clearing House Association



	NCCIC
	National Cybersecurity and Communications Integration Center



	NCSRS
	National Cyberspace Security Response System



	NDN
	named data networking



	NETINF
	network of information



	NFT
	nonfungible token



	NIPC
	National Infrastructure Protection Center



	NIST
	National Institute of Standards and Technology



	NLP
	natural language processing



	NSA
	National Security Agency



	NSF
	National Science Foundation



	NSFNET
	National Science Foundation Net



	NSPD
	national security presidential directive



	NTIA
	National Telecommunications and Information Administration



	OCC
	Office of the Comptroller of the Currency



	OFDM
	orthogonal frequency division multiplexing



	OFR
	Office of Financial Research



	OMB
	Office of Management and Budget



	OMIG
	Open Metaverse Interoperability Group



	PDD
	presidential decision directive



	PIN
	personal identification number



	PIV
	personal identity verification



	PPD
	presidential policy directive



	PURSUIT
	Publish/Subscribe Internet Routing Paradigm



	QKD
	quantum key distribution



	RAA
	registrar accreditation agreement



	RFID
	radio frequency identification device



	SBOM
	software bill of materials



	SEC
	Securities and Exchange Commission



	SIFMA
	Securities Industry and Financial Markets Association



	SIRPENT
	Source Internetwork Routing Protocol



	SPN
	secure private network



	SWIFT
	Society for Worldwide Interbank Financial Telecommunication



	TCP/IP
	Transmission Control Protocol/Internet Protocol



	TIBER
	Threat Intelligence–Based Ethical Red Teaming



	TLD
	top-level domain



	TOR
	The Onion Routing Project



	ToS
	terms of service



	TSA
	Transportation Security Administration



	URL
	uniform resource locator



	VPN
	virtual private network



	VPS
	virtual private server



	ZTA
	zero-trust architecture















INTRODUCTION

Candlesticks Are Nice


In about 5 billion years, our Milky Way galaxy will collide with the Andromeda galaxy and send out massive gravitational shockwaves.1 Five billion years later, our sun is expected to die, having burned up its fuel. Long before that happens, probably 1 billion years from now, humanity will have had to find a new planet due to the ever-increasing brightness of the sun.2 But don’t pack your bags yet; there are more immediate problems confronting us.


The invasion of Ukraine has launched a new world disorder that officially makes cyberspace a tool for malicious users of technology (MUTs) such as authoritarian nation-states and their affiliates, dictators, criminal cartels, fanatics, terrorists, and lunatics to dispense evil. War has a way of shining a brighter light on alternatives and priorities. People are beginning to realize that new technologies in the hands of people who are bent on control or destruction, and the growth of an internet that is increasingly insecure are enormous threats to this country’s financial institutions, economic infrastructure, and ultimately democracy itself. And unlike the analog world, there is no cyber coast guard, no early-warning cyber defense system, and no cyber police or fire departments. As technology gets cheaper and finds its way into the hands of MUTs who do not play by the rules of civil society, the fragility of our financial and democratic systems will increasingly be on display as civilization finds itself on perpetual defense.


You would not have to be convinced of this if you had been in Estonia in 2007. Life stopped when the Russians pulled the cyber plug because of the placement of a statue in the capital. Havoc reigned as the Estonian parliament, banks, ministries, newspapers, and broadcasters were disrupted. Russia suffered no visible punishment for the attack—in retrospect, a massive mistake by world leaders. Similar cyberattacks attributed to a Russian advanced persistent threat group known as Sandworm crippled Ukraine’s power grid in December 2015. Again, Russia paid little price for that attack.


In 2016, Brazil’s banking system experienced one of the worst cyberattacks when all of Banco Banrisul’s thirty-six domain name system registrations were taken over by hackers, controlling its online banking portal, mobile banking, automated teller machines (ATMs), point-of-sale terminals, and internal corporate domains and email system. Customers were routinely directed to websites that installed malware on their devices and stole their personal and account information.3 In the United States, Capital One’s networks were compromised in 2019, exposing data from credit card applications of approximately 100 million individuals dating as far back as 2005. Capital One was the thirteenth-largest bank in the United States at the time, but its systems were humbled by the malicious actions of one former engineer of its cloud provider.


In early 2022, the threat of a cyber war became even more real in the weeks before Russia invaded Ukraine. Hackers launched attacks on dozens of government websites, inserting a WhisperGate malware, something very close to the NotPetya Russian virus that had done $10 billion in damage around the world in 2017. The virus pretended to be ransomware but actually made machinery inoperable.4 Online services of Ukraine’s armed forces and its two largest lenders, PrivatBank and Oschadbank, were disrupted days later by cyberattacks as the world watched the country suffer the largest denial-of-service attack in its history.5 PrivatBank’s ATMs were down for an hour, and it experienced “instability” in its mobile communications.6 The U.S. Cybersecurity and Infrastructure Security Agency (CISA) issued a “Shields Up” alert urging companies to stiffen security and aggressively monitor for unusual activity. It warned critical infrastructure operators in the United Sates to take “urgent, near-term steps” against cyber threats as U.S. banks ran through contingency plans to prepare for Russia-linked incidents.7


On February 23, the invasion began, and a wiper malware—HermeticaWiper—was unleashed on Ukraine, Latvia, and Lithuania computers. Experts believed that it had been embedded in those systems months before. Websites at government agencies and banks were disrupted for several days.8 This was followed by an attack on the American satellite company Viasat hours before Russian troops invaded Ukraine. That resulted in an immediate loss of Ukrainian communications as “wiper” malware known as AcidRain attacked modems and routers, erasing data on the systems. As the machines rebooted, they were permanently disabled.9 Several days later, Anonymous, the ad hoc international hacktivist movement, announced a cyber war against Russia for its invasion of Ukraine, and websites of the Kremlin and the country’s Ministry of Defense were hacked and went offline. Several Russian state TV stations began playing Ukrainian music and displaying images of Ukraine’s flag and other nationalistic symbols.10 Un fortunately, prankster-level shenanigans often serve to warn a target where its vulnerabilities are so that it can eliminate them.


In late March 2022, chilling revelations emerged when 200,000 messages between 450 members of the Trickbot group detailed its intention to attack and disable more than 400 U.S. hospitals. Trickbot is a Russian-affiliated cybercriminal gang. Its Conti ransomware was the most used in 2021 to attack and disable private and government computer systems in the United States. The messages became public only when Trickbot itself was penetrated by a Ukrainian hacker.11 Several days later it was announced that hackers had stolen $625 million in cryptocurrency from the video game company Axie Infinity when the supposedly secure underlying blockchain that powered the game was infiltrated.12


Coincidentally, two Dutch researchers took home $90,000 and a hacking trophy for breaching software that ran critical infrastructures around the world, saying it was “their easiest challenge yet” because “security is lagging behind badly.”13 This was followed by the theft of $182 million worth of digital assets when hackers attacked an algorithmic stablecoin called Beanstalk, wiping out all of the Ether it held and collapsing the value of its “Beans.” Beanstalk is a DAO, or decentralized autonomous organization. The hackers reportedly borrowed about $1 billion worth of different stablecoins through a flash loan to gain an overwhelming percentage of Beanstalk’s voting power. They then proposed that money be donated to Ukraine, but that proposal included malicious code that diverted funds at Beanstalk to a wallet controlled by the hackers. They simply paid off the loan and pocketed the difference.14


These are just a few examples of an increasing and frightening misuse of the internet, its inadequacy when it comes to protecting critical infrastructures, and the helplessness we all experience when confronted with these attacks. No system can be 100 percent secure. That is not a legitimate goal to expect. But the insecurity of the many data sharing and transference networks that form the World Wide Web which operates on the digital foundation known as the internet, and the growing threats that they create to the integrity of our social, financial, and physical well-being, have become unacceptable. The holes in this brilliant architecture of the internet have become a perfect environment for bad actors, ranging from criminals to repressive governments, to abuse the money and data that we have entrusted to a digital world that few of us understand.


Anyone paying attention to events over the last several years readily appreciates how a terrorist, nation-state, criminal cartel, thief, or political operative can use technology to manipulate geopolitical dynamics, impact national elections, disrupt critical infrastructures, steal billions, or use fabricated news to foment discord on hot-button social issues. Once initiated, divisive social media, frenetic cable TV outlets, exploitive politicians, and profiteering activists jump into action to spin every issue into dollars and public sentiment to support them and their causes. Why wouldn’t China, Russia, Iran, and North Korea nurture active hacker societies to manipulate reality and help America destroy itself? This is a treacherous path that the internet has put us on. Once confidence in governments, information, and the bona fides of our opponents evaporates, it is not clear where society turns for security and stability.


At the same time, the rising costs of cybersecurity services, computer maintenance, operational downtime, and related losses from cyberattacks are on a trajectory that is not sustainable. Prudence dictates that we reverse gears and adopt a more secure approach before we get so far down this path that there is no going back. That means we need real leaders who can do something besides run for election, wave, and make flowery speeches.


Every one of us is seriously exposed to the misuse of the internet. While writing this book, I experienced the frustration and helplessness that can result from our complete reliance on and trust in systems that are beyond our control. I could not access my online banking account for several days in September 2021. I did everything I knew how to do. I changed my password three times, deleted cookies, cleared my browser’s cache, and reset my privacy and browser settings. I tried different browsers to see if that made a difference. After restarting my computer several times, I was still locked out of the account. I telephoned my bank’s technical support desk and after twenty minutes with someone who seemed unsympathetic at best was told that the bank’s systems were malfunctioning, perhaps undergoing periodic maintenance. I needed to be patient for another forty-eight hours. Six months later, I lost access to certain functions in the same online banking app that prevented me from transferring funds from some internal accounts to others. That lasted more than three weeks while the bank’s tech people said they were working on it. Many of you are reading this and nodding your heads, having had similar experiences.


Each day, we are constructing a larger and more expansive insecure virtual world that we cannot control. In it, people and machines can assume fictional personas, act anonymously, and be as obnoxious or malicious as they wish without being easily detected. Things that used to be represented by paper and physical contact are being converted into microscopic universes of digital data that are completely portable. Every piece of information about us is being captured and sliced into digital packets that fuel an infinite number of commercial as well as nefarious purposes, stripping any last vestige of privacy from everyone as their data passes effortlessly throughout the digital world. For all its wonderful advancements, digital technology is also driving life-altering changes that are creating a form of societal dyslexia where cultural and financial dysfunction are becoming the norm. And for the most part, many freely participate in this effort because they expect their lives, financial or otherwise, to be easier, more profitable, and more connected. They probably think it is safe and that the “government” would not let it exist if it were not. They are wrong. It is time to say “stop!” before we lose control of our futures.


The greatest risks are yet to come, and we are still unprepared. In addition to the risks posed by Russia, China’s cradle-to-grave electronic surveillance society that uses apps on cell phones, facial recognition monitors, and an array of other behavioral and social scoring tools to identify citizens for “reeducation” is about as frightening a future as one can imagine. Such uses of technology are so pervasive that they may eliminate any ability for a population—current or future—to revolt against such repression. Thanks to its tracking technologies, the Chinese government knows when three people are meeting. But it is not just governments that can misuse this power. Hacker gangs armed with computers have formed around the world. In December 2021, Facebook reported that seven hacker-for-hire firms had targeted around 50,000 users of its various platforms.15


We may wake one morning and find that ATMs are not working, credit cards are not recognized, checking accounts have disappeared, and investment portfolios have evaporated, all due to the introduction of some malicious code hidden in a silly game that was downloaded. It is admittedly not easy to do given the fragmented and disjointed structure of cyberspace, but it is doable by an advanced persistent attacker. After death, there is no more frightening thought than the loss of everything that a person has worked their entire life to achieve. One person may eventually be reimbursed by their bank or broker if their accounts are emptied out. But if it happens to everyone, there may be no one left standing to reimburse anyone. What would you do if that happened? Do you know who the cyber police are? Do you know their phone numbers? Consider what your first instinct would be in such a situation.


This problem is not going away and seems to be getting more complex all the time. Technology will always push us forward, and there will always be evil and malicious people trying to use it to lie, steal, cheat, and kill more effectively. So, yes, we have made serious mistakes. We created an internet presuming that it would always be a virtual amusement park that would never house anything serious or of value. We have looked weak when countries like Russia, China, Iran, and North Korea have perpetrated the malicious use of technology around the world, treating such events as if our children had scuffed their knees at the playground after being chased by another child.


Not surprisingly, the invasion of Ukraine and the heightened threats of cyberattacks have forced U.S. officials to conclude that our cybersecurity efforts have failed. But they default to the need for stronger government regulations, which are rarely the most effective or efficient means to solve problems, particularly if they do not foster uniformity and delegate responsibility to dozens of agencies that are focused on their own narrow slices of cyberspace.16 In 2017, the Bank Policy Institute (BPI) issued a report laying much of the blame for dozens of confusing bank cybersecurity rules that were “doing more harm than good” at the feet of federal and state banking regulators.17 Similarly, the Transportation Safety Administration (TSA) has been roundly criticized for unwieldy and “baffling” cyber regulations that have jeopardized pipeline safety and fuel supplies.18 We need to do better and think outside the same old internet box that has proven to have been ill constructed. The choice is entirely ours to make.


There is no reason to compound the mistakes that have already been made, particularly since we now know that every piece of data and penny of value is eventually going to be transported into this virtual world where it may potentially be misused. We don’t have to continue to make it so easy for bad actors to take advantage of us. There are solutions that can neutralize the growing threats and create safer virtual spaces. None of them are easy or perfect. Many will be inconvenient, putting society in the position of having to choose the best worst option before it is too late. They will all require real leadership. And since whatever control of the internet does exist today is in the hands of many organizations and nation-states that have diverse long-term interests, it will take massive consensus building among democratic nations to effect change.


There are analogous efforts currently under way, for example, to improve the capacity of and better secure the Global Positioning System (GPS).19 In 2017 and 2018, Congress mandated the development of a joint plan to deploy alternative GPS backup technologies.20 That has proven to be a challenging task; a new internet will be even more challenging. But by a new internet, I am not suggesting that we need new pipes, cables, routers, providers, or digital technologies. That is unlikely to happen in the near term.


We can however enhance the use and security of private and offline network infrastructures that already exist by creating more secure gateway protocols that connect with the open architecture of the internet. We can regulate ownership and control of internet pipes, clouds, and infrastructures and ensure that they and their owners meet the highest security standards. We can better engineer the nuts and bolts of the internet and the software and hardware it relies on. We can create a parallel system of highly secure networks that rely on enhanced authentication, governance, and enforcement (AGE) standards. We can better segregate, decentralize, and secure data. Much of this has been under consideration for several decades by governments, the military, academics, and financial providers, but each effort has fallen short, confronted by a cyber status quo that prints money and creates jobs for millions of people. Frankly, the internet has worked well enough to discourage costly improvements and expenditures that would inevitably impact user experience and bottom lines.


The evolution of a new generation of the internet—Web3—may create greater data decentralization to dislodge the power that Big Tech has amassed. That would be a good time to consider an increased use of secure private networks (SPNs) that run parallel to the internet and whose security is monitored to ensure their reliability. Such private clouds and networks have worked in the financial services business, but to the extent that they are accessible through many points connected to the open architecture of the internet and are owned and controlled by third parties, they are vulnerable.


A more advanced system that requires virtual traffic to be authenticated and licensed to be able to move into and around SPNs is necessary. Such digital licenses and passports should require adherence to a code of internet conduct and the inclusion of “kill switches” that would disappear code, software, or any virtual traveler that violates the rules. Entrance to secure networks could be controlled through secure filtering applications that block out the bad actors—human and digital. Semi-decentralized versions of blockchain applications could provide more enhanced authentication and verification. What has been missing is the will or perhaps proof of necessity to build and enforce these standards on a universal basis. Again, there has been a massive lack of leadership.


A new world disorder may as a matter of market necessity foster the creation of a new internet or internets. The groundwork has already been laid with the actions taken by and against Russia. Russia blocked access to Meta (formerly Facebook) in early March 2022, but Apple, Microsoft, TikTok, Netflix, and a host of other prominent U.S. companies voluntarily withdrew from Russia. Some worry that this may be the beginning of a “splinternet” that leads to the end of the universal internet that we have come to know in favor of separate networks using different protocols and governing authorities.21 The separatist actions of China, Iran, and North Korea have also been entirely consistent with the creation of distinct internets. Perhaps these events provide the opportunity to remake the internet and correct the mistakes we have made.


Society is at a crossroads. While perfect security will never be achievable, it should not take a digital Pearl Harbor—a difficult but not impossible feat to pull off—to convince democracies around the world to create a more unhackable internet to protect their economies and security. The alarms have sounded, and it is time for governments and businesses to take the lead. The potential advancement of quantum computing, artificial intelligence, and nanotechnologies that could dismantle current forms of online security have convinced the U.S. government to take steps toward creating a new secure quantum internet. Not surprisingly, however, China is already ahead in that race.


Building a new concept of the internet with offshoots and tributaries that have different rules, standards, and enforcement mechanisms will be difficult. Being the first to do so won’t be popular, easy, or cheap. There will be significant hurdles in obtaining a global consensus on a new internet, and some countries will have to be left out. Users have gotten spoiled by the speed, freedom, and efficiency of the open architecture of the internet, so it won’t be popular or politically expedient to change the rules to achieve more security that is difficult to see or measure. In addition, society will have to confront the question of who, if anyone, should oversee this new style of internet and enforce its rules. This challenge is fraught with complexity no matter how we turn. But the one thing that does seem clear is that the path we are on will eventually lead to virtual anarchy, erode democratic societies, and allow authoritarian governments to control their populations with a virtual pervasiveness that may make their grip on power uncontestable.


The Unhackable Internet is a story about the mistakes we have made, the possibilities for a more secure internet, and the tradeoffs it will require as seen through the prism of something near and dear to us—our money. This book reflects my forty-five years of experience in the financial services and technology businesses and is admittedly focused on the United States. I have not attempted the gargantuan task of evaluating the internet from any other perspective. But my experiences have led me to be concerned about our financial futures and offer some thoughts about how to navigate to a brighter digital world.


To test my theories for a new internet, I interviewed or had my draft manuscript read by experts, including software developers, cryptographic mathematicians, lawyers, academics, economists, government regulators, domain name providers, information sharing and analysis representatives, cloud services experts, and laypeople. Their feedback and contributions have made me even more convinced that the internet is broken and is in critical need of rehabilitation.


As I tried over the last several years to disassemble and then bring some organization to the chaotic virtual world that is the internet, I kept thinking about the scene from the 1988 movie Bull Durham when Crash Davis (Kevin Costner) ran out to the pitcher’s mound during a game to give a pep talk to his pitcher, Calvin “Nuke” LaLoosh (Tim Robbins), as the in-fielders crowded around. Seemingly unaware of the threat confronting the team from the runners on base, the discussion bounced around between Nuke’s father in the stands, his eyelids being jammed, a wedding gift for Jimmy and Millie, and the need for a live rooster that could take the curse off José’s glove. When the coach finally trotted out to the mound to see what was going on, Crash laid out for him the list of issues they were trying to resolve, summing it up as “we’re dealing with a lot of shit!” Between chews on a wad of tobacco and a thoughtful pause, the coach matter-offactly offered: “Candlesticks always make a nice gift.”


Fifty years into cyberspace, it’s time to get serious, forget about candlesticks, and fix the internet. Ask yourself if you feel secure putting your personal, business, and financial data online? Do you know where technology will take us in ten years, and which country will be technologically superior? Most importantly, if the U.S. financial infrastructure becomes the subject of a cyberattack, do you know what to do? We all know the answers to these questions, and they are the best argument for reconstructing the internet now.








Part I


LOST IN CYBERSPACE








1

THE NEXT FINANCIAL BLACK HOLE

There is a financial panic coming—there always is. We just don’t know when the ride ends and the collapse begins.

Every financial disaster, like a building, needs a sound foundation constructed over time. Over the last two centuries, except for the post-Depression-to-1980 period, the United States has averaged a financial panic every twenty years, the second-highest incidence of economic disaster of any country on the planet.1 Each crisis has been influenced by the surrounding economic, political, and social circumstances, which ultimately collided in ways that had not been anticipated. That is something that I saw in the many banking crises that I lived through or studied for my book 200 Years of American Financial Panics. Since my predictions there of the factors that could detonate the next financial crisis, things have only gotten worse. Inflation reached 9.1 percent and interest rates had doubled by July 2022. The national debt surpassed $31.5 trillion—119 percent of the country’s gross domestic product—and is expected to double over the next three decades. By 2026, Medicare Part A is likely to run out of money, followed by the Highway Trust Fund the next year, and Social Security in 2033.2 It is not hard to imagine dark financial days ahead.

Beyond the private sector excesses and governmental policy blunders, there are always unanticipated events that fan the flames of panic. Westward expansion, railroad construction, industrialization, securitization, and cyber technologies have all created backdrops that led to massive capital reallocation and investment excesses. Each time, our financial house of cards collapsed when a sudden loss of public confidence converted the energy of economic euphoria into a frantic race from risk. The United States is well along the path of building the next financial crisis through its traditional profligate monetary policies—creating too much money, too little market discipline, and too many misplaced expectations.3 But unlike the past, the next financial panic and disappearance of confidence may come to us courtesy of forces beyond market or government mistakes. The use or abuse of technology, with some ingredients provided by a long list of foreign adversaries, is now fully capable of creating such an event.


THE ROLE OF CHINA

While it is by no means alone, there is no more formidable and frightening financial and security threat to the United States today than China. It could soon be the global leader in artificial intelligence, semiconductors, robotics, 5G wireless, quantum information science, biotechnology, facial recognition, voice recognition, fintech, and green energy. A loss of financial or technological superiority would have a dire impact on the U.S. economy. Trade balances, interest rates, liquidity, capital formation, and currency exchanges would all be impacted by a degradation in the economic stature of the United States. A dollar that was no longer the global reserve currency would hasten a devaluation of the U.S. economy, which would create a ripple effect that would translate into higher borrowing costs, stagnant incomes, and higher inflation for U.S. consumers.

Writing for the Wall Street Journal, Harvard professor Graham Allison and former Google CEO Eric Schmidt noted that in 2020, China produced 50 percent of the world’s computers and mobile phones compared to the 6 percent produced by the United States, and seventy solar panels for each one produced in the United States.4 China sells more electric vehicles, produces more computers and smartphones, has more 5G base stations and more networks, and has become a serious competitor or leader in artificial intelligence, quantum information science, semiconductors, biotechnology, and green energy.5 Kai-Fu Lee, the entrepreneur and technologist author of AI Superpowers, describes a catch-up ethos in China that makes the lifestyle of Silicon Valley look lethargic.6 China also makes the internet a far more dangerous environment for its adversaries. For example, beyond the repressive ways that technology is deployed in China to surveil and monitor the social behavior of its citizens, it is expanding its ability to use such modes of societal control in Africa and Latin America. Huawei has been selling its 5G technology to many of the countries there, taking advantage of what can at best be described as U.S. complacency and, at worst, geopolitical stupidity. Each country that adopts the Huawei Cloud and becomes a debtor nation to Chinese interests has stepped onto a slippery slope that may be irreversible.7 Is China a country that democracies should want to share an internet with?

The respected journalist and author David Sanger puts it in rather stark terms. He argues that a global conflict spurred on by America’s waning influence is forcing allies to make a bet on which of the world’s two largest economies will be more critical to their future. Nations understand the risks of betting on China, but they also understand the threats that already exist in betting against it. Countries like Germany sell 5 million cars to China every year. The 5G race only intensifies these challenges and the battle for global superiority.8

China may also soon catch the United States in semiconductor fabrication and chip design. It already controls much of the world’s seventeen rare earth minerals that are indispensable to the manufacturing of chips, smartphones, electric vehicles, military weapons systems, and countless other advanced technologies. While it already has a significant share of the semiconductor chip manufacturing market, even more significantly, the world’s largest and most advanced semiconductor manufacturers are approximately 100 miles off the coast of communist China on the island of Taiwan, which increasingly seems to be coveted by China. A November 2021 report by the U.S.-China Economic and Security Review Commission summed it up by concluding that China is a “menacing adversary determined to end the economic and political freedoms that have served as the foundation for security and prosperity for billions of people,” putting the safety and security of the United States and its partners, friends, and allies in peril. Without immediate action, it warns that we will continue to see “the slow but certain erosion of the security, sovereignty, and identity of democratic nations.”9

In late February 2022, Daxin, a malware described as the “most advanced” that hackers affiliated with China have ever used, was revealed to have been deployed against governments around the world for at least a decade. China also maintains a thriving “bug bounty” business that generates revenue from companies, many of which are American, in return for identifying and reporting security vulnerabilities. What a great business model—launch malware and charge the targets money for identifying it! And to make it worse, these vulnerabilities are also being reported to and cataloged by Chinese authorities. President Xi Jinping’s intention is to make China a cyber superpower, a process begun with the reorganization of China’s military and intelligence agency, the prioritization of cyber warfare, and the blending of military and civilian organizations focused on cyber capabilities. Today, experts describe China’s offensive cyber capabilities as rivaling or exceeding those of the United States.10

A recent article in the Atlantic put a finer point on Chinese strategy, arguing that the growing confrontation between the United States and China is over who will make the rules on trade, technology, climate change, and public health that guide how countries, companies, and individuals interact. That conflict may determine whether the world adheres to democratic principles driven by the rule of law or follows the Chinese model that uses law to create rules to support the government.11 Toward that end, China’s ability to use cheap labor to monopolize production and resources around the globe is creating a long list of nations on several continents economically beholden to it. A reasoned analysis of the dangers of the internet could stop right here and not even have to proceed to discuss the endless incidences of hacking, spying, and disruption that China and its surrogates engage in.




THE ECONOMIC THREAT OF CYBER FLARES

The growing cybersecurity risk to the country’s economic infrastructure is the latest and most significant financial risk that has been added in the last twenty years. China is a big part of that threat but is by no means alone in planting financial traps for the U.S. economy. Thanks to MUTs, the financial landscape is littered with not only traditional financial improvised explosive devices (FIEDs), but also an infinite collection of technological threats that can intentionally or unintentionally cripple any system and stop the movement of money and commerce.

Consider a well-funded, persistent cyber attacker such as a hostile nation-state or terrorist organization that is determined to disrupt the financial sector or destroy an economy. It might take a year or more to plan and deploy such a sophisticated attack that included network penetrations, the use of logic bombs, various forms of malicious software scattered throughout financial networks, bribery, the conscription of people to infiltrate financial companies and government agencies, ransomware attacks, and technological reconnaissance efforts. But it is entirely feasible today.

The goal of such an attack would likely mimic the nature of the attacker, whether it be a hostile nation-state, criminal cartel, terrorist, fanatic, or prankster. It could range from disrupting the economy to skimming one cent from every financial transaction processed by payments systems for months or years to finance illicit operations. It might simply involve replication or alteration of data, spying, or locking up data in return for cryptocurrency ransoms. Such cyberattacks on the financial services sector could be initiated directly or through the computer networks of law firms, through consultants, or even by cleaning crews that provide services to banks, the Federal Reserve, the Treasury, securities exchanges, the Clearing House, Mastercard and Visa, ATM networks, and other Automated Clearing House (ACH) and payments systems. The only thing that would be required is access to any intermediate network that eventually communicated with the target’s network.

Surveillance apps, spying software, and logic bombs could be set to ignite at a particular moment and take control of some or all of a system. Recruits working in financial institutions may have provided network passcodes to allow for silent access to or the downloading of malicious code, applications, and other software in the target’s systems. Such a panoply of malicious analog and digital tools and strategies could wreak havoc on the financial services system or simply watch it and wait. Prevention is by no means perfect, so the best we can hope for is early detection, systemic resiliency and redundancies, and secure backup facilities to repopulate hacked networks. That is a huge bet to make on the functionality of the entire economy.

The increasing use of all forms of artificial intelligence greatly complicates this already challenging landscape. A typical threat scenario enabled by artificial intelligence might begin with the deployment of hundreds of chatbots seeking to befriend targets through social media. The bots would study and learn about their targets’ social media profiles and create believable online content, including pictures of nonexistent people. Having gained the trust of the targets, the intelligence gathered by the bots could be used to craft convincing phishing attacks to trick them into downloading malicious apps or documents containing dangerous links to exploitive servers. Once in the system, those forward reconnaissance apps would troll for vulnerabilities and seek to blend in with regular network operations to launch attacks to harvest account credentials and data. Intelligent neural network features could enhance the efficiency of the attack by ensuring that only relevant material was exfiltrated. As an AI-augmented attack, hundreds of similar parallel assaults could be run simultaneously.12

An attack could start slowly and invisibly but then grow as thousands of ransomware notes were sent providing three hours for funds, for example, in the U.S. Treasury general account, to be transferred to accounts around the world through a maze of routers, IP addresses, and interconnected networks. Whether that transfer by the Treasury did or did not occur, every piece of malicious software could be triggered, disrupting major banks, payments systems, the Federal Reserve, and the Treasury. If anyone were lucky enough to get access to their accounts, they might see a zero balance. Large banks, brokers, and exchanges would call the Treasury, their regulators, and a gaggle of government and private sector organizations, all of whom would deploy plans and backup systems that had already been created. Whether they meshed, whether anyone would be in charge, whether private networks and fragmented systems could protect some portion of the infrastructure, and whether systems could be put back on their feet in a reasonable time is unknown.

The race would be on to find and bring back to life the various information sharing and system rebuilding efforts that the country had presumably spent the last twenty-five years constructing. In the meantime, commerce could cease, as no one would have access to any money beyond the cash in their pockets. In 2020, the Federal Reserve Bank of New York estimated that a cyberattack on a money-centered bank that suspended its ability to make payments could cause 6 percent of the country’s banks to breach their end-of-day thresholds.13 In 2022, the Federal Reserve System paper confirmed the disruptive impact that a multiday cyberattack event could have on the payments systems as well as the Federal Reserve System.14 More than a single day of dislocations could be catastrophic to confidence in the system. Panic, disorder, and civil unrest would surely occur within a reasonably short amount of time if systems were not regenerated.

This may seem like a script from Mr. Robot, a TV series about the ultimate cyberattack on the corporate world. Years ago, I would have bet that such a tale was pure fiction. Today, I don’t believe it is fiction. It would be difficult to pull off, but how close we are to this being reality—virtual or otherwise—is not quantifiable and not important. The critical fact is that today or perhaps tomorrow, all of this is technologically possible. And the scale of the potential damage is larger than it has ever been. We are not talking about a robbery of a local bank branch.

Knowing this, and guessing that there is a 5 percent chance that something like this could happen, shouldn’t we try to reduce the chances of it occurring given what is at stake? Unfortunately, the country, the Federal Reserve, the Treasury, and every financial institution, securities broker, payments system, financial utility, trading market, and securities exchange—and you too—are taking that risk, intentionally or not, every single day. We have known about this risk for at least twenty-five years and have not been able to eliminate it. We all continue each day assuming or hoping the worst won’t happen. Perhaps that will continue to be the case. But what would you do if it did happen? Who would you call?

There are many technical enhancements that could be implemented to alter the way that people, hardware, software, and networks act, react, operate, and are governed to make the current internet more secure. Everything from internet hygiene to the security of the most insignificant software programs and hardware would have to be upgraded, and the free-for-all open nature of the internet would have to change. The use of fragmented and private networks would have to be increased, likely changing the operation and efficiency of the internet.




THE PATH TO A SOLUTION

The internet seems broken. By that I mean it is not up to the challenge of the current dynamic and fast-moving uses it is being put to, and it certainly was never created to be super secure. It has been playing catch-up and has never been able to completely bridge the gap by adding to and modifying existing systems.15 The result has been an increasing array of high-profile cyberattacks around the world. These attacks represent present and future dangers as malicious code is embedded throughout cyberspace. At the same time, the increasing first-mover financial benefits of technology have conditioned markets to reward innovation significantly more than insecurity is punished. That of course creates a self-fulfilling prophecy that encourages innovative products to come to market, leaving the quality and the security of the coding and software as an afterthought. It is a “sell first and patch later” philosophy. As a result, internet vulnerabilities are being created at a more rapid rate than the identification of their solutions.

This makes it imprudent to continue to convert every inch of data and ounce of value into digital form to be stored and transmitted on insecure networks susceptible to abuse by MUTs. That is a radical and controversial conclusion given the global dependency by individuals and businesses on the internet. But something must be done to change the trajectory the country and its economy are on before a critical infrastructure like the U.S. financial system is severely compromised. There are several paths that can be pursued separately or in tandem.

Improved authentication, governance, and enforcement (AGE) enhancements of the internet are a first line of defense. Many of these improvements would be viewed as antithetical to the philosophy and operation of the internet to the extent that they would reconstruct it and the way it functions to buy more security. A more feasible path is one that leaves the internet largely as it is and increases the use of parallel private, proprietary, and offline networks for communications and transactions that require a high level of security. Gateways that allow their traffic to cross over to them from the internet would be subject to strict security protocols. This path raises significant issues such as the feasibility of critical businesses like banking owning their own clouds, pipes, and internet infrastructures instead of relying on third parties to provide the highest levels of security. Alternatively, if clouds, pipes, and internet infrastructures continue to be owned and controlled by third-party tech and telco companies, some entity would have to have the authority to oversee the security they offer, a result that would be seen as equally controversial.

All of this is a tough sell—consider how you react when a web page loads too slowly. Moreover, a divided Congress would have to pass legislation that actually made a difference in the face of opposition from technology companies and users. Republicans and Democrats would have to agree or compromise on issues such as the regulation of Big Tech, the status of China, and the future of products manufactured outside the country’s borders. Nations around the world would have to reach some consensus on the changes.

Having lived and thought through these scenarios and the options that are available for many years, I believe that we make a serious, life-alerting mistake in choosing to continue to build the current internet. We don’t need to start over and build a completely new internet. But to reduce the possibility of the next financial crisis turning into a financial Armageddon, we need to develop an internet that is unhackable—or at least less hackable.











2 THE ILLUSION OF ONLINE SECURITY

In his prescient 2005 book The Singularity Is Near, Ray Kurzweil predicted that technology will fundamentally change the future of life as it gallops toward intellectual and biological singularity with machines in 2045. Perhaps this assimilation of man and machine is what evolution is about. The question is, will human consciousness become more machinelike, or will machines become more animate?

Technology is a two-edged sword. Great technology in the hands of benevolent people can greatly advance the quality of life. That same technology in the hands of malicious people can lead to the destruction of commerce, morality, cultures, nations, and humanity. Where technology is leading us is one of the great mysteries of life. We tend to consider ourselves as masters of the universe, but human civilization has been but a mere speck in the known quantum of time, space, and dimensions of the universe. There are several hundred billion to a trillion galaxies in the observable universe, which is thought to be 14 billion years old and 93 billion light years in diameter and growing. Though it is a subject of anthropologic and archeologic debate, human civilization may have begun only 12,000 years ago, making our involvement with what we can perceive to be the universe a microscopic fraction of its known existence. That makes the time that humans have had to impact the universe roughly equivalent to a single grain of sand on a beach. This suggests that there is a much larger game afoot than humans care to recognize. Physicists are only beginning to scratch the surface of quantum mechanics and the vibrating strings thought to make up the intrinsic matter underlying the invisible atoms, electrons, quarks, neutrinos, photons, gluons, and gravitons that are the building blocks of everything. If they are correct about there being as many as eleven different dimensions, it starts to become apparent how little we know as we function in less than half of them, and perhaps how small a role we play.

We are convinced that we are the puppeteers in our world. The final vignette in the movie Men in Black suggests an alternative when it is revealed that the massive alien universe that was being sought had been neatly tucked into a small jewel hanging from a cat’s collar. As technology and its mesmerizing inevitability continue to shape the future of humanity, the critical question is who—man, machine, or some other entity—will end up in charge as this cosmic hoedown unfolds? The best way to ensure that humans stay ahead of the curve is to choreograph the evolution of technology by planning and establishing rules of order and social governance as much as possible. That should be the way we approach the internet.

It is difficult to determine what role virtual reality ultimately plays in the process of human and machine development. We know that the internet was created under circumstances that did not anticipate what it has become. It should be no surprise, therefore, that virtual networks are not sufficiently secure given how they are used today. With the advent of 5G and the internet of things (IoT), the landscape will change yet again as everything will be connected—toasters, coffeemakers, light switches, medical devices, automobiles, dams, aircraft, satellites, and thermonuclear devices. Since everything that is connected is vulnerable, everything will be vulnerable.

Cyberspace is just another step in the human journey. It is an amalgamation of the most innovative and intellectually developed computer sciences foraging and interreacting in a virtual environment that seems to become more real every day. The internet and its World Wide Web, which connect computers and data, provide greater abilities to cure diseases and advance the human state through the collection, storage, analysis, and transmission of data in ways that were never anticipated. But just as in the analog world, the use of technology to achieve scientific and cultural achievements must be balanced against the potential for its misuse and abuse.

This stark contrast of good and evil suggests a challenging journey ahead. Emerging from this world of technological extremes are ever-increasing threats on the analog world. This has been vividly demonstrated by an increasing number of cyberattacks that suggest that the internet is not functioning the way it should. Each of our daily clicks through cyberspace creates a different set of risks and lays the foundation for future attacks. Our personal data and money seem to be easily accessible to a wide array of commercial and criminal enterprises.

Even when the process is done properly and terms of service (ToS) agreements are presented to internet users, they blindly agree to enjoy immediate online gratification, not appreciating or caring how every millimeter of their data will be sliced and diced by data brokers, social media companies, and others and used in ways that should make their toes curl. Even reasonable ToS agreements are often illusory given that some participants in the virtual assembly line of data will simply snatch whatever they want no matter what users think they may have sanctioned. Either way, unless we begin to reconfigure cyberspace to assure personal, national, and global safety and security, we are all at risk.


THE ELUSIVE GOAL OF SECURITY

We seem to have become numb to the catastrophic threats growing in cyberspace. But that complacency is beginning to dissipate as ransomware attacks take center stage. In 2021, after a string of cyberattacks that impacted Fortune 100 companies and government networks all the way up to the White House, the Biden administration issued rules to prevent this growing and most current reminder of internet insecurity. Those rules are likely too little, too late. Their imposition of policies, procedures, and record-keeping requirements on the law-abiding participants in a cyberspace that is insecure will not eliminate the vulnerabilities and threats that exist. While perfect security can never be guaranteed, until we decide that this internet has become obsolete and affirmatively incentivizes misbehavior, we will continue down a perilous path.

Sixty years ago, Italy was a hotbed of corporate kidnapping. In 1991, Italy passed a law allowing the government to freeze the assets of families of kidnapping victims so that they could not pay a ransom. It may have seemed harsh, but by removing the economic payoff in the kidnapping business model, kidnappings for profit in Italy dropped from twenty-nine to five a year.1

Data kidnapping began in 1989, when a Harvard-taught evolutionary biologist named Joseph Popp sent floppy disks to addresses all over the world. Once inserted, the floppy disks locked up computers and told the owner that by printing out the invoice provided and sending money, the computer could be unlocked. Popp was arrested and charged with multiple counts of blackmail, becoming known as the inventor of ransomware.2 Once that new form of extortion had been invented, corporate CEOs could rest easy—they just weren’t worth the aggravation anymore relative to the ease that the ransomware business offered.

Ransomware is today the most visible symptom of an insecure internet. The introduction of cryptocurrencies has spawned malicious nests of hackers around the world engaged in “for-profit” extortion businesses focusing on extracting ransom in return for kidnapped data. In 2020, 2,400 high-tech ransomware attempts were reported to the FBI using disarmingly simple tactics.3 Malicious code is slipped into a network system through a variety of traditional (internal human error or conspiracy) or digital (embedded in emails, software, updates, or flash drives) methodologies to steal or lock up a network’s data. The end user receives an email through an anonymized source advising that the data can be retrieved or unlocked if a ransom is paid. Since there isn’t going to be a physical handoff between the parties in a nearby park, a briefcase of cash won’t do. That is where cryptocurrencies come in as unintended (hopefully) and untraceable (presumably) abettors of the crime. In return for an electronic transfer of value represented by a sum paid in one of the thousands of cryptocurrencies in circulation, the data is freed, and the hospital, food processor, bank, municipality, dam, power company, or nation is back in business.

In August 2021, the FBI underscored its increasing high level of concern with the impact that ransomware can have, releasing a bulletin on the dangers of “Hive,” a form of ransomware that uses phishing emails and fake robo-calls to distribute and trigger malicious attachments to blackmail companies.4 Hive had gained access at the time to the networks of twenty-eight organizations that joined an ever-increasing club of businesses and government agencies that have had their virtual pockets picked in full view of the world by who knows who in China, Russia, North Korea, Iran, or some criminal cartel or terrorist group. Can anyone prevent these attacks from occurring? It seems not. General Paul M. Nakasone, the head of Cyber Command, disclosed in December 2021 that a new cross-functional military effort had been gathering intelligence to combat criminal groups targeting U.S. infrastructure and acting contrary to its prior more hands-off approach.5 That is a startling admission after almost three decades of growing internet insecurity, which underscores the fact that innovative global solutions will be necessary to stop criminal enterprises that are often situated in countries with no interest in stopping them. As I will discuss later, extradition treaties for hackers and sanctions for countries that harbor them are the first steps that could be taken to get at the problem.

Cyberattacks and the responses are falling into predictable patterns. Pick any significant recent attack or data breach that has occurred—Solar-Winds, Colonial Pipeline, JBS, T-Mobile, or Log4j. The hack—usually months or years before—is disclosed and is often explained as a “one-off” breach, the functional equivalent of “pilot error.”6 Various government agencies announce that they are investigating as they indirectly apologize for the corporate targets that were somehow surprised by “undetected” deficiencies in software, hardware, networks, clouds, or the behavior of insiders. Third-party providers are often blamed, but in any event the company announces that it and its providers are fixing the software and establishing an online portal with information for potential victims. Customers receive a year of free credit reports to ensure that they can watch their lives being stolen in the future.

The script is very often the same: apologize, rinse, and repeat. A sense of inevitability and “it can happen to anyone” seems to create a force field that protects companies and governments from the harsh criticisms and economic penalties that might otherwise compel them to want to make the internet secure. “It wasn’t that bad—no one died, so let’s just move on.” It is an intriguing wag-the-dog scenario that incentivizes spending money on getting to market quickly rather than ensuring security. Every person and company has essentially been deputized to be responsible for their own cybersecurity. It is as if the secretary of defense advised 7-Eleven to purchase ballistic missiles to defend the land on which its stores sit from attacks by nation-states. Unfortunately, in cyberspace, 7-Eleven is not permitted to launch any of those missiles.




DEFINING THE PROBLEM

It is difficult to dispute that insecurity in cyberspace is a problem, but it is even harder to find a consensus on what security should look like and how serious a problem insecurity is. Insecurity impacts users, networks, network providers, communications, hardware, software, nodes, links, routers, servers, and databases in different ways, so it will mean different things to different constituents. Security is complicated by the fact that networks are only as secure as the least secure link in the system, and most software is “chained” to a past legacy system that can’t be abandoned and must be integrated into new systems, vulnerabilities and all.7 Moreover, cyberspace is “continuously contested territory,” which can be controlled and secured only some of the time. As I wrote in 21st Century Money, Banking & Commerce, secure systems must deflect as close to 100 percent of attacks as possible, detect the ones that get through, and be able to remediate the situation and return the network to full operability as quickly as possible. In that regard, the goal of cybersecurity is indefinable unless you know the user’s and system operator’s risk tolerance. This creates an enormous challenge for policy makers who must decide how and when to intervene to balance efficiency and effectiveness with security.8

A fundamental building block of any system of defenses in the digital world is encryption. Encryption is constructed from cryptographic algorithms, which are basically instructions for solving a mathematical problem. Data can be encrypted by applying a key to camouflage it. So, for example, in its simplest form, if A = 1, B = 2, and C = 3, etc., the word “cat” would be seen as “3 1 21.” Making the keys significantly longer and more complex makes the process of breaking them more difficult. If there are two different keys—asymmetric keys which include a public key for anyone to use and a private key for only the recipients of the data to use—the transmission will be more secure. But when all is said and done, it is all just about mathematics. Passwords, multifactor authentication, biometrics, and other tools can be used to enhance security, but the security of the internet is largely riding on the hope that a thief won’t be able to solve a mathematical problem. Ironically, that is exactly what Bitcoin requires miners to do to mine a coin—solve a mathematical problem. Every encryption code is theoretically breakable with enough computing power and time. The most difficult way to break a code is by running a brute force attack—every permutation possible is attempted by a computer. The easiest is to obtain a password or key from an insider who is sloppy or has been bribed or recruited.

Networks include a sender, transmitter, and receiver, each of whom impacts the overall integrity of a message, website, or transaction. If the sender’s computer is easily infected with viruses and malware, it increases the likelihood that the receiver’s systems can be penetrated and corrupted. Deficiencies in transmission networks and encryption interruptions or compatibility issues interject a level of vulnerability between the sender and the receiver. While all these parties must use standard communication protocols, they are not required to employ standard security measures. So the transmission of data and information on the internet resembles something akin to a car driving from a paved road onto a dirt road and then onto a cobblestone driveway before reaching its ultimate destination, with each having a different impact on the condition of the vehicle.

The challenges grow each day given that the increasing size and complexities of hardware and software have only multiplied the places where hostile actors can hide. Richard J. Danzig underscores the point, noting that some graphics processing systems now use more than a billion transistors. The Linux operating system grew from 176,000 to 15 million lines of code in twenty years, and there were reportedly 8.6 million lines of code in the Pentagon’s joint strike force fighter. There are increasingly more entry points complicated by the fact that secure interfaces reside on open-source programs like Linux kernal.9 Danzig cites the director of the CIA, who characterized the problem of computational vulnerabilities this way: “Think about it for a moment—we share the same network with our adversaries.”10

Most views about online security seem to fall into four broad categories:

Security Is Good Enough: Those in this group, the “good-enoughers,” believe that security has become stronger, networks more difficult to breach, and even when breached, the resulting damage is usually manageable and not worth building a new internet to attempt to reach higher levels of protection. Their approach would say that when the confidentiality of data is breached, for example, and someone takes sensitive information about customers, that is a situation that can eventually be remediated. If the operability of a computer network is halted for some period of time, stopgap methods, backup facilities, and institutions will usually prevent that network from being offline for very long. In short, there are reasonable ways to manage our way through cyberattacks, and the cost and inconvenience of building new systems, training new people, and obtaining new equipment and advisors is not justified by the extent to which such risks would be reduced.

Disaster Is Waiting to Happen: These “disaster disciples” generally understand cyberattacks from an up close and personal vantage point. They believe that current defenses are illusory and that in the case of a potent first strike, large segments of critical infrastructures, including banking and finance, would be disabled for unacceptable periods of time. They see cyber war as a real possibility, and one in which the United States and democracy may not be able to prevail. They would implement a long list of changes as described later in this book to repair the internet.

Whatever Is Broken Can Be Fixed: With the cybersecurity business growing exponentially, cybersecurity experts, real or imagined, make up an increasing part of the cyber market. These “fixers” have a solution (for a fee) for every security problem and can patch them one at a time as they arise, much as municipalities repair potholes in roads. They are so busy fixing things that they have little time to consider how the internet might have been built differently, or how it should be rebuilt in the future.

There Is a Better Model: This is a category of futurists and new web architects—the “clean slaters”—who are concerned about the aggregation of corporate and political power that accompanies the centralization of data, the general insecurity of the internet, the undemocratic way it works, or all of the above. They believe that knowing what we all know now, the internet would never have been constructed the way it was and should be rebuilt or, more precisely, supplemented with other parallel networks, assuming that someone else will pay for it.

I seem to fall into a fifth category. I think the internet is now ill fitted for the role it has been given. While it will be difficult to remake it into something much more highly secure, it could be supplemented for transactions and communications requiring high degrees of security and confidentiality with connecting sidecar networks—secure private networks (SPNs)—that operate according to an enforced set of rules and require digital IDs. In effect, we would simply transfer the rules and principles that bring order to our analog lives to our virtual lives.

Internet pioneers freely admit that the internet that they built was constructed of layers of components that accepted failure, thus requiring each layer to be designed to anticipate the failure of the layer below.11 As a result, current applications driving internet functions have always been known to be risky, making the entire system “insecure by design.”12 Some argue that such systemic insecurity was not the result of a failure to consider the issue, but an inability to understand at the time how security should be considered.13 Compounding this problem is the economic reality that markets financially reward technology for its speed and efficiency, building a natural but often irrational exuberance about how it can improve our lives. At the same time, many government entities are slow to oversee and create safety and security buffers, lacking the technological resources and not wanting to be skunks at the technological garden party. Add to this the increasing threats that arise from the insecurities caused by badly coded software, improperly tested hardware, network fault lines, sloppy internet service providers, and other virtual sinkholes, and we have a complex set of variables corrupting the race toward technological progress simultaneously as it is being run.

It is unfair to assume that progress has not been made with regard to cybersecurity; security is a moving target, and progress will be difficult to measure over time. In the last two decades, VPNs (virtual private networks) have gained popularity as a means of encrypting internet traffic in real time. When a computer executes a VPN link, it creates a secure encryption tunnel. VPNs disguise online identities by directing data through specially configured servers that hide IP addresses from ISPs and others that track and collect data to market to third parties. When a secure VPN connection is interrupted, VPNs reduce the likelihood that data will be compromised by closing off certain features.

Cryptographic developments allow modern-day encryption to use extraordinarily long keys to protect data. If a brute force attack (essentially trying every possible permutation) on encrypted data could take hundreds of millions of years to succeed, the economics of directly attacking such encrypted data may simply not be worth the time. Blockchain applications boast a new generation of impenetrable security, though cryptocurrencies that rely on them seem to be constant victims of security breaches and thefts. As new generations of technology such as quantum computing are introduced, they will call into question the efficacy of prior generations of security. That is why the Chinese are reportedly stealing and storing as much sensitive encrypted data today as they can, hoping to have the holy grail to decode it when quantum computing arrives.14




WHAT FINANCIAL DATA ARE WE PROTECTING?

Financial institutions generally have three buckets of data to protect: (1) customer information, (2) company information, and (3) customer and company financial value. As visualized in figure 2.1, financial institutions and those buckets of data are susceptible to three general types of risks:


[image: Figure 2.1. Risks faced by financial institutions. Thomas P. Vartanian, 2022 (with thanks to Richard Borden for his input)]
Figure 2.1. Risks faced by financial institutions. Thomas P. Vartanian, 2022 (with thanks to Richard Borden for his input)



Disclosure involves the theft and/or unauthorized release of sensitive data. The Capital One attack by a former cloud engineer is a good example. Customer information was taken and customers were compromised, but there were remedial steps that could be taken to reduce the impact. The bank did not stop operating, and systems continued to function. The seriousness of the problem from a company perspective increases when the integrity of data is attacked. Perhaps a system has been penetrated and every account balance has been increased by several cents, which are then withdrawn over time to avoid immediate detection. Alternatively, data may be destroyed or changed in ways that cause significant financial disruptions. But the company will still be operating and can begin to fix the issues.

The most serious event for a company arises when the online availability of a network is compromised. Imagine a major money-center bank not able to move money, acknowledge obligations, or provide customers with access to their accounts. A few days of that would likely create financial panic as the contagion from the removal of a large bank from payments systems cascades through the financial services sector and impacts customers. A report by the Federal Reserve Bank of New York speaks to the seriousness of that risk.15




ACTION VS. PROGRESS

The Clinton administration largely identified the range of security issues and critical infrastructures at risk twenty-five years ago. We knew then that we needed sophisticated partnerships between the public and private sectors and a more organized system of governance to protect the security of users and networks. Since then, government and nongovernmental organizations around the world have produced dozens of reports targeting the threats to banking and finance as well as potential solutions. Executive orders by every president have recycled the same warnings and constructive ideas. But beyond the rhetoric, there has been limited comprehensive action taken to reduce the escalating threats. Moreover, beyond unidentifiable hackers, we can’t even decide who the prime enemies are in this chaotic digital mess. Is it Big Tech, software developers, government rules, hostile nation-states, criminal cartels, terrorists, or uninformed users? Most prophylactic recommendations can’t seem to get beyond a strategy that requires every person and company to be largely responsible for their own defense in cyberspace. Given the rapid advancement of technology as more and more commerce has moved to the internet, vulnerabilities are exploding at exponential rates, like cyber canaries screeching in virtual coal mines. How many canaries must die before we close the mine?

We find ourselves in a difficult position when trying to balance the advantages and risks of virtual life. Big Tech wants to control every piece of data and every user for profit. We may think that these behemoth companies are American, with loyalties to the country, but that is naive. They are global companies whose financial interests are impacted by markets and countries beyond the borders of the United States. National adversaries and criminals have darker geopolitical and financial goals, often using online incursions as reconnaissance missions to embed digital bugs in every computer, network, and critical infrastructure in the country in preparation for more serious geopolitical events to come. The United States is likely doing the same, which dampens its willingness to blow any whistles on the practice and establish rules to prohibit it. So, as we naively click through virtual highways littered with digital spies and FIEDs as we store every scrap of data about us and our businesses, we are increasingly living on the razor’s edge between prosperity and devastation.

Emerging “billionaire-making” technologies, an irrational exuberance for the virtual enhancement of our lives, and the never-ending desire to amass power have combined to construct an all-encompassing digital financial bubble that almost no one wants to burst. For three decades, companies around the world have migrated businesses into cyberspace, holding their noses about the threats being created because of the efficiencies and profits they could realize. Countries that could not otherwise have ever dominated geopolitical policies and events from an economic or military perspective are seeking to achieve virtual superiority that gives them a disproportionally larger influence on world events.

The scale of the threats and the potential ramifications have become enormous as we run toward innovation at a breakneck speed without due consideration for the insecurity of new products, systems, and networks. The threat of losing our money, freedom, and selves will become even more pronounced as the next stages of technological evolution deliver even greater advancements built on or by artificial intelligence, new 5G infrastructure capabilities, quantum computing, robotics, facial recognition, biometrics, synthetic biology, new communication networks, nanosciences, nonbiological neurons and neural networks, self-replicating nonbiological cells, and the inevitable march toward Ray Kurzweil’s point of singularity where human biology and silicon-based machines merge.16 Throughout this book I will refer to this collective group of futuristic technologies as the “super sciences.” This cavalcade of near-term leaps will bring about transformative changes that require more intellectual imagination to visualize than most of us possess at the moment. They demand that we reimagine the internet if we want to create a safer virtual space to live in.
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