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Foreword

Although the United States and many countries throughout the world have taken the threat of terrorism very seriously, since the late 1970s terrorism is at an all-time high, making travel abroad even more dangerous. The days of carefree travel have unfortunately come to an end.

Andy Lightbody’s The Terrorism Survival Guide is an absolute must-read for anyone who travels abroad! This quick reference for the business traveler or for those who travel for pleasure is filled with vital need-to-know information on how to travel more safely in today’s world.

Terrorism and crime against travelers abroad is on the rise. Travelers need to be careful when selecting travel destinations and more observant of their surroundings when traveling.

The State Department often puts out warnings such as this:


As terrorist attacks, political upheaval, and violence often take place without any warning, U.S. citizens are strongly encouraged to maintain a high level of vigilance and take appropriate steps to increase their security awareness when traveling.

In multiple regions, terrorists, guerrilla groups, and criminals seek to kidnap U.S. citizens to finance their operations or for political purposes. In the wake of well-publicized attacks against commercial aircraft in Egypt by ISIS and Somalia by al-Shabaab, the Department remains concerned that terrorists could again seek to down aircraft using concealed explosives or hijack commercial flights.

In addition to concerns stemming from terrorism, travelers should be alert to the possibility of political unrest, violence, demonstrations, and criminal activities when traveling.



Terrorists often attack “soft targets,” places that tourists often frequent, such as airports, train and bus terminals, hotels, resorts, clubs, restaurants, sporting events, political demonstrations, holiday celebrations, places of worship, schools, parks, shopping malls, and markets.

As a traveler, you must understand that terrorist groups—along with their associates and those inspired by such organizations—are intent on attacking U.S. citizens wherever they are, sometimes with unexpected methods. They are increasingly using less sophisticated weapons, including knives, pistols, and motor vehicles, to keep the element of surprise.

We must all be cognizant of the fact that any one of us at any time could become a victim of an attack. Although we will never be 100 percent safe when traveling abroad, we can greatly reduce the risk by being prepared.

In The Terrorism Survival Guide, Andy Lightbody has conducted extensive research on the topics of terrorism, violent crimes, and traveling more safely abroad. He masterfully outlines simple security precautions that when properly conducted will make you, your family, your friends, and your business associates much safer when traveling abroad.

These days there are so many attacks that many find it overwhelming to keep current on this rising deadly threat. There is terror across Europe, there is terror across the world, and many analysts believe the worst is yet to come.

Back in November 2015, there was the Russian jet filled with innocent travelers and a bomb planted on it that killed all 224 on board. ISIS proudly claimed responsibility. “Find your black boxes and analyze them, give U.S. the results of your investigation and the depth of your expertise and prove we didn’t do it or how it was downed. Die with your rage. We are the ones with God’s blessing who brought it down. And God willing, one day we will reveal how, at the time we desire.”

Also that same month, 130 people were killed in a series of terror attacks in Paris at “everyday” sites—the sports stadium, the busy streets, a popular restaurant/bar, and a concert hall. The attackers, armed with assault rifles and explosives, specifically targeted locations often frequented by tourists.

And then there was the Mali attack where heavily armed terrorists indiscriminately shot at travelers at the hotel, killing twenty-one innocent people. One of the victims stated: “These people started shooting. They were shooting at everybody without asking a single question. They were shooting at anything that moved.” Dozens of innocent people were trapped in the building for hours not knowing if they would survive this brutal attack.

The trend to attack travelers, businesses, and government institutions is only increasing and the trend toward more horrific and violent attacks has increased as well.

Major sites like Rockefeller Center and Times Square in New York City have become potential targets. ISIS released a threatening video that featured footage of Times Square as a target.

In the last decade, there have been close to nine hundred attacks against airlines, charter flights, general aviation, and airports. Factor in attacks at hotels, targeted businesses, embassies, military bases, and countless innocent civilians, and the growing numbers are most distressing.

Despite our efforts in fighting terrorism, it is a horrific fact that the number of terrorist attacks worldwide has quadrupled since September 11, 2001 and twenty-three countries recorded their highest number of deaths from terrorism in 2015. Terrorists are now targeting private citizens in one of every three attacks, resulting in more than 40 percent of the fatalities. These are alarming statistics for the traveler.

As a result, approximately 10 percent of American travelers have canceled a trip in response to terror attacks, eliminating a potential $8.2 billion in travel spending in 2015 alone. The total economic impact of violence reached $13.6 trillion in 2015, or 13.3 percent of global GDP (gross domestic product).

Before traveling abroad, it is imperative that you understand the risks of your destination. Always remain alert to your surroundings. This does not mean you must be on edge or paranoid, just alert, vigilant, and observant.

Many have known for decades that when traveling abroad it is best to avoid the larger hotels preferred by the business travelers, to avoid large crowds wherever possible, to always have an evacuation plan, etcetera. However, there is a lot more to consider than these basic tips!

Andy Lightbody has done a brilliant job at focusing on the current threat and describing in an easy-to-read format just what any traveler can do to lessen the odds of being a victim to an attack.

As you read through this book, please keep in mind: it does not intend to turn anyone into a travel or terrorism expert nor was it written to scare people from traveling abroad. The sole intent of this book is to educate the reader, to factually state the current threat abroad, and to recommend ways to best protect you and the people you care about.

May you stay safe with your travels. As we say in the SEAL Teams, keep and use this guide as another “tool” in your toolbox. It is better to know it and not need it than to need it and not know it.

—Don Mann

SEAL Team SIX (retired)


INTRODUCTION

The age of carefree travel is over. The threats of criminal acts and of terrorism, both internationally and domestically, are a reality. The Terrorism Survival Guide: 201 Travel Tips on How Not to Become a Victim is an easy-to-read pocket guide with hundreds of tips that help take away the worry of business and vacation travels.

On average, there are over 93,000 daily flights originating from about 9,000 airports around the world. At any given time, this means there are between 8,000 and 13,000 planes in the air around the globe. According to the stats from The International Air Transport Association (IATA), over 3.5 billion people were expected to travel in 2016 via air transport (http://www.iata.org). That figure is expected to double to 7 billion travelers by 2034.

And yes, traveling in a commercial airliner still rates as being a lot safer than traveling by automobile. That, of course, is the good news. In 2016, the Aviation Safety Network (ASN) showed it was the second safest year on record to take a commercial airline flight. There were 19 fatal airliner accidents that resulted in 325 deaths. According to the ASN this translates to one fatal passenger flight per 3.2 million flights.
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On September 11, 2001, terrorism came to the United States with the crashing of two terrorist-hijacked airliners into the World Trade Center in New York City. Killing nearly 3,000 people, Usama Bin Ladin and al-Qaida took responsibility. For all Americans, terrorism become a “domestic reality,” and the days of “carefree travel” were over forever.

On the flip side, regardless of how you choose to travel for business or pleasure, the incidents of terrorism and crimes directed at travelers continues to increase. And while many, many terror attacks are not specifically targeting tourists, oftentimes an innocent traveler simply is in the wrong place at the wrong time and becomes a victim and a collateral causality.

In the 16 years since the infamous 9/11 attack, the worst year for terrorism was 2014 with 93 countries being victimized. The result of those 13,463 attacks resulted in 32,765 people being killed, and over 34,700 being injured. In addition, more than 9,400 people were kidnapped or taken hostage; many were victims of KFR (kidnapping for ransom) schemes. For 2015 (latest year of data available), terrorist attacks actually saw their first decline in numbers since 2010. However, it still resulted in 12,089 attacks, and the deaths of 29,376 innocent victims. Even with a statistical decline of around 10 percent, 2015 still rated as the second-worst year for terrorism and deaths since 9/11. All this, according to the Global Terrorism Database (GTD), which is an open-source database including information on terrorist events around the world. According to the GTD, there have been over 160,000 incidents from 1970 through 2016.

Their program, officially known as the National Consortium for the Study of Terrorism and Responses to Terrorism (START), is a University of Maryland–based research and education center comprised of an international network of scholars committed to the scientific study of the causes and human consequences of terrorism in the United States and around the world. The University of Maryland works in conjunction with the Department of Homeland Security Center of Excellence in their research and maintaining of their huge database (www.start.umd.edu).

Other interesting statistics from the 2015 GTD report are likely to make your skin crawl and reveal the severity of worldwide terrorism:

•   Terrorism related to drug wars and cartel violence is not included in their lists.

•   Private citizens were targeted in one out of every three terrorist attacks, and accounted for 43 percent of all deaths.

•   In 2015 four groups were responsible for 74 percent of all deaths from terrorism: ISIS, Boko Haram, the Taliban, and al-Qaida.

•   ISIS surpassed Boko Haram as the deadliest terrorist group in 2015. ISIS undertook attacks in 252 different cities in 2015 and was responsible for 6,141 deaths in the year.

•   Twenty-three countries recorded their highest number of deaths from terrorism in 2015.

•   There were 609 bombings by ISIS in 2015, and they were more deadly on average than previous years.

•   Since 2006, 98 percent of all deaths from terrorism in the US have resulted from attacks carried out by lone actors.

•   The global economic impact of terrorism reached $89.6 billion in 2015. The total economic impact of violence reached $13.6 trillion in 2015, or 13.3 percent of global GDP (gross domestic product).
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While experts believe that the threat of terrorists being able to secure and detonate a nuclear bomb are low, they also warn that using a variety of nuclear waste materials can give radical activists the raw material to make a radiological “dirty bomb.” It lacks the nuclear explosion and destructive power, but can be set off with conventional explosives and contaminate innocent civilians and areas with deadly radioactive contamination and fallout. Effects from such a terrorist device could contaminate an area for months or years. Photo courtesy of NCTC.

Another alarming trend, this one for 2016, was the number of female terrorists, especially as suicide bombers. The Terrorism and Low Intensity Conflict Research Center at the Institute for National Security Studies (INSS), reports that forty-four suicide bombings were committed by women, with involvement of another seventy-seven females in eight countries. These femme-fatale terrorists are believed to have caused the death of approximately four hundred people in 2016.

Unfortunately, in the last ten years there have been over eight hundred attacks against airlines, charter flights, general aviation, and airports. Factor in attacks at hotels, targeted businesses, embassies, military bases, and countless innocent civilians—and the growing numbers are most distressing.

The trend to attack travelers, businesses, and government institutions is only increasing. While the overall number of attacks has continued to yo-yo up and down over the past decade, the trend toward more horrific and violent attacks has spiraled upward. Some of the most violent and world-headline-making attacks in the past few years include:
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U.S. military bases and ports have long been top targets of international terrorist groups. The attack on the USS Cole off the Yemen coast in 2000 killed seventeen sailors and wounded thirty-nine others. Usama Bin Laden and al-Qaida were responsible for the attack. Photo courtesy of NCTC.

•   the Fort Lauderdale airport shooting in the baggage claim area on January 6, 2017 that killed five people and left six injured from gunshots;

•   the December 19, 2016 truck attack at the Christmas marketplace next to the Kaiser Wilhelm Memorial Church in Berlin, Germany, that left twelve people dead and fifty-six others injured;

•   the nineteen-ton-truck rampage in Nice, France, on July 14, 2016, in which eight-five innocent men, women, and children were mowed down and killed while watching a Bastille Day fireworks celebration;

•   a combined shooting/suicide bomber attack on June 28, 2016 at the Ataturk Airport in Istanbul, Turkey, that killed forty-five and injured 230 people;

•   the horrific mass shooting/hate crime that killed fourteen parishioners and wounded three others at a Bible Study class at the Emanuel African Methodist Episcopal Church in downtown Charleston, SC. The gunman was a self-proclaimed white supremacist who was in hopes of starting a domestic race war;

•   a total of forty-nine people were shot and killed, and another fifty-three were injured at a gay nightclub in Orlando, Florida, on June 12, 2016 when an American gunman said he was inspired by ISIS to attack;

•   the March 22, 2016 airport and metro attack in Brussels (Zavantem airport and Maalbek Metro), in which travelers were attacked by suicide bombers. Thirty-two innocent people were killed and over three hundred were wounded. An additional bomb was found during a search at the airport that luckily was not detonated, or casualties would have climbed even higher;

•   a lone suicide bomber on March 19, 2016 attacked a popular tourist shopping area near the district governor’s office in Istanbul, Turkey, killing five and injuring thirty-six;

•   a suicide bomber attack near the Blue Mosque and the Hagia Sophia on January 12, 2016, in Istanbul, Turkey. The area was popular with tourists, and the blast killed thirteen people—all foreigners. Fourteen people, mostly tourists, were also wounded;

•   the mass shooting attack in San Bernardino, California, on December 2, 2015 that left fourteen people killed and twenty-two others wounded by husband and wife self-proclaimed ISIS jihadists at a workplace Christmas party held at the Inland Regional Center;

•   an extremely well-coordinated bombing and mass shooting attack in Paris and northern suburbs occurred in November 2015 when terrorists attacked cafés, restaurants, and even a large music concert hall. These attacks resulted in 130 dead and 368 wounded, many of whom were tourists;

•   a Russian airliner (Metrojet Flight 9268), loaded with 224 tourists in October 2015 on a flight from the Egyptian resort city of Sharm el-Sheikh to St. Petersburg, Russia, is suspected of being brought down with a “soda can” bomb that had been hidden on board the plane. All 224 passengers and crew perished. Most all were foreign tourists;

•   a dual attack by a naturalized American citizen who was also a “foreign-inspired terrorist,” who opened fire on two military installations in Chattanooga, Tennessee, on July 16, 2015. After doing a drive-by shooting at a recruiting center, the terrorist continued his shooting attack at a U.S. Navy Reserve center. Six servicemen were killed and several others were wounded;

•   the terrorist attacks in Paris in January 2015, which started against the French newspaper Charlie Hebdo, killing eleven people and wounding eleven others in the building. After leaving, the terrorists killed a French National Police officer. Follow-on attacks in the region killed an additional five people and wounded eleven more;

•   the Boston Marathon bombing in April 2013 with two pressure-cooker bombs that detonated and killed three people and wounded over 260 others.

Unfortunately, the world will have likely been rocked by additional horrific attacks after this book was published. I beg you to not look at The Terrorism Survival Guide: 201 Travel Tips on How Not to Become a Victim as a book designed to scare you, your family, your friends or business associates. If you are afraid to travel and cancel your trips because of fears of being attacked, then the bad guys have won a battle against you with unwarranted fear, and the threat of intimidation!

Instead I urge you to use these tips, which are designed for everyone, as a way to increase your travel awareness as to where you go and how you travel, as well as being able to better protect yourself personally and ensure that you have a safer journey.
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Far and away, the favorite weapons of most terrorist organizations are bombings and explosives.

Not everyone will relate to or need all of these travel tips. Many will even seem rather simple, or just how you should exercise your common sense. The book also is not designed to make anyone into a travel or security expert. There are many higher-learning instruction classes and degrees to assist you on that path. Instead it should be used as a reference for many easy tips, information, and guidelines that anyone can use and incorporate into their travel plans.

The bottom line is, terrorism and crime against travelers is not going to go away. While we expect governments to provide security both here and abroad for our travels, it often comes down to learning, observing, and taking individual precautions to protect oneself, family, and friends.
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The concerns and real dangers of crime and terrorism in today’s world has made it a necessity for all travelers to be more observant and vigilant about everything from their travel destinations to what is going on around them at airports, hotels, resorts and with all aspects of traveling. Photo courtesy of U.S. Department of State.

My best wishes to all travelers in not being intimated, frightened, or scared needlessly!

Sincerely,

Andy Lightbody


1

TERRORISM DEFINITIONS

While domestic and international terrorism has been around for decades here in the United States and around the world, not only are there no worldwide answers on how to stop or even control these cowardly acts, there is not even one definition of “terrorism” that has gained universal acceptance! In spite of its insidious consequences to countless innocent victims, governments around the world (including the U.S. goverment) continue to look about as competent as if they were playing the old “whack-a-mole” game. Put it down in one place and it rears its ugly head somewhere else.

So, it is not too surprising that world governments, and even various agencies within the United States, all seem to have various definitions as to what “terrorism” is. The U.S. Department of Homeland Security, the FBI, the CIA, the U.S. Department of Defense, the U.S. Department of State, and even the United Nations, all have their own different definitions.

For the purpose of this book, probably the best “official” definition of terrorism is contained in Title 22 of the United States Code, Section 2656(d). That statute contains the following definitions:


The term “terrorism” means the premeditated, politically motivated violence perpetrated against noncombatant targets by subnational groups or clandestine agents, usually intended to influence an audience.

The term “international terrorism” means terrorism involving citizens or the territory of more than one country.

The term “terrorist group” means any group practicing, or that has significant subgroups that practice, international terrorism.



Generally speaking, the United States government has employed this definition of terrorism for statistical and analytical purposes since 1983.

And while an “official” definition of terrorism is a good starting point, it is likely not to mean very much to a traveler who becomes a victim of a criminal or terrorist act. In the course of dealing with, researching, reporting, and writing about terrorism, I’ve found that while we all know that any act of terrorism is a sinister and spineless act, the question remains: How do you break it down and get into the mind of what really motivates a terrorist? While no psychological profile is definitive, I’ve found the following to be virtually universal when trying to categorize the motives behind the dastardly deeds. One of the easiest ways to at least divide and label a terrorism act is to use the Three Cs method. In virtually all cases, the terrorist act can be put into category of being based as a Criminal, a Crusader, or a Crazy:
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