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  CAMP ARRANGEMENTS

  NAME ______________________________

  
    
      
      
    
    

      	COURSE NO. _________
      	ROOM NUMBER _____________________
    

  


  1. DRESS.

  On arrival in Camp you will be issued with Battle Dress (or Summer Drill) and the necessary accessories. This uniform will be worn during all working periods, for the following reasons:

  a) Security. This is a military establishment. For the benefit of local inhabitants and visiting tradesmen, it is considered advisable for the military appearance of the Camp to be consistently maintained.

  b) Wear and tear. Many of your activities on the course will be undertaken out of doors. By wearing your issued Battle Dress you will save your own civilian clothes and/or uniform.

  There is no objection to your wearing whatever clothes you please for relaxation in the evenings.

  You are not required to render military compliments to the officers of the Camp.

  2. COMMUNICATIONS.

  Any incoming mail may be addressed to you personally at:

  Box 55,

  Terminal A,

  Toronto 2, Ont., Canada.

  Any outgoing mail will be handed in at the Administration Office. In view of the fact that the Camp’s location is secret, this will be mailed in Toronto.

  Therefore, NO mail will be handed to any member of the Camp Staff, other than the Clerks in the Administration Office who have been detailed to handle it.

  For the same reason outgoing mail, though uncensored, will not contain any reference either to the Camp’s location, appearance or activities.

  Telephone calls from the Camp may be made outside working hours. NO incoming calls are permitted.

  3. MESSING AND BAR SERVICE.

  a) Messing will be charged at the rate of .50 cents per day. A service charge of .50 cents per week will be made to cover gratuities to the staff. It is asked that no additional gratuities be made, as this rate is in accordance with Canadian Army scales.

  b) Bar. Within the limits of current rationing, beer, spirits and cigarettes are obtainable from the bar which will be open only between the following hours:

  1215—1245

  1800—1900

  1945—2230

  c) Accounts. All messing and bar accounts will be rendered and paid on the day previous to final departure. Subsequent purchases will be paid for in cash.

  d) Meal Times.

  
    
      
      
      
    
    

      	Breakfast
      	0815
      	Hours
    

    
      	Lunch
      	1245
      	“
    

    
      	Tea
      	1630
      	“
    

    
      	Supper
      	1900
      	“
    

  


  It is particularly requested that you observe these times. Kitchen accommodation and staff is limited. Considerable inconvenience can be caused through unpunctuality.

  4. INTRODUCTORY ADDRESS.

  You will assemble at hours on in Lecture Room, when the details of the Course will be explained in an introductory address.

  5. LEAVE.

  For Courses of over fourteen days’ duration, weekend leave may be arranged from Saturday 1230 until Sunday midnight. A leave application form will be issued. This should be filled in and handed to the Secretary’s Office in the Administration Building not later than the Wednesday previous in order to ensure the necessary hotel and transportation reservations.

  6. MISCELLANEOUS REQUESTS.

  Complaints, if any, and requests for interviews or general information should be made to the Secretary between the following hours:

  
    
      
      
    
    

      	0900—0925 )
      	Mondays—Saturdays
    

    
      	1215—1230 )
      	inclusive
    

    
      	1330—1410 )
      	
    

    
      	1000—1200 Sundays
      	
    

  


  C. Skilbeck, Lieut-Colonel,

  Officer Commanding.


  A. 1.

  
    
      
      
    
    

      	Opening Address
      	3rd September 1943
    

  


  INTRODUCTION

  OBJECTS AND METHODS OF IRREGULAR WARFARE

  1. OBJECTS

  In Europe and Asia the enemy seek to obtain from their own, from satellite and from occupied territories the maximum advantage:

  
    
      
      
    
    

      	(a) Politically.
      	For example by:

      

      (i) indoctrination.

      (ii) “Divide and Rule”.
    

    
      	 
    

    
      	(b) Economically.
      	For example by:

      

      (i) Use of materials.

      (ii) Use of factories.

      (iii) Recruitment of foreign workers.

      (iv) Financial swindles.
    

    
      	 
    

    
      	(c) Strategically.
      	For example by:

      

      (i) Use of communications.

      (ii) Offensive and defensive bases.

      (iii) Use of quisling & satellite manpower.
    

  


  But spontaneous resistance has occurred everywhere:

  
    
      
      
    
    

      	(a) Politically.
      	E.g. Norway’s battle of Churches and Teachers.
    

    
      	(b) Economically.
      	E.g. France’s resistance to labour-recruitment.
    

    
      	(c) Strategically.
      	E.g. Mihailovic’s guerrillas and abortive Haute Savoie rising.
    

  


  Sporadic risings are useless. Necessity to co-ordinate where possible has produced tabulation of United Nations’ fundamental objectives in the waging of Irregular Warfare:

  (a) Politically.

  (i) To undermine enemy’s morale and that of his collaborators.

  (ii) To raise morale of Occupied Territories.

  (b) Economically.

  (i) To damage enemy’s material.

  (ii) To improve and augment our own material.

  E.g. By infiltration of weapons, explosives, sabotage equipment.

  (c) Strategically.

  (i) To damage enemy’s man-power and communications.

  (ii) To improve our own man-power and communications.

  E.g. By infiltration of “organizers”, radio sets and operators, etc.

  2. METHODS

  These, by definition, include all methods of attaining the above objectives outside the scope of regular warfare.

  
    
      
      
    
    

      	(a) Informational.
      	
    

    
      	— Espionage:
      	The covert collection and transmission of information about the enemy to our own forces.
    

    
      	(b) Operational.
      	
    

    
      	— Propaganda:
      	The art of persuasion with a view to producing a required mood or a required action.
    

    
      	— Passive Resistance:
      	Infliction of the maximum damage to the enemy with the minimum danger to oneself.
    

    
      	— Sabotage:
      	Covert destruction of material profitable to the enemy.
    

    
      	— Secret Armies:
      	Pre- and Post-invasion.
    

    
      	— Politico-Military uprising.
    

  


  3. INTERDEPENDENCE OF METHODS

  All these methods are interdependent. Each one singly has its relation to our fundamental objectives; but, if each is used singly, the objectives can never be attained.

  4. PRESENT SITUATION

  There are two phases:

  
    
      
      
    
    

      	(a) Pre-Invasion.
      	This phase, which in Europe is ending, consisted mainly in organizing the countries area by area—in a manner either simple or complex according to the country’s physical geography, group-distribution and degree of contra-espionage control.
    

    
      	(b) Invasion.
      	This phase is beginning. For you it will involve the attainment of (a, b or c) objective by the use of (a, b, c, etc.) methods
    

  


  5. You will be a cog in a very large machine whose smooth functioning depends on each separate cog carrying out its part efficiently.

  It is the objective of this course to clarify the part you will play and ensure the efficiency of your performance.

   

  A.2.

  January 1944.

  SELF PROTECTION

  INDIVIDUAL AND COLLECTIVE SECURITY

  1. DEFINITION.

  Security: “Precautions taken by the individual for his own personal protection and the protection of his Organization from the enemy”.

  Without these precautions, it is dangerous to attempt regular and impossible to attempt irregular warfare alone or in conjunction with other people.

  2. APPLICATION.

  a) Apparent absence of enemy C.E. measures should never be allowed to engender over-confidence. (Cf. graph of agent’s confidence.)

  b) Insecurity by an individual may jeopardise not only his own safety but the safety of the organization with which he is in contact.

  3. INFORMATION.

  Basis of your self-protection is good information. As much as possible provided before departure, but you must check and supplement on arrival. Information required on:

  i) Local Conditions.

  ii) Local Regulations.

  iii) Enemy methods.

  iv) Enemy personnel.

  v) Your own subordinates.

  4. INCULCATION.

  a) Security cannot be taught by rule of thumb. It is a frame of mind attainable through self-discipline and self-training that will make the taking of precautions a “habit”. (Cf. crossing a road.)

  b) What is a habit? A single action committed so often as to become automatic. What precautionary actions must we practise so often that they become a habit?

  5. COMMUNICATION.

  The answer is “Communicatory Actions”. Secret and confidential information can reach the enemy through our carelessness in:

  a) Speech.

  b) Writing.

  c) Behaviour.

  a) Speech.

  Adoption of hush-hush attitude through vanity.

  Confiding in friends to ease nervous strain.

  Mentioning facts you are not “outwardly” supposed to know, or isolated facts which can be strung together.

  Telling people more than they need to know.

  Compromising telephone-conversations through misuse of conventions. (E.g. NOT “Three lambs with sweets and toys who need instruction in malaria” BUT “Three chaps with some goods for Harry who need instruction in my subject”.)

  b) Writing.

  Commit as little as possible to writing. Memorise if you can.

  If you must carry documents, select what you must carry.

  Burn all secret waste and carbons.

  c) Behaviour.

  Be inconspicuous. Avoid all limelight by being an “average” citizen in appearance (height, clothes) and conduct (drink, women).

  Be tidy. All engaged on secret work must be methodical in their habits—e.g. it is mainly knowing exactly where he has placed his belongings and arranged his room that an individual can detect disturbance by police search.

  Have good “Cover”—the innocent activity undertaken or invented to conceal the secret aspects of his activity. Good cover must be consistent with necessary overt behaviour and non-compromising.

  (For application to operational Agent see A.4.)

  Be observant. Observe and deduce. (E.g. face or voice seen or heard twice suggesting you are being followed. Smell of real coffee in France suggesting someone occupied in Black Market.)

  Have foresight. See danger early. (E.g. axis agent in café, policemen checking papers.)

  Plan for emergency. Alternative courses in case of accident (RV’s) pre-arranged conversation when talking to colleague in case of sudden interrogation. Danger signs.

   

  A.2.a.

  September 1943.

  SECURITY FOR W/T OPERATORS

  1. INTRODUCTION

  Lecture deals with special aspects of security for W/T Operators apart from general principles laid down in “Individual Security”.

  2. CHOOSING OF PREMISES FOR WORKING SET.

  a) Choice depends on:

  i) Security considerations.

  ii) Technical considerations.

  iii) Combination of i. and ii. and district.

  b) Security.

  Safer to have number of sets dispersed over wide area with owners or occupants of premises recruited (see further below).

  c) Technical.

  Avoid steel-framed buildings. Key click easily audible in next room or if radio receiver working off same circuit. Consider aerial camouflage.

  d) District.

  i) Thinly populated country districts, possibility for isolated buildings, e.g. farms, etc.

  ii) Towns—private house or place of occupation.

  e) In case of d) ii) above, consider following factors:

  i) Accessibility.

  Operator must be able to get to and from premises without arousing suspicions of neighbours or passers by.

  ii) Cover.

  Must have “genuine” reason for frequent visits (e.g. doctor). Use existing household.

  iii) Facilities, defensive.

  For concealing self and set.

  For escape (exits).

  Vulnerability to surveillance.

  iv) Control of Access.

  Limit to number and type of people with possible access to premises.

  3. GENERAL SECURITY PRECAUTIONS

  To be taken in any premise including place of residence.

  a) Precautions against search during absence—tidiness, leaf in keyhole, hair, etc.

  b) Minimum incriminating material, coded writings destroyed, etc. N.B.: Traces on blotting paper and writing blocks.

  c) Hiding places prepared, particularly for set.

  i) Inside House—advantages and disadvantages.

  ii)Outside House—advantages and disadvantages.

  Possibility of working set from hiding places.

  d) Preparation for destroying incriminating material.

  e) Where possible room with 2 doors and light switch near while operating.

  f) Guard while operating, e.g. possibility of hall porter.

  g) All clear and danger signals, visual and/or oral.

  h) Check on surveillance of premises, or when entering or leaving.

  i) Alternative premises in case of emergency.

  j) No casual visitors at premises—only possible ones are cut-outs.

  4. CUT-OUTS

  a) Definition.

  Intermediary. Link between two agents. May only carry messages, knowing nothing about Organization, or act as liaison officer. Should undertake no other subversive activity.

  b) Reason for employment (In case of W/T Operator).

  i)Dangerous for operator to be seen with Organizer.

  ii)May not want another member to know him.

  iii)Barrier between himself and authorities, e.g. telegram, official enquiry, hiring flat.

  iv)Transfer of suspicion, delayed or prevented.

  c) Cover.

  Must be able to contact inconspicuously people of different social positions, e.g. doctor, dentist, priest, waiter, postman, etc.

  5. SECURITY RULES FOR OPERATOR.

  a) Must never undertake other subversive activity. Danger of over enthusiasm.

  b) Must not attempt to find out more about Organization than he is told, nor know one or two members.

  c) Christian names only should be used. Numbering dangerous.

  d) Never carry arms unless in situation for which no cover story (e.g. working the set).

  e) Must report suspicious incident immediately, e.g. if followed.

  f) Emergency measures, e.g. warning signals, hide-out, contacts to drop, how to re-establish contact.

   

  A.3.

  April 1943.

  INFORMANT SERVICE

  1. INTRODUCTION

  Without good information it is impossible:

  (a) to protect oneself against enemy C. E.

  (b) to plan or time operations (c.f. importance of “I” to “0” staff in regular army).

  2. WHAT DO YOU REQUIRE TO KNOW?

  (a) Local Conditions —

  — unprocurable articles (e.g. danger of ordering wrong drinks or cigarettes).

  — transport service (e.g. fewer trains, buses, taxis) and restrictions (e.g. reason for travelling).

  — market days. Danger of search for “Black Market” goods.

  — new slang or colloquialisms brought about by war.

  — general temper of local population.

  (b) Local Regulations —

  — Identity Papers. Are yours in order? (Compare yours with other people’s and, if possible, procure genuine ones.)

  — Ration Cards. Find out how to procure these.

  — Movement Restrictions. What passes are necessary?

  — Control Posts. Manned by enemy troops or local police?

  — Evacuation from forbidden zones.

  — Curfew hours.

  — Blackout Regulations.

  — Bicycles—licenses, restrictions, etc.

  (c) Enemy Methods and Personnel.

  — location of troops.

  — location of nearest enemy police or Gestapo, with details or personnel; attitude of local police.

  — names of civilian police spies, agents provocateurs.

  (d) Operational Information

  — possible targets: Enemy communications, H.Q., dumps, factories.

  — bottle necks in enemy production and communications.

  — internal working of factories, power station, railways, etc. e.g. type of machinery used.

  — personnel employed in any of the above.

  — means of entry: layout, guards, control system.

  — documents: workers’ passes, blueprints, etc.

  3. HOW DO YOU OBTAIN THIS INFORMATION?

  a) By direct interrogation.

  b) By constant personal observation.

  c) By reading newspapers and listening to radio.

  d) By Informant Service:

  THE INFORMANT SERVICE:

  (a) Personnel

  (i) Very few should know that they are informants. The great bulk will be quite unconscious of it.

  (ii) Select from as many strata of society, trades, professions, etc., as possible.

  (iii) Best are types who constantly mix with all sorts -E.G.,

  Priests,

  Inn-Keepers,

  Waitresses, barmaids,

  Doctors, Dentists, hospital staffs,

  Postmen, telephone and telegraph operators.

  Bankers, shopkeepers.

  Railway Officials and workers, Servants,

  All grumblers and malcontents.

  (iv) In due course you may decide to approach a few of the more trustworthy informants with a view to recruiting them.

  (b) Methods

  (i) Journalists’ technique of eavesdropping on the masses. c.f.—Ability to hear and separate two simultaneous conversations while ostensibly listening to a third.

  (ii) Taking advantage of other people’s bad security—e.g. —

  
    — Careless talk

    — Disgruntled enemy personnel.

    — Affecting ignorance and thus encouraging others to air their knowledge.

    — Making false statements to elicit correct reply.

  

  (iii) Do not discourage informants, however trivial the information. c.f.—reporter’s maxim: “Never refuse a date”.

   

  A.4.

  November 1943.

  COVER

  1. DEFINITION.

  Your cover is the life which you outwardly lead in order to conceal the real purpose of your presence and the explanation which you give of your past and present. It is best considered under the heads:

  Past,

  Link between Past and Present,

  Present and “Alibis”.

  2. YOUR PAST.

  Before your departure, with the assistance of your Section Officers, you will probably prepare the story of your past life up to the time of your arrival. But you cannot always arrange a complete story before leaving; furthermore, you may have to change part or all of your cover story when you are actually in the field and know what your circumstances are to be. Nevertheless you must be able to give some account of yourself if questioned immediately after your arrival.

  In inventing or amending your cover story, or that of another agent, the following points should be considered:

  a) Identity.

  i)Your Own.

  
    
      
      
    
    

      	Advantages:
      	Your story will be mainly true. Only a limited period will have to be explained away. Records will confirm your statements.
    

    
      	Disadvantages:
      	The subversive part of your history may be known to the enemy or to persons who may give you away. This is usually the case with escapees.
    

  


  ii)That of a Real Person, Distant or Dead.

  
    
      
      
    
    

      	Advantages:
      	The story, being real, will be self-consistent. Records will confirm at least a part of it.
    

    
      	Disadvantages:
      	People acquainted with the person whom you are impersonating may give you away. You may have incomplete information about this person’s past life, so that your statements may be shown to be untrue. The person may be suspected without your knowing it.
    

  


  iii)Wholly Fictitious.

  
    
      
      
    
    

      	Advantages:
      	Less chance of entanglements and wider scope.
    

    
      	Disadvantages:
      	Records will not confirm your story.
    

  


  In some cases agents have to assume different identities in different places. This should be avoided as far as possible because it leads to contradictions.

  N.B. The danger of two identity cards.

  b) History.

  i)Whatever your identity, your story must be plausible and not indicate any connection with subversive activity.

  ii) It should be based, as far as possible, on the facts of your own life or that of the person whom you are impersonating. Do not introduce places or events which you do not know nor refer to knowledge which you have not. (Do not claim to know of engineering if you do not.)

  iii)Pay particular attention to that part of your story which is linked with the details shown in your documents. These may be examined closely.

  iv)Your recent history is of most interest to the police. It is also most difficult to invent satisfactorily. Particular care should be devoted to its preparation.

  v)Although a complete mastery of details is essential in the preparation of the story, vagueness is often desirable when repeating it, especially in the case of more distant and less important parts.

  c) Documents.

  These are supplied by your Section and will be as nearly perfect as possible. The following points must be remembered:

  i) You must know how you would have obtained them if they had been issued to you legally.

  ii) All the documents you need cannot always be produced in this country, e.g. those which change frequently, such as ration cards in some countries.

  iii) The falsity of forged documents is always ultimately detectable if counterfoils exist, especially if they are numbered consecutively. It may take a long time to establish this falsity.

  iv) Perfect documents can only be obtained through official sources in the field.

  d) Clothes and Effects.

  i) Do not take anything with you which does not fit your story.

  ii) Your effects can sometimes furnish valuable corroborative evidence of the “truth” of your background cover, e.g. unofficial papers, tickets, bills, local products, etc.

  e) Change of Appearance.

  i) To support assumed character (rough hands for workman).

  ii) To avoid recognition if you are going among people who know you.

  N.B. Application of disguise is dealt with in a special lecture.

  f) Final Search

  You must search your person and residence for traces which link you with your “other self”:

  i) Before your departure.

  ii) Whenever you change your cover story

  iii) If you wish to conceal some recent activity.

  iv) If you are about to undertake some special subversive act.

  3. FROM PAST TO PRESENT

  As soon as you arrive you must adopt a cover life to account for your presence. Your cover story for your past must merge into this.

  a) From the beginning start completing the details of the cover story of your past. Really do the things you say you have done. Really go to the places you say you have been to. This will serve a double purpose:

  i)You will obtain the information which you would have had had your story been true, e.g. see the towns, learn their recent history, etc. With this knowledge you can support and, if necessary, modify your background cover.

  ii)You can manufacture evidence confirming your background cover, e.g. make acquaintances in the places you go to, possess things coming from these places.

  b) Build up also your present cover background by innocent and inconspicuous actions to which reference can be made later. It may be useful to make innocent acquaintances, etc.

  4. YOUR PRESENT.

  This is the life which you lead and the story which you will tell about that life to account for your presence. It may be planned with the help of your Section Officers before your departure. Or you may have to work it out for the first time after your arrival. In any case, your ostensible present must be consistent with your alleged past.

  a) Maintenance of Cover.

  i)Name.

  Always sign correctly and respond to it immediately.

  ii)Consistency in General

  Your personality and general conduct must fit your cover background, e.g.:

  Expenditure must accord with ostensible income.

  Volume and nature of correspondence must fit your social circumstances.

  Character of friends and acquaintances must accord with your cover personality.

  Documents, clothing, possessions, etc. must be suitable.

  Manners, tastes, bearing, accent, education and knowledge must accord with your ostensible personality.

  iii)Concealment of Absence from your Country.

  Avoid foreign words, tunes, manners, etc.

  Avoid slang which has developed among your countrymen in Britain.

  Avoid showing knowledge or expressing views acquired in Britain.

  Conform with all new conditions which have arisen, observe new customs and acquire the language which has developed in your country.

  b) Cover Occupation.

  It is advisable for you to have, or pretend to have, a cover occupation. (A real one is best, but sometimes their subversive activity does not permit agents to do other work.) An occupation is necessary:

  i) To account for presence in locality.

  ii) To explain the source of livelihood.

  iii) To avoid, if possible, conscription for work in Germany or elsewhere.

  In selecting a cover occupation, bear in mind the possibilities of having:

  i) An unregistered job such as student, stamp dealer.

  ii) An imaginary job. In this case it is an advantage if you have a real employer to vouch for you.

  Your range of choice of occupation is restricted by certain factors. Some of these factors apply also to an imaginary job. Consider the following:

  i) Some jobs involve special investigation of credentials and/or restriction of liberty.

  ii) The job which you select should afford you cover and facilities for your activity. Consider hours, pay, movement, technical facilities, e.g. transport, storage, access, etc.

  iii) You must have adequate technical qualifications.

  c) Conclusion.

  Good background cover is hard to build up and easily destroyed. It is essential to your relations with the general public. Never sacrifice such cover once acquired if you can possibly avoid it.

  Remember, however, that a serious investigation is likely to break down your background cover by exposing the falseness of your documents or statements about your past life. Always, therefore, avoid trouble with the authorities. Have a ready story to account for everything.

  In some cases an ostensible lawful existence is impossible. Then you must live underground. Be inconspicuous. Avoid officials. Vary your appearance, habits, haunts, routes, etc. Produce one story or another as the occasion demands.

  5. “ALIBI”.

  a) Nature of “Alibi”.

  In addition to your cover background, you must have an explanation ready for every subversive act, however small, e.g. conversation, journey. Such alibis are more important than your background cover. If they are good no further enquiries will be made.

  You may be questioned about your activity in many different circumstances and have to conceal its true nature, e.g. when obtaining permits, telephoning, by regular or snap controls, through infringing regulations or being called as a witness, through suspicious activity when under surveillance.

  b) Construction of an “alibi”.

  Remember the following points:

  i) Plausibility. If you give a plausible explanation of your conduct no further investigation is likely. An unplausible story will be investigated and must, therefore, be watertight.

  ii) Detail. Decide on the “facts” which must be prepared in detail and those which can be left vague, e.g. people remember times of rendezvous, trains, etc., but not when they have finished meals.

  iii) Self-Consistency. Your “alibi” must be consistent with your circumstances, especially those immediately ascertainable, e.g. clothes, general appearance, special knowledge, activity.

  iv) Cover Background. For choice your “alibi” should be consistent with your main cover background, but you may have to manufacture special background for the occasion.

  v)Truth. The “alibi” should be as near the truth as possible, provided that it is not suspicious. Time can be expanded. Dates of events can be transposed. Where the story is quite untrue the false parts can often be rehearsed. Cf. Build up of cover (above). It is dangerous to tell a story entirely untrue.

  vi)Dead End. In so far as is possible the story should be closed. It should leave few openings for further investigation. Links with outside persons, events or places are dangerous.

  vii)Consistency with Others. Persons called upon to corroborate your story must do so reasonably accurately. (Consider possibility of arrangement by which all questions of a certain kind are answered in the same way. E.g. “Describe a game of cards exactly as played yesterday” or “Initiative in any action always taken by A”.)

  viii)Discreditable Story. Consider the possibility of using as an “alibi” a discreditable story. Sometimes this can be used as an alternative upon which to fall back should the first story break down.

  N.B. Provided that you have not been questioned about your alibi, you can change it freely; e.g. one to explain what you are going to do, a second to explain what you are doing and a third to account for what you have done.

  MAKE UP AND DISGUISE

  1. DEFINITION OF DISGUISE.

  a) It does not mean covering your face with grease paint and hair.

  b) It must have as its basis the art of being and living mentally as well as physically this new role. The important thing to remember is to be the person you are portraying mentally first and then afterwards physically. Therefore—EXTERNAL IMITATION BY ITSELF IS NOT SUFFICIENT.

  By this we mean imitating the external part of a character only, i.e. the walk, the voice, the manners and individualities etc. of the character. External imitation without proper mental preparation must mean you speak and do things mechanically without fully realizing who you are, where you come from, why, what you want, where you are going, what you are supposed to be and do when you get there, etc. You will therefore be nothing but an external caricature and easily caught out.

  2. OCCASIONS WARRANTING THE USE OF DISGUISE.

  a) Long Term.

  When a well known personality is going back to work in his own home town and where, for the safety of himself and his organization, he must be unrecognized. (Example, done by plastic surgeon).

  b) Short Term.

  i) Your informant service has told you that the police are after you, they have your description and there is nothing for it but to get away.

  ii) Occasional contacting jobs. When you do not want to risk your own cover.

  iii) Special jobs, E.g. when you have to meet personally one of your collaborators arriving in the Country and for added protection, if you are seen, people will get a wrong description of you.

  iv) Leaving a building under surveillance (This will be more of a quick change and the mental side less important) (Example—Loise de Bettignies disguised as a maid).

  3. PRELIMINARIES TO DISGUISE.

  a) Disguise must only be used in the case of emergency.

  b) Never allow yourself externally to portray anything that you have not inwardly experienced and which is not even interesting to you.

  c) Remember in a get-away the police will probably only have a description to work on, therefore work with a view to changing this description.

  d) The disguise should be chosen and thought out as long as possible before you have need of using it so that you can adopt it with the maximum of speed and confidence.

  4. POINTS TO BE CONSIDERED IN YOUR DISGUISE.

  a) Golden Rule.

  Never come out of character. By this we mean not only from the clothes point of view but from the mental side also, E.g. if you are a workman do not wear a white collar and black tie, have clean hands and behave like an educated man.

  b) Clothes.

  Study in every detail the clothes you are going to wear not forgetting small items such as cut, socks, tie, handkerchiefs, etc. Different shapes and kinds of hats will alter type.

  c) Personal Effects.

  Cigarettes, type of newspaper, contents of paper, E.g. watches.

  d) Hair

  If it should be long or short, whether it should be tidy or untidy.

  e) Your Face.

  Whether it should be dirty or clean, whether it should be shaved or unshaved, whether it should be pale or sunburnt.

  f) Teeth.

  Whether they should be clean or not.

  g) Hands.

  Nails, dirty or clean, and your hands white or dirty or hard worked.

  h) Feet.

  Whether you wear shoes or boots, whether these should be clean or dirty.

  i) Mannerisms.

  Practice until your old mannerisms (such as playing with your right ear, etc.) are forgotten and your new mannerisms have become part of you.

  j) Walk.

  If you had any peculiarity in your carriage or your walk, practice until you have conquered the old ones and obtained new ones.

  k) Handwriting

  For signature or name if needed, educated or not. Whether you should sign as if you are used to signing it or whether you should handle your pen as though it were strange to you.

  l) Habits.

  Fit your habits to your character, E.g. don’t play billiards in a cheap café if your new character is not the type of person who would.

  m) Associates

  Only associate or try to associate with people who fit in to your new life.

  5. HINTS ON HOW TO CHANGE YOUR APPEARANCE.

  a) Clothes.

  These are more easily manipulated than the face. A simple straightforward change of clothes, provided that every detail is in character, will do wonders to alter your appearance, E.g. from your rough gardening clothes, to your best lounge suit. The types of clothes one can think out to change the appearance are endless.

  Always make your clothes fit the character you are supposed to be, E.g. if you are supposed to be a merchant sailor do not have suede shoes on.

  Stripes downwards with a single breasted suit make you look taller. Checks across with a double breasted suit make you look shorter and broader.

  The position of buttons can alter apparent height and weight.

  Round shoulders can be built up by cut, arms shortened by an added length of sleeve and vice versa. In general, get the reverse effect from your usual descriptions, E.g. if you have any deformity such as dropped shoulder, which is usually hidden by your tailor, then accentuate this etc.

  b) Hair.

  You should grow your hair longer than normal although there is no easy method of increasing hair growth, the appearance and shape of head can be drastically altered by cutting.

  i) To make dark hair fair or grey.

  Preparations—“Bitza”—ready for use. Peroxide—bought in small bottles. Max Factor hair whitener.

  Methods of use for all the above—Pour into saucer and with small tooth brush apply to the hair, keeping the mixture away from the skin. Let it dry and as it dries it will lighten the hair. Apply again and it will be lighter still. If only the sides of the hair are done it will give a grey effect.

  Time needed—1 hour

  ii) To make silver or white hair go darker.

  Preparations—Black charcoal powder.

  Method of use—Apply powder to hair with brush, rub in with the fingers, comb and brush. Continue this until the colour is satisfactory.

  iii) Forehead.

  Nothing can be done to change the shape of this except by wearing head gear.

  iv) Eyebrows.

  These can be easily bleached or darkened in the same manner as for the hair.

  Accessories—Tweezers and oily substance.

  Method of Use—If thick they can be cut, and if needed plucked. If plucked apply a little talcum powder to take away the redness. Apply a little oil to smooth them down.

  If eyebrows meet, shave above the nose and apply talcum powder.

  If thin and sleek, with the aid of a brown and black pencil, and by following the natural growth of the hair, pencil in lines and then smooth with finger. Then comb the eyebrows against their natural growth which will help to hide the pencil mark and give a rugged effect.

  v) Eyes.

  Accessories—Dark grey grease paint, coal dust or soot; Red make up pencil and Duo-liquid adhesive. Brown or black pencil. Grease.

  Method of use—If eyes are very large and prominent shape the eyelids with soot or blue grease liner, shaping the eyelids and underneath the eye, following the usual bag line, and with a spot of grease blend in. Then with the red pencil work round the inside of the lower eyelid. This will give you a ready, bagged half closed eye. With your adhesive, fix the upper eyelids over your eyes, which gives a small squinting eye. To brighten the eye follow the natural eyelash line with the brown pencil and blend in.

  vi) Ears.

  Preparation—Duo-liquid adhesive.

  Method of use—Apply this liquid to the back of your ear and hold your ear against your head for two to five minutes. This will stick the ear close to the head and will last approximately 24 hours. The same can be done with the lobe of the ear.

  vii) Nose.

  Accessories—End of fountain pen liner tube, two small round nuts.

  Method of use—Bore holes in the nuts and place them inside the nostrils. This will give a very squashed tipped nose and it is possible to breathe quite freely.

  viii) Moustaches.

  If students are growing moustaches before leaving it is advisable to grow very large and very thick ones, as by cutting or shaving different shapes can be obtained.

  Moustaches can also be darkened or bleached. For quick work we can have made-up moustaches of any shape and size on hair lace. This, with the aid of a little spirit gum can be stuck on in a minute and removed if needed in two seconds. The effect of a different shaped moustache on a face is quite staggering.

  ix) Teeth.

  If a student merely wants to discolour his teeth, iodine is very useful.

  x) Cheeks.

  Rubber pads can be inserted in the cheeks which alter the shape completely of the lower half of the face. These can be made by the student himself from sponge.

  xi) Cleft Chin.

  A little wax applied, mixed with a little rouge and worked into the cleft takes away the cleft.

  xii) Whole Face.

  For an unshaven appearance, with a small piece of porous sponge apply brown and dark brown make up. This gives the desired effect by merely dabbing the make-up on to the side of the face. Soot or coal-dust, if used with a porous sponge gives the same effect.

  Lines all over the face. Deep lines can be applied to the face by simply using a soft black pencil in your own lines. Care must be taken only to use the natural lines.

  Dr. Middleton, the Research specialist for Max Factor, has been experimenting with skin for a number of years and it is thought that he would have small bottles of skin colours to alter the colour of the skin as required.

  xiii) To cover Scars.

  Collodian bought at any chemist and found in every hospital, can easily be used.

  To make Scars

  Collodian (flexible). Apply to the skin with a brush. The skin must be held for a minute and a half to the required shape and when the collodian dries the effect of a scar remains. As many as needed can be made.

  xiv) To make a Face Younger.

  A very close shave, apply hot towels, then apply alum all over the face. This tightens the skin considerably and when talcum is applied afterwards gives a fresh young appearance.

  xv) To make a Face Older.

  Experiment with all the foregoing hints.

  xvi) Hands.

  These can be made rough by oil and dirt on the hands, and cuts. To get them to look well cared for, have them manicured and put ladies’ face powder or hand powder over them.

  6. CONCLUSION.

  Long term disguise will be an integral part of cover, thus to employ it will require careful study and the assistance of experts long before the subject leaves for the field.

  Short term disguise should be considered together with the system of alternatives that is always urged for the agent (i.e. means of communications, H.Q., reputation, hide-out and appearance). As a security measure to be employed in an emergency requires study and practice in advance if to be successful.

  Sit down quietly and think out your new character mentally, not forgetting characteristics such as walk, stance, etc. When this is done experiment with your face so that not only is it changed but so that it fits in to your new character.

  APPENDIX

  During a sea voyage, Colonel H. had the opportunity of examining the growth of 64 beards, all of which were started on the same day. The beards were examined on the 19th day, the results being as follows:

  1 true beard and moustache; growth about ¾” from face covered with good strong moustache well shaped and altering face entirely.

  4 promising ones, little alteration to character of face.

  1 bad beard but entirely altering lines of face giving an Elizabethan appearance.

  30 growths that promise to be good beards in a month’s time.

  19 very poor, doubtful if they will ever develop into beards at all.

  9 N.B.G. ever.

  The best age groups: 23—48

  The worst age groups: 17—20 and 41—53

  Generally speaking, men on regular watch on deck are in advance of engine room staff (with one exception, a man who has a good crop of hair, none on his chest.)

  1 totally bald man is in the group containing 4 promising beards.

  2 totally bald men are in the 30 group.

  7 baldish men in the 30 group.

  1 totally bald in the 19 very poor group.

  1 baldish in the 19 very poor group.

  In view of the foregoing, it is suggested that the lecture on hair should be amended to read “Moustaches 15—25 days, beard 25—40 days.”

   

  A.5.

  October 1943.

  OBSERVATION

  1. GENERAL.

  One of the most important ways of being well informed (See A.3.) is to be observant.

  Just as information has been described as both a defensive and an offensive weapon, so observation can be used defensively and offensively.

  2. DEFINITION.

  For the agent, observation means: “A general awareness of what is going on around you without the appearance of being inquisitive.”

  Observation is not confined to seeing but includes hearing, smelling and feeling and also includes the power of deduction brought into play by the facts that have been noted.

  3. POWERS OF OBSERVATION.

  These are:

  a) Inherent.

  Young children are naturally extremely observant. They have not, however, developed their power of deduction.

  b) Acquired.

  Powers of observation are lying dormant in every one of us and can be revived by practice.

  There are various methods of improving one’s power of observation according to the type of memory which one may possess.

  E.g. Some people have a photographic memory; other people can remember better by sound and others by numbers. The following method is recommended as being suited to all types of memories.

  4. OUR METHOD.

  a) Things.

  i) Take the things that please you—your eyes, touch, smell and hearing. Try and express in words why they please you. Such an effort will cause you to observe the object more closely.

  ii) Take the things that you dislike and repeat the process.

  iii) Take the things that are neutral to you and repeat the process asking yourself why you have no particular feeling towards them.

  b) Human Beings.

  i) Apply the same three processes to the general appearance and voice of the person observed.

  ii) Study the person’s actions, asking yourself the reason for such actions.

  iii) You will have observed by now a lot about a person. Try and judge his character.

  5. CONCLUSION.

  This method requires a conscious effort to begin with and systematic practice. It is, however, interesting and has the following results:

  i) You will obtain a greater knowledge of the people in your area.

  ii) You will have obtained a greater knowledge of objects round about you.

  iii) You will be able to notice the presence of strangers, the absence of people you know, and anything unusual which might previously have escaped you.

   

  A.6.

  November 1943.

  OBJECTS AND METHODS OF COUNTER-ESPIONAGE

  1. INTRODUCTION.

  A Counter-Espionage Organization is a Service or Governmental Agency designed to protect a particular country or area from all forms of subversive activity or irregular warfare that “the enemy either intends to carry out or is carrying out in that area”.

  Counter-espionage is a combination of the activities of various Governmental Agencies and is usually concentrated into one controlling service, e.g. police, immigration, customs, treasury, government security service, radio security, military security -the various departments being combined as under M.I.5, Deuxième Bureau, Abwehr, F.B.I.

  2. OBJECTS OF A COUNTER-ESPIONAGE ORGANIZATION.

  a) To prevent agents of the enemy, engaged in any subversive activity, from entering a country.

  b) In the event of not achieving this, at least to ensure that the agents are rendered conspicuous and thereby detected.

  c) In the event of failing to achieve the first two objectives, so to control the country and its population that the activities of the agents are neutralized and therefore harmless.

  All counter-espionage activity is constantly subject to the political and economic influences present in the area concerned. Thus, there will always be a conflict as between the desire to achieve maximum security through efficient C.E. activity, and the need for the economic and politic life of the country to continue in as efficient and satisfactory a manner as possible. Recognition of this conflict is essential in order to evaluate the strength or weakness of counter-espionage in any country under review.

  3. COUNTER-ESPIONAGE METHODS.

  In order to achieve the three above mentioned objectives, counter-espionage practice combines these main activities:

  a) Control regulations. Systems of control exercised over the whole population to make an agent’s work more difficult and to render him conspicuous.

  b) Detective measures. To detect those persons who have contravened regulations and made themselves conspicuous, and to follow up any activities which are not entirely consistent with normal life.

  c) Penetration. Counter-espionage will constantly endeavour to penetrate the enemy underground organization and activities. It can therefore be regarded as a bridge between a) and b).

  4. DETAILED COUNTER-ESPIONAGE PRACTICE.

  a) Control Regulations Preventive.

  i) Identity.

  ii) Movement.

  iii) Communications.

  iv) Publications.

  v) Finance.

  vi) Action.

  b) Detective Measures.

  i) Security lists.

  ii) Snap controls.

  iii) Informant Service.

  iv) Agents provocateurs.

  v) Censorship and d/f.

  vi) Surveillance.

  vii) Searches.

  viii) Interrogations.

  c) Penetration.

  Likely to take one or more of the following forms:

  i) Getting members of counter-espionage organization recruited into the enemy underground organization. Cf. Police method dealing with the Communist Party.

  ii) Member of C.E. to work in the enemy country or in neutral country to endeavour to locate and contact personnel of the enemy organization by the use of bad security, mislaid documents, jealousies, overhearing conversations on the part of the enemy.

  iii) Use of double agents. The capture and subsequent turn round of a member of the enemy underground. Using the means of communication either to plant misinformation on the enemy, or alternatively, to obtain through this channel any information concerning the enemy’s requirements or probable future plans.

  iv) Use of agents provocateurs to provoke persons into making indiscreet or revealing statements. Cf. German methods in occupied Europe; and ref. 4.b).

  5. LOOPHOLES IN COUNTER-ESPIONAGE PRACTICE.

  a) Political and economic conditions previously referred to. Cf. Foreign workers in Germany; neutral seamen in the U.K., World War I and World War II.

  b) The human element. All C.E. practice is subject to the human element and therefore to the weaknesses accruing. E.g. bribery, slackness, low intelligence.

  c) Shortage of personnel. Cf. Deterioration of German C.E. personnel in Occupied Europe.

  Thus, on the one hand the enemy agent will endeavour to locate loopholes in a counter-espionage system since that is the only way that he can succeed in evading the attentions of the C.E., and on the other hand C.E. will always seek to cover such loopholes and to prevent, as far as possible, the enemy agent from knowing exactly the methods being employed. Cf. Criminals know the existence of detectives but a good detective does not reveal his methods.

   

  A.7.

  September 1943.

  POLICE METHODS & COUNTER MEASURES

  DESCRIPTIONS

  1. GENERAL.

  You may be called upon to —

  a) Describe a person so that a third party can recognize him from your description.

  b) Yourself recognize a person so described.

  c) Extract (innocently or not) such a description from a third party.

  2. POLICE METHODS.

  We have no time for a Bertillon system—photographs, finger prints, limb measurements. We want a system that is reliable and quick.

  3. CONVENTION.

  Quick recognition of a person in a crowd depends upon quick elimination of unrequired persons.

  A person’s features should, therefore, be described in the following order and under the following headings:

  a) Features ALWAYS Described.

  — Sex

  — Apparent age

  — Height (measure by your own)

  — Build (slight, large, stocky or medium)

  b) Features only Described if DISTINCTIVE.

  i) Permanent, e.g. shape of eyes, Adam’s apple, nose.

  ii) Impermanent, e.g. moustache, spectacles, hair, clothes and effects.

  A few (2—4) of these features is all that is necessary.

  4. DETAILS.

  The following is a fairly comprehensive list of features, both permanent and impermanent, and if distinctive should be observed and described methodically.

  Abnormalities such as hunchback or crosseyes will of course always be described.

  No account is being taken, in this lecture, of a deliberate disguise.

  a) Head.

  Small, large, round, long, high crown, flat at the back, bulging at the back.

  b) Face.

  Round, chubby, broad, long or cadaverous, narrow, thin, oval.

  c) Complexion.

  Fair, dark, black, brown, yellow, sallow, sunburnt, red, purple, freckled, fresh. (Under this might also be included race.)

  d) Forehead.

  Receding, bulgy or prominent, broad, high or low.

  e) Eyebrows.

  Arched, straight or oblique, thick or bushy, meeting, lack of, thin, plucked, sandy, red, black, grey, white. Colour to be mentioned only if different from colour of hair of head.

  f) Eyes.

  Only rarely describe their colour, but give size, shape or position, i.e. large, piggy, almond, sunken or protruberant.

  g) Ears.

  There are four points about ears.

  i) Size—whether large or small.

  ii) Fold—pronounced or lack of.

  iii) Lobe—attached, unattached or lack of.

  iv) Sticking out of head or pressed close into the head.

  h) Nose.

  Straight, convex or concave, base elevated or depressed. Nose long in proportion to the face should be mentioned. Very wide nostrils might be mentioned.

  i) Cheeks.

  Prominent cheek bones, fat or flabby, jowl, hollow, dimpled.

  j) Mouth.

  Large or small.

  k) Teeth.

  Prominent, false, missing, discoloured, white, gold.

  l) Lips.

  Length of upper lip, thickness, overhanging upper lip, pendent or protruding lower lip.

  m) Chin.

  Receding, protruding, small or pointed, large or square, double, dimpled.

  n) Neck.

  Long or short, thin or thick, Adam’s apple.

  o) Shoulders.

  Broad, sloping.

  p) Arms.

  Long or short in relation to body.

  q) Hands.

  Artistic or workers.

  r) Legs.

  Long or short, bowed or knock kneed, no ankles (women)

  s) Gait.

  Slow or quick strides, long or short, pigeon toed or splayed feet, limp.

  t) Bearing.

  Stooping or straight.

  u) Voice.

  Soft or loud, accent.

  v) Mannerisms.

  Any peculiarity of manner or habit should be described.

  5. ADDITIONAL POINTS.

  i) Always describe the circumstances under which the subject was last seen, e.g. in profile or full face, at table or standing up, wearing hat, drunk.

  ii) Always give date when subject was last seen to allow for possible alteration in appearance due to lapse of time.

  iii) Never use similes, e.g. face like a ferret, unless conversant with workings of recipient’s mind.

   

  A.8.

  September 1943.

  SURVEILLANCE

  A. Following

  Successful surveillance requires:

  1. SUITABLE TYPE OF FOLLOWER.

  — Inconspicuous. (Always under medium height.)

  — Tenacious.

  — Intelligent and resourceful.

  — Observant.

  — Experienced in the work.

  — Possessing first-class knowledge of district.

  2. INFORMATION ON SUSPECT.

  — Character and habits. (E.g. smoker, drinker, lazy, sociable.)

  — Business and private addresses.

  — Normal movements in business and leisure.

  — When and where surveillance is likely to take place.

  — What is required to be found out about suspect.

  3. PLANNING.

  a) Cover.

  Following is rarely done by single person, more frequently by combination of several with various types of cover, E.g.:

  — Taxicab driver with vehicle. (Largely “blown”.)

  — Tradesman’s van with driver.

  — Tradesman or messenger with bicycle.

  — Shoppers, house or apartment-hunters.

  — Man with girl.

  — Woman with baby carriage.

  b) Method.

  Must be carefully worked-out in advance. E.g.

  — Whether by one or more persons.

  — Division of labour in emergency.

  — Sign to denote whether or not you have lost the suspect.

  4. EQUIPMENT.

  In general follower requires this personal equipment:

  — Dark, inconspicuous clothes which appearance fits relevant locality.

  — Waterproof raincoat.

  — Quiet shoes.

  — Money with plenty of small change.

  — Watch.

  — Pencil and notebook.

  — Food.

  — Cigarettes and/or pipe. (Stopgap for awkward waits and cover for looking around.)

  — Reading material. (To be read only in suitable environment.)

  Hints on equipment:

  a) Always go to the toilet before starting surveillance.

  b) It is possible discreetly to alter your appearance during surveillance. E.g. start with hat or raincoat on and later take it off; start with dummy package and later leave it at check-room.

  5. EXPERT MANOEUVRE.

  a) In the street:

  — Vary distance between yourself and suspect according to density of crowd.

  — Use as much physical cover as possible. (E.g. keep street-lamps or other people between you and suspect; walk with other people, especially when crossing street.)

  — Never stop or start, break into run or slow down at same time as suspect.

  — If alone, better to follow on opposite side of street to suspect; as this is not only less conspicuous but gives better field of vision. (E.g. through shop windows and around corners.)

  b) In public vehicles:

  — Sit on same side as suspect, rather than opposite.

  — Where no flat-rate fare exists, sit in front of suspect and let him ask for fare first.

  c) In cafes, restaurants. etc.:

  — Choose seat where suspect has his back to you.

  — Order short meals and short drinks.

  — Anticipate his departure by paying check straightaway.

  d) At all times and places:

  — Never catch suspect’s eye. Use reflections in windows and mirrors; look at him when either you or he are drinking.

  B. BEING FOLLOWED.

  1. ASSUMPTION OF SURVEILLANCE.

  Whenever you are going anywhere with subversive intent assume that you are being followed. E.g. here is how a successful criminal, whom we interviewed, stated he would move with criminal intent from Point A to Point B:

  a) Take a taxicab—but not the first or second that presents itself. (Note numbers and descriptions of first and second cab and of their drivers, in case they pass you again. If they do, you are probably being followed.)

  b) Give your cab-driver wrong address first for benefit of any “innocent” bystanders. Change your mind when inside.

  c) Take cab to innocent place in direction of but not at Point B. E.g. stores, church or park.

  d) Leave cab and take following precautions to throw-off any possible surveillance:

  — Spend some time in large stores, using elevators.

  — Get into crowds.

  — Walk up side street and take sudden turn.

  e) Again take taxicab, repeating precautions above. (Note: Do not look directly out of the rear window. Use reflections, or don’t look.)

  f) Again go to innocent place near to, but not at, Point B.

  g) Complete journey on foot.

  2. CHECK FOB SURVEILLANCE.

  If you are suspicious of definite surveillance, check by following methods:

  a) Walk up comparatively empty street and see who follows.

  b) Cross street and see who does likewise.

  c) Enter cafe, restaurant, bar, and see who follows.

  d) Enter small store and see who hangs about outside, especially if he attempts to conceal himself.
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