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FOREWORD


MACKUBIN THOMAS OWENS


BRANDON WEICHERT has written a lively and informative book on the evolution of US space policy and its future. He argues that we are at a crossroads: if we continue on the path we have tread in recent decades, we could face a “space Pearl Harbor” or worse. Not only China and Russia but also Iran and North Korea are developing the capabilities to attack strategic US space assets.


Our use of space is pervasive, so much so that Americans don’t even recognize how dependent we are on space, not only for national security but also for civilian communications and commerce, which rely at a minimum on GPS and satellite-based telecommunications. The fact is that the United States has the most to lose if space based assets are ever attacked.


From a national security standpoint, space is a “strategic domain.” Weichert observes that US space policy has been shaped by three “schools:” the “sanctuary” school, which fears the militarization of space and seeks to apply international cooperation and arms control measures to counter a space arms race; the “survivability” school, which seeks to make the United States less reliant on satellites while enhancing the survivability of existing satellite constellations to withstand attacks; and “space control” or “space superiority,” a defensive posture relies on deterrence. This is the school favored by most military officers.


Weichert lays out the shortcomings of each of the schools and argues on behalf of a more radical posture: “space dominance.” This approach treats space as the strategic “high ground,” giving the United States an advantage in its pursuit of its interests.


Although space as a strategic domain shares many characteristics of air power, it is more analogous to sea power. As the legendary John Collins observed in a chapter of his watershed book, Military Geography, space can be divided into four regions: Earth and its atmosphere; circumterrestrial space; the Moon and its environs; and the outer envelope. Here we can find analogs to choke points and sea lines of communications. Controlling these features can have strategic effects. As the First Lord of the Admiralty, Admiral Sir Jackie Fisher remarked in 1904, “Five keys lock up the world! Singapore. The Cape. Alexandria. Gibraltar. Dover.” And England controlled them all by means of the Royal Navy.


But sea power works indirectly over time. Although Trafalgar was a decisive battle that ultimately sealed the fate of Napoleonic France, it would be ten more years before Napoleon was finally defeated. As Alfred Thayer Mahan wrote in The Influence of Sea Power upon the French Revolution and Empire, 1793–1812, “Those far distant, storm-beaten ships, upon which the Grand Army never looked, stood between it and the dominion of the world.” In contrast, space power can have an immediate strategic impact.


A problem that transcends a philosophy of space is that the assets necessary to ensure space dominance must compete against other claimants of limited resources. And space planning to counter something like a space Pearl Harbor is an example of what Frank Hoffman calls a “pink flamingo”: a predictable event that is ignored due to cognitive biases of a senior leader or a group of leaders trapped by powerful institutional forces. These are the cases which are “known knowns,” often brightly lit, but remaining studiously ignored by policymakers.


In this book, Weichert sounds a clarion call for taking space dominance seriously. Whether one agrees with him or not, his argument is one with which national security experts must contend.





INTRODUCTION


MAKE SPACE GREAT AGAIN


IN 2013, as a young congressional staffer working for a Tea Party Republican—a real “Mr. Smith Goes to Washington”—I was asked to attend a meeting on his behalf in my first week. It was a seemingly innocuous meeting where a group of space advocates gave a rundown on some of the critical issues regarding satellite management. During that meeting, though, someone raised the point that the satellites the US military relied on were getting old and that they were increasingly hard to maintain because of their age. Some of the space policy people cautioned that these aging satellite systems were susceptible to attack from rival states.


In fact, another added, America’s enemies were actively developing counterspace weapons—systems that could be used to deny the United States military access to the strategic domain of space in the event of a crisis. Satellites are important because they provide bandwidth to a modern society such as ours. Without that bandwidth everything would grind to a halt. The most amazing part of the meeting, at least to me, was the ambivalent reaction from most of the lawmakers, Republican and Democrats alike. Some of them did take note of what was said. Ultimately, however, nothing came of it. After all, space was too expensive. Better to let that sleeping dog lie. And the longer we refused to allow the space dog to hunt, the more numerous the prey in the field became. The prey even started evolving into predators themselves.


That meeting stuck with me for the next several years. I soon found myself enrolled in a master’s program at the Institute of World Politics in Washington, DC. At that school, all of the students were challenged on a routine basis to think as unconventionally as possible. Most of the students were mid-career civil servants from the executive and legislative branch. I was one of the youngest students there. Ultimately, I found several professors who encouraged me to pursue my own research interests. Given that I was so interested in space policy, professors there, like Dr. John Lenczowski, the founder of IWP, as well as my adviser, John Tsagronis, and Dr. Marek Chodakiewicz, all compelled me to continue expanding my research in this critical issue that no one was talking about at that time. Finally, Dr. Mackubin Owens gave me the added push I needed to keep up my research, even when all seemed lost (being mocked as a “space cadet” would grow tiresome over the years).


For Dr. Owens’s class, I was required to write a final paper on any topic we covered in his military theory course. We had covered much military history—all of it very important (although Jomini is still perplexing to me). Every fiber of my being told me to stop talking about space, to focus on something earthlier, and to simply follow the bureaucratic consensus. And I certainly did not want to risk my high GPA by messing up a class that I did exceedingly well in. But I was never a consensus builder, which is why I left Congress after just three years, and I rarely played it safe. So, rather than write something on the importance of sea power today (a very important topic, but one that bores me somewhat—sorry to any sailors out there), I chose to stick with my obsession. I handed in a thirty-two-page manuscript with pages of citations and maps of various orbits, when Dr. Owens had asked for a meager ten to twelve pages. I thought for certain he would fail me on the sheer size of the piece. Yet, he encouraged me. Dr. Owens enjoyed the piece so much that he converted it into an article for Orbis: The Foreign Policy Research Institute’s Journal of World Affairs, for which he is the longtime editor.


Thanks to these great teachers, I continued to research and constantly question my assumptions about this significant and often overlooked area of research. Soon thereafter, I was published in a variety of online news outlets, ranging from American Greatness, the American Spectator; Real Clear World, Real Clear Defense; Real Clear Politics; and Real Clear Policy. Much of what I wrote online pertained to various topics touched on in this book. I usually focused on the confluence of emerging technology and national security, by relating it to the strategic domain of space (although I do write on other topics related to national security as well). After my media profile was established, I was soon asked by interested parties in both the academic and defense communities to lecture on this subject. All of these things have allowed me to continue to ponder what many believe to be imponderable: Is the United States losing the second space race? If so, what are the implications of this? And how might the United States arrest this perceived decline in such a critical domain? This book endeavors to answer these questions while issuing a dire, near-term warning: that America’s enemies know that the United States is paradoxically dependent on satellites in space yet is also oblivious to the vulnerabilities of those systems. As such, the country is likely in store for a “space Pearl Harbor.” This book is the apotheosis of my professional and academic work over the last six years.


Space had been a minor policy concern since the end of the Cold War. Even when America had the space shuttle, few Americans cared. Congress was hard-pressed to either fund a replacement for the aging system or to extend its life span. As for the military’s space policy, the situation was bleaker. The basic way that the Pentagon purchased, produced, and placed satellites into orbit had remained the same for far too long. In subsequent chapters you will see how the stifling red tape of the Pentagon’s bureaucracy, coupled with the corruption of some of America’s top defense contractors, along with congressional ambivalence, has led to a crisis situation in America’s military space policy. The satellites on which our military depends are more vulnerable than at any other time in history. This is a critical national security concern that should be on the front pages of every newspaper in America. Yet, it is often relegated to the back page, left to languish with the obituaries (the bureaucratic graveyard being exactly where US space policy has been headed).


Donald J. Trump changed all of that. The controversial billionaire real estate tycoon from Manhattan who promised to put “America First” in foreign policy, to “Make America Great Again” by building a wall to stop illegal immigration—as well as to repair America’s dying economy—also spoke about space in ways few others dared. For many in the Western political establishment, Trump was a troglodyte who was unworthy of any office, be it a small-town dogcatcher, let alone the president of the United States. Of course, Trump persisted. He bested not one but two political dynasties—the nominally Republican Bush clan and the mostly neoliberal Clinton cabal. Trump did this by spending less money than his opponents, keeping overhead costs low for his spit-and-polish-style campaign, and focusing on the major topics that Americans cared most for. Yes, much of his campaign was predicated on earthly issues, like immigration, the economy, and health care. Yet, Trump had the vision and gumption to talk about the future as well.


“We must have American dominance in space,” Trump declared during a speech at the National Space Council, which the Trump administration reconstituted after the Obama administration had unceremoniously disbanded the organization. “I’m hereby directing the Department of Defense to immediately begin the process to establish a space force as the sixth branch of the armed forces,” Trump said, further explaining to his audience that “we are going to have the air force, and we are going to have the space force. Separate but equal. It’s going to be something so important.”1 Trump had openly campaigned on it throughout the contentious 2016 presidential election. What few knew is that these words would kick off a firestorm, both within the entrenched military bureaucracy, which did not want to fight for their slice of the budgetary pie with yet another branch of the military, and between the “Never Trump” elites in Washington and the Trump administration. Whoever won the bureaucratic tug-of-war over US space policy would determine whether the United States could remain a dominant space power or not. Thus far, despite claims that the space force is proceeding, the entrenched bureaucracy is winning the space force fight. Thankfully, though, the president has not given up on his ambitious space policies. In fact, on December 20, 2019, the United States Space Force officially became the sixth branch of the United States military. While an independent branch, at least for now, the relatively small space force will exist under the Department of the Air Force; the Marine Corps, too, has a similar arrangement with the Department of the Navy.2


Trump’s various remarks since 2016 in support of a more robust American presence in space are heartening. It indicates a strategic seriousness that the last four US presidents have lacked. After all, the only reason that the United States has been faced with the prospect of having its vital satellite constellations attacked by a rival is because the last four presidents have failed to adequately strengthen America’s dominance in orbit. This is what many analysts have referred to as a “space Pearl Harbor.” Such a catastrophic surprise attack could emanate from China, the United States’ number one, long-term strategic competitor; it could come from Russia, whose leadership understands that they have, at most, a decade to fundamentally alter the geopolitical chessboard in their favor; or a “space Pearl Harbor” might derive from one of the two nuclear-arming rogue states, North Korea or Iran. Specifically, North Korea—and, to a lesser extent, Iran—possess the means to threaten the United States with orbital electromagnetic pulse (EMP) weapons. As you will see in succeeding chapters, the EMP threat to the United States is significant. And such a destructive weapon, when married to a space program, such as North Korea’s, could be devastating to the United States.


Trump is the only American leader who not only recognized these threats but was willing to do something about it. Then, of course, the public face of America’s space policy, the National Aeronautics and Space administration (NASA), has sadly become a parody of itself. An organization that once routinely placed men on the moon has not returned astronauts to the moon since the 1970s (or sent astronauts beyond the lunar surface, to Mars). And what few successes NASA has enjoyed since those times, while beneficial to society, have been miniscule and unworthy of the cost of NASA. Whereas NASA was once a key contributor to national prestige, the nation’s high-tech economy, and US national security, NASA has become a national embarrassment. In 2017, President Trump announced his administration’s intention to return Americans to the moon by 2024. Almost immediately, forces inimical to the president’s agenda from within NASA (you know: the country’s top “space exploration” group) as well as his congressional enemies have worked to prevent the completion of this goal. Meanwhile, China intends to have their astronauts on the moon’s south pole, establishing a permanent colony there by 2024. While many academicians chortle at the suggestion that China’s space threat is serious, I have seen little reason over the last two decades to doubt China’s intentions or capabilities to achieve their national goal.


The private space sector in space is also booming. It is the private space sector that offers the United States its greatest hope since NASA seems impervious to change. Unlike NASA and the Pentagon bureaucracy, the private space sector is innovative. And thanks to competition within that sector, most private space companies help to lower the overall cost to spaceflight operations. As you will see throughout this work, cost is the greatest hindrance to space operations for either the private or public sectors. The private space sector, unfortunately, remains restrained by onerous regulations imposed by the various international agreements governing the use of space. The United States must work on either rewriting these rules or simply abandoning them. There is much economic opportunity to be enjoyed, not only in the space launch service sector, but also in the budding space tourism industry and, more important, in the nascent space mining economy. America’s private space sector must be given more latitude and resources to fully exploit space economically.


America is a juggernaut. When we get moving as a country, we are unstoppable. Taking the initial steps, however, is always the hardest for our country. Today, the United States faces a space Pearl Harbor—and everyone in Washington knows it.3 Similarly, the United States risks falling behind in both the new space economy and in the national prestige and scientific research categories. All of these redound to the benefit of US rivals. In this book, you will read about the extent of China’s, Russia’s, North Korea’s, and Iran’s space capabilities and how their newfound space capabilities threaten the United States. You will also see how other countries, like France, Israel, Brazil, and India, are all rising to counteract the apparent decline of the United States in space.


Fundamentally, the United States is in a second space race. It managed to win the first space race in the Cold War through commitment and a sound strategy. Right now, America’s strategy in space is confusing. Everyone knows that there are threats to critical American systems in orbit. The president has wanted to protect against these threats. Yet, few in the bureaucracy or in Congress are willing to enable the president to fully achieve his goal, if only because they personally—vehemently—dislike the president. It’s a case of “Orange Man Bad” becoming official national security and space policy. It threatens the entire country, as the United States depends heavily on space systems for its very survival.


When the president told audiences in 2018 that he sought “space dominance,” he also likely set much of the space policy community against him. For the American space policy community, I believe, is generally divided into two groups that often overlap. One group is the utopians, who believe that space should be a weapons-free sanctuary, like Antarctica. The other group is the naysayers. These are usually engineers or scientists, with a liberal bent, who simply want to tell you how something cannot work. We all know people like this. Nassim Taleb refers to such people as the “Intellectual-Yet-Idiot.” At each turn, though, whenever the naysayers have explained how a new or proposed piece of technology, such as the EmDrive, a propellantless propulsion system for space, cannot work, China proves them wrong. For the utopian crowd, space dominance is simply too patriarchal and too pro-American and would inevitably lead to the weaponization of space. The naysayers are technocrats at heart who simply disagree that the United States should spend the money or has the technological capacity to produce the equipment needed to achieve space dominance, whereas the utopians are ideologically opposed to the full development of space.


Space dominance is exactly what it sounds like: it is a national plan for being the hegemon in space. Such a hegemon would determine who would have access to critical orbits in space, or even who got into space. That power would also have the ability to protect all of its space assets, thereby denying rivals the capability to hold its sensitive systems hostage or to simply destroy them. Space dominance is militaristic and would ultimately allow for the weaponization of space, which slaughters many sacred cows in the peacenik space policy community. But any space force that did not seek space dominance would be a useless entity. The reason one would invest such massive amounts of taxpayer dollars in the creation of a new military branch dedicated to space would be precisely because the United States wanted to dominate such an important—possibly the most important—strategic domain.


Other concepts presented as “rivals” to space dominance are the aforementioned sanctuary view, which as you will see throughout this work, is totally impractical and no longer applicable today. The other is the survivability school, which simply seeks to make the United States less reliant on satellites while enhancing the ability of existing satellite constellations to withstand anti-satellite (ASAT) attacks. The third school is space control, or “space superiority.” This is the concept that most military officers, particularly during the Obama era, tended to favor. The space control/space superiority model embraces the need for a military role in space, yet it is entirely defensive and is based on deterrence—as in, if a rival attacked US satellites, the US military would retaliate in kind. Of course, in the next chapters, you will see how the United States relies disproportionately more on satellites than any other country in the world. Therefore, deterrence will not work, since there is no balance to maintain. The last school is the space dominance model, which calls not only for the militarization of space—which has already happened—but for the weaponization of space. Further, the space dominance school, because of the imbalance of forces, insists on an offensive, compellent, as opposed to deterrent, capability to tempt American rivals into attacking the United States in orbit, so as to allow for the US to destroy that foe from space using the offensive space weapons that I advocate for throughout this book.


With the exception of the sanctuary school of thought, though, the other three (survivability, space control/space superiority, and space dominance) can actually exist together. Rather than thinking of these concepts as mutually opposed, think of them as comingling on a spectrum. They do not separate ideas but are rather merely steps on a strategic ladder ascending to the total dominance of the United States from space. The United States must make its existing satellite constellations, military and civilian alike, more survivable; this appeals to the survival school. The US must then threaten rival forces with certain doom if they attack US space assets; this is a deterrent policy and, therefore, falls under the rubric of space control/space superiority. Once these things are accomplished, though, Washington must redefine its strategic parameters from simply being equal to any power in space to becoming the undisputed master of space, as it was before the 2000s. Once the United States loses its vaunted position as the preeminent space power, which it very much is in danger of today, all will be lost.


It will require far more effort, with far greater risks, to reacquire from a determined enemy than most in the United States will be willing to support. From a cultural perspective, as you will see, since the 1960s, the martial prowess of the United States has been severely reduced by sociopolitical developments. In essence, America’s culture has been gutted since the 1960s to the point that no one knows who we are anymore. Such a culture will be unable to take back something as important as space once it is lost to a more determined foe. It is, therefore, best to simply prevent a determined foe from displacing the American position in space in the first place.


President Trump is the only politician seeing clearly on the matter of space policy. It is high time that Washington worked to fully implement his plan—before it is too late. The creation of the US Space Force is not the end of the plan. It is the beginning. Presently, US rivals are working hard to gain superiority over the United States. Washington will prevent them from doing so by completely changing the way it views space and behaves in that vital strategic domain.


[image: Image]
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2022: THE YEAR “SPACE PEARL HARBOR” HAPPENS


THE RUSSIAN CO-ORBITAL SATELLITE, known as a “space stalker,” is a devilish little machine. It is smaller and much less advanced than an ordinary satellite, designed to lurk in the darkness of space and tailgate quietly behind a large, undefended, and critical US military satellite in geosynchronous orbit, the highest orbit away from Earth’s equator, and the orbit in which most of America’s sensitive military satellites operate. Yet, the small size and fast movement of the space stalker would make it hard for the US military to track. Unlike other satellites, the space stalker is a cannibal, a devourer of other satellites. What’s more, they are very cheap to produce and launch, meaning that many space stalkers can easily be placed in Earth’s orbit.


The space stalker is much like the old German U-boat from the First and Second World Wars. It is a prowler, designed to lurk in distant depths and strike out against critical infrastructure in stealthy and devastating ways. The U-boats of old hid beneath the cold depths of the North Atlantic and stalked important Allied transports, sinking them to harm the Allied war effort in Europe. Similarly, the space stalkers of today are designed to hunt critical US satellites and disable them to grant the forces of a country, like Russia or China, key advantages over the technological wizardry of the US military. The US military overwhelmingly depends on satellite constellations to function. For America’s various, lower-tech enemies to have a chance at beating US forces in combat, any first strike against the potent US military would have to be sudden. For such a lightning attack to succeed, though, an attacking force would have to reduce the ability for the US military to quickly recover from such a surprise attack.


Russian space stalkers will have spent years trailing behind one of the satellites that composed the US military’s highly sensitive Wideband Global Satcom (WGS) satellite constellation. The WGS constellation is a collection of highly expensive and hard-to-replace satellites that formed the backbone of the US military’s global communications network. Beginning in 2019, the United States Congress had authorized the funding of additional WGS satellites to augment the existing constellation, but they would not be deployed until 2024.1 The vaunted US military superiority in places such as Europe, therefore, was a technological Potemkin Village: it was outwardly menacing but, remove enough of its vulnerable satellite linkages, and the entire force was rendered ineffective. Despite necessary legislation having been passed allowing for the creation of a US Space Force as far back as 2020, many of the necessary reforms to America’s satellite constellations will not be enacted before 2030. It is more than likely that the Russians, given their increasing hostility toward the West, would not simply wait for the United States to plug the strategic gaps in its space defenses. The year 2022, when there is sure to be another contentious midterm election in the United States—when sociopolitical divisions inside the United States would be high—might be a pristine moment for Moscow to attack Europe and therefore US forces charged with helping to defend vulnerable European states along the Russian border.


US-Russian relations are at crisis levels. There are strategic priorities that Moscow has, and Washington has simply abandoned any pretense of working diplomatically to ameliorate Russia’s concerns. Russia’s autocratic president, Vladimir Putin, had hoped to get a comprehensive deal with President Donald Trump over key issues, ranging from Ukraine to overall NATO expansion to sanctions relief. Despite President Trump’s more sympathetic stance toward Putin’s Russia, though, he will have been dogged by domestic American politics even in his second term, which will prove to be insurmountable. Thus, Trump will never fully realize his desire for the United States to enjoy healthier relations with Russia. Meanwhile, Moscow simply kept pushing its luck in its dealings with the West, causing levels of tension so great that it was only a matter of time before a war erupted. Both Trump and Putin were in a prickly situation: neither really wanted to go to war with each other, yet both were locked into conflict. After all, neither the Russian nor the American government could back down from their decades of increased hostility toward each other without one appearing weak to the rest of the world. And for a country like Russia—with a nationalist-imperialist leader like Vladimir Putin—appearing weak was more dangerous, at times, than courting war with the West.


Many words have been used to describe Vladimir Putin. “Stupid” is not one of them. “Desperate” is also not a word often associated with the Russian strongman, who loves bearing his exposed chest to all while on staged hunting expeditions in the Russian wilderness. Yet, Putin is desperate. In fact, he’s one of the most desperate world leaders there is. On top of being desperate, Putin has a relatively well-armed military with tons of nukes and an axe to grind with Russia’s European neighbors. What’s more, Russia’s population is shrinking.2 The Russian economy has also been impacted by American sanctions, though it is likely that the impact of Western sanctions has been to further militate Russia against the United States rather than to change Russian misbehavior.3 Even without sanctions having been imposed, though, Russia’s GDP is roughly equivalent to that of Italy and it is entirely subject to the unpredictable swings of the global price of oil, since fossil fuel is a key driver of its entire economy. Overall, Russia lacks the prestige it once had—a fact that Moscow’s leaders, specifically Vladimir Putin, are all too aware of, which is a primary motivator for Russia’s continued aggression against the West.4 As the largest country in the world, in terms of sheer landmass, with a rapidly shrinking population and turgid economy, Russia cannot maintain its current defensive perimeter over the long run.5 If Russia is to ensure its territorial integrity, it must redraw its borders—particularly to its west, in nearby Europe. Putin must act within the next decade to decisively rejigger the European map to better favor his designs—namely, to more easily defend Moscow and the Russian “core” that sits adjacent to Europe’s borders.6 If Moscow cannot accomplish these ends peacefully, it will resort to force. And since Putin is staring down another round of Russian general decline over the next decade, Russia’s grand strategy will have a play clock rapidly counting down on it, much as a quarterback in American-style football has. Either Putin makes a bold play soon to move the strategic ball down the field or he cedes the initiative—and, therefore, the future—to his Western rivals. A more apt comparison for Putin would be judo, a sport that Putin is a master of. In that sport, two fighters wrestle and wrangle with each other; each making minute changes to his position, until the one side exposes a weakness—allowing for the other (in this case, Putin) to exploit that weakness. Once properly exploited, the attacker can then flip his opponent and pin him to the ground, beating him. Since at least 2007, when Vladimir Putin went to Munich and gave a speech in which he accused Europe of being a vassal to an American imperium bent on global domination, Russia and the United States have been engaged in an intense judo match. Washington has failed to exploit inherent Russian weaknesses, whereas Moscow has exploited American vulnerabilities with maximal effect. That trend in the 2020s will become more pronounced and will ultimately reach its inevitable, violent end.


Under present conditions, though, no amount of Russian military spending or reform could defeat the United States military in combat. To achieve a herculean task, like retaking Russia’s lost European territories, Russian forces would first need to defeat the US military stationed in Europe. Short of an all-out nuclear exchange, Russian forces would be unable to accomplish such a feat. Russian forces could, however, potentially beat an American force that was deprived of its technological accoutrements by first debilitating the US military in space—which is something the Russians have been strategizing about for years.7


Without warning, in 2022, Russian space stalkers tailgating behind sensitive US military satellites, such as those belonging to the WGS, receive coded signals from their controllers on Earth. The engines of the small space stalkers pulse to life. The tiny space devils in the cold, black, soundless void of space menacingly extend their strong robotic claws outward, vectoring in toward the American satellites they had been tailgating behind, in some cases for years—at full speed—and smashing into dozens of those sensitive US satellites, sending the cumbersome American satellites out of their orbits, and crashing them toward Earth’s surface. For years, Moscow has been signaling their intentions to place space stalkers in orbit and to make ready for a devastating attack on American systems in orbit at a time of their choosing.8 The Americans, despite knowing how critical access to satellites in a time of military crisis would be, did little to prepare for such an attack. Bureaucratic inertia and the banality of domestic US politics prevented timely defenses from being erected.


Within minutes of Russia’s space attack, US military units globally would not be able to coordinate or communicate with their combatant commands—or each other. Everything would have slowed down for US military forces worldwide. Slowing America’s military down is critical for an American adversary. Once the American military defenders could not coordinate with each other, much less effectively respond to a Russian invasion, the Russian victory on the ground would be assured. After such a thrashing, with America’s military capabilities shattered, Moscow would assume that Washington and Brussels would negotiate with the Kremlin. Rather than risk escalating into nuclear war, Moscow believes Washington and Brussels would instead negotiate and agree to create a new political order in eastern Europe that favored the Russians. After all, to restore the status quo in Europe, Washington would have to wage another world war that it is hardly prepared to fight. And according to Russia’s nationalist-imperialist leaders, the West, as led by the United States, was “declining and decadent, though still hegemonically inclined.” Putin’s aim, therefore, would be to disabuse the West of its hegemonic inclinations. As Vladimir Putin himself has argued (and he is not entirely incorrect in this assessment), “We can see how many of the Euro-Atlantic countries are actually rejecting their roots, including the Christian values that constitute the basis of Western civilization. They are denying moral principles and all traditional identities: national, cultural, religious, and even sexual.”9


Setting the cultural arguments aside, from a strategic standpoint, the United States might not win such a war against a foe like Russia. In fact, “after about nine months of intense peer conflict, attrition would grind the US armed forces down to something resembling the military of a regional power.”10 This is precisely what the strategists in Russia are hoping for, since this set of circumstances would allow for them to rewrite the geopolitical boundaries in what they view as their spheres of influence—while avoiding a total war with the United States, though such a gambit on the part of Russia would be risky. But fortune favors the bold, and such a move on the part of Putin would only be proof of how desperate his current geopolitical situation is.


WHEN RUSSIA STRIKES AMERICAN SATELLITES


It would not only be the Wideband Global Satcom constellation of satellites that Russia would target. Russia would use a variety of weapons to debilitate US space systems, though space stalkers are probably the most efficient mode of surprise attack, since they are already near their targets and can avoid causing collateral damage to other satellites operating in nearby orbits. As you will see later in this book, Russian forces have perfected their ability to jam America’s Global Positioning System (GPS). Also, a Russian first strike against US forces would not only occur in space. Russian forces are trained to use cyberspace as a zone of attack against the United States as well as the electromagnetic (EM) spectrum. The point of the Russian attacks would be to degrade US military capabilities to such a point that they are rendered combat ineffective—which, given the systems Russia is targeting and the methods they plan to use against American forces, they likely will be able to do to any US or NATO force arrayed against them.


For example, most US military weapons and forces rely on GPS to navigate. Russian forces might also target US early warning missile launch satellites in geosynchronous orbit. Further, Russian attacks on American nuclear command and control satellites would effectively degrade America’s vaunted nuclear counterstrike capabilities. This would be a key Russian move to better protect invading Russian forces in the aftermath of a Russian surprise attack against American forces in Europe. Ultimately, both Russia and America possess ungodly levels of nuclear weapons. Should things deteriorate too much between the two sides, the nuclear genie might just be let out of the bottle. Yet, removing American command and control capabilities—as well as their early missile warning abilities—will give Russia key advantages over their American rivals. Another critical piece in the US military technological house of cards will have been removed, causing more of it to collapse. In effect, US forces could not communicate with each other, could not see any incoming attacks, and could not operate the lethal speeds at which they were trained to operate. This would allow for the larger, though less sophisticated, Russian forces to have decisive advantages over the Americans and their European allies.


The Russians have long employed misdirection in their military operations. Russia desires to take dominance over the Baltic states. Yet, Russia also seeks greater influence over northwestern Europe as much as they seek dominion over central and eastern Europe. While not as strategically important for Moscow, Russia and Finland do share a long history of conflict with each other. And in times of larger conflict, such as during the Second World War, the Soviets under Joseph Stalin’s leadership conspired to not only take the Baltic states from the Nazi forces but to keep their German foes off-balance by first striking hard into Finland. In 1944, German intelligence had determined that Stalin was readying to attack German positions in Belarus. Yet, Hitler disagreed. He believed that Stalin would first strike to the south, taking the rich oil fields of Romania. Both German intelligence and Hitler were ultimately wrong. Stalin instead chose to nab the low-hanging fruit that was Finland, keeping his rival uncertain as to his wider strategic goals while forcing Germany to spend more time and precious resources—with far fewer troops than the Soviets had—trying to defend a large area of Europe. After taking key parts of Finland, Stalin would turn the bulk of his forces against the more important Baltic states.11


Something similar may be at play today. No, the United States and its NATO allies are not the Nazis (neither is Putin’s Russia, for that matter). But the West is in a strategic position similar to what Germany was in by 1944 on the Eastern Front. Instead of the Soviet Union, the Russian Federation today is pressing hard against European territories to Moscow’s west. And there are insufficient levels of Western forces arrayed against the hulking Russians. There is a handful of places where the Russians might attempt to attack. Just as during the Second World War, the Baltic states are the most obvious targets. Yet, as recent history has proven, the Russians do not like to take the most obvious path of attack. While coveting the Baltic states more than any other part of Europe, Russia might decide to initiate an attack on Finland just as they did in 1944. Since Finland today is not a NATO member, any Russian move against Finland (or, at least parts of Finland) would likely have the same effect that Russian moves against Georgia in 2008 and Ukraine in 2014 had: they would not provoke the Western allies to direct military action against Russia. Moscow’s moves would so greatly confound NATO and exacerbate its internal divisions that it would inherently weaken the alliance at a time when Russia was yet again on the march. Additionally, an attack on Finland would ultimately enhance Russian power in Europe relative to that of the United States.12 Each Russian slice of the European salami fulfills Russia and starves the United States.


American and NATO forces would be reeling from the dazzling attacks on US satellite constellations as Russian tanks rolled into Finland. US, Finnish, and other NATO elements have been deployed to Finland. But their numbers are far smaller than what the Russians will send against them. The Western defenders have long relied on finesse and technological wizardry to offset any of their numerical disadvantages. With Russia having degraded or entirely removed the technological advantage with a space attack, though, finesse would be insufficient to deter the far more numerous Russian heavy infantry that would bombard Finland. More dauntingly, Russia’s Finland attack would not be their main thrust into Europe. Inevitably, the Russians would push deeper into the Baltics—even risking a wider war as they targeted NATO members, the more emboldened Russia was by Western weakness. With the reliability of the US security umbrella in doubt, the idea of NATO would have been destroyed while the real impact would be that Moscow would have defeated the West. Whatever happened next, Russia would have shown the world that the United States can be beaten, that the technology its military has relied upon for decades—what the Chinese refer to as “American magic”—is vulnerable, and exploiting that vulnerability is the key to victory against US forces.


The Russian attack in space will be the most devastating attack conducted on American forces since either Pearl Harbor or 9/11. Just like Pearl Harbor, the attackers will have enjoyed a series of early victories that would fundamentally reorient the geopolitical map in the attackers’ favor. If, as Carl von Clausewitz once argued, war is the extension of politics through other means, Russia will have decisively beaten their technologically superior American rivals in Europe. Returning things to the status quo thereafter would mean a costly American effort and would risk nuclear confrontation with the Russians. Many Russian leaders believe the Americans have an irrational fear of nuclear war. With America’s nuclear weapons command and control capabilities degraded by Russian attacks in space, the Russian forces might gain “escalation dominance” over the American forces.13 For their part, the Americans would not merely sit on their proverbial hands. Even as the United States lost its satellite capabilities, it would have retained some ability to respond in kind to the Russian space attacks. Parts of America’s force that were not totally impacted by the Russian space Pearl Harbor would target Russian satellite constellations and destroy them. At that point, both sides might risk an endless escalation in space where, inevitably, the two sides end up targeting civilian systems. Soon thereafter, the entire global economy and communications network will have been thrown into disarray. Yet, should the combatants stop just shy of causing such unmitigated global chaos, any in-kind American attack on Russian military satellite constellations would not be as devastating to Russian forces. After all, the Russian military is not as reliant on satellites as the American forces are. And the Russian government has been endeavoring to condition their citizens and soldiers to exist—and survive—in an environment of long-term technological degradation. In 2020, for example, the Russian government successfully tested their ability to disconnect the entirety of Russia from the American-dominated internet. Instead, Russia became home to the world’s largest intranet.14 While a successful Russian disconnection from the American-dominated global internet will remove key opportunities for Russia’s civilian economy, in a time of warfare, it would further degrade America’s ability to retaliate against a Russian attack (US strategists have viewed cyberspace as a key area to retaliate against Russia for any potential attack on the West).15


Of course, the Trump administration has consistently stood firm against Russian aggression. So, even if the odds were slim for America to truly win a war against Russia, it is unknowable whether President Trump would endure the sheer humiliation that Putin’s surprise attack in space would visit upon his presidency. Perceived slights against Trump’s ego are dangerous. After all, the president infamously questioned the manhood of a Republican presidential challenger in 2016 by mocking the size of his challenger’s hands. It, therefore, remains unclear whether Trump would allow himself—or his country—to be humiliated by a Russian attack. What’s more, the president has consistently proven himself to care for US forces. When Russian mercenaries threatened a group of US Special Forces operators in eastern Syria, Trump ordered the destruction of the Russian mercenary force. As a result, nearly two hundred Russians were killed. Should American forces in Europe be threatened by Russian attack—or should some American troops be killed or captured by an invading Russian force—Trump just might rally the country and give the Russians a fight, no matter the cost.


At the same time, though, the president has proven himself to be unwilling to risk a nuclear war. In his previous dealings with the nuclear-arming North Korean regime, President Trump shocked the world by embracing a more accommodating stance toward the nuclear rogue state. This occurred even after Kim Jong-un, North Korea’s leader, publicly mocked and embarrassed the president. The president gave peace a chance rather than risk a nuclear war, however limited, with North Korea. Given Russia’s much larger nuclear arsenal, and the fact that Russia will have likely achieved a major victory and taken much of its desired territories in Europe following an effective surprise attack on American satellites by the time US forces could conceivably counterattack, it is possible that President Trump might sue for peace with Russia. By that point, President Trump’s business background would enter into his strategic calculus. He might conduct a simple cost-benefit analysis and determine that the short-term buy-in costs to restoring the status quo in Europe after a successful Russian strike would simply be too high for whatever long-term benefits existed. At the very least, this is the Trump that Putin is likely hoping to deal with, although Putin should remember that Trump is also a successful entrepreneur who took great risks throughout his business career. Should the cost-benefit Trump go up against the judo-playing Putin, though, Russia will likely get what it wants in Europe.


Thus, a new paradigm would have been birthed in Europe. With the termination of America’s once-dominant position in Europe, the US dominant place in space would also be removed. This would have profoundly negative long-term implications for the United States globally, as other actors—including Russia—would rush to replace the American position in orbit. Meanwhile, Americans would have to reel from the fact that their undefeated military would have been thoroughly routed by a less advanced, though more strategically innovative, Russian foe.


WHY WOULD RUSSIA EVER DO SUCH A THING?


The Kremlin believes that Russia, not the United States, should be the dominant force in Europe. What’s more, Russia’s leaders believe that American power in Europe is declining. Russia’s leaders do not think it would take much to sweep away the detritus of the post–Cold War, US-led Liberal International Order in Europe.16 To achieve this ultimate goal of Russian strategic dominance over Europe, though, the Kremlin must break apart NATO and fundamentally weaken the European Union. Moscow believes that once these organizations are gone, the influence and power of the United States in Europe will be removed also.17


To convince the Americans and their European allies that NATO has died and the EU is useless, Russia must deal a humiliating blow to the Americans. If the myth of American military superiority is shattered, Moscow believes that European states will then seek an accommodation with Russia. This will allow for Moscow to fundamentally rewrite the territorial boundaries of the region in Russia’s favor. Given Russia’s incredibly shrinking population and military force, a new defensive perimeter in Europe that incorporates natural barriers, such as the Baltic Sea and the Carpathian Mountains, will allow for that shrinking Russian force to better defend Russia’s European border, as there will be fewer gaps for Russian forces to plug.


Before Russia would opt to conduct its devastating surprise attack on US satellite constellations in 2022, though, Moscow will have likely engaged in a series of escalations with most of their neighbors. For example, it is likely some terrifying war of words between Putin’s regime and Poland’s leaders would occur at some point, as Russian forces expanded on the other side of Poland’s border. There’s a strong possibility that Moscow would engineer a coup in Belarus in order to justify a permanent increase of Russian forces in that country. The Belarusian coup could be conducted by Russian intelligence operatives who would impersonate “‘Belarusian’ ultranationalists to stoke the fires of radicalism and compromise nonviolent resistance against the dictatorship.”18 This manufactured Russian ultranationalist resistance would see the autocratic ruler of Belarus call on his bigger Russian ally for help in snuffing out the attempted coup.19 For the last decade, Russian leaders have spoken of their need to reabsorb Belarus. Given the cultural linkages and the geographical proximity, Russia’s reclamation of Belarus is a question of when rather than if. Soon thereafter, Russian forces could more reliably use Belarus as a highway into Europe, just as Soviet forces had done during the twentieth century—ultimately building up along the borders of the Baltic states and/or Finland.


Debates would soon divide NATO about whether both Finland and neighboring Sweden should be brought into the NATO alliance. Moldova, another Russian target in the Baltics, is also not in NATO, but its neutrality is enshrined in its constitution. Plus, the presence of large numbers of Russian-speaking Moldovan citizens would likely prevent Moldova from joining NATO, even if it wanted to. The eastern Europeans would think the inclusion of Finland and NATO was a no-brainer—especially since Finland is set to join the alliance by 2025. Sweden would likely be interested in joining NATO, as they have spent the last several years dealing with Russia’s renewed naval threat in the North Sea.20 Finland might balk at joining the alliance before 2025, though. Finnish leaders have tried to keep tensions with Russia relatively low over the years, although Finland has developed a potent defensive capability that would be able to inflict maximum damage on any invading Russian force. Despite these Finnish military preparations, however, Finland does not have the numbers or strategic depth to withstand the kind of pounding that Russia was planning to inflict on them. NATO has a wide range of territory to defend and nowhere near enough troops or political unity to defend it all. Moscow has preferred to keep their NATO opponents off-kilter by pushing tensions to their boiling point with more than one of Russia’s European neighbors. This has forced NATO to spread its forces along a wide territory, thinning the numbers of those defensive forces. Many Western analysts have assuaged concerns about Western defensive vulnerabilities in Europe by proclaiming the glories of the magical elixir that is American high technology. But not even the hallowed American wünderwaffe would be effective against the kind of attack Russia was planning to conduct—any more than the US military was prepared to prevent either the Japanese attack on Pearl Harbor or al-Qaeda’s attacks on September 11, 2001.


Russia has the capability to rapidly winnow down NATO forces charged with defending Europe once the American technological advantages have been neutralized. Plus, the Russians may have quietly reconstituted their limited nuclear first-strike policy from the Soviet era.21 Essentially, this policy was not a total nuclear first-strike policy. The Russians, after all, have never shared the American view of nuclear weapons. Since the 1960s, American leaders from both political parties have viewed atomic weapons in apocalyptic terms.22 These weapons are nation destroyers. Russian military planners, though, have viewed nuclear weapons—particularly, smaller, tactical nukes—as nothing more than big artillery pieces to soften up the NATO defensive lines at the start of a major Russian offensive into Europe.23


What’s more, under these conditions, the US forces deployed to defend Europe are too small. The NATO forces that would stand against a Russian invasion would either be quickly overrun or encircled by larger, armored Russian forces. US and NATO forces deployed to several Baltic states and Finland are nothing more than so-called tripwires, intended to prevent the Russians from attacking those lands. The concept of a tripwire goes back to the Cold War and was something that NATO used to keep the Russians from attacking them.24 Yet, any American decision to increase its tripwires in Europe will not deter Russia in 2022, as similar American actions had throughout the Cold War. Moscow’s strategic calculus is simply different today from what it was during the Cold War. Russian leaders believe they are vulnerable along their border with Europe—and that their current boundary is entirely indefensible compared to what it was during the Cold War. Therefore, Russia intends to secure the area where Moscow believes it is most vulnerable at all costs—while Russia still has the capabilities to do so. Washington simply does not understand the strategic importance of a European buffer zone to Russian leaders.


SATELLITES: AMERICA’S ACHILLES’ HEEL


By crippling the Americans’ military technology in space, Russia will have thrown the Americans back to a pre-1970s era of warfare. Russian troops could fight and win with pre-1970s-era technology because that was precisely the level of advancement that most of Russia’s forces operated at. Could the Americans? Likely not.


Lacking the advantages that satellites provided, the relatively small American forces in Finland and the Baltics could not call in for effective airstrikes or long-range artillery strikes. Their numbers were too small to offer direct, effective resistance against the Russians. And what US forces were in Finland and the Baltics would prove unable to mass into an effective counterattacking force against the Russians. Writing of his experiences in the Napoleonic Wars, Carl von Clausewitz, one of the fathers of the modern, Western way of warfare, said, “To achieve victory we must mass our forces at the hub of all power and movement. The enemy’s ‘center of gravity.’” This center of gravity “is always found where the mass is concentrated most densely.”25 American forces being so relatively small must first mass together, using technology to amplify their strength, and punch through larger, though less advanced, forces. The Russians, as well as America’s other rivals, like the Chinese, have used Clausewitz for their own purposes. They have identified the satellite linkages that make the massing process of US Armed Forces possible.


In 2019, the Mitchell Institute for Aerospace Studies and the MITRE Corporation issued a report claiming that “when it comes to nuclear modernization, NC3 [nuclear command, control, and communications] is the least expensive, yet perhaps the most critical.” Should this NC3 capability be degraded or destroyed, then Washington could not “provide convincing nuclear deterrence.” Two of the critical elements for America’s nuclear response and defense are the Space Based Infrared System (SBIRS) and the Air Force’s Advanced Extremely High Frequency (AEHF) satellites. These two satellite constellations, which support America’s NC3 capabilities, are highly vulnerable to attack. They are also very expensive and unwieldy. Should any of them go down in an anti-satellite attack, replacing them in a timely fashion would be onerous. During the time these systems were off-line, an American rival, like Russia, would have an unprecedented advantage over the United States. While the US military is already planning for a more survivable SBIRS, for example, this upgraded and better-defended system will not be available until 2029 or 2030. In effect, then, the United States’ critical NC3 functions will be seriously vulnerable to foreign attack throughout the 2020s.26 This was why I chose 2022 for the hypothetical Russian space attack and invasion of Europe. Moscow would wait to see what President Trump might do at the start of his second term. Any failure to reset the US-Russia relationship, thereby assuaging Russian concerns about their vulnerability in Europe, would set Putin on this most destructive course. And there are limits to what deals the United States can make with Moscow before it loses all credibility globally.


The scenario detailed above is the nightmare scenario that so many defense experts, going back to the now-forgotten Report of the Commission to Assess United States National Security, Space Management, and Organization that was led by Donald Rumsfeld in 2000, had warned a succession of American policymakers about.27 Yet, no one in power took this threat seriously. It was all just too theoretical—especially after the horrendous 9/11 attacks occurred, forcing Washington to spend an inordinate amount of time focusing on global terrorism and the threat of nuclear-arming rogue states. Back in the 2000s, most Americans would stare in bafflement at any policy analyst who dared to bring up the threat of space warfare to them. Of course, given the group-think model that dominates in Washington, few policy experts would waste their time—or risk their careers—worrying about such future threats when everyone was obsessing about preventing another 9/11.


BLACK SWANS AND GREY RHINOS: UNDERSTANDING STRATEGIC SURPRISE


A black swan event is an unforeseen event with extreme and unpredictable outcomes. Since September 11, 2001, the world has been concerned about another black swan event on the magnitude of the terrorist attacks on 9/11. Contrary to popular opinion, though, 9/11 was not a black swan event. It was, in fact, foreseen by several people. Those few who warned about the dangers al-Qaeda posed to the United States, unfortunately, were often marginalized and ignored by an uninventive national security bureaucracy. When viewed through this prism, then, it becomes clear that 9/11 was more akin to a “grey rhino” event. According to Michele Wucker, this is a “highly probable, high impact yet neglected threat … Grey rhinos are not random surprises, but occur after a series of warnings and visible evidence.”28 And just like actual rhinos, a grey rhino event can trample a country that ignores the stampede headed its way for too long. Ignoring a grey rhino event tends to be a common pattern throughout America’s history, whether referring to the Pearl Harbor attacks, the Cuban missile crisis, or the 9/11 attacks.


The 9/11 attacks, being the worst grey rhino event in American history, should have served as a wake-up call to US leaders about the threat posed by asymmetrical warfare. The response to 9/11 should have engendered among US policymakers more willingness to think outside the box regarding the identification of potential threats. This is especially true when you consider that al-Qaeda was not the only actor that desired to strike the United States in a spectacular manner during the post–Cold War era. In fact, China had first written the book on how to attack the United States unconventionally in order to win a future conflict against the American superpower. That book, Unrestricted Warfare, was published in the late 1990s by two senior colonels in China’s People’s Liberation Army. Beijing referred to this as “informatized warfare.”29 Unrestricted Warfare outlined how and why the Chinese military would use asymmetrical warfare to overpower the conventional military dominance of the United States.30


The Chinese paved the way. Not long thereafter, when Vladimir Putin rose to power in Russia, Moscow also began to view US military power as a potential threat. Moscow had disagreed with Washington’s decision to attack the Balkans throughout the 1990s. The Russian government had opposed the “double expansion” of the European Union and the North Atlantic Treaty Organization (NATO) into what Moscow viewed as its traditional sphere of influence. What’s more, the Russians, having been laid low by the fall of the Soviet Union at the end of the Cold War, were powerless to stop the Western advance. The Russian foreign policy elite began talking about the need to create a multipolar world, wherein there would be many great powers—all balancing against each other—while endeavoring to preserve spheres of influence near their own territories. In Russia’s case, this meant ensuring that they were the unchallenged regional hegemon in both eastern Europe and central Asia.31 Just as the Chinese strategic planners have understood since the late 1990s, Russian strategists today comprehend that they could never challenge the United States in a conventional war—not without the proverbial tables being tipped in their favor. So, Russia has striven to turn those strategic tables to their favor. Either the West would treat them as a fellow great power and respect Russian wishes, or Moscow under the Putinist regime would make the Western powers treat Russia with respect.


Since 2013, Russian strategic doctrine has explicitly embraced unconventional military power. Yes, Russia has a robust nuclear force. And it’s true that Russia’s tank forces still outnumber the Western tank forces that would be arrayed against any potential Russian invasion of Europe.32 At the same time, though, Russia did not simply want parity with the United States in their “near-abroad.” They wanted to dominate the regions closest to their border in the same way the United States dominates the Western Hemisphere. If the West would not allow for this at the diplomatic table, Russia would have little recourse but to create its sphere of influence by force. All of Russia’s relevant strategic doctrines made copious references to waging short, sharp conflicts—sort of a modern-day blitzkrieg—into enemy territory to achieve attainable, tangible strategic results.33


Shockingly, the generation of American leaders who had come up in the wake of the horrific 9/11 attack ignored the blatant threats that rival countries, like Russia or China, posed to American satellite constellations. Following the 9/11 attacks, the United States vowed to “Never Again” allow for a similar, horrible attack to recur. The country waged a costly global “war on terrorism,” predicated in part, on the idea that the United States would be proactive in preventing such threats from rising ever again. The United States, meanwhile, has long pursued a policy of preventing any rival power from coming to dominate the Eurasian landmass. Somehow, though, the Russian and Chinese military threats have been completely missed. That both China and Russia told the world of their revanchist intentions to strike boldly, in unconventional ways for decades—and that the United States did little to prepare to withstand such asymmetrical attacks—will be a pox on all the mansions of America’s political elites.


And just as it did with 9/11, the US government has some idea that something big is coming down the pike. Al-Qaeda had been around for at least a decade before 9/11 occurred. In fact, it could trace its roots back to the Mujahideen anti-Soviet resistance in Afghanistan, which US intelligence supported. Al-Qaeda had engaged in what was clearly an escalating global offensive against the United States—even attacking the World Trade Center in 1993 with a truck bomb. Osama bin Laden declared his fatwa against the United States, where he outlined in clear terms, for all people to comprehend, his problems with the West. Bin Laden also explicitly stated his intentions to wage unremitting warfare upon the West until his politico-strategic aims were met. Elements of the US intelligence community tracked some of the soon-to-be 9/11 hijackers coming from a terrorist powwow in Malaysia in the summer of 2000 and into California.34 The CIA had failed to alert the FBI in a timely manner of what those al-Qaeda suspects were doing in the United States. America’s unresponsive, post–Cold War bureaucratic system, coupled with an unwillingness to grasp the significance of an unconventional threat, like al-Qaeda, was mostly to blame for the attacks on September 11, 2001. In fact, in August 2001, just as then president George W. Bush was readying to leave Washington, DC, for his home in Crawford, Texas, the intelligence agencies issued a report with the explicit declaration that “Bin Laden [was] determined to strike in [the] US.”35


Of course, many insist that the necessary questions of “When? Where? How?” were woefully unanswered by the infamous August 2001 memo. These partisans insist that the lack of context in that memo prevented the George W. Bush administration from responding effectively to those warnings. This, as they say in my home state of Florida, is hogwash. September 11 was a grey rhino event that was completely avoidable. Defenders of the Bush administration and the intelligence agencies insist that sufficient warning never came. These people are either lying or they are wrong. To compound matters for anticipating future crises, many of the same people are—and will be for some time—still employed by the US government. America’s national security bureaucracy, despite hosting a bevy of conferences on the subject since 9/11, has never properly internalized its failures leading into—and on that—terrible September day. Due to this, America’s national security bureaucracy remains incapable of identifying and preventing another 9/11-like grey rhino event.


This same mentality pervades US government officials about the possibility of a sudden and devastating attack against US satellite constellations. So, in the war game scenario presented above, it makes perfect sense that US forces would get their asses handed to them by a Russian or Chinese attack on inadequately defended US satellite constellations. Of course, ultimately, 9/11 was particularly heinous because it targeted not only a military site (the Pentagon), but civilians as well. In fact, most of the victims and targets of the 9/11 attacks were civilians divorced from the US military machine that bin Laden and his fanatical followers loathed.


A sudden attack on US space systems, on the other hand, especially by a state, like Russia, would likely be confined (at least initially) to the military realm. In this way, then, the term, “Space Pearl Harbor” is far more apt than a “space 9/11,” since Russia would first target only US military satellites in orbit before they tried to disrupt civilian systems. Only if the US government refused to negotiate with Russia after they conducted Space Pearl Harbor and then invaded parts of Europe would Moscow entertain notions of disrupting civilian life in the United States.


SIMILARITIES BETWEEN RUSSIA IN THE 2020S AND JAPAN IN THE 1940S


The situation between Russia and the United States is far more akin to that of the United States and imperial Japan leading into the Second World War. Of course, the strategic cultures are distinct. What’s more, they are separated by geography and time. But the rationale is eerily the same. Ideologically, Russia believes that it has an inherent right to extend its sphere of influence into territories that it has historically dominated. By dominating these European territories, as you’ve seen, Russia’s leaders believe they could create a smaller and more easily defensible border compared to their current territorial boundaries. Japan wanted to accomplish something similar with their Co-Prosperity Sphere in Asia. Moscow has even created the Eurasian Economic Union, which is a thinly veiled attempt at reestablishing the Russian Empire of old using the language of postmodern Western technocrats. Therefore, the similarities between the Japanese situation in 1941 and those of Russia by 2022 should not be ignored. Despite all evidence to the contrary, US policymakers refused to take seriously either Japan’s strategic intentions or their capabilities. Few in the US intelligence community truly believed that Japan would strike out against the larger and more distant United States.


Though Russia is larger than the United States, on paper, it is nowhere near as powerful in either the economic or conventional military domains. Plus, many observers believe that the presence of large arsenals of nuclear weapons on both sides would prevent any conflict between the two sides from occurring. These analysts are wrong. The fact is, Moscow and Washington do not share the same opinion on the efficacy of nuclear war. This is evident in the fact that, since the Obama administration’s New START Treaty with Russia in 2011, the Russians have not only modernized their nuclear arsenal, but they have also enhanced the abilities of their tactical nuclear weapons arsenal.36 These smaller nuclear weapons would be used to “soften up” the defenses of any NATO force that stood against a Russian invasion of Europe.37 The United States, meanwhile, has fallen woefully behind in the nuclear arms race because most American leaders believe that nuclear warfare is an irrational endeavor and, therefore, it should not be contemplated.38


That is why few in Western circles believe Moscow would dare lash out against the United States in the military realm. Yet, that is precisely what Moscow’s leadership intends to do, the more untenable that diplomacy with the US-led Western alliance becomes. There exists in the West a strategic schizophrenia: on the one hand, few want to fight Russia. On the other hand, few want to concede anything to Russia at the diplomatic table. In the meantime, the institutions that would be most capable to deter Russia, NATO and the EU, are increasingly weak. NATO has enjoyed some increases in support since the rise of Donald J. Trump to the presidency. Yet, under current conditions, by the time 2022 rolls around, NATO will still be unable to deter any Russian invasion into Europe without concerted backing—and bloodshed—from the United States. The EU, meanwhile, is fragmenting and teetering toward collapse. As this occurs, most Western strategists fail to acknowledge that Moscow will not simply sit idly by while Washington and Brussels decide whether to treat Russia as a friend or foe.


As Roberta Wohlstetter wrote in her history of the Pearl Harbor attack:


The [US war planners] envisaged a strong possibility [in June 1940] of concerted offensive action by Japan and the Soviet Union in the Far East. On American participation in the war as a belligerent, they argued in no uncertain terms that it would be quite “unreasonable” in light of the “long-range national interests of the United States. Our readiness to meet such [totalitarian] aggression on its own scale is so great, so long as the choice is left to us, we should avoid the contest until we can be adequately prepared.”39


During this period, the War Department was incensed that President Franklin D. Roosevelt insisted on sending munitions to the British in their fight against the Axis powers at the expense of US military readiness and the president’s decision to allow for the US Pacific Fleet to be moved from California to the forward base of Pearl Harbor in Hawaii. Wohlstetter continued by pointing out that “the War Department staff believed that such a show of strength … might be taken by the Japanese government as a casus belli. It would act as a deterrent ‘only so long as other manifestations of government policy do not let it appear that the location of the fleet is only a bluff.’”40 As Wohlstetter assessed, “apparently, to the planners, it was a bluff. America, they believed, was totally unprepared to meet a hostile Japanese reaction [to the Pacific Fleet being deployed to Pearl Harbor]. The president and the State Department, however, were favorably disposed to demonstrations of apparent strength.”41 Today, Russia increasingly believes—correctly, in many cases—that NATO’s force is hollow and that the Americans are bluffing about their intentions to militarily defend Europe.


Of course, Japan did take the American movements in the Pacific as a sign that US foreign policy toward Japan was becoming increasingly antagonistic.42 At that point, the United States had enacted onerous economic sanctions against Japan for the illegal invasion of Manchuria and the “Rape of Nanjing” massacre. At that time, China was viewed as an area of strategic interest to the United States. Japanese aggressions there were seen, especially by the State Department, as a direct threat to US national interests in the region.43 When Nazi-occupied France allowed for Japan to annex its former colonies in Indochina, Japanese power in Asia increased considerably, becoming a greater threat to both the declining British Empire and the distracted United States. In response, President Franklin D. Roosevelt froze “all Japanese assets in America. Britain and the Dutch East Indies followed suit. The result: Japan lost access to three-fourths of its overseas trade and 88 percent of its imported oil. Japan’s oil reserves were only sufficient to last three years, and only half that time if it went to war and consumed fuel at a more frenzied pace.” Ultimately, Japan was placed into a use-it-or-lose-it mentality. Either they could “back off of [their] occupation of Southeast Asia and hope the oil embargo would be eased—or seize the oil and further antagonize the West, even into war.”44 This, more than anything, was a decision that locked Japan into conflict with the United States.45 Japan, a small country with few natural resources and grand regional ambitions, needed an ever-increasing array of natural resources to fuel its rise. Oil was the sine qua non for Japan’s budding “Co-Prosperity Sphere” across Asia.


By depriving Japan of oil and international trade, Washington did not deter Japan from greater hostile action. Instead, Washington inspired Japan into becoming more aggressive—and reckless. American strategists at the time were more convinced that Japan would attack either the Soviet Union or the British-held Singapore long before Japan could muster the forces needed to strike against far-flung American holdings—particularly those in Hawaii. What few policymakers realized was how committed Japan’s ruling war party was to territorial expansion. US policymakers were also insensitive to the fact that with each new embargo and economic sanction (or humiliation), Washington empowered the radical militarists in Japan, often at the expense of those who strove for more peaceful and stable relations with the United States.46 The American economic sanctions, coupled with the move of the US Pacific Fleet from its base in California out to Hawaii in 1940, Tokyo assumed that the Americans were readying to strike. Given Tokyo’s interpretation of these American moves, the Japanese leadership intended to strike first before the American juggernaut could be fully stirred from its slumber. Japan’s target, ultimately, were the US Navy and Army Air Corps facilities on the Hawaiian Islands.


Yes, some civilians were killed during the Pearl Harbor raid. But the Japanese targets were primarily military in nature. And the Japanese targeted the facilities that would provide the logistical support for any sustained American military campaign in the Pacific against Japan. Shortly after their assault on Pearl Harbor, the Japanese quickly turned their ire to the US holdings closer to their territory, such as the Philippines. Japan even managed to land forces on Alaska’s outlying Aleutian Islands.47 The goal was to roll back the military reach of the United States from territory that the Japanese wanted to hold, in order to give Japan the time it needed to make minced meat of their local rivals, who were no match for Japan’s hardened military. The Russians today (or, in 2022) share similar ambitions and territorial concerns that the Japanese of 1941 held. Russia believes their expansion is warranted to create greater strategic depth in order to better protect the “core” of their country. The core of Russia is the cities very near the present European border, like their capital of Moscow or St. Petersburg.


Given Russia’s long history of foreign invasion, such Russian territorial ambitions should not surprise American policymakers. The fact that most US policymakers appear unable or unwilling to acknowledge Russian territorial concerns should be worrying to all. Just as with the Japanese empire in the run-up to the Second World War, US foreign policy toward Russia is aggravating, not ameliorating, the threat posed to US national interests in a key strategic region. By the 2020s, the policies of the United States will likely be seen as direct threats to Russian national security, and the Russian leadership will decide to strike the Americans with uncompromising vigor. For their part, the Russian leadership has sent clear signals for decades about their concerns over US actions in Europe. Further, Moscow had made plain their intentions to pursue a policy of regional hegemony in Europe, the Middle East, and central Asia. And the US intelligence community knew how Russia would behave in response to consistent US policies of economic sanctions and perceived Western hostility near Russia’s borders.


Of course, like the United States at Pearl Harbor, American policymakers will still be caught by surprise when Russia drops the hammer on Europe. American policymakers simply ignored the years of warnings coming from Moscow. Or they refused to acknowledge that Russia would actually strike back, after Washington’s continued provocations—just as Washington refused to comprehend that Tokyo would not abide by strong American diplomatic and economic pressure placed on their rising empire. Evoking Wohlstetter again:


If our intelligence system and all our other channels of information failed to produce an accurate picture of Japanese intentions and capabilities, it was not for want of the relevant materials. Never before have we had so complete an intelligence picture of the enemy. And perhaps never again will we have such a magnificent collection of sources at our disposal.48


America’s leaders had the most accurate portrayal of Japanese strategic intentions and general capabilities before the Japanese attack on Pearl Harbor. Of course, US leaders did not understand that the Japanese would effectively push the limits of their technological capabilities in order to achieve what they hoped would be a knockout blow to the larger, though distracted, Americans. Just as US forces today have been constantly rubbing up against Russian forces, whether it be at sea, in the air, in cyberspace, or on land—notably along Europe’s border and within chaotic Syria—American units were having increasing hostile contact with Japanese forces, notably in the southern Pacific well before Japan attacked the United States. Yet, Washington refused to acknowledge that Japan was bristling under the weight of American sanctions. Whatever heinous actions Japanese forces had taken in China (and they were particularly gruesome), as the War Department assessed at the time, it did not serve US national interests to antagonize Japan—which is precisely what Washington was doing by insisting upon its policy of heavy-handed sanctions coupled with intensified military deployments to the Pacific. Washington did this while seeking a diplomatic resolution with Japan. These actions, especially against a militarized foe with a long history of aggression, like Japan, had the opposite of their intended effect.


THE CRISIS OF THE 2020S AND AMERICAN STRATEGIC VULNERABILITY


The only way for the United States to avoid a Space Pearl Harbor, then, is to take President Trump’s reforms for the creation of a space force more seriously and support an influx of federal funding for all space-related projects. There is a new space race occurring, in which America still retains a lead, but that lead is withering away due to the strategic indifference on the part of several previous American presidential administrations and Congresses. This consistent strategic indifference on the part of American leaders on space policy has deprived the Pentagon, NASA, and a coterie of other agencies charged with America’s expansive space operations of vital innovation and leadership at the institutional level. As time progresses, American rivals continue enhancing their space capabilities—and the threat to American space systems—relative to those capabilities the United States possesses. If trends progress as they have, then, strategic disaster for the United States in space is assured.


A few years ago, I asked a friend at the National Geospatial Intelligence Agency (NGA) why the government was so indifferent about defending America’s satellite constellations—and what might be done to better defend these critical systems in orbit. He looked away for a moment and then shook his head, saying he did not know. I knew him well enough to know he was uneasy with the discussion. Still, I pressed him for his opinion on the matter. After a few sips of his scotch, my friend glumly replied, “It’s going to take getting our asses kicked up there to wake people up.” So, in effect, the organizations that were created to anticipate grey rhino events are now fostering the conditions for such catastrophes to happen. And as I told my friend who worked at the NGA: judging from the “reforms” imposed on the national security state following 9/11, there’s no guarantee that the government’s response to a Space Pearl Harbor will be any more effective than what the Bush administration’s nonsolutions to preventing another 9/11 were. After Pearl Harbor, the United States marshalled its energy and went on to defeat the Japanese empire that had attacked the United States in a few bloody but short years. After 9/11, however, America simply created more stifling bureaucracy in response to those attacks—and the global war on terror continues unabated after twenty years.


The president has signed into law the creation of a sixth, independent branch of the United States military dedicated to space. Some in the Pentagon have responded as best they can to heed President Trump’s calls. Even among Trump’s allies, though, the concept is often met with scorn. Representative Dan Crenshaw (R-TX) told me at an event in early 2019 that he was skeptical of the creation of a space force because he did not think it was necessary to “create more bureaucracy.” But reorganizing the US military so that there is a dedicated branch committed only to defending the United States in space is desperately needed. It is the equivalent of God telling Noah to build the ark before the rains began.


To prevent a Space Pearl Harbor, then, the Pentagon must ensure it has the ability to protect existing satellites and then replace them with more survivable ones. Sadly, both the Russians and the Chinese have already reorganized their space forces. The militaries of both Russia and China are prepared to fight—and win—the next space war. America’s forces are unprepared. We are exposed. Vulnerable. Because America is vulnerable in space, US rivals increasingly seek to exploit that vulnerability. Thus, a Space Pearl Harbor is coming. It’s simply a question of when and who. As you’ve seen in this chapter, Russia is the most immediate threat to American space systems because of their current strategic situation.
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