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    Lone wolf terrorism—the Boston Marathon bombing, the shooting of church folk in South Carolina, the massacre of innocent people in San Bernardino, the attack on a gay nightclub in Orlando. Each of these events and others in recent years have dominated the news and sent an increasing shudder through the American public, raising a host of questions: Why is this happening now? How safe are we really? Is this the world we can expect to live in?




    These tragic events were yet another reminder of how one or two individuals, working alone without any outside assistance, can wreak havoc on unsuspecting victims and create fear and anxiety throughout a nation. The threat of lone wolf terrorism has emerged as one of the most bewildering, frustrating, and dangerous forms of violence for our times. Bewildering because seemingly anyone can become a lone wolf, inspired by extremist ideology posted on the Internet, or through face-to-face contacts with supporters of various militant causes, or by even just deciding to commit a terrorist act for personal or other reasons. Frustrating because these types of terrorists often fly under the radar, making the job of law enforcement extremely difficult in terms of trying to prevent these violent acts. And dangerous because there are no constraints on their level of violence, as lone wolves only answer to themselves and can therefore act upon any scenario they dream up without worrying, as would some terrorist groups, about the reactions or repercussions of a particular type of attack.




    The Boston Marathon bombing, which occurred in April 2013, was an example of lone wolves who perpetrate their violence in the name of Islamic extremism. Tamerlan Tsarnaev and his younger brother Dzhokhar set off pressure-cooker bombs that killed three people and injured more than 260 others. There have been many more incidents of Islamic lone wolf terrorism these past few years, including attacks in Canada, Australia, Britain, France, and other countries around the world. In the US, an Islamic militant opened fire on a military recruiting station and a Navy Operational Support Center in Chattanooga, Tennessee, in July 2015, killing four Marines and fatally wounding a navy sailor, while a husband and wife team, Syed Rizwan Farook and Tashfeen Malik, who had a six-month-old baby girl, launched a shooting spree at a disability center in San Bernardino, California, in December 2015, killing fourteen people and injuring more than twenty others. Shortly after the attack began, a post on a Facebook page associated with the female terrorist, Tashfeen Malik, pledged allegiance to Abu Bakr al-Baghdadi, the leader of the terrorist group Islamic State in Iraq and Syria (ISIS). Then, in June 2016, Omar Mateen burst into a gay nightclub in Orlando, Florida, and massacred forty-nine people and injured more than fifty others. Mateen also pledged allegiance to ISIS during the attack.1




    The rise of ISIS has been one of the major recent developments in the world of terrorism. After capturing large areas of territory in Syria and Iraq in 2014, the group declared an Islamic “caliphate” and called upon Muslims everywhere to come join the fight. The group also used social media to encourage lone wolves to strike within their home countries. ISIS has indeed proven quite savvy in their Internet blogs, tweets, and other social media tools to attract various individuals to their cause. In one respect, it is the jihadist equivalent of sending spam messages to millions of people. You only need a small percentage to take the bait to be effective.




    Yet it would be wrong to assume that lone wolf terrorism is the exclusive domain of Islamic extremists. A major theme in my book is that lone wolf terrorism is a diverse phenomenon that cuts across the political and religious spectrum. Events since publication of the hardcover in February 2013 have borne this out. In addition to lone wolf attacks by Islamic extremists, there was an attack by an anti-abortion militant on a Planned Parenthood clinic in Colorado Springs, Colorado, in November 2015 that killed three people, a massacre of nine African-American churchgoers in Charleston, South Carolina, in June 2015 by a white supremacist sympathizer who wanted to start a race war, and the killing of a Transportation Security Administration agent at Los Angeles International Airport in November 2013 by an anti-government militant.2




    The Internet has proven to be the game changer in the world of lone wolf terrorism. Lone wolves no longer have to feel truly “alone” as they can fantasize about being part of an extremist movement by just reading blogs, tweets, or entering into chat rooms. One of the key challenges will be to determine what the “tipping” points are that propel an otherwise nonviolent individual who may be expressing radical and extremist views or just venting on the Internet to actually follow through with an attack.




    For a long time, lone wolves were ignored by policy makers, intelligence officials, and terrorism experts. Even today, despite the prevalence of lone wolf attacks throughout the world, the idea that the individual terrorist can be as dangerous as large-scale terrorist organizations is still a difficult concept for some people to accept. It is important, however, to remember that terrorist attacks are not always complex operations that require detailed planning, resources, training, and leadership directed by a group. Lone wolves, whether motivated by political, religious, or idiosyncratic reasons, have proven numerous times that they can have profound effects on governments and societies by their acts of violence. Unfortunately, we are likely to see more of these types of attacks in the coming years. It is a threat that shows no signs of abating anytime soon.




    Jeffrey D. Simon




    Santa Monica, California




    June 2016
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    Jeffrey D. Simon has been among the most creative thinkers in the study of terrorism. He warned about overreactions to terrorism and the problems in declaring a “war” on terrorism back in the 1980s in an article for Foreign Policy that became the genesis for his first book The Terrorist Trap: America's Experience with Terrorism. He was also among the first to systematically assess the threat of terrorists using biological weapons in an essay he wrote while at RAND in the 1980s. Now he has once again broken new ground in this first, comprehensive, and fascinating journey into the world of the lone wolf terrorist.




    In nature, a lone wolf hunts outside of the pack. Deprived of company, relying on his own cunning and ferocity, he is a determined and dangerous predator. In popular literature, a lone wolf is the archetypal antihero—tough, self-reliant, and ruthless as required. Unconstrained by feckless politicians or cautious bureaucrats, he does what is necessary to get the job done—rescue innocent victims, save civilization. The annals of crime also record lone wolves—stalkers, serial killers, mad bombers—driven by grievance, cause, or madness.




    Lone wolves recently have come to be viewed as a growing terrorist threat. Unprecedented unilateral intelligence efforts and growing cooperation among intelligence services and law-enforcement organizations worldwide have rendered the terrorists’ operating environment more hostile. While still not optimal, domestic intelligence collection in the United States since 9/11 has uncovered and thwarted all but three terrorist plots inspired by al Qaeda's ideology. Those three plots were carried out by lone operators: Carlos Bledsoe, who killed one army recruiting officer and wounded another in Little Rock, Arkansas; Nidal Malik Hasan, who killed thirteen of his fellow soldiers and wounded thirty-two others at Fort Hood, Texas*; and Faisal Shahzad, who attempted to set off an explosive device in Times Square, New York.




    There is greater confidence today that large terrorist conspiracies will be identified. Tiny conspiracies, however, remain hard to detect. Lone operators, unless they reach out to others for moral reinforcement or material support, are almost impossible to know about, and they have proved themselves capable of carrying out large-scale violence and sustaining long campaigns.




    Technological advances have increased the lethality of the lone wolf. Guns have made murder easier. Today's mass killers have access to ever-greater firepower. The invention of dynamite further enhanced the destructive power of the individual. With a single bomb, an individual can bring down an airliner, killing hundreds. Chemical and biological weapons also increase the capacity of the individual to kill in quantity. At the time of his capture, the Alphabet Bomber was working on the production of nerve gas. The anthrax letters, which terrorized the country in 2001, are believed to have been sent by a single individual. The Internet can be a source of inspiration, moral reinforcement, and practical instruction for potential killers.




    America's principal current concern continues to be al Qaeda's global terrorist campaign. Under continuing pressure, al Qaeda today is more decentralized and more dependent on its affiliates and allies and on its ability to radicalize and recruit individuals to carry out terrorist attacks at home.




    Approximately two-thirds of the homegrown al Qaeda–inspired terrorist plots in the United States since 9/11 have involved a single individual. Only a few of these individuals actually had physical contact with al Qaeda abroad. Having traveled to training camps run by al Qaeda or its allies, these individuals received instruction and were sent back to the United States to prepare and carry out terrorist attacks. A greater number were inspired by one-way contact with al Qaeda websites or by online correspondence with al Qaeda communicators. Some of the plotters thought they were in contact with al Qaeda operatives, but these turned out to be police undercover agents—a majority of the most advanced plots were FBI sting operations.




    The term lone wolf would apply only to a few of these terrorist plotters. The behavior of many resembled more that of stray dogs. They sniffed at the edges of al Qaeda's extremist ideology, participated vicariously in its online jihad, exhorting each other to action, carelessly throwing down threats, boasting of their prowess as warriors, of the heroic deeds they were ready to perform, barking, showing their teeth, hesitating, then darting forward until ensnared by the law. What drives them?




    When I was testifying before the Senate Homeland Security Committee shortly after Major Hasan's murderous attack at Fort Hood, committee chairman Joe Liebermann asked, “Some have called Major Hasan a terrorist while others have described him as a deeply troubled man. Where do you come down, Mr. Jenkins?” I responded that “the two descriptions are not mutually exclusive—terrorism is not an activity that attracts the well-adjusted.” Can we make a distinction?




    To achieve consensus on a definition of terrorism in the 1970s, it was necessary to maintain sharp boundaries. Terrorism was politically motivated violence. While terrorists committed crimes in the classic sense, terrorism differed from ordinary crime in its objectives. Political content was a criterion of terrorism. Crime might produce terror, but ordinary criminals were not terrorists.




    Just as we sought to draw a line between the terrorist and the ordinary criminal, we also tried to distinguish terrorists from violent lunatics. Crazies, by definition, could not be terrorists.




    Some governments were prone to attach the pejorative label “terrorist” to all their political foes. But the United States achieved its independence through force of arms and recognized the right of armed rebellion. Armed rebellion is not itself terrorism, although rebels might carry out acts of terror. So might governments.





    These distinctions are easy to make when considering an individual who is a member of a terrorist group, but they become much harder in the case of lone operators who lack obvious terrorist connections, whose motives can be inferred only from their choice of targets, or who may be motivated by extreme political views, sometimes of their own invention. They all consider themselves avatars of a greater cause.




    Hesham Mohamed Hadayet, who in 2002 opened fire on passengers at the El Al counter at Los Angeles International Airport, was depressed and clearly hostile toward Jews, but absent evidence of membership or connection with a political cause, was he a terrorist? Under pressure from the victims’ families, the authorities finally concluded that Hadayet hoped by his action to influence US policy (the necessary political content), and he therefore was labeled a terrorist.




    Muharem Kurbegovic, the so-called Alphabet Bomber, carried out his campaign on behalf of the “Aliens of America,” a group that existed only in his mind. He also claimed to be the Messiah. Initially considered insane, he spent more than five years in the state institution for the criminally insane. He was later judged mentally fit to stand trial.




    Theodore Kaczynski, the Unabomber, carried on a seventeen-year terrorist bombing campaign. To explain why, he wrote a thirty-five-thousand-word manifesto. He was diagnosed as suffering from paranoid schizophrenia but was judged fit to stand trial.




    Anders Breivik, who detonated a massive vehicle bomb in Oslo, then opened fire on a youth camp, killing seventy-seven persons in all, published a fifteen-hundred-page manifesto on the Internet. He was judged to have been legally sane and stood trial. So was Timothy McVeigh, whose bomb killed 168 people in Oklahoma City in a war of his own imagination on the federal government. Both are considered terrorists.




    While distinctions, in my view, remain important, Simon—I think sensibly in this context—takes a broader view of his subject matter. To carry out extreme acts of violence without a military mandate, societal sanction, or reinforcement by comrades requires a level of determination edging on madness. To those who must fathom the motives or respond to the threat, the distinctions may be meaningless.




    As evidenced from the few examples cited, the boundaries between violent extremism and psychopathology are blurry. The boundaries of terrorism are invented, while the construct of mental disorder is being continuously revised.




    There have been numerous studies of suicide terrorists, most of whom are lone operators recruited, equipped, and deployed by larger organizations. And there is a growing volume of studies of the process of radicalization and self-recruitment to terrorism. But until now, there has been no study of lone wolf terrorism. Jeffrey D. Simon's book opens the door to this new domain.




    Brian Michael Jenkins,


    senior advisor to the president of the RAND Corporation,


    advisor to the National Commission on Terrorism,


    and author of Will Terrorists Go Nuclear?


    




    *As we go to press, Nidal Malik Hasan has not gone to trial and the author and publisher acknowledge that under American jurisprudence he is presumed innocent until proven guilty in a court of law. The text reflects the opinion of both Brian Michael Jenkins (foreword writer) and Jeffrey D. Simon (author), after careful consideration of the known facts, that Mr. Hasan carried out the shooting for reasons he has not yet explained.
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    Writing a book is an exhilarating journey. One of the best parts is when it is time to acknowledge all those who helped along the way. I would like to particularly thank David Rapoport and John Mueller for our frequent and informative meetings, during which we discussed the issue of lone wolf terrorism. Jean Rosenfeld was an early believer in my ideas about lone wolf terrorism, and I am grateful to her for her support. I am also indebted to Ken Chin, who was invaluable in providing feedback and encouragement throughout this project.




    I would also like to thank the following colleagues, friends, and others who helped in many different ways: Richard Antony, Martin Balaban, James Bondurant, David Boren, Molly Boren, William Casey, Melinda Catlett, Sandy Chin, Joe Cirillo, Phil Edney, Jenifer Elzea, Steven Emerson, Bill Fargo, Stephen Fischer Jr., Mark Giuliano, Betsy Glick, Cathy Gonzalez, Theresa Hart Barry, Sharon Hayes, Robert Hitsous, Michael Intriligator, Steven Kafka, Eddie Kamiya, Janet Kamiya, Erica Kelly, Chris Kemp, Ed Kobak, Sherm Lamb, Ira Latto, Sue Moran, Bennett Ramberg, Kathy Schreik, Lorron Snell, Cindy Forrestal-Snell, Douglas Snyder, Shoshana Snyder, Jodi Solomon, Travis Sorrows, Warren Spencer, Nkenge Stocks, Meg Sullivan, Bill Teachworth, Kevin Terpstra, James Tong, Donna Wald, Carole Wood, and Ted Zwicker.




    Catherine L. Hensley provided superb editing skills and was a pleasure to work with.




    Special thanks goes to Brian Michael Jenkins, who wrote the foreword and who was my mentor when I began studying terrorism many decades ago.





    I would also like to thank everybody at Prometheus Books, led by Steven L. Mitchell, the editor in chief, for their enthusiasm for a book on lone wolf terrorism. This includes Jade Zora Ballard, Bruce Carle, Grace M. Conti-Zilsberger, Mark Hall, Jill Maxick, Brian McMahon, Lisa Michalski, Catherine Roberts-Abel, Laura Shelley, and Melissa Raé Shofner.




    Nobody could ask for a better agent than Jill Marsal. She championed this book from the beginning and was a constant source of support and encouragement.




    Finally, I want to thank Ellen, Richard, Julie, Penya, Jack, Eric, Elijah, Justine, Caleb, and Oscar for being a special part of my life.
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    Just before noon on September 16, 1920, a man drove a horse and wagon along Wall Street in New York City. He parked it across the street from the J. P. Morgan and Company bank headquarters and then vanished from the area, never to be seen again. Hidden in the wagon was a bomb comprised of one hundred pounds of dynamite and five hundred pounds of heavy, cast-iron slugs, along with a timing device. When the bomb exploded, it killed thirty-eight people and injured more than two hundred others. At the time, it was the worst terrorist act ever on US soil, in terms of casualties.




    That infamous record stood for more than thirty-five years until November 1, 1955, when a young man placed his mother aboard a plane in Denver after hiding several sticks of dynamite in her luggage, killing her and forty-three other people when the plane exploded in midair. He was executed a little more than a year later. Then, on April 19, 1995, another young man drove a bomb-laden rental truck up to the front of the Alfred P. Murrah Federal Building in Oklahoma City at around 9 a.m., lit two fuses, and sped away in another car. When his 4,800-pound bomb, made from a mixture of ammonium nitrate fertilizer and fuel oil, exploded, 168 people lost their lives. The man responsible was apprehended a few days later and eventually executed for his crime.




    That three of the worst terrorist attacks in US history, with the exception of the 9/11 attacks, were the work of lone wolves, or at least individuals working with minimum assistance from others, indicates the significance of this type of terrorist threat. Mario Buda (the perpetrator of the Wall Street bombing), John Gilbert Graham (the man responsible for the first major midair plane bombing in US history), and Timothy McVeigh (the individual responsible for the Oklahoma City bombing) were as different as three people could possibly be. Buda was an Italian anarchist, one of the last remaining members of the Galleanists, an anarchist group active in the United States during the early part of the twentieth century. The Galleanists were responsible for some of the most audacious terrorist attacks in the United States, including the sending of thirty package bombs across the country over a three-day period in April 1919. The targets included members of President Woodrow Wilson's administration, federal law-enforcement officials, members of Congress, judges, mayors, governors, local police officials, and prominent businessmen. Then, on the evening of June 2, the Galleanists struck again, this time setting off bombs less than an hour or two apart from each other in seven US cities, including New York and Washington, DC. Soon after these attacks, Luigi Galleani was deported to Italy along with several of his close aides. By September 1920, the Galleanists were in disarray, having seen their ranks decimated with arrests, detentions, and deportations. Many members fled the country before they could be arrested.1




    Buda, “who had appointed himself the avenging angel of the imprisoned and deported anarchists,” decided to stay and launch one more attack.2 He sprang into action shortly after two of his close friends and fellow Galleanists, Nicola Sacco and Bartolomeo Vanzetti, were indicted for murders committed during a robbery of a shoe factory. It didn't bother him that innocent people would be killed in the Wall Street bombing. Like many anarchists, he believed in the slogan “There are no innocent.” He fled to Italy soon after the attack, never to be heard from again. As one historian noted, “It was his final act of reprisal in America. The biggest of them all, it had gone off without a hitch.”3




    While Buda could be described as a man who believed in a “cause,” Graham could only be described as someone who believed in money. Already having served time in jail for bootlegging, and having received a suspended sentence for check forgery, Graham decided to try to hit the jackpot by collecting on a $37,500 insurance policy on his mother's life that he purchased at the airport. He also was anxious to share part of his mother's estate, which was worth $150,000. Putting a bomb in his mother's suitcase before she boarded a United Airlines flight out of Denver seemed to be the perfect plan. He knew how to build a dynamite bomb, since he had worked for construction and logging companies, where dynamite was used. After saying good-bye to his mother, Graham calmly waited at an airport coffee shop until he heard word that the plane had crashed. He later called the airline's office to confirm that his mother was dead. He remained stoic and unremorseful throughout his trial, conviction, and execution. Because there was no federal law at that time to cover his offense, he was executed for murder under Colorado law in 1957. The first major midair plane bombing in America was therefore not the work of a political or religious extremist, but rather that of a greedy young man.4




    McVeigh, a homegrown American terrorist who blew up the federal building in Oklahoma City, was not greedy, but he was certainly angry. His anger was directed at the US government, which he blamed for the deaths of more than eighty members of the Branch Davidian cult, whose compound in Waco, Texas, burst into flames during a government raid in 1993. Federal authorities claimed that cult members possessed large numbers of illegal weapons. The Oklahoma City bombing occurred on the second anniversary of that raid.




    McVeigh had attended meetings of the Michigan Militia, which was one of several antigovernment, right-wing militia groups throughout the country. The militia movement believed that the government intended to confiscate all citizens’ weapons, thereby abrogating the Second Amendment's guarantee of the right of citizens to keep and bear arms. The Waco raid was viewed as evidence that this was now occurring. McVeigh was also influenced by a novel, The Turner Diaries, which was “based on the premise that the United States has already succumbed unwittingly to a conspiracy of global control from which it needs to be liberated through terrorist actions and guerilla bands.”5 McVeigh had sold copies of the book at gun shows. Both McVeigh and Terry Nichols, who helped McVeigh prepare the bomb, were arrested for the Oklahoma City bombing. Nichols was convicted in June 1998 and sentenced to life in prison without the possibility of parole while McVeigh was found guilty in June 1997 and executed for his crime in June 2001.




    Buda, Graham, and McVeigh all demonstrated one of the main characteristics that separates terrorism from all other types of conflicts—namely, the ability of a single individual to commit a violent act, or threaten to do so, and at times receive the same degree of attention, reaction, and fear that larger, more established terrorist groups usually attain. The lone wolf, however, until recently, was often overlooked in assessing the terrorist threat, since many definitions of terrorism require that an act of violence be committed by a group with a political, social, or religious objective. The media and government officials also tended to talk about the terrorist threat in terms of groups such as al Qaeda or other large-scale violent organizations.




    Yet in terms of the effect a violent act committed by a single individual can have upon society and government, there is sometimes little difference between the actions of the lone wolf and those of larger, more organized terrorist groups. For example, the reaction after the Wall Street bombing was shock and anger, with the New York Chamber of Commerce labeling the bombing “an act of war” and Attorney General A. Mitchell Palmer stating it was part of a major plot to overthrow the capitalist system.6 The Denver plane bombing also shocked the nation, as most Americans were outraged by this new form of violence. The public now had to fear midair plane bombings in addition to accidental plane crashes. Federal agencies began conducting studies on identifying the best security measures that could be used at airports to detect explosives in luggage. The Oklahoma City bombing, coming just two years after the World Trade Center was bombed by Islamic extremists, caused people to worry that terrorism was now spreading into the heartland. It seemed as though no place in America would be safe from terrorist attacks, including those committed by homegrown American terrorists.





    Other lone wolves who have elicited major reactions include Theodore Kaczynski, the infamous “Unabomber,” who held an entire nation in fear for seventeen years beginning in 1978 by planting or sending package bombs to victims throughout the United States; and Bruce Ivins, who sent letters filled with anthrax spores to members of Congress and the media in 2001, creating a crisis atmosphere in America concerning the threat of bioterrorism. The anthrax letter attacks were indicative of the innovative nature of the lone wolf. Prior to those attacks, it was not believed that anthrax spores could survive being sent through the mail. Lone wolves have been responsible for other attacks that represented the first time a particular tactic was used, such as the first vehicle bombing (the Wall Street bombing), a major midair plane bombing (the Denver bombing), hijacking, and product-tampering attacks in the United States. The lone wolf has long been among the most innovative and creative in terms of terrorist tactics, introducing new forms of violence that the more established terrorist groups eventually adopt as their own.




    The United States is not alone in experiencing the effects of lone wolf terrorism. In July 2011, Anders Breivik, a thirty-two-year-old Norwegian man, set off a car bomb near government buildings in Oslo and then traveled to an island to massacre youths attending a summer camp run by the ruling Labor Party. The attacks represented the worst act of terrorism in Norwegian history and sent shockwaves throughout the country. Meanwhile, Italy had its own version of the Unabomber, when a suspected lone wolf planted more than thirty bombs over a twelve-year period beginning in 1994.




    There have also been recent cases of lone wolves linking up with organized groups or trying to form their own terrorist networks in order to carry out attacks. Colleen LaRose, who used the pseudonym “Jihad Jane” on her MySpace page, tried to recruit extremists online through e-mails during 2008 and 2009. She was also involved in a plot to assassinate a Swedish cartoonist who had portrayed the Prophet Muhammad in a derogatory manner in one of his cartoons. LaRose traveled to Europe in an effort to form her own terrorist cell. In another instance, a Nigerian man, Umar Farouk Abdulmutallab, was recruited by a Yemen-based branch of al Qaeda and sent on a lone wolf mission to the United States to blow up an airliner. Abdulmutallab was overpowered by passengers and crew as he tried to ignite a bomb hidden in his underwear as the plane flew over Detroit, Michigan, on Christmas Day in 2009.




    The lone wolf threat is destined to grow in the coming years, as the technological and information revolutions will no doubt assist those individuals interested in perpetrating virtually any type of terrorist attack. Terrorism has long been linked to the irreversible march of technology. Technological advancements in all fields do not discriminate among their users. Innovations in weapons, communications, information systems, and so forth are there for all to take advantage of, including lone wolf terrorists.




    The Internet will grow to contain even more reports, websites, and other information than it does today for lone wolves to use in researching, planning, and implementing an attack. Lone wolves can learn about sophisticated weapons, how to make various explosives, and even how to build a homemade biological weapon. They will have technology at their fingertips as they fly under the radar in conducting online surveillance of targets. More individuals are also likely to become self-radicalized as they read terrorist webpages and communicate with other like-minded people via e-mail, Twitter, Facebook, chat rooms, and other social-networking tools. And terrorist groups will undoubtedly search for these lone wolf types, since they can be easily recruited, quickly trained, and sent off on various missions.




    While there have been many books and articles published on different aspects of terrorism in the post-9/11 era, there has been very little systematic study of the lone wolf phenomenon.7 This book is an attempt to bridge that gap by providing an in-depth look at this important aspect of terrorism. Three central themes emerge in the following pages. The first is how the lone wolf is changing the dynamics of international terrorism. No longer can theories on terrorism and strategies on how to deal with the terrorist threat exclude the role of lone wolves, since they are capable of matching, and sometimes exceeding, the impact that “regular” terrorist groups can have upon a nation. The lone wolf is forcing us to revise our thinking about terrorism and shift away from an almost exclusive focus on terrorist groups and organizations toward a new appreciation for the importance of the individual terrorist. From the analysis of the causes of terrorism and the motivations of terrorists to the identification of policies and measures that need to be taken to combat this global threat, the lone wolf is now an integral part of the discussion.




    The second theme of this book, mentioned earlier, is the key role that technology, particularly the Internet, is playing in the rise of the lone wolf. While there were significant lone wolves before the Internet was invented, the cyber world has undoubtedly been a godsend for the individual terrorist. It has led to a proliferation of lone wolves around the world and allowed for anybody with a laptop to quickly become knowledgeable about terrorist tactics, targets, and weapons, including how to launch a terrorist attack. The role of the Internet in the radicalization of potential lone wolves is also a key part of this trend.




    The third theme of this book is the creative and innovative nature of the lone wolf terrorist. Because these individuals work alone or with just one or two other people, lone wolves are not burdened by any group decision-making processes or intergroup dynamics that can sometimes stifle creativity in formulating plans and operations. Lone wolves are therefore free to think up any type of scenario they want and then try to act upon it, because they are accountable only to themselves. Related to this is the fact that, because they are not part of a group, lone wolves will not be concerned, as would be some terrorist groups, about potential government and law-enforcement crackdown following an incident that could lead to the virtual elimination of the group through arrests and other measures. And if a lone wolf is suffering from a mental illness, then he or she will not think rationally about the risks and consequences of a particular terrorist tactic. Furthermore, because they do not rely upon any segment of the population for financial, logistical, or political support, lone wolves, unlike many terrorist groups, do not have to worry about negative reactions by the public to a particular attack.




    The world of the lone wolf is indeed a fascinating one. This book is intended to take the reader on a journey into that world. The lone wolf terrorist threat clearly demonstrates why combating terrorism is an endless struggle. We cannot expect to “defeat” terrorism, when terrorism can be viewed as just one person with one bomb and one cause. Perhaps the best description of the difficult task we face in dealing with terrorism was made by the Irish Republican Army (IRA). Following a failed attempt to assassinate British prime minister Margaret Thatcher in 1984, the IRA issued the following chilling statement: “Today, we were unlucky! But remember, we only have to be lucky once. You will have to be lucky always!”8 Unfortunately, we can't always expect to be lucky in the battle against terrorism. We are living in an age in which all types of terrorists, including lone wolves, can gain access to weapons, including weapons of mass destruction, and commit horrendous terrorist attacks. Yet while it is unrealistic to expect that we can ever totally defeat terrorism, it is not unrealistic to believe that we can be better prepared to deal with all types of terrorist contingencies, including those centered on lone wolves. It is crucial, therefore, that we do not ignore the lone wolf threat in the ongoing battle against terrorism and that we be as committed to understanding and combating it as we are with respect to all the other forms of global terrorism.
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    “The biggest concern we have right now…is the lone wolf terrorist,” President Barack Obama said in 2011.1 Central Intelligence Agency (CIA) director Leon Panetta told Congress a year earlier that “it's the lone-wolf strategy that I think we have to pay attention to as the main threat to this country.”2 India's home secretary, G. K. Pillai, echoed those sentiments, warning that “terrorists can be anywhere. The real challenge is the lone wolf, someone who is not known.”3 Australian foreign minister Stephen Smith joined the list of concerned public officials when he said in a radio interview that “we are now seeing emerging the potential so-called lone wolf escapade where we don't have sophisticated planning but an individual is seduced by the international jihad and as a lone wolf does extreme things.”4 Whether it is homegrown terrorists influenced by jihadist websites and chat rooms or individuals bent on terrorist activity for a wide range of causes or issues, the threat of lone wolf terrorism is growing around the world.




    It is understandable, however, if one is skeptical of anybody who writes that the terrorist threat is “growing” or “increasing” in any shape or form. Haven't we had enough warnings about terrorism over the years, often fueled by self-interested politicians, government officials, terrorism experts, and others? The Department of Homeland Security's ill-conceived “color-coded alert” system is still fresh in many minds, and its only effect was scaring people about terrorist threats that never materialized. Keeping the terrorist threat high in the public's mind and on the government's agenda is good for business, both for terrorists, who thrive on the psychological fear that terrorism evokes, and for those who talk, write, or consult about terrorism. But there is enough evidence to indicate that the lone wolf threat is real and is not likely to fade away anytime soon.




    A dizzying array of recent lone wolf attacks and plots illustrates the diversity of this threat, as noted in the introduction. The twin terror attacks in Norway by an anti-Islamic extremist were among the worst lone wolf incidents in history. In the United States, lone wolf attacks in recent years have ranged from terrorists motivated by single issues and antigovernment ideology to those inspired by Islamic extremism and white supremacy. Britain has also experienced a diverse array of lone wolf incidents. A lone wolf Islamic extremist was arrested in April 2008 before he could carry out a suicide attack on a shopping center in Bristol. Among the items police found in a search of the man's apartment were the unstable explosive hexamethylene triperoxide diamine (HMTD), an electrical circuit capable of detonating the explosive, and a suicide vest. Just over a month later, another lone wolf terrorist sympathetic to Islamic extremism was injured in a failed suicide attack in a restaurant in Exeter. He was preparing three nail bombs in the restaurant's bathroom when one accidently exploded in his hands. Lone wolf incidents in Britain also included a plot by a neo-Nazi to wage a violent campaign against “non-British” people using shrapnel bombs. When the man was arrested on the platform of a Suffolk train station in October 2008, police found two homemade explosives in his possession. A search of his home uncovered explosive ingredients and white supremacist and neo-Nazi literature. He also reportedly idolized Timothy McVeigh, the Oklahoma City bomber, and David Copeland, another lone wolf neo-Nazi, who became known as the “London Nailbomber.”




    Lone wolf terrorism is not limited to just a few incidents and places. Rather, it is increasingly occurring in countries throughout the world. How, then, can we explain the rise of lone wolf terrorism? Explanations for any type of terrorism are fraught with difficulties. The study of terrorism is a speculative endeavor at best, with cultural and personal biases potentially affecting explanations as to why individuals or groups may resort to violence against a wide range of targets. There have been explanations posited that range from poverty, alienation, and humiliation as the root causes of terrorism to explanations that focus on foreign state sponsorship of terrorist activity. The diverse nature of terrorism precludes any overall theory from being capable of explaining this phenomenon. It is difficult, for example, to argue that terrorism is due to specific conditions or situations when terrorism exists in virtually every country around the world. As Norwegian scholars Brynjar Lia and Katja H-W Skjolberg correctly point out, “We find terrorists among deprived and uneducated people, and among the affluent and well educated; we find terrorists among psychotic and ‘normal’ healthy people; and among people of both sexes and of all ages. Terrorism occurs in rich as well as in poor countries; in the modern industrialised world and in less developed areas; during a process of transition and development, prior to or after such a process; in former colonial states and in independent ones; and, in established democracies as well as in less democratic regimes.”5




    One way, however, to explain the rise in lone wolf terrorism is to view it as part of an emerging trend in terrorism that can best be described as the “Technological Wave.” This wave permeates all aspects of terrorism and is of immense value to the individual who wants to embark upon a campaign of terrorist violence.




    THE TECHNOLOGICAL WAVE OF TERRORISM




    The concept of “waves” of terrorist activity was first formulated by pioneering terrorism scholar David C. Rapoport to explain the history of modern terrorism.6 A wave can be thought of as a “cycle of activity in a given time period—a cycle characterized by expansion and contraction phases. A crucial feature is its international character; similar activities occur in several countries, driven by a common predominant energy that shapes the participating groups’ characteristics and mutual relationships.”7 According to Rapoport, there have been four basic waves of terrorism since the late 1880s. The first wave began with the anarchist movement of the late-nineteenth and early-twentieth centuries. The Anarchist Wave was followed by the Anti-Colonial Wave, which began in the 1920s; the New Left Wave, which began in the 1960s; and the Religious Wave, which began in 1979. While there can be overlap in the waves, as one ebbs and another emerges, the lifespan of a wave is a generation, or about forty years, “a suggestive time frame closest in duration to that of a human life cycle, in which dreams inspiring parents lose their attractiveness for children.”8




    If Rapoport is correct, then we can expect the current Religious Wave to end, or at least be overtaken by a new wave of terrorism, by 2020. While it might be hard to imagine religious-inspired terrorism by organized, decentralized, or ad hoc groups not being the main form of terrorism for several more decades, given the numerous attacks perpetrated by Islamic extremists around the world, the history of terrorism has been characterized by the changing of the guard at different periods. Each of Rapoport's four waves, for example, was launched into a global movement by some type of grand event or incident. Rapoport points out that the wounding of a Russian police commander who had mistreated political prisoners in 1878 by Vera Zasulich inspired the Russian anarchist movement, particularly her proclamation that she was a “terrorist, not a killer,” after she threw her weapon to the floor.9 She was acquitted at her trial and treated as a heroine after she was freed. German newspapers reported that the pro-Zasulich demonstrations meant a revolution was imminent in Russia.10




    The Treaty of Versailles, which ended World War I, precipitated the Anti-Colonial Wave, as the “victors applied the principle of national self-determination to break up the empires of the defeated states.”11 The third wave, the New Left Wave, found its inspiration in the Vietnam War and the effective role of the Viet Cong in its battles with American and South Vietnamese troops. The war led to the formation of radical groups in the Third World and the West, where “the war stimulated enormous ambivalence among the youth about the value of the existing system. Many Western groups—such as the American Weather Underground, the West German Red Army Faction (RAF), the Italian Red Brigades, the Japanese Red Army, and the French Action Directe—saw themselves as vanguards for the Third World masses. The Soviet world encouraged the outbreaks and offered moral support, training, and weapons.”12




    The fourth wave, the Religious Wave, was launched after the 1979 Iranian Revolution, which, along with the Soviet invasion of Afghanistan that same year, led to religious extremism in many parts of the world. The Iranian Revolution “was clear evidence to believers that religion now had more political appeal than did the prevailing third-wave ethos because Iranian Marxists could only muster meager support against the Shah.”13 The Ayatollah Khomeini regime in Iran “inspired and assisted Shiite terror movements outside of Iran, particularly in Iraq, Saudi Arabia, Kuwait, and Lebanon.”14




    While terrorist groups with religious agendas will undoubtedly be active for many years to come, a new wave, the Technological Wave, is emerging and making for a more level playing field among terrorists with different ideologies and agendas.15 No single type of terrorist ideology will dominate this new wave in the same way that anarchism, anticolonialism, “New Left” ideology, and religious fundamentalism dominated the preceding four waves. Instead, technology is there for all to take advantage of, offering any group or individual the opportunity to compete in the world of terrorism. We can see technology's influence in all aspects of terrorism, from the rapid growth in the use of technology by governments and militaries for surveillance, detection of weapons, counterterrorist operations, and other purposes to its use by a wide variety of terrorists.




    No one type of terrorist movement has a monopoly on the use of technology. For example, virtually every terrorist group has a website and is utilizing the Internet for recruitment, spreading its message, communications, and a variety of other purposes. In terms of weapons, insurgents in Iraq have used sophisticated improvised explosive devices (IEDs) in their attacks. The insurgents have proved to be technologically adaptable, as they switched from first using remote-controlled IEDs to then using long wires buried in the ground (also known as “command wires”) in order to detonate the bombs after US troops acquired the ability to successfully jam the remote-controlled devices. Another indication of the technological savvy of the Iraqi insurgents is their use of explosively formed penetrators (EFPs). The EFPs “fire a slug of high density metal at between 4,000 and 6,500 miles per hour with much more energy than roadside bombs made from artillery shells. The penetrator's high velocity punches a relatively small hole in a vehicle's armor, then sprays occupants inside with a stream of shrapnel.”16




    IED and EFP technology is likely to be exported around the world as many insurgents leave Iraq and Afghanistan and take their terrorist campaigns to other countries. The Technological Wave will not only witness extremists from Iraq and Afghanistan using sophisticated IEDs and EFPs in different countries but will also include other terrorists, including lone wolves, who have their own agendas and who learn how to make the latest IEDs and EFPs from veterans of the Iraqi and Afghan insurgencies. They may also acquire the knowledge even without the cooperation of the militants from Iraq and Afghanistan, since it is difficult in the world of terrorism for one group or cell to keep weapons technology a secret from other extremists. Furthermore, there won't be the billion-dollar effort in other countries that the United States used in Iraq and Afghanistan to neutralize and defeat the IED and EFP threat. That will make it easier for extremists to use these and other technologically sophisticated weapons in their attacks.





    THE INTERNET AND THE LONE WOLF




    The most important aspect of the Technological Wave that helps explain the growing prominence of the lone wolf terrorist is the Internet. In fact, the Internet can be considered the grand event that helped launch the wave. The Internet is the “energy” for this new wave, continually revolutionizing the way information is gathered, processed, and distributed; the way communications are conducted and social networks are formed; and the way single individuals, such as lone wolves, can become significant players by using the Internet to learn about weapons, targets, and techniques.




    By the first decade of the twenty-first century, the Internet was an integral part of everyday life for many people. One could find information on virtually any topic and feel connected to the world at large with a laptop computer or a smartphone. For the individual interested in perpetrating a terrorist attack, everything from how to build homemade bombs to maps and diagrams of potential targets were available on the Internet. So, too, were detailed accounts of terrorist incidents around the world, which lone wolves could study in order to determine what might work for them. In addition, the Internet provided a mechanism for lone wolves to become infatuated with extremist ideologies through the reading of websites, blogs, Facebook pages, and other tools available online. Lone wolves could also find other like-minded individuals on the Internet and obtain help from one or two other people in perpetrating an attack.




    We only have to look at some of the recent lone wolf incidents to see the significant role that the Internet is playing for the individual terrorist. Anders Breivik, the Norwegian lone wolf who perpetrated the dual terrorist attacks in Norway, posted a fifteen-hundred-page manifesto on the Internet shortly before he embarked on his campaign of terror. The manifesto called for an end to “the Islamic colonisation and Islamisation of Western Europe” and blamed Norwegian politicians for allowing that to happen. He hoped his attacks would bring attention to his manifesto, which it certainly did, as his document suddenly became known throughout the world. Breivik was also influenced by anti-Islamic bloggers and writers in the United States whom he found on the Internet and whose quotations he used in his manifesto.17




    Another lone wolf who posted a manifesto on the Internet before his terrorist attack was Joseph Stack. After setting fire to his home in Austin, Texas, on the morning of February 18, 2010, Stack flew his single-engine plane into a downtown Austin office building in which nearly two hundred people worked for the Internal Revenue Service (IRS). One person besides Stack was killed in the attack. Stack was motivated by a hatred for the IRS, which he blamed for ruining his life. He was particularly upset with a 1986 change in the tax law that prevented contract software engineers like him from taking certain deductions. The new law made it difficult for information-technology professionals to work as self-employed individuals. This forced many of them to become company employees.18 In his manifesto, Stack wrote about the new tax law, saying that “they could only have been more blunt if they would have came out and directly declared me a criminal and non-citizen slave.”19 Stack's manifesto revealed the frustration that was building up inside him. He wrote, “I would only hope that by striking a nerve that stimulates the inevitable double standard, knee-jerk government reaction that results in more stupid draconian restrictions people wake up and begin to see the pompous political thugs and their mindless minions for what they are. Sadly, though I spent my entire life trying to believe it wasn't so, but violence not only is the answer, it is the only answer.”20




    Richard Poplawski, a white supremacist who killed three police officers in Pittsburgh, Pennsylvania, in April 2009, used the Internet to frequent a neo-Nazi chat room, “Stormfront,” where he shared his racist, anti-Semitic, and antigovernment views with other like-minded individuals. Finding kindred souls on the Internet seemed to embolden Poplawski. His postings from November 2008 until March 2009 revealed an increasingly confrontational nature. He urged other white supremacists not to “retreat peaceably into the hills,” but rather to strive for “ultimate victory for our people [by] taking back our nation.” He also wrote that he would likely be “ramping up the activism” in the near future.21 Poplawski surfed the Internet to order the AK-47 assault-style rifle that he used in his attack. The Internet seller delivered the rifle to a store, where Poplawski purchased the weapon.22




    Another example of a lone wolf who used the Internet was Colleen LaRose (who is discussed in further detail in chapter 4), also known as “Jihad Jane,” one of the few female lone wolves. She was attracted to the global reach of the Internet and hoped it would aid her in forming a terrorist network in 2008 and 2009 for high-profile attacks in Europe and South Asia. Meanwhile, a US Army major, Nidal Malik Hasan (who is discussed in further detail in chapter 2) opened fire at a soldier-processing center in Fort Hood, Texas, in November 2009, killing thirteen people and wounding thirty-two others. Hasan used the Internet to communicate with an American-born radical Islamic cleric who at the time was living in Yemen, Anwar al-Awlaki.




    The Internet has been indispensable for lone wolves interested in learning about potential weapons. David Copeland, the British neo-Nazi mentioned earlier, who set off three bombs packed with nails in April 1999, discovered how to make the nail bombs after searching the Internet for information. Among the Internet sources he used were The Terrorist's Handbook and How to Make Bombs: Book Two. He acquired the bomb-making materials from shops and hardware stores but was not able to effectively assemble the necessary ingredients that were detailed in the web-based guides. He therefore used less-sophisticated bombs comprised of fireworks material and nails that were still powerful enough to kill three people and injure 139 others.23




    Another British lone wolf terrorist, Nicky Reilly, who had converted to Islam, downloaded videos from YouTube in order to learn how to make nail bombs. His attempt in May 2008 failed, as noted earlier, when one of the three nail bombs he was preparing in the restroom of a restaurant in Exeter exploded in his hands. Reilly was in contact over the Internet with two men believed to be living in Pakistan who encouraged Reilly to perpetrate a suicide terrorist attack. The men, who were never located, discussed with Reilly potential targets, including an attack on police, civil servants, or the general public. They ultimately persuaded him to commit an attack on the public.24




    The Internet also provides lone wolves with an easy means for conducting surveillance of potential targets, including detailed maps of airports and buildings, flight and train schedules, and even computer images of the inside of a specific plane, indicating how many passengers will be on a flight and the exact location of available seats. This could be valuable information for a lone wolf hijacker, who would not want to seize a plane with too many passengers on board, since that could make controlling the passengers difficult. Knowing the seating chart would also be an advantage because the hijacker would know exactly where everyone is located and could choose a seat that works to his or her advantage. For example, there have been plots by terrorists to use liquid bombs on a plane that require the terrorists to assemble the bomb while onboard due to the unstable nature of the explosives (which could explode prematurely). A lone wolf could, therefore, use the Internet to choose a seat in the rear of the plane by the bathroom in order to not be noticed missing for an extended period of time as he or she assembles the bomb.




    The Internet not only offers lone wolves a convenient way to conduct surveillance of a target, but it also can be the target itself. The lone wolf cyberterrorist threat includes using the Internet and other communication and information systems that are linked by computers to cause disruptions and chaos in government, businesses, and everyday life. The threat of cyber attacks has received increased attention in recent years. Most of this attention, however, has focused on foreign governments and terrorist groups launching cyber attacks, not on lone wolves. Yet lone wolves have demonstrated throughout history that they should not be ignored. A computer-savvy lone wolf could be as dangerous as the most sophisticated terrorist group or cell in using the Internet to perpetrate a major cyberterrorist attack. Cyberterrorism may also be a natural fit for lone wolves who prefer to stay at home and perpetrate their attacks over the Internet, whether that be sending computer viruses or hacking into government databases and deleting or altering files. The lure of never having to venture out into the “real world” but instead being able to launch an attack from the comfort and privacy of their own home is something that isolated and socially maladjusted lone wolves may find appealing.




    Perhaps one of the most obvious and yet overlooked reasons for why the Internet is the lifeblood for many potential lone wolf terrorists is the same reason it is the lifeblood for many scholars, professionals, and the curious public—namely, the addictive appeal of finding out virtually everything about anything at any time one chooses to do so. From using Google to research any topic, issue, or person to downloading books, articles, documents, and other materials, the world has opened up to anybody with access to a computer or smartphone. While for the most part this is a positive development, the downside is that a lot of material online is inflammatory and can inspire to take action those who may otherwise have never thought to do so. A blog or a webpage does not have to be controlled by extremists to have a catalyzing effect on volatile individuals.




    Furthermore, even legitimate sources of information accessed on the Internet can propel individuals into violent action, whereas years ago such people may not have even thought about current affairs or any other issue. No longer do people have to go to a library, buy a newspaper, visit a bookstore, or attend a lecture to learn about the world around them. The Internet provides them with sufficient information to formulate views on any topic or issue they choose. For some potential lone wolves, this may be all that is needed to fuel hidden passions that can lead them to violence.




    Another often-overlooked aspect of the technological and Internet age we are living in is that an individual can be “connected” to people, things, and ideas while at the same time being isolated, anonymous, and very alone. Individuals can hide behind screen names and yet share details about their lives with others while never having to meet face-to-face. People can walk down the street and be oblivious to all that is around them while they are tuned into their smartphone, iPod, or any other device providing them with music, conversation, or other information. We are living in a society where eye contact and interpersonal relations can be replaced by e-mails, texting, and tweets. All this plays into the hands of lone wolves, who can remain “alone,” if they choose to do so, while still connecting with the world around them.




    LEADERLESS TERRORISM




    The growth of lone wolf terrorism can also be viewed as part of a trend in terrorism that began in the 1990s and has been described as “leaderless resistance.” The main proponent of this form of terrorism was Louis Beam, a white supremacist who, in 1992, wrote an influential article, “Leaderless Resistance,” that was published in his own journal, the Seditionist. Beam called for the creation of small, autonomous, underground groups that would be driven by ideology and shared beliefs rather than the direction of leaders and members of organizations. In his article, Beam credited the origins of the concept of “leaderless resistance” to a retired US Air Force colonel, Ulius Amoss, who several decades earlier had proposed the strategy as a defense against a Communist takeover of the United States. For Beam, the strategy now was needed “to defeat state tyranny.” The advantage of leaderless resistance over other strategies was that only those participating in an attack or any other type of action would know of the plans, therefore reducing the chance of leaks or infiltration. As Beam wrote, “All individuals and groups operate independently of each other and never report to a central headquarters or single leader for direction or instruction…. Participants in a program of Leaderless Resistance through phantom cell or individual action must know exactly what they are doing, and exactly how to do it.”25





    It is not just white supremacists who have followed the strategy of leaderless resistance. So too have environmental extremist groups such as the Animal Liberation Front and the Earth Liberation Front, which are not actually groups but rather small autonomous cells with no central leadership. The same is true for antiabortion militant movements such as the Army of God. Many Islamic extremists have also followed a form of “leaderless resistance,” which terrorism scholar Marc Sageman aptly describes as “leaderless jihad.” These are Islamic militants who do not rely on direction or orders from al Qaeda or any other terrorist organization. As Sageman notes, these extremists “form fluid, informal networks that are self-financed and self-trained. They have no physical headquarters or sanctuary, but the tolerant virtual environment of the Internet offers them a semblance of unity and purpose. Theirs is a scattered, decentralized social structure—a leaderless jihad.”26




    There have been numerous cases of leaderless jihadist attacks in recent years. This does not mean, however, that in all cases “face-to-face radicalization has been replaced by online radicalization.”27 Islamic militants can still form leaderless jihadist links with each other in “real life,” such as through meetings at mosques, coffee shops, schools, and so forth. But Sageman is correct in viewing the Islamic extremist threat as coming more from informal networks of small numbers of militants rather than from large-scale, hierarchal organizations. With so many different types of terrorists adopting a “leaderless” philosophy but not all fitting into a “resistance” category (hence Sageman's leaderless jihad phrase), it would seem that a better term to use would be leaderless terrorists. This would, of course, include the multitude of lone wolves with varied causes who operate either entirely alone or with minimal assistance from others.




    The idea that the world of terrorism is being populated by individuals not formally linked to an organization or central command is a difficult concept for many people to accept. The history of terrorism has been characterized by many well-known, organized groups such as the Palestine Liberation Organization, the Irish Republican Army, the Baader-Meinhof Gang, and hundreds of others active in previous decades. There is also an assumption held by many that terrorist operations are complex endeavors that require detailed planning, resources, training, and leadership directed by large-scale organizations. That is not always the case, and as we have seen in recent years, the number of terrorist incidents and plots involving terrorists not affiliated with any group has increased. This adds to the challenges in combating terrorism. While centralized and even decentralized groups provide governments and others dedicated to fighting terrorism with a concrete object on which to focus their policies, the leaderless terrorists are more problematic. They are difficult to identify, track, and arrest. It is also difficult to proclaim a “war on terrorism” or any other catchy phrase when the threat emanates from leaderless terrorists.




    Government, law-enforcement, and intelligence agencies from around the world have taken notice of the leaderless terrorist and lone wolf threat. The Canadian government's Integrated Threat Assessment Centre warned in 2007 that “lone wolves motivated by Islamist extremism are a recent development. Islamist terrorist strategies are now advocating that Muslims take action at a grassroots level, without waiting for instructions.”28 An Australian government white paper stated that, in terms of al Qaeda and Islamic extremism, “‘lone-wolf’ attackers with no group affiliation but motivated by the same ideology can emerge at any time.”29 And it is not just the lone wolf seduced by jihadism that worries officials. The European Law Enforcement Agency (Europol) noted in 2010 that, in terms of right-wing terrorism in Britain, “individuals motivated by extreme right-wing views, acting alone, pose far more of a threat than the current [right-wing] networks or groups.”30 Meanwhile, a 2009 US Department of Homeland Security report stated that “lone wolves and small terrorist cells embracing rightwing extremist ideology are the most dangerous domestic terrorism threat in the United States.”31





    THE DEFINITIONAL DILEMMA




    Any book on terrorism raises the question of how exactly does the author define terrorism. The problem with most definitions is that they are either too narrow and thereby exclude many significant cases of terrorist activity or are so broad as to be quite useless in understanding the terrorist phenomenon. There are also obvious biases and contradictions in many definitions, since they are usually based on ideological and political perceptions of the terrorist threat as well as the bureaucratic interests of various government agencies and departments around the world. The more disagreements there are on defining terrorism, the more terrorists can benefit by the added confusion on the issue.




    The difficulty in defining terrorism has given rise to the famous slogan, “One person's terrorist is another person's freedom fighter.” Communities that support various groups in their violent acts do not necessarily see them as “terrorists.” Since the essence of terrorism is the effect that violent acts can have on various targets and audiences, it would make more sense to talk about terrorist-type tactics—which can be utilized by extremist groups, guerrillas, governments, and lone wolves—than to attempt to determine who exactly qualifies as a “terrorist.” The blowing up of planes, whether done by lone wolves or organized groups, is terrorism. The same is true for hijackings, assassinations, bombings, product contaminations, and other violent acts. Several decades of futile efforts to reach a consensus on defining terrorism should be a clear enough signal to move on to other aspects of the terrorist threat.32




    However, more than twenty-five years of being involved in terrorism research and analysis has convinced me that readers and others expect some type of definition to be offered. This volume's appendix provides a detailed discussion of the key elements needed for a practical definition of terrorism, in general, and lone wolf terrorism, in particular. For now, though, we can think of lone wolf terrorism as the use or threat of violence or nonviolent sabotage (including cyber attacks) by an individual acting alone, or with minimal support from one or two other people, to further a political, social, religious, financial, or other related goal, or, when not having such an objective, nevertheless has the same effect upon government and society in terms of creating fear and/or disrupting daily life and/or causing government and society to react with heightened security and/or other responses.




    We need, however, to go beyond the issue of definitions of terrorism in order to fully understand the motivations of lone wolf terrorists. Why exactly do lone wolves do the things they do? Is it for the same reasons that terrorist groups and cells perpetrate their violence, or are there some unique characteristics that propel the individual terrorist into action? Addressing this issue is an important part of understanding the lone wolf phenomenon.
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    Trying to understand what makes terrorists tick has perplexed academics, policymakers, and the public for centuries. The once-popular notion that terrorists must be irrational because they kill innocent people has long been discarded as political, religious, territorial, and other objectives have been linked to various terrorist activities. For those terrorists with consciences, the French anarchist Émile Henry's proclamation in 1894 that “there are no innocent bourgeois”1 created the template that helps soothe the pangs of guilt that terrorsts of any ideological stripe might feel as a result of the deaths of children and other “innocents.” The only justification, however, that most terrorists have needed throughout history for their violence was a belief that the ends justified the means. If those ends were winning a homeland or an autonomous region, then even if innocent civilians were killed, that was the price that had to be paid for the “cause.” The same was true if the objective was the overthrow of a government, a global revolution, or any other cause.




    Lone wolves, however, usually do not even have to consider whether the ends justify the means. Since they are beholden to nobody but themselves, they alone can determine the course of action they will take. While some, like many terrorist groups, will make rational decisions based on the costs and benefits of various attacks, others will simply act without much thought being given to the consequences. But, like all terrorists, lone wolves have to decide whether the tactics and targets they choose will achieve their objectives. Understanding those tactics, targets, and objectives can help unlock some of the mysteries concerning who the lone wolves really are.
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