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Prologue

I remember just about every detail of the day that turned my world upside down.

It was a fall morning in San Francisco in 2017, as ordinary as any other. In the cafeteria of Google’s Spear Street building, I helped myself to my usual scrambled eggs, then traced the trolley tracks on my walk to the policy office in a separate Google building in the bustling Embarcadero district. Googlers of all ages were scattered throughout our office space, typing furiously, attending meetings, or taking calls in soundproof telephone booths. As Google’s lead for news policy, it was my job to help the company think through the implications of much of the work my colleagues around me were engaged in.

I settled into a desk on the third floor and opened my laptop to answer email. I was typing away when I learned that we had a problem—potentially a big one. Unfortunately, I can’t recount many of the sensitive internal details. But the issue had to do with the epidemic of so-called fake news during the 2016 election. Although the press had reported on incidents of disinformation spreading online during the election, for much of 2017 most technologists in Silicon Valley still believed that assuming technology platforms influenced the electoral outcome in any material way would be a leap too far. It can be hard to remember, through the smokescreen of hindsight and all that we’ve learned since, that this was the prevailing consensus at the time—but it was.

To fully understand what happened, you first have to appreciate how Google works day to day. Beyond Google’s search function, the company offers a host of products that require “accounts.” Anyone can watch videos on YouTube, one of Google’s subsidiaries. But to post a video or to place an ad on Google, you need to create an account. Google regularly eliminates accounts that spew spam or serially infringe on established copyrights.

What Google had discovered—as the media later reported—was that an organization called the Internet Research Agency had purchased thousands of dollars of ads on Google.1 The Internet Research Agency was widely known to be linked to the Russian government.2 In other words, Google had been hosting accounts controlled by the same outfit that American intelligence officials had accused of masterminding efforts to hack the 2016 election. The concern was that some of the ads, news articles, and videos misleading Americans could be coming from our own platforms or that Google’s products could be vulnerable to future attempts at subversion.3

Even in my jeans and long-sleeve crew neck, the office suddenly felt chilly. Across from our building was Rincon Park, with its sixty-foot-tall sculpture of a bow and arrow partially sunk into the grass, meant to evoke Cupid’s arrow finding its mark in free-loving San Francisco.4 Right now, the symbolism felt a little too close to home. In our rambunctious democratic system and freewheeling social media platforms, the Russians had hit the bull’s-eye.

Across Silicon Valley, revelations such as these had set off alarm bells—and raised serious questions. Were social media platforms more vulnerable to foreign attacks than we’d realized? How seriously had we been hacked—if at all? Were other countries using our platform to quietly pursue nefarious goals?

It’s not that we hadn’t contemplated the challenge of cybersecurity—we did. Google had extensive cybersecurity systems in place and even set up an in-house counterespionage team precisely to protect our platforms from sophisticated malign actors.5 Google also had preexisting policies addressing adjacent aspects of the foreign interference challenge. Nevertheless, no one could have anticipated having to deter and defend against state-sponsored attacks on democratic political systems carried out through highly sophisticated subversions of everyday commercial products. That, most of us in tech assumed, was the government’s job—the responsibility of the Pentagon and the National Security Agency (NSA). But sitting there at Google, shocked and confused, it felt as if Washington had failed to protect us. Now Silicon Valley would have to figure out how to respond.



Throughout the 2016 presidential campaign, Americans were vaguely aware that something was awry. Faceless Twitter accounts with grammar out of a Boris and Natasha cartoon spewed absurd untruths, claiming that Democratic nominee Hillary Clinton was desperately sick6 or had founded the terrorist group ISIS.7 The online ire of trolls and hackers also targeted then Republican presidential candidates Ted Cruz, Jeb Bush, and Marco Rubio as well as former GOP presidential candidate Mitt Romney.8 Propaganda is a feature of any political campaign—in America, the tradition of rumor-mongering goes back to our earliest elections.9 But 2016 pointed to something new. Donald Trump’s electoral upset marked a turning point, the moment when Americans saw clearly how a foreign country could use digital technology to manipulate the information flowing into the body politic in a way that would have been impossible a generation ago. It was, by some measure, the first time autocrats had turned our everyday Internet against us as a political weapon of war. But it wouldn’t be the last.

I’m a technologist. Like most of my peers in Silicon Valley, I came to Northern California because I believed in the tech industry’s broader mission to help people around the world live more fulfilling lives. But over the three-plus years that I worked at Google, my day-to-day experience gradually became defined less by dreamy optimism and more by something darker. I found myself drafted into service on a pivotal battlefield of a rapidly expanding clash between democracy and autocracy—a conflict between fundamentally incompatible systems of global governance, simmering just below the threshold of conventional war.

For much of the past decade or so, this conflict remained largely unspoken—and, in too many quarters, unrecognized. Gradually, however, the designs of the leading forces of authoritarianism—Russia and China—became harder to ignore. Then, in early 2020, the lethal coronavirus sprang into being in Wuhan, China, and began its deadly march across the globe.10 In a matter of months, the façade fell away. As China’s leaders dissembled and its “wolf-warrior” diplomats bullied foreign nations, as former President Trump raged against China and engaged in a heated trade war, the contours of this new struggle came into focus. Suddenly, you could hardly pick up a newspaper without reading about this growing conflict.

“The United States and China are actually in the era of a new Cold War,” Shi Yinhong, an international relations professor and advisor to China’s State Council, told the South China Morning Post.11 A week and a half later, the New York Times wrote that “a sharp escalation of tensions over the handling of the pandemic has raised the specter of a new Cold War.”12



In many ways, this new cold war is unlike the earlier struggle between the U.S. and the Soviet Union. As historian Hal Brands and Jake Sullivan, now President Biden’s National Security Advisor, have argued, “the Soviet Union was never a serious rival for global economic leadership; it never had the ability, or the sophistication, to shape global norms and institutions in the way that Beijing may be able to do.”13 Today, however, we face in China a rising superpower with the ability to exert its influence from the artificial islands in the South China Sea to the boardrooms of Silicon Valley. Moreover—as illustrated by revelations of the wide-ranging “SolarWinds” Russian intrusion into U.S. government systems in 202014—there is the continued threat of Moscow’s machinations, different from the days of the Soviet Union, but still immensely disruptive.

Many of the methods of this new confrontation are distinct from what we’ve seen before. Today’s conflict is ambiguous, the parties involved are often opaque, the weapons deployed are unconventional and asymmetric, the interests affected substantial yet amorphous, and the policy frameworks to respond ill-defined. Tarun Chhabra, now the National Security Council’s Senior Director for Technology and National Security, singled out “Beijing’s ‘flexible’ authoritarianism abroad, digital tools of surveillance and control, unique brand of authoritarian capitalism, and ‘weaponization’ of interdependence” as tools that could “render China a more formidable threat to democracy and liberal values than the Soviet Union was during the Cold War.”15 Even though Russia is less sophisticated in its cyber efforts, it is reaching into the heart of democratic societies with disinformation, propaganda, and other tools of political interference—not to spread its political model around the world, as the Soviet Union did, but to discredit and destabilize the democracies that oppose Putin’s aims.

A note on terminology: Despite growing evidence of these malign activities, some scholars and policymakers continue to debate whether this conflict in fact constitutes a new “Cold War.” To me, the question is not whether we are reliving the Cold War but whether we are living through a cold war. The term has a history—George Orwell helped define it, calling it a prolonged “peace that is no peace.” Some 600 years before Orwell, the Spanish scholar Don Juan Manuel articulated the idea of a “tepid war” simmering below the thin surface of peace. The United States and China today are not in an authentic peace—and have not been for some time.

War and peace have never been binary and have always been a spectrum. With the global economy far more integrated than it was in 1950, governments have increasingly sought to advance their interests and weaken their adversaries in the ambiguous “gray zone” just between the conventional thresholds of war and peace, over trade routes and fiber-optic lines. Today, this has become a predominant and pervasive feature of international politics, which is why I have chosen to describe the systemic global rivalry between democracy and autocracy as a “Gray War.” But whether we call it a cold war, a Gray War, or a banana, the impact of China’s predatory policies on America speaks for itself. At the end of the day, China’s long-term aims are incompatible and irreconcilable with the United States’ vision of a rules-based liberal order. And as China exports its model of governance abroad, tensions with democracies will inevitably sharpen.

In contrast to the primary arsenals of the U.S.-Soviet Cold War, this tech-fueled Gray War is primarily being fought with “dual-use” technologies developed by private companies and for civilian purposes. The reason has to do with the inverse relationship between the degree of destructiveness of technology and its rational usability. As Hans Morgenthau once observed:


High-yield nuclear weapons are instruments of indiscriminate mass destruction and can therefore not be used for rational military purposes. They can be used to determine a war by threatening total destruction; but they cannot be used to fight a war in a rational manner. A nation armed with nothing but high-yield nuclear weapons would have no military means by which to impose its will upon another nation, aside from threatening it with total destruction.16



Conversely, commercial civilian dual-use technologies (artificial intelligence, or AI; 5G; drones) can be leveraged to carry out increasingly high-impact attacks against adversaries. When an aggressor uses dual-use technologies to carry out attacks against an adversary, they are often far harder to attribute than attacks carried out with more conventional weapons. The aggressor, therefore, often has the ability to deny its involvement in the attack and reduce the risks of a costly retaliation. In short, they’re effective and far less risky for aggressors; this makes them highly “usable.” Governments can use and deploy them for the daily conduct of strategic affairs—advancing their interests and taking on their adversaries—in a rational way without triggering significant costs to themselves or their populations. And that’s exactly what they’re doing. The outcome of this Gray War will be determined not so much by who controls some piece of territory in Europe or East Asia—though that matters too—but rather by who controls the information networks and communications technologies that shape the distribution of world power by shaping the daily lives of billions of people.

The Gray War is being waged on two fronts. There’s a front-end battle—largely with Russia at first, but now increasingly with China, Iran, Saudi Arabia, and a range of other nations—to control what we see on the screens of our computers, tablets, and phones. This is the digital layer of the Internet we see every day but can’t physically touch with our fingers; it includes software applications, news information, and communication platforms. Even more ominously, we’re also engaged in a mostly hidden back-end battle—largely with China—to control the hardware guts of the Internet itself. This is the physical layer of the Internet, including hardware devices like cellular phones, satellites, fiber-optic cables, and 5G networks.

This isn’t a hot war—at least not yet. As I write this in early 2021, this Gray War has not resulted in large, direct military confrontations between the United States and Russia or China. But make no mistake, it’s a war nevertheless, one that will shape our world for this century and beyond. The skirmishes of the coming years will be fought to defend network security, protect intellectual property, gain influence over information, and control critical infrastructure. The spoils of this war are power over every meaningful aspect of our society: our economy, our infrastructure, our ability to compete and innovate, our personal privacy, our culture, and subtle daily decisions we make based on information we interact with online. And in recent years, unfortunately, the world’s democracies have been losing ground.

It has become fashionable in academic circles to favor the term “competition” to describe this great geopolitical contest—this is a mistake. As Raphael Cohen, senior political scientist at the RAND Corporation, correctly observes, “competition conjures up images of sports matches or economic markets.17 Those competitions, however, are bound by rules, policed by referees and ultimately produce winners and losers,” he adds. The geopolitical contest between the U.S. and China is not confined to the realm of economic competition nor is it leveled by mutually observed rules.

Referring to the contest as a “competition” downplays the urgency and existential nature of what is at stake; it also obviates a much-needed shared intuition that this contest should frame how policymakers approach almost all other domestic and foreign policy initiatives. When a geopolitical standoff jeopardizes a nation’s very political survival, that standoff is more akin to a war than a competition. Wars between nations infect every aspect of the bilateral relationship, as has this one—the same less true of competitions. When a nation is at war, albeit not a hot one, it is clear-eyed that its overriding policy imperative is winning, it instinctively prioritizes its domestic and foreign policy around that imperative, and it more readily accepts making hard domestic decisions deemed necessary. For example, would the U.S. suspend TikTok in the context of a mere U.S.-China competition? Unlikely, and has not to this day—the concept of competition implies American social media platforms should simply compete for market share with TikTok in the United States. However, this misses the point: TikTok poses a gaping national cybersecurity risk. Suspending TikTok would seem like an obvious decision in the context of a U.S.-China Gray War—India understood this. Nebulous notions of competition inhibit the strategic clarity needed to win and only buys China more time to attain geopolitical escape velocity.

If that sounds hyperbolic, consider all the ways in which the Gray War has already shaped our lives. The Office of the U.S. Trade Representative estimates that Chinese theft of intellectual property costs Americans anywhere from $225 billion to $600 billion every year18—part of what former NSA director Keith Alexander has called “the greatest transfer of wealth in history”19—and the FBI opens a new China-related counterintelligence case roughly every ten hours.20 An estimated 200,000 American jobs are lost annually because of cybertheft,21 equivalent to the entire population of Salt Lake City, Utah.22

Abroad, China’s attacks on India’s power grid in the wake of border clashes took out power in a city of 20 million people, shutting down trains, the stock market, and forced hospitals to rely on emergency generators in the middle of one of the worst public health crises in the country’s history.23 China’s cyberattack against India is a clarion call to all democracies about how technology can be used to great strategic effect and China’s readiness to use it. China’s message to India was unmistakable: press territorial claims too hard, and “the lights could go out across the country.”24 For Americans, the subtext of China’s message to India is deeply unsettling: the Gray War could reach the American homeland in ways past wars never did.

Then there’s China’s assault on foundational democratic values like freedom of speech. Beijing canceled broadcasts of Houston Rockets games—and forced the National Basketball Association to apologize—after the team’s general manager tweeted in support of Hong Kong’s democratic protests.25 In 2018, a Marriott social media employee in Omaha was fired for “liking” a tweet from a Tibetan independence organization.26 For many foreign policy academics, the China cold war is an interesting debate. For millions of Americans, it is a reality—and has been for some time.

All that was before the coronavirus shook the foundations of the global economy and laid bare the folly of basing critical supply chains—whether for medical equipment or sensitive technology—in a country that seeks to undermine the United States at every turn.27 Before teleworking government agencies and businesses moved their sensitive communications to Zoom, a company that is run by a Chinese-born U.S. billionaire, has 700 employees based in Beijing, and is vulnerable to exploitation by Chinese authorities.28 Before Chinese, Russian, and Iranian trolls began echoing and amplifying each other’s propaganda, trying to make misinformation about a viral pandemic go, well, viral.29

Now imagine how China might exert its influence when critical Internet infrastructure is within its grasp. “What will happen,” the Israeli historian Yuval Noah Harari asks, if “somebody in San Francisco or Beijing knows the entire medical and personal history of every politician, every judge and every journalist in your country, including all their sexual escapades, all their mental weaknesses and all their corrupt dealings?”30 Will we be sovereign nations, Harari wonders, or satellite states controlled by China? As the Gray War reaches into every aspect of our daily lives, what will happen to our jobs, our retirement accounts, our faith in our own political leaders and system of government?

Silicon Valley may be the most optimistic place in the world, but I’ve become deeply concerned. Not only because America’s adversaries have the initiative. Not only because new technologies like artificial intelligence could soon give them yet another advantage. I worry because, without a real partnership between the U.S. government and Silicon Valley, neither is fully equipped to protect democracy from the autocrats looking to pick it apart. Too many in Silicon Valley still fail to accept that the platforms they created have become a battlefield. In recent years, Washington too often seemed more focused on blaming the technology industry for overseas attacks than on deterring the threats at their origin and defending our democracy from foreign regimes. And time is running out.

Were you shocked by what happened in 2016? Outraged that Russia, China, and Iran tried to interfere in the 2020 election? Well, to borrow from Bachman-Turner Overdrive, you ain’t seen nothing yet. Russian and Chinese hackers, among others, are poised to do much more in the years to come—doctoring images, leaking false stories, and blackmailing people with entirely fabricated kompromat. Other countries are mimicking Russia’s front-end success, working feverishly to distort what crosses our screens. The front-end battle is only just getting started.

Even more significant is China’s back-end plan to build a new Internet—a network that will allow Beijing to pilfer whatever data you send from one spot to another, from precious personal photos to valuable intellectual property. If the Chinese wrest control of the world’s telecommunications systems—if they can steal our information, manipulate it, monitor it, and redirect it at will—they will have the ability to extend and enforce their influence around the world. And at that point we’ll have to grapple with a very different question: Can Western-style democracy survive in a world engineered for autocracy and systemically hardwired to extend the Chinese Communist Party’s political control?

Unfortunately, the United States has remained flat-footed. Former John McCain advisor Chris Brose writes, “Over the past decade, in U.S. war games against China, the United States has a nearly perfect record: We have lost almost every single time.”31 Yet this distressing reality elicits crickets from most of the country. China creates a new billion-dollar “unicorn” company every four days,32 and hardly anyone notices. Unless policymakers and technologists establish a united front against the world’s autocrats—and until the American people wake up to the modern-day technology version of what John Adams called “foreign Interference, Intrigue [and] Influence”33—we might as well admit to ourselves that we’re not competing to win.

In the corridors of venture capital firms and the open-plan offices of Silicon Valley, people speak of “an AOL moment.” It’s a reference to the sharp decline of AOL, which had a market value of $224 billion in 2000—and was worth less than $5 billion 15 years later.34 It’s the sickening feeling when a purported market leader realizes, almost overnight, that it’s become obsolete. Soon, America could face an “AOL moment” of its own. “If democracies do not devise a new strategy,” the federal Cyberspace Solarium Commission starkly put it, “they are unlikely to be the leading beneficiaries or guarantors of this new, connected world.”35 The greatest democracy in the history of the world might be sleepwalking into a world dominated by autocracy. Even worse, most Americans aren’t even aware of what’s at stake.



“We are not the same kind of country we used to be,” Winston Churchill warned the British people in the 1930s, as the German military began to rearm and the airpower revolution threatened Britain’s once unassailable position. For years, Churchill sought to rouse his nation to meet the threat posed by an autocracy armed with potent new technology. “The era of procrastination, of half-measures, of soothing and baffling expedients, of delays, is coming to its close,” he told Parliament before war broke out. “In its place we are entering a period of consequences.”36

As America enters its own period of consequences, we need to sound the alarm as well. Before Rachel Carson’s Silent Spring in 1962, most Americans had only the faintest inkling that big agricultural companies were poisoning the environment. Before Ralph Nader’s Unsafe at Any Speed in 1965, most consumers were only vaguely aware that Americans were dying at appalling rates in automobile accidents. But once Americans were awakened to the danger, they were able to focus on the problem and craft creative solutions. The time has come to open our eyes fully to the threat we face from autocracies like Russia and China in cyberspace—a danger that some Americans may sense but few truly understand.

What I saw as the global lead for news policy at Google is that the Gray War isn’t just coming—it’s already here. State-sponsored hackers burrow into critical infrastructure, from the State Department to power plants to defense contractors. China’s tech giants—acting as de facto arms of the state—cut sweetheart deals in the developing world, installing the networks and sensors that will enable them to vacuum up data and extend techno-totalitarianism around the globe. Putin’s trolls are as busy as ever—in fact, they’re adapting and innovating—while some domestic political groups study and even adopt their divisive digital tactics.

Others have written about these issues, from journalists and academics to government officials and tech CEOs. This book is different. It is an account from a foot soldier on the front lines of this critical new fight. It’s a look at the future we might face if we don’t act. And it’s a plea for greater cooperation between our two coasts. My story is not intended as a tell-all—key identifying details have been changed to preserve anonymity—but rather as a wake-up call.

In the pages that follow, I’ll share what we’ve discovered, what’s coming next, and why the world’s democracies need to take a more comprehensive and aggressive approach to the Gray War. The stakes are no less than our nation’s very sovereignty, the quality of our democracy, the freedom of our democratic allies, and the ability of each of us to prosper and control our own fates.

Leaving the Google office on that fall day when everything changed, I stepped outside and gazed at the San Francisco waterfront. More than a century earlier, in 1906, a devastating 7.8-magnitude earthquake had leveled 80 percent of the city.37 On another clear fall day in 1989, the Loma Prieta quake had once again rocked the city. A section of the Bay Bridge, whose proud suspension spans I could see breaking the fog from our office window, had collapsed.38 Now it felt as if the ground were shifting below our feet once more. Would we find our footing in time?






Introduction IN THE HEART OF THE EMPIRE


Little Valley on the Seine

In the summer of 2014, I moved to Silicon Valley on a whim. I’d spent my childhood in a very different valley—a little French town called Vaux-sur-Seine, or “Little Valley on the Seine”—just outside Paris and about eight hours’ drive from my mother’s hometown of Marseille.1 Though my mother had taught herself HTML and become a web designer in the aftermath of a difficult divorce from my father, tech felt secondary in Europe. It always seemed to be subjugated by—not shaping—politics and society. It wasn’t until high school, working on a freshman-year English presentation at a lycée in Brussels, that I first encountered a search engine called Google. It had a memorable name, but I hardly envisioned that a decade later I would be responsible for Google’s global policies related to the search results a high school student saw.

Yet even if I didn’t imagine myself in the tech industry yet, I did imagine myself in the United States. My American father and French mother had met in Israel before moving to France to be close to her family. I enjoyed growing up in France but had always been drawn to the country of my father’s birth. After vacations to visit my grandparents in Florida and Ohio, my French friends at school would bombard me with questions about what America was like. When I proudly regaled them with tales from the States, there was fascination—almost a twinkle—in their eyes. As I saw it, America was the future—a place where there was an appetite for unconventional and unorthodox ideas.

My unbridled optimism about America—and my understanding of the dangers of authoritarianism—flowed from my own family’s story. My father’s parents were Jews from Będzin, Poland, who had met on the train to Auschwitz. Years later, tracing the faded blue numbers tattooed on his forearm, my grandfather Sam would tell of watching his own mother, her head shaved, pushed off to the gas chambers. Of a dozen brothers and sisters, only he and two sisters survived. Miraculously, both my grandparents survived Hitler’s death camps, saved from extermination by Allied forces. I cherish a photo of their yellowed medical clearance certificates, issued by the U.S. military after the war and featuring small snapshots of each of them. The typewritten medical codes and spidery scrawl are difficult to decipher, but my grandmother’s grin isn’t. Hers is the smile of a young woman given a second chance at life. The purple stamp on each certificate reads “Liberated Jews.”

Eventually my grandparents found their way to Toledo, Ohio, where my father, Ted, would be born. They spoke no English; my grandfather knew how to count but not much else. Yet every morning at dawn he awoke in public housing and headed off to his job as a janitor. Later in the day, he worked as a barber. At nights, he worked at a Jeep factory. At one point my grandfather was sleeping so little that he began to get nosebleeds.

It was the barber shop that gave my grandfather his piece of the American dream. An older brother had taught him how to cut hair before the war. Knowing just two English words—“short” and “long”—he began plying his trade in the United States.2 He eventually saved enough money to get a loan from a local bank and, over time, buy a few residential real estate properties. He fixed up duplexes and acquired a plot of land here and there. Less than a decade after leaving war-torn Europe, my grandfather struck up a conversation with one of his barbershop customers, who asked for help finding a site for a new dental practice. They enlisted a third partner and before long began to build a modest real estate empire. Their first office consisted of a single desk in a coin laundry. Eventually, the Toledo Blade trumpeted the multimillion-dollar success the firm had become under the headline “Barber, Dentist, Builder Combine, Prosper In Real Estate Ventures.”3 In the article, my grandfather was called by his preferred nickname—Sam “the Poor Barber” Helberg.



Years before I’d hear Silicon Valley slogans like “Fail fast, fail often” or “Move fast and break things,” it was my family of striving underdogs who taught me resilience and hard work. We lived by the motto “Win or lose, always get caught trying.” My father, a psychiatrist able to prescribe himself pills, struggled with addiction but never stopped trying to get clean. My mother waitressed to pay the bills while she trained for an entirely new career, sleeping on a pull-out couch in the living room until we could get back on our feet after she left my father. They were grit personified.

For me, an American kid growing up in France, nowhere embodied that attitude like the States. America was a place you had agency—a country where generations had continually defied the odds. Teddy Roosevelt, rising from sickly boy to project a muscular American patriotism around the world. The Wright brothers—hailing from my father’s home state of Ohio—taking flight. Europe was the Old World, full of ancient spires and sometimes hidebound thinking. America was young, fresh, bursting with a sense of unbounded possibility.

It was this spirit that drew me—an Americanophile who’d begun devouring the Economist and obsessing about politics at age fifteen—to college at George Washington University. GW’s Elliott School prides itself on “building leaders for the world,”4 and every day I felt like I was right in the middle of the action. The professors were policymakers and practitioners, brimming with the accumulated wisdom of decades within the foreign policy establishment. Equally exhilarating was my introduction to the inner workings of American government. I secured an internship on Capitol Hill, and then another at the newly created Consumer Financial Protection Bureau.

With President Barack Obama in his first year in office, it was a thrilling time to be in Washington. Already, Obama’s bold interventions had rescued the auto industry in states like Ohio and averted what analysts predicted would be a second Great Depression. Each month seemingly brought another raft of landmark legislation: a massive economic stimulus bill, the Dodd-Frank financial reforms, the Affordable Care Act. The arc of the universe was indeed bending toward justice. I was dizzy with the history of it all.

As my time at GW drew to a close, I began searching for what was next. After a brief stint at a New York nonprofit, I enrolled in the law school at Sciences Po in Paris. Within two months, I realized what drove me to America—and why I was not cut out for life at a law firm. I had received a summer associate offer to do international arbitration at a prominent white-shoe firm. It was the kind of place Peter Thiel, himself a lapsed lawyer, would later humorously describe by saying, “From the outside, everybody wanted to get in; from the inside, everyone wanted to get out.”5 In what felt like the biggest roll of the dice I’d made in my life, I turned down the law firm offer. And after a single semester, I dropped out of law school.

Unsure what to do next, I moved to Los Angeles in 2014 to crash with my sister, Roxine, and figure out my life. I took a job at a recruiting firm. I also started dating men for the first time. Growing up, I had never contemplated for a second that I might be gay. My relatively traditional upbringing led me simply to assume that I’d marry a woman, have kids, and settle down somewhere, in a house with the proverbial white picket fence. Now, in a city where I hardly knew anyone—and in socially liberal California—it felt like I had nothing to lose by exploring. I started coming out to myself as much as to others.

It was during this period of self-discovery that a friend started telling me about extraordinary things going on just a few hours away in Silicon Valley. I didn’t know what opportunities I might find there, but I was intrigued. In July of 2014, I loaded up my Ford Focus and headed north.

The Crazy Ones

“Here’s to the crazy ones,” Apple’s iconic 1997 ad intoned. “The misfits. The rebels. The troublemakers. The round pegs in the square holes. The ones who see things differently… Because the people who are crazy enough to think they can change the world, are the ones who do.”6

For years, I had been marked as different in some way—as a Jew in Europe, as a French American student in the States, as a child of divorce. After I moved to the Bay Area, I was surrounded by other people without cookie-cutter backgrounds. The tech industry was full of dropouts and self-proclaimed “weirdos.” One of my new friends hadn’t even graduated from high school.

I loved that Silicon Valley placed a premium on unorthodox thinkers. It captured everything I had admired about America growing up. It felt like the new frontier—a place without entrenched norms, social codes, or hierarchies. Living there, you could sense the new world waiting to be built.

While I had reveled in my time in DC, some of the things I’d chafed at in Europe—the status-seeking, the hierarchy, the love of titles—had begun to bother me in Washington as well. Silicon Valley did away with all that. Tech was meritocracy in its purest form. Each new start-up saw itself as pirates trying to defeat the navy, seeking to outflank lumbering legacy companies through greater agility and creativity. By and large, most companies in the Valley were incredibly flat; many employees didn’t even have titles. Whereas in Washington I always seemed to be “the intern,” forced to justify my presence in a room of older and more senior people, in the Valley ageism felt nonexistent. If you were building a product people loved, it didn’t matter if you were twelve years old or fifty. Some of the very best companies were created by young people, which is why venture capitalists looking to stay relevant would make deliberate efforts to socialize with up-and-comers.

There was certainly a lot for venture capitalists to chase after. The gold rush of 1849 had triggered the population influx that made California a state. In the early 2010s, Silicon Valley felt like a modern-day gold rush. Discoveries were bursting forth, and companies were hiring left and right. Engineers living off ramen noodles and Soylent became millionaires in a matter of months. In 2010, Time magazine named Facebook founder and CEO Mark Zuckerberg its Person of the Year.7 A couple of years later, the cover of Forbes featured Twitter and Square founder Jack Dorsey under the headline “America’s Best Entrepreneurs.”8

When I arrived in the Bay in the summer of 2014, Airbnb, which had started six years earlier as an air mattress in its founders’ San Francisco living room, had recently closed a $475 million funding round.9 Uber had just launched Uber Pool.10 Within a year, Fitbit had IPOed.11 Palantir, the data analytics company, was valued at $20 billion.12 The term “unicorn” had originally been coined to describe the rarity of billion-dollar start-ups; by mid-2015, there were over 130 unicorns.13

By the middle of the decade, 62 percent of adult Americans were on Zuckerberg’s Facebook.14 Sleek Apple Watches started appearing on the wrists of the well connected, and Amazon Echos began dotting living rooms around the United States. The optimism was electric.

The decade was also a high-water mark in Washington’s love affair with Silicon Valley; this crystallized when Secretary of State Hillary Clinton told a group of tech executives, “Use me like an app!”15 Hardly a White House roundtable or commission was complete without a handful of Silicon Valley luminaries. State dinners at the White House were studded with tech titans—Zuckerberg, Apple’s Tim Cook, Netflix CEO Reed Hastings, Reid Hoffman of LinkedIn, Oracle chairman Larry Ellison.16 The so-called tech surge to overhaul the healthcare.gov website in late 2013 brought a growing number of technologists into government.17 Google seemed so completely intertwined with the Obama administration that some dubbed it the “Android administration,” after the Google mobile phone.18 Googlers flooded into the administration, and a steady stream of White House staffers left 1600 Pennsylvania Avenue in Washington for 1600 Amphitheatre Parkway in Mountain View.19 It had not yet become cliché—or ironic—to say that we were changing the world. Every day, it felt like we were.



Like most newcomers to Silicon Valley, I arrived with little formal training in pitch decks and even less in the nuances of coding and building products. But—as so many in the tech industry do—I knew how to dive into a subject and teach myself. Plus, thanks to the few months I’d spent working in executive recruiting in Los Angeles, I knew how to find and recruit people. That was enough.

Like over 90 percent of start-ups, my first turned out to be an experiment more than a viable business. I started working with a friend, a biomedical scientist from Oxford, on a start-up that did noninvasive breast cancer detection. The science was her wheelhouse, while I helped with the business side, putting together a pitch deck and hiring a team. The technology was great—and I believe that someday someone will bring it to fruition—but we kept running into regulatory hurdles. Medical hardware is (understandably) a tightly regulated space, and at that time investors didn’t have much appetite for clinical trials and a lengthy, onerous, and uncertain FDA approval process. After about a year, we closed up.

Along with a few colleagues, I decided to give start-ups another try, this time seizing on an opportunity closer to my passion for geopolitics. We called it GeoQuant, and the idea was to use software to measure geopolitical risk. SwissRe, the world’s largest reinsurer, thought the technology was promising and invested. Our clients were Fortune 500 companies weighing the hazards of setting up operations in volatile countries. Typically, they’d bring on consultants with the usual backgrounds from the State or Defense Departments or the intelligence community. Our algorithms offered a quantifiable way to measure risk. Once again, I hired a team and helped raise the initial funding to get GeoQuant off the ground.

I enjoyed the challenge of starting and steering a successful start-up. As the company continued to take shape, however, I realized that being a founder often meant being a full-time fundraiser and recruiter. At heart, I loved policy. But instead of working on the product, I was recruiting and hiring product managers to do that work for me. After about ten months, I decided to bow out and look for the next adventure. Through a friend, I heard about an intriguing opportunity at Google.

My professional life wasn’t the only thing in transition. In February 2015, I attended the TechCrunch awards gala, one of the major events on the Silicon Valley social calendar. One of the awards presenters was a guy named Keith Rabois, a prominent tech executive and venture capitalist. After a brief chat that night, Keith and I met up for drinks a few nights later. To my surprise, we spent the entire evening talking about politics. Hillary Clinton was only months away from declaring her second presidential candidacy, and I must have spent an hour raving about her. Keith just kept politely looking at me with a big smile. It wasn’t until a few days later that a friend told me Keith was a ruby-red conservative.

The more we got to know each other in the months that followed, the more I came to realize that Keith was—and is—a total original. He grew up in modest circumstances in Edison, New Jersey, the son of a teacher and an accountant. Keith read prolifically as a child; after running out of books at home, he started on the encyclopedia. When I met him, he hadn’t taken a vacation in seventeen years. He worked incredibly hard—six days a week, with the seventh spent reading. That work ethic got him through Stanford and Harvard Law School, before he (like me) realized that being a lawyer wasn’t for him.

Keith’s decision to walk away from the legal field is typical of his worldview. He has a strong anti-establishment streak—a rejection of institutional validation—that resonates with my lifelong attraction to underdogs. While Keith is conservative, in Silicon Valley his conservatism is contrarian. Keith’s story of personal sacrifice and grit struck a chord with me. It reminded me of my earliest encounters with raw perseverance and resilience, the divorce of my parents and my father’s struggle with addiction. It reminded me of my upbringing and my family’s history, my paternal grandparents springing back to a joyful life through years of toil after surviving the horrors and humiliations of the Holocaust and my maternal grandfather risking his life to fight in the French Resistance.

Keith had his fingerprints on some of the most prominent companies in the Valley—including PayPal, Square, YouTube, Airbnb, Lyft, and LinkedIn20—and growing closer to him meant becoming more firmly embedded in that culture. I came to know some of tech’s most original thinkers. Often controversial, always unconventional, Keith and his circles confirmed for me that the Bay was indeed home to the ideals that had called out to me growing up in Europe.

When my father passed away in early 2017—relapsing after years of battling addiction—Keith was an enormous source of comfort and support. I began to realize I could spend my life with him. We were sitting on the couch one Saturday afternoon that April, shortly after his birthday, when I pretended to drop my phone. Reaching under the couch to retrieve it, Keith found a box I’d hidden. The box appeared to be cuff links for his birthday, but when he opened it, inside was a ring. The following year, we were married in a beachside ceremony, with the setting sun reflecting off the water.

Last Days of Innocence

Throughout much of 2016, I was working to quantify geopolitical risk. GeoQuant promised to take high-quality big data, run it through a powerful “machine learning engine,” supplement those assessments with input from human experts, and generate objective, actionable measurements of political risk. Exciting, right? Our algorithms tracked a variety of factors, such as instability in the governing coalitions of G20 nations, declines in the price of oil, and rate cuts by the Federal Reserve. We analyzed the fluctuations of currency markets and military progress in the battle against the Islamic State of Iraq and Syria.21

The one thing these data-driven predictions missed—as did the rest of the world—was a Category 5 political cyclone named Donald J. Trump.

When Trump announced his candidacy, on June 16, 2015, I didn’t think he had much of a chance. I was still working on my breast cancer start-up and had other things on my mind.

Still, a few things about Trump caught my attention. His rejection of the stuffy, stilted protocols of establishment politics and the ossified orthodoxies of the Republican Party seemed like they might feel refreshing to Americans dissatisfied with the status quo. I’d never watched The Apprentice, but I had caught some interviews of Trump berating China in the early 2010s. With so many politically experienced candidates, I hardly thought a loud, crass real estate developer would win the Republican primary—but Keith and I did think his hawkish stance on China and trade might strike a nerve in segments of the public. To his credit, he correctly diagnosed the most pressing foreign policy challenge facing our country years before it became mainstream.

When we occasionally told our friends as much, they thought it was hilarious. “No way in hell,” they assured us. Yet somehow the Trump train kept chugging forward. Even as his tweets and comments became more detached from reality, he dispatched one rival after another. Keith became a big early backer of the “Never Trump” movement during the Republican primaries. As the summer conventions neared, the once unimaginable reality of Trump as the nominee became a foregone conclusion. It also became increasingly clear that something else unusual—it wasn’t entirely clear what—was going on.

The Democratic convention had, in many ways, been a shot in the arm for nervous Democrats—powerful and uplifting. Democratic senators talked up Hillary’s accomplishments and speakers like Khizr Khan—the Gold Star father of a fallen Muslim army captain—excoriated Trump.22 When Hillary made a surprise appearance to embrace Obama, the convention hall erupted in cheers.23 There was a video showing all the presidents, followed by Hillary symbolically “breaking” a glass ceiling.24

Yet there was also a disconcerting undercurrent. Just a few days before the Democratic convention, the anti-secrecy website WikiLeaks dumped a number of emails hacked from the Democratic National Committee, some of which seemed to show the DNC’s preference for Hillary over her main primary rival, Bernie Sanders.25 The emails fueled intraparty feuds at a moment when the Democrats most hoped to be coming together. The WikiLeaks dump merged with the media’s merciless, seemingly 24/7 discussion of “Hillary’s emails,” the controversy over Hillary’s decision to use a private email account and server while secretary of state.

It was these emails that Trump addressed in an unorthodox press conference on July 27. “Russia, if you’re listening, I hope you’re able to find the 30,000 emails that are missing,” he said, referring to a trove of Hillary’s emails. “I think you will probably be rewarded mightily by our press.”26

Sitting in the GeoQuant workspace, I was disturbed. Trump and his allies tried to play off the comments as a sarcastic joke, yet another example of “Trump being Trump.” But Trump’s words hadn’t sounded like a joke. They’d sounded like a signal.

The following month, Trump’s campaign chairman, Paul Manafort, was forced out in the wake of revelations about his sordid history of lobbying for pro-Russian interests in Ukraine. Hillary’s campaign began calling out Russia’s involvement—Hillary even did so in the presidential debates—but the press didn’t seem particularly interested. Something felt off, but—like most Americans—I had no idea how big the iceberg was under the surface.

Then came the “October surprise.”

On October 7, the Access Hollywood video leaked of Trump boasting of grabbing women “by the pussy” and getting away with it.27 Then something even more extraordinary happened. Within an hour, WikiLeaks announced that they had obtained 50,000 emails from Hillary’s campaign chair, John Podesta.28 The group immediately released more than 2,000 of the emails, ranging from comments about campaign staff to his much-discussed risotto recipe. CNN was playing the Access Hollywood tapes and Podesta emails on a split screen, seemingly on a loop. I have a vague recollection of some talk about U.S. intelligence agencies mentioning Russia’s involvement in our election, but it was subsumed in wall-to-wall coverage of sexual misconduct and risotto. Besides, even with these late-breaking bombshells, the New York Times election forecasters gave Hillary a 91 percent chance of winning.29

In early November, Keith and I hosted fifty friends at our house for my birthday. Everyone was in a good mood—euphoric, even. The tech industry was booming. When Fortune ranked the world’s most admired companies that year, Apple, Alphabet (Google’s parent company), and Amazon snagged the top three spots.30 As I traveled around and told people I was from San Francisco, I’d see in their eyes the same gleam I remembered from the ’90s when I’d delight my French friends with stories about America.

The house we lived in at the time was built into a hillside, with a clear view of the San Francisco skyline. As we drank and mingled on the deck, we could look out at the Salesforce Tower being erected—the tallest building in the city, and the second-tallest west of the Mississippi. It felt like a fitting symbol of the exuberance and optimism of that moment; of the feeling that San Francisco was the center of the world. “The tower stands in the heart of the empire,” the Atlantic’s Alexis Madrigal wrote, “watching over all with some kind of grace.”31

I gave a toast, thanking Keith for hosting and everyone for coming. It had been a roller-coaster year, and I talked about how excited I was for the year ahead, when I would be starting my new job at Google. I joked—gently—about how ready we all were to turn the page on the uncivility of the presidential election.

Nobody really talked much about the election that night. There was no mention of Russia or “fake news” or Chinese telecom companies insinuating themselves across the globe. Everyone was just having a good time, enjoying the glow that came from being young and creative in the most important industry in the most important country in the world.

There were party hats and chocolate cake. It was November 6, 2016. And everything was about to change.






Chapter 1 THE ORIGINS OF THE GRAY WAR


The night before my first day at Google, I was too excited to sleep. That morning, fortified by several cups of coffee, I left my house in San Francisco’s Glen Park neighborhood and hopped on the Google bus to Mountain View.

At around 6:00, I walked into the storied Googleplex, the sprawling campus of low-slung glass-and-brick buildings that make up the company’s main headquarters. Google was the quintessential Silicon Valley start-up. Stanford PhD students Larry Page and Sergey Brin had incorporated the company in 1998, after working out of the garage of Susan Wojcicki (now YouTube’s CEO). By the time I joined, nearly two decades later, Google had grown into one of the most iconic companies on the planet. There were more than 60,000 Googlers working around the world, on everything from perfecting search engines to testing self-driving cars.1 Those products and services brought in an astonishing $90 billion in annual revenue.2 Within a year Google would briefly dethrone Apple as the most valuable brand in the world.3

Google had become the kind of company every scrappy start-up sought to unseat. Yet as I began my new job, nothing about Google seemed boring or bureaucratic. Arrayed around an interior courtyard were buildings housing core functions like news and search, as well as teams working on cutting-edge products like AI and machine learning. Brightly colored bikes that Googlers used to pedal across campus leaned against towering palm trees. Outside, food trucks and benches offered a place to enjoy a bite to eat. Inside, conference rooms shared space with “nap pods” for late-night coding sessions and micro-kitchens stocked with snacks and LaCroix. “Campus” was an apt description. Starting at Google didn’t feel like joining a big corporation; it felt like going back to college.

It quickly became clear, however, that the job would hardly be all fun and games. As it turned out, I had walked through the doors of the Googleplex and into a firestorm of controversy.



By sheer coincidence, I became a Googler the day before Donald Trump was elected president. The night of November 8, I watched the election returns with a small group at the offices of a friend’s tech firm. The pundits had predicted a slam dunk election for Hillary. Like most people who took Nate Silver’s projections as gospel, I believed them. Peter Thiel was just about the Valley’s lone voice predicting—and championing—Trump’s success.

But as state after state unexpectedly went red for Trump, I became more and more concerned. I kept telling myself that Hillary could still win. I was still clinging to that slender hope at 11:40 p.m., when CNN flashed the banner headline “Clinton Calls Trump to Concede Election.”4

Most of my friends watched in disbelief. One person began crying. Others started drinking—heavily. Shortly thereafter, I went home. “Omg,” I texted Keith. For the 65 million Americans who had voted for Hillary, the election was a rude shock. The tech industry has long prided itself on being made up of immigrants, and many of them woke up on November 9 genuinely concerned that they and their children would no longer be welcome in the United States.

Before long, Silicon Valley had another reason to feel shocked. From the pages of the Washington Post to the president’s Twitter feed, we had begun hearing a new term—“fake news.” The Trump administration embraced and popularized it, but the term was not a new one—as far back as 1672, King Charles II issued a proclamation “To Restrain the Spreading of False News.”5 In more recent years, the media had taken to using “fake news” to describe the stream of wholly false stories pumped out online by Macedonian teenagers, such as the absurd claim that Pope Francis had endorsed Trump.6

In the aftermath of the election, pundits and technologists grappled with whether these bogus news articles had impacted the results. Responding to these criticisms, Facebook founder and CEO Mark Zuckerberg dismissed “the idea that fake news on Facebook… influenced the election in any way” as “a pretty crazy idea.”7

But around the water coolers and micro-kitchens of Silicon Valley, the chatter grew. What was the deal with fake news? And had we unwittingly helped it spread, too?



As Google’s global news policy lead, I spent a lot of time thinking about what Googlers call the “ten blue links.” When you enter a search term—be it “election 2020,” “Dallas Cowboys,” or “weather in Chicago”—Google’s algorithms instantaneously serve up a list of the ten links most likely to provide the information you want. Google’s business model centers on its ability to identify your target in that first page of links—if not in the first link itself. But as simple as that may sound, parsing huge masses of data turns out to be incredibly complicated.

If and when an algorithm serves up inaccurate information, search results can range from humorous and obviously incorrect to inaccurate but subtly believable and potentially more consequential. But who’s to determine what is “accurate” information and what isn’t? That’s why Google’s algorithms are designed explicitly to prevent anyone from putting a finger on the scale. Those ten blue links that pop up on your screen are the result of billions of bits of data, with algorithms making informed guesses about which websites will be most responsive to each individual query.

But, of course, there are exceptions. And that was my job—to deal with the exceptions.

Take child pornography. Every decent human wants to protect children from sexual exploitation. Google doesn’t have the ability to take down websites featuring child pornography—that’s a job for the government—but the company can use its tools to prevent those sites from popping up in a Google search. As policy advisor, my role was to help Google’s engineers figure out exactly what to scrub from Google’s curated search and news features as well as what might be distasteful but should not be scrubbed. You wouldn’t want, say, a charity that valiantly fights sexual exploitation to be hidden from the ten blue links because Google’s algorithm noted the phrase “child pornography” on their homepage. So the team I belonged to at Google crafted the company’s policies to sort what information should be hidden and what should remain.

In 2015, for instance, Google established a policy that allows revenge porn victims to have unauthorized pictures of themselves scrubbed from any search results.8 Similarly, when a trove of medical records in India was hacked in 2017, our team at Google responded by making sure that links with sensitive personal information would never show up among our recommended links. For example, we didn’t want a Google search to reveal someone’s medical history—such as whether they were HIV-positive.

These challenges kept my job interesting. As new kinds of data come online, tech companies are constantly working to ensure that users can access the most useful information while balancing issues like freedom of speech, the right to privacy, and the demands of national security. Which brings us to the unique challenge presented by Russia and fake news.



In the weeks after the election, few of my fellow technologists and I worried that disinformation was a major problem on our platforms. But we wanted to understand more—and as the newest policy advisor, this was something I needed to grapple with.

Google has a number of discrete news products—from the Google News tab on your web browser, to the news feed you see when you swipe down on your Android phone, to the audio news you hear if you ask the Google Assistant, “Okay, Google, read me the news.” To most consumers, these products probably seem like different features. Yet each one is made possible by an unseen team of designers, engineers, data scientists, and marketing professionals. Unlike the organic ten blue links, which are meant to be a reflection of the web, news features are more tightly curated and subject to stricter policies for content that Google labels or designates as “news.” And each of these products, potentially, was a fissure into which Moscow might have inserted its perverse propaganda.

Digging deeper—consulting with cybersecurity experts and diving into treatises from academics and strategists grappling with the rise of authoritarianism—I started to grasp the contours of the problem. I studied the growing sophistication of Putin’s propaganda efforts, the vulnerability of the tech industry’s supply chains, and China’s deliberate, decades-long effort to digitally encircle the globe and make the world safe for autocracy.

As virulent as the epidemic of fake news had been in 2016, that wasn’t the half of it. This was the phenomenon I had glimpsed during the 2016 election but hadn’t fully appreciated. What’s more, I came to understand that this was only one front in a broader battle of hackers and spies, from St. Petersburg to Pudong to Pyongyang, that had been raging—in one form or another—for decades.

I found all these revelations so disturbing that I had trouble sleeping. As I tossed and turned, beset by thoughts of Russian troll farms, Macedonian teenagers building fake news empires, and Chinese conglomerates taking over European networks, the same question kept running through my head.

How did we end up here?

Innovating on the ARPANET

The answer has a lot to do with a science fiction listserv in the earliest days of the Internet. On October 29, 1969, researchers at the Stanford Research Institute connected a computer on Stanford’s campus to another computer at UCLA. The building where it happened stands about a mile from my office on Stanford’s sprawling campus. It doesn’t look especially noteworthy. But there, the researchers—funded by the Defense Department’s Advanced Research Projects Agency (ARPA)—sent a message over telephone lines. Unlike a telephone call, however, this new technology broke the data down into fragments—called “packets”—each of which took the quickest possible path to its destination before being reassembled at the second computer.

The Internet was born.

Hunched over their twinned terminals, the ARPA researchers watched, entranced, as the letters “L-O” appeared on the screen. But before the word “LOGIN” could be completed, the nascent system crashed. “Fittingly,” the authors P. W. Singer and Emerson Brooking wryly observe, “the first message in internet history was a miscommunication.”9 In fact, these earliest machines were so finicky that they came with voice headsets so that users could verify that their messages were transmitted correctly.10

Despite these limitations, this “internet” grew rapidly. A few weeks after that first Stanford-UCLA test, a computer in Santa Barbara joined the network, then one in Utah. Within two years, the network linked fifteen universities together.11 In 1973, a London university and a Norwegian seismic laboratory became the Internet’s first international connections.12 In honor of its Pentagon patron, this new network was called ARPANET.

Email, explains the Internet historian Johnny Ryan, “was a completely unplanned addition to the ARPANET.”13 These messages—addressed to individuals using the “@” symbol as a shortcut—largely consisted of researchers contacting one another about sharing computing power. Yet in a development that would not surprise any harried office worker, email almost immediately came to consume two-thirds of the network’s bandwidth.14 Still, even if you squinted, ARPANET scarcely resembled the globe-spanning network of communication and commerce that would one day be full of teenagers making TikToks.

Until that sci-fi listserv. Unlike typical person-to-person emails, the message that landed in inboxes one day in 1979 was addressed to the entire network. The subject was “SF-Lovers,” and its content was fairly straightforward: who, the sender wanted to know, were everyone’s favorite science fiction authors?15 From all across the country, the answers poured in—and with them the birth of a newer, more social, Internet. Every minute, we now send nearly 190 million emails, tweet 350,000 times, upload over 500 hours of content to YouTube, and post 450,000 new photos to Facebook.16 You can trace a line between that first mass email and the fact that one-fifth of Americans confess that they’re effectively never offline.17

For much of ARPANET’s early existence, the network was essentially a group of loosely connected regional computer clusters, each with its own unique language and rules. It took a pair of researchers named Vint Cerf and Robert Kahn to develop a shared protocol in 1983—known ever since as “transmission control protocol/Internet protocol,” or TCP/IP—that would connect these distinct clusters, allowing the network to grow beyond the insular confines of research institutions.18

That expansion was not universally welcomed. The Pentagon had already grown concerned about the lax security on the freewheeling network. In keeping with the laid-back engineering ethos of the day, universities like MIT and Carnegie Mellon prided themselves on leaving their systems wide-open and letting “randoms” traipse through. As Cerf’s protocol brought more machines into the online fold, the Defense Department had had enough. The Pentagon split off from ARPANET to form its own, more secure network: MILNET.19

Ironically, the network the military left behind would become a prime battlefield of the twenty-first century, as a creation of the first Cold War came to define the next one.



At about this time, President Ronald Reagan settled in for a Camp David viewing of the new Hollywood thriller WarGames. The president watched in alarm as a teenager (played by Matthew Broderick) hacked into his high school computer to change his grades, eventually finding his way into the North American Aerospace Defense Command and nearly causing World War III. Shaken, Reagan reportedly asked his chairman of the Joint Chiefs of Staff, “Could something like this really happen?”20

Reagan’s inquiry triggered an investigation into the federal government’s cyber vulnerabilities, culminating in a classified presidential directive on “telecommunications and automated information processing systems.” These systems, the directive stated, “are highly susceptible to interception, unauthorized electronic access, and related forms of technical exploitation.” More than three decades before anyone had heard of Russian troll factories, the directive cautioned that “government systems as well as those which process the private or proprietary information of U.S. persons and businesses can become targets for foreign exploitation.”21

The answer to Reagan’s question was that not only could such intrusions happen—they were already happening. In 1983, the FBI raided more than a dozen homes across six states, confiscating computers, passwords, and a modem.22 Among those busted was a group of teenage hackers in Milwaukee who’d broken into government systems and New York’s Memorial Sloan Kettering Cancer Center. But with no law on the books prohibiting hacking, the perplexed FBI ultimately charged the perpetrators with a misdemeanor count of making obscene or harassing phone calls.23

Scrambling to adapt to this new frontier of electronic abuse, Congress passed the Computer Fraud and Abuse Act of 1986, penalizing “unauthorized access” into the systems of government, financial, and commercial institutions.24 The same year brought the Electronic Communications Privacy Act, enabling law enforcement to serve tech companies with search warrants for users’ data. In time, this law would become the basis for much of the government’s subsequent attempts to track terrorism and espionage.25

Even as these primitive forms of fraud and abuse proliferated, the Internet grew. Between 1987 and 1989, the number of users surged from 28,000 to 160,000.26 In 1989, British computer scientist Tim Berners-Lee designed a system of “hypertext” that linked information digitally—a direct forerunner to those ten blue links I spent so much time on at Google. This hypertext was organized by “hypertext markup language” (HTML) and transmitted according to a “hypertext transfer protocol” (HTTP) to Internet nodes identified by a “uniform resource locator” (URL). Berners-Lee called his achievement the “World Wide Web,” and it literally changed the world.27

Pioneering engineers soon developed so-called web browsers, such as Marc Andreessen’s Mosaic and Netscape Navigator, to make it easy to explore this new web. Dial-up services like AOL and CompuServe made the Internet accessible to millions of people without a technical background. As a research tool governed (after the Pentagon’s withdrawal) by the National Science Foundation, the network’s administrators had banned commercial activity on the Internet.28 When that prohibition was lifted in 1995, the Internet exploded. By the turn of the millennium, there were 360 million computers linked to the Internet.29



In a pattern repeated over and over again, new advances in online technology yielded increasingly creative attempts to exploit them. In 1977, Connecticut’s Democratic senator Abe Ribicoff had proposed the first—and unsuccessful—legislation against “computer crimes.”30 The following year brought the earliest recorded instance of spam. (“THIS WAS A FLAGRANT VIOLATION OF THE USE OF ARPANET,” one user replied to the overeager marketer.)31 In 1979, the same year that the SF-Lovers email appeared, so did the first computer worm.32 In May 1997, a new e-commerce website called amazon.com went public. Two weeks later, the FBI arrested a hacker named Carlos Salgado Jr., who had stolen the information from 100,000 credit cards, with a combined $1 billion in credit.33

In February 1998, alarms sounded at Andrews Air Force Base, home of Air Force One. Saddam Hussein had recently expelled international weapons inspectors from Iraq, and tensions were high as the U.S. military prepared air strikes against the regime. Now, it appeared that a sophisticated hacker had attempted to infiltrate the Air National Guard system. Within weeks, the intrusions had spread to Lackland Air Force Base, Kirtland Air Force Base, and others.34

The Departments of Defense and Justice followed the digital breadcrumbs from the United Arab Emirates to Israel to California. Far from an Iraqi cyberattack, this was the work of a couple of teens near Sonoma wine country. FBI agents found one of the young hackers at home, surrounded by Pepsi cans and unfinished cheeseburgers.35 They had been coached by a teenage Israeli hacker, Ehud “The Analyzer” Tenenbaum, whom Israeli authorities eventually arrested. (In a sign of both the Israelis’ tech acumen and the complicated dynamic between the United States and Israel, Prime Minister Benjamin Netanyahu reportedly “swelled like a proud father” and pronounced Tenenbaum “damn good.”)36

It wasn’t just bored teenagers and petty criminals who were beginning to understand the power of “telecommunications and automated information processing systems” to cause harm. Commenting on the exploits of the California teens who had broken into the air force computers, Richard Clarke—the White House’s coordinator for security, infrastructure protection, and counterterrorism—offered a sober warning. “If two 14-year-olds could do that, think about what a determined foe could do.”37

Echoes of 1989

To truly understand how “determined foes” like Russia and China came to see the Internet as such an appealing weapon, it’s necessary to understand the mindset of the leaders in Moscow and Beijing who would wield it. And that means visiting that fateful year of 1989.

I happen to have been born on November 9, 1989, in the pleasant countryside town of Saint-Germain-en-Laye, then just under an hour’s drive from Paris. But while the birth of the Helbergs’ second child was newsworthy within the family, it was overshadowed by events elsewhere in the world. About 1,000 kilometers from the hospital where I lay, jubilant Berliners were streaming through gaps torn in the Berlin Wall.38 Divided for decades, Wessis and Ossis celebrated their reunification with flowers, champagne, and dancing. The rest of the free world joined in. From the maternity ward, I added my voice to the festive chorus.

With the collapse of the Soviet Union in 1991, former Warsaw Pact countries in Eastern Europe began holding free elections. From Europe to Latin America, across Asia and Africa, free markets and liberal democracy were on the march. A young political scientist, Francis Fukuyama, famously concluded that we had reached “the End of History.”

Not everyone was savoring the moment, however. On the day the Berlin Wall came down, Vladimir Vladimirovich Putin was a young KGB officer stationed in Dresden, East Germany. In his own telling, he brandished a pistol to fend off an angry crowd intent on sacking the agency’s Dresden headquarters. Putin and his fellow spies raced to destroy the intelligence they’d collected. “I personally burned a huge amount of material,” Putin has said. “We burned so much stuff that the furnace burst.”39

Convinced that Soviet tanks would put down the unruly East Germans, Putin called for backup. “We cannot do anything without orders from Moscow,” Putin was told. “And Moscow is silent.”40 In the estimation of the BBC’s Chris Bowlby, “That phrase, ‘Moscow is silent’ has haunted this man ever since.”41

By all accounts, 1989 indelibly shaped Russia’s president. For the people of East Germany, the fall of the wall was a triumph; for Putin, it was a tragedy. As he saw it, Mikhail Gorbachev, with his talk of glasnost and perestroika, had betrayed the USSR. Putin drove home to Leningrad with his wife and a twenty-year-old washing machine, contemplating a new career as a taxi driver.42 Soon, even Leningrad itself would revert to its prerevolutionary name of St. Petersburg. Journalist Masha Gessen says that Putin “found himself in a country that had changed in ways that he didn’t understand and didn’t want to accept.”43

To ensure that the state would never again let him down, Putin became the state. Within a decade, he rose from KGB officer to president of Russia. Putin marshaled a cadre of oligarchs, known as “Kremlin, Inc,” to exert control over Russia’s nascent democracy.44 Two former Putin aides assumed control of Russia’s largest oil companies.45 A former Putin judo sparring partner became one of Russia’s biggest builders, receiving massive government contracts.46

In Putin’s kleptocracy, token opposition was allowed to exist but not flourish. Outspoken political leaders and journalists disappeared or wound up dead. Anna Politkovskaya, a crusading journalist investigating corruption and human rights abuses, was shot and killed in the elevator of her Moscow apartment in 2006,47 one of roughly thirty journalists who have been killed in Russia since Putin took power.48 In 2014, Boris Nemstov, a deputy prime minister turned Putin critic, was shot four times near the Kremlin.49 Alexei Navalny, an anti-corruption activist who has been called “the man Vladimir Putin fears most,”50 was poisoned in 2020 (though he fortunately survived).51

Addressing the Russian Duma in 2005, Putin called the collapse of the Soviet Union “the greatest geopolitical catastrophe of the century” and a “genuine tragedy” for the Russian people.52 He watched as former Soviet satellite states slipped away and authoritarian regimes were replaced by Western-facing democracies. In the 1990s, the North Atlantic Treaty Organization (NATO) bombarded the Balkans by air—over Russian opposition at the United Nations.53 In 1999, Poland, the Czech Republic, and Hungary joined the North Atlantic Alliance, followed a few years later by Bulgaria, Romania, Albania, and even the Baltic states that had once been part of the Soviet Union itself.54 The forces of liberalization were creeping closer to Mother Russia. NATO, the very organization formed to resist Soviet aggression, was at Putin’s doorstep, its easternmost point just a short drive from St. Petersburg. Russia’s leader chose to push back—hard.

Putin dreamed of reassembling the old Soviet sphere of influence. When he feared that Georgia, a former Soviet republic, was gravitating toward the West, he ordered Russian forces to invade and help dismember the country in 2008. In 2014, a similar scenario transpired in Ukraine. Meanwhile, he rebuilt Russia’s armed forces—which had fallen into disrepair after the Soviet collapse—and gloried in the perception of Moscow’s restored power on the international stage.

Yet Putin did not reassert Russian influence only through frontal military assaults. The KGB veteran also employed what Russians had long termed aktivniye meropriyatiya—“active measures”55—exercising influence, as Soviet foreign minister Eduard Shevardnadze put it, through “the force of politics” as well as “the politics of force.”56 It was only natural that Putin would turn to such tactics. Thomas Rid, a professor at Johns Hopkins University, notes that Putin’s post in Dresden “had been opened specifically to run active measures against West Germany at a time when active measures were at their most cunning.”57

Foreshadowing their 2016 efforts against the United States, Moscow’s Cold War active measures campaigns sought to create wedges in the Western world. The KGB eagerly spread (sometimes true) stories of violence against U.S. minority communities. During the 1984 election, KGB agents tried to prevent Reagan’s reelection.58 Notoriously, the Soviet Operation Denver propagated the lie that the U.S. government had cooked up the AIDS virus at Maryland’s Fort Detrick59 (an eerie forerunner to China’s more recent claim that the Pentagon had created COVID at the same installation).60 By 1985, CIA analysts conservatively estimated that the USSR was spending $3 to $4 billion a year on active measures around the globe,61 culminating in an estimated 10,000 disinformation operations throughout the Cold War.62

Soviet disinformation campaigns were often effective, but there were limits. The former FBI agent and national security analyst Clint Watts notes, “Soviet propaganda outlets took many years or even decades to grow their audiences,” costing time and money Moscow didn’t have. “Active measures could and would work,” Watts says. “The timing just wasn’t right—until the advent of the internet.”63 As David Sanger of the New York Times puts it, “Stalin would have loved Twitter.”64

At first, the Russian government was slow to realize the disruptive power of the Internet. In The Red Web, journalists Andrei Soldatov and Irina Borogan recount that security services were so confused by the Internet that they initially mandated that the country’s first commercial Internet service provider, Relcom, “print out everything that came through Relcom’s network.” When the company explained the volume of information that would entail, the government withdrew its request.65

Yet the Kremlin learned fast. By 1996, American officials were reporting Russian breaches at sensitive sites ranging from Ohio’s Wright-Patterson Air Force Base to the Department of Energy’s National Laboratory at Los Alamos, birthplace of the atomic bomb. An FBI investigation dubbed Moonlight Maze revealed that the hackers worked European hours and had taken off three Russian Orthodox holidays. Further inspection revealed that the hackers had written their code in Cyrillic. American investigators traveled to Moscow, lured by the promise of Russian government assistance. They were treated to vodka and merriment—and then promptly stonewalled. The Russians, it turned out, were uninterested in helping to counter what was undoubtedly a Russian intelligence operation.66

Russia had entered the Cyber Age—and Moscow didn’t look back.

The tiny Baltic republic of Estonia learned about Russia’s active measures innovation the hard way. In 2007, the Estonian government decided to move a Soviet-era memorial in the capital of Tallinn—a statue that many Estonians viewed as a monument to Soviet occupation, but which ethnic Russians in the country saw as a symbol of their heritage. Riots broke out in front of Estonia’s embassy in Moscow. In late April, hackers launched cyberattacks on critical institutions. Estonia—the birthplace of Skype—is so technologically advanced that it is sometimes referred to as “E-stonia.” But under the digital barrage, government websites and banking systems went down. The denial-of-service attacks were followed by a denial of responsibility. Russian authorities insisted on their innocence, even as they refused to cooperate with investigations. Ultimately, the attacks were traced to a Kremlin-sponsored youth organization called Nashi.67

The assault on Estonia is widely considered the first cyberattack by one nation against another.I Under Article 5 of NATO’s mutual defense treaty, a military attack on an ally like Estonia obligates American and European allies to consider coming to its defense. But did taking down Internet infrastructure constitute an “attack”? Nobody had a good answer.

Even as NATO debated this next frontier of warfare, Putin kept up the offensive. When Russian troops invaded Georgia in 2008, the assault included attacks affecting more than fifty websites. Notably, the electronic attacks seemed to mirror and anticipate strikes by tanks and planes. Michael Sulmeyer, the former cyber policy director at the U.S. Defense Department, calls this “one of the first times you’ve seen conventional ground operations married with cyber activity.”68

Russia was becoming equally aggressive—though its actions were less overt—in the United States. Weeks before the 2008 election, National Security Agency staff stumbled across Russian hackers lurking in the Pentagon’s classified system, SIPRNET. Because of the sensitivity of these networks, the computers were designed to be “air gapped,” meaning they had no connection to the broader Internet. It turned out the Russians had surreptitiously scattered thumb drives infected with malware near a NATO base in Afghanistan, just waiting for an American to pick one up.69 The ploy worked. Forty years before, the Department of Defense had birthed the Internet; now, hostile powers had turned that creation back on the Pentagon itself.

After kicking the intruders out of the network, government cybersecurity experts implemented a particularly high-tech solution to prevent future attacks: they filled Pentagon USB ports with superglue.70 But it would take more than gluing computers shut to fend off attacks—and not only from Russia but from Russia’s authoritarian cousin, China.

The Square and the Firewall

In the spring of 1989, as the Soviet Union began to crumble, the wave of democratization sweeping the globe brought up to a million Chinese demonstrators to Beijing’s Tiananmen Square.71 In an image that instantly became iconic, a man in a white shirt and black pants, shopping bags in hand, faced down four oncoming tanks on the edge of the square. When the tanks tried to maneuver around him, the protester shuffled to keep his body in their path. It was a defiant dance; man versus machine, freedom versus oppression. Though he was never identified, “Tank Man” became a worldwide symbol of the uprising—and of the Chinese Communist Party’s bloody massacre in response. This was the flip side of the hope that I had always associated with 1989. In Berlin, revolutionary restlessness ended with the wall coming down. In Beijing, it ended in slaughter.72

On an academic trip to China in the summer of 2011, I stood in the middle of Tiananmen Square, thinking about the activists—mostly young students like I was—who had gathered there to demand greater rights. Yet nowhere in the huge, imposing square will you find a plaque, or even a bouquet of flowers, commemorating the crackdown. No Chinese textbook mentions what the government obliquely refers to as “the June Fourth Incident.”73 No search request on a Chinese computer will turn up results. Sometimes the censorship reaches absurdist levels. In late 2011, Chinese programmers were prevented from updating the popular Node.js application because the version number, 0.6.4., corresponded to the date of the massacre.74

But while the government has tried to erase the protests from public consciousness, they were seared into the consciousness of the Chinese Communist Party. Chinese leaders “were scared as hell,” Hal Brands told me, as a result of this “near-death experience.” The lesson? Stamp out any dissent and stifle any disunity that could paralyze the party. When the Soviet Union collapsed, China’s leaders viewed it as vindication. Gorbachev was never willing to use force, and look what happened? Tiananmen is “the Rosetta stone” that explains much of how the Chinese regime has acted in the years since.75

Western political theorists had long promoted the idea that economic growth and political liberalization go hand in hand. “The more well-to-do a nation, the greater the chances that it will sustain democracy,” the sociologist Seymour Martin Lipset wrote.76 After Tiananmen, China tested that proposition. As the journalist Evan Osnos describes it, to prevent a repeat of 1989, “the Party offered its people the essential bargain: greater freedom in economic activities in exchange for less freedom in political life.”77

The resulting prosperity has fueled China’s dizzying rise. By 2012, China was building the equivalent of a new Rome every two weeks.78 In just three years—from 2011 to 2013—Chinese builders used more concrete than the United States did throughout the entire twentieth century;79 observers began to joke that the national bird of China was the construction crane.80 This sustained growth has lifted 800 million Chinese citizens out of poverty since the creation of the People’s Republic of China (PRC) in 1949. Forty years ago, when SF-Lovers was taking ARPANET by storm, per capita GDP in China was around $195. By 2019, it was $10,261.81 Already, China has overtaken Japan as the world’s second-largest economy. Depending on how you measure, China has either surpassed the United States as the world’s biggest economy or is projected to do so in the 2020s.

China’s newfound wealth provided the resources not only to suppress opposition at home but to expand the country’s influence abroad. The British journalist Martin Jacques observes that China has long viewed itself not “as a nation-state but rather as a civilization-state.”82 In contrast to the so-called Westphalian system, in which nations treat each other as sovereign, China relates to other countries through the prism of ancient “tributary” relationships, with neighboring states acknowledging the country’s cultural superiority and overwhelming power in exchange for its protection. Even China’s name for itself, “the Middle Kingdom,” conveys this view of a country situated atop the hierarchy, between earth and heaven.83 As its foreign minister bluntly informed his counterparts at a 2010 meeting of the Association of Southeast Asian Nations, “China is a big country, and you are small countries.”84

In particular, China’s leaders speak of reversing a “century of humiliation” at the hands of Western powers—the period stretching from Britain’s 1842 defeat of the Chinese in the First Opium War through the Japanese invasion and brutalization of China during World War II. These humiliations are hardly a distant memory; when Trump and President Xi Jinping first met in April 2017, Xi treated Trump to a lecture on this unhappy history.85 Later that year, Xi declared that China was entering a “new era” and “must take center stage in the world.”86 In Beijing’s view, that means asserting full control over Hong Kong, regaining control over “breakaway” territories like Taiwan, expanding Chinese influence throughout the Asia-Pacific, and challenging the United States for global supremacy. “The signs that China is gearing up to contest America’s global leadership are unmistakable, and they are ubiquitous,” write Hal Brands and Jake Sullivan.87 And in Vint Cerf and Tim Berners-Lee’s ingenious creation, the Chinese Communist Party saw a new way to advance their old ambitions.



Two years before the Tiananmen massacre, the first email was sent from China. It traveled 4,500 miles from Beijing to Berlin. In hindsight, the message set a rather ominous tone: “Across the Great Wall we can reach every corner in the world.”88

Chinese use of the Internet subsequently skyrocketed. From 1996 to 2000 Chinese Internet users jumped from 40,000 to 4 million.89 With 800 million users, China now makes up more than a quarter of everyone online.90 The web consultant Jakob Nielsen notes that statistically, the typical person online is “a 24-year-old woman in Shanghai.”91 To ensure that the Chinese people would not have unfettered access to the outside world, Beijing’s bureaucrats came to rule the Internet in their country with a silicon fist.

In March of 2000, defending the decision to invite China to join the World Trade Organization, President Bill Clinton declared that “in the new century, liberty will spread by cell phone and cable modem.” Clinton acknowledged that “there’s no question China has been trying to crack down on the Internet,” but then added, “Good luck! That’s sort of like trying to nail Jell-O to the wall.”92

The truth was, two years earlier, the Chinese government had already initiated its Golden Shield Project, a sprawling system of censorship and surveillance that would grow to include China’s infamous “Great Firewall.” Using human censors and digital sensors, the system blocks domestic access to any site (including Google) that deviates from the Communist Party line. Behind the Great Firewall, suspect search terms simply return no results; messages containing banned words disappear into the digital void. Helping Beijing nail Jell-O to the wall were several American companies, including Cisco and Sun Microsystems.93

Nor was China’s projection of online power confined to its own borders. As the new millennium dawned, two colonels in the People’s Liberation Army, Qiao Liang and Wang Xiangsui, laid out an approach they termed “unrestricted warfare.” They argued that China would only be able to overcome the United States as a global leader by employing a strategy that relied less on military means and more on technological know-how. “The new principles of war,” they wrote, entailed “using all means, including armed force or non-armed force, military and non-military, and lethal and non-lethal means to compel the enemy to accept one’s interests.”94 It was a recognition, as Trump’s national security advisor H. R. McMaster would later put it, that “there are two ways to fight the United States: asymmetrically and stupid.”95

In 2001, after a diplomatic flare-up involving the collision of an American reconnaissance aircraft and a Chinese jet over the South China Sea, American hackers vandalized a series of Chinese websites. Chinese hackers retaliated with an attack that took down the White House website and defaced other government websites with messages like “Beat down Imperialism of American [sic]! Attack anti-Chinese arrogance!” The New York Times dubbed it the “First World Hacker War,” yet it was only the smallest taste of what was to come.96 The same year, Chinese president Jiang Zemin declared that the Internet had become a “political, ideological, and cultural battlefield.”97

By 2008—the same year that Beijing tried to promote itself to the world as a responsible rising power by hosting the Summer Olympics—hackers from the People’s Liberation Army infiltrated the networks of defense contractor Lockheed Martin, stealing plans for the F-35 fighter jet.98 In a troubling preview of 2016, Chinese operatives penetrated the presidential campaigns of both John McCain and Barack Obama, apparently looking for information on their views on China.99

A year later, Google discovered Chinese hackers in the company’s own networks. The intruders arrived at Google in mid-2009, about seven years before I did. The intrusion, nicknamed “Aurora” by the hackers, marked the first time the Chinese had been discovered targeting non-defense companies. What triggered it? It appeared that at least one Chinese Politburo member had been googling himself—and had been displeased by “results critical of him” and his family.100 So, like anyone with an army of hackers at their disposal who doesn’t like their Google search results, Chinese leaders ordered a digital assault. The unwelcome visitors sought out valuable intellectual property, like the source code for Google’s search engine. They also attempted to hack into the Gmail accounts of Chinese human rights activists. Alarmingly, the hackers even infiltrated a Google database containing court orders from the U.S. Foreign Intelligence Surveillance Court, which approves requests from American law enforcement to spy on intelligence threats. Which is to say, China was using Google to learn whether the United States had compromised China’s own spies.101

Google took the hack extremely seriously. Co-founder and president Sergey Brin moved his desk to work alongside Google’s security team, which the company strengthened with $100,000 signing bonuses to recruit the finest security engineers in the field.102 Brin, a Jewish refugee from the Soviet Union, didn’t hold back. “Having seen the hardships that my family endured—both while there and trying to leave—I certainly am particularly sensitive to the stifling of individual liberties,” he said.103 Shortly thereafter, Google announced that it would no longer agree to censor search results on Google.cn, its Chinese search engine, as required by Chinese law. This was tantamount to withdrawing its business from China’s fast-growing market, which Google formally did several months later, a decision that no doubt pleased Baidu, Google’s homegrown Chinese competitor.104 Google was out of China—at least for the time being.

In what might be called an “autocratic awakening” of sorts, authoritarians the world over were seizing the tools of technology to revise the U.S.-led liberal order, advance their vision of a world safer for authoritarian regimes, and assault the sources of American power. Still, within the United States there was not yet a widespread sense among American policymakers or the public that autocracy was on the upswing or that the Internet was facilitating its resurgence. In fact, as protesters with smartphones began massing across the Arab world, it seemed that technology would be a force for liberation.


A Man Becomes a Matchstick

On December 17, 2010, a man became a matchstick.

Angry over years of mistreatment by Tunisian authorities, a twenty-six-year-old street vendor named Mohamed Bouazizi doused himself with paint thinner and set himself on fire in the provincial capital of Sidi Bouzid.105 His act of self-immolation sparked protests; within days, thousands gathered in Tunis to protest the corruption and abuses of President Zine El Abidine Ben Ali. WikiLeaks revelations about the excesses of the president and his family—including his son-in-law flying in ice cream from Saint-Tropez and feeding his pet tiger four chickens a day—further inflamed the protests.106

Demonstrators brandished signs with slogans like “Ben Ali, get lost”107 in what came to be known as Thawrat al-Karāmah, the Revolution of Dignity.108 When snipers fired on the crowds, protesters caught footage of the carnage on their smartphones and shared it widely.109 After a month of protests, and twenty-three years in power, Ben Ali fled to Saudi Arabia.110 Jubilant Tunisians began to draft a democratic constitution.111

By late January, Egyptians were chanting, “We are next, we are next—Ben Ali, tell Mubarak he is next.”112 A Facebook page created by Wael Ghonim, Google’s head of marketing for the Middle East and North Africa, quickly became a platform for coordinating mass protests against Hosni Mubarak, Egypt’s “modern pharaoh.”113 One activist tweeted, “We use Facebook to schedule the protests, Twitter to coordinate, and YouTube to tell the world.”114 Recognizing the central role social media was playing in the demonstrations, Mubarak’s regime attempted to choke off Internet access. The effort failed. On February 11, the modern pharaoh resigned. Mubarak had ruled Egypt for nearly thirty years; aided by social media, he was toppled in eighteen days.115 The world began to speak of an Arab Spring.

Days later, that Arab Spring came to Libya. Like Mubarak, Libyan leader Muammar Qaddafi tried to stifle protests by shutting down Libyans’ access to the Internet.116 Still, cellphone videos leaked out and were readily uploaded to YouTube. The revolution quickly descended into civil war between Libya’s longtime strongman and rebel forces.II With Qaddafi’s army poised to massacre the rebel stronghold of Benghazi, the United States helped marshal a NATO air campaign to protect civilians and push back regime forces.117 Qaddafi’s grip on power weakened. By fall, he had fled to his hometown of Sirte, where he was ultimately found hiding in a drainage pipe and executed. Several graphic and grainy videos flooded the Internet, capturing the desperate last moments of the dictator’s life.118

It wasn’t the first time that social media had fueled social movements. When anti-government protests swept Iran in 2009, enthusiastic observers had prophesied that the unstoppable power of the Internet would unleash the forces of freedom across the globe. “The Revolution Will Be Twittered,” Andrew Sullivan had written in the Atlantic.119 In early 2010, while an undergraduate in Washington, I watched as Secretary of State Hillary Clinton delivered remarks on Internet freedom at the newly opened Newseum on Pennsylvania Avenue. “There are more ways to spread more ideas to more people than at any moment in history,” Clinton declared. “And even in authoritarian countries, information networks are helping people discover new facts and making governments more accountable.”120

That optimism had persisted even after Iran’s theocrats had brutally suppressed the Green Revolution. Now, with the Arab Spring sweeping aside sclerotic regimes from Tunisia to Yemen, the optimists appeared to have been vindicated. A euphoric Egyptian father named his new baby girl “Facebook.”121 Widely distributed networks of people were connecting online—for the sole purpose of protest and dissent—without a clear hierarchy or leader. And it seemed they were winning.



What Western observers saw as a triumph, however, the world’s autocrats watched with terror. “The Arab Spring unnerved Chinese leaders more than any event in years,” wrote Osnos. “The lesson they took from Mubarak’s fall was the same they had taken from the collapse of the Soviet Union: protests that go unchecked lead to open revolt.”122

Putin, meanwhile, saw Libya as a Western betrayal. During the early years of the Obama administration, the United States and Russia had pursued a diplomatic “reset,” cooperating on counterterrorism and negotiating a reduction in nuclear weapons. The Russians had grudgingly acquiesced to the UN resolution authorizing limited military intervention in Libya to protect civilians from Qaddafi’s forces.123 But with the death of Qaddafi, Putin’s worst fears were realized. Putin denounced the Libyan intervention as a “medieval call to the crusades” and pronounced himself sickened by the dictator’s death.124 “Almost all of [Q]addafi’s family has been killed, his corpse was shown on all global television channels, it was impossible to watch without disgust,” he said.125 Putin reportedly viewed the video obsessively.126 You can almost picture the hardened KGB operative sitting in his opulent office, watching Qaddafi’s body dragged through the streets, vowing that Vladimir Vladimirovich Putin would never meet such an ignominious end.

Around the world, it had not escaped the autocrats’ attention that technology had turbocharged this new wave of liberalization. After Putin’s party underperformed in the 2011 parliamentary elections—even with the help of widespread fraud—thousands of Russians had gathered in Moscow, calling for Putin’s arrest and chanting, “Russia without Putin!” Many Russians had learned about the rallies on the Internet—the Pentagon-developed Internet—which Putin had taken to labeling a “CIA project.”127 Alexei Navalny, the anti-corruption activist who rose to prominence via social media, addressed the crowd to cheers. “They can laugh and call us microbloggers. They can call us the hamsters of the Internet. Fine. I am an Internet hamster. But I know they are afraid of us.” Navalny and several hundred protesters were promptly arrested.128
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